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Abstract

This report proposes a dynamic noninterference analysis for sequential pro-
grams. This analysis is well-suited for the development of a monitor enforcing the
absence of information flows between the secret inputs and the public outputs of
a program. This implies a sound detection of information flows and a sound cor-
rection of forbidden flows during the execution. The monitor relies on a dynamic
information flow analysis. For unexecuted pieces of code, this dynamic analysis
uses any context sensitive static information flow analysis which respects a given
set of three hypotheses. The soundness of the overall monitoring mechanism with
regard to noninterference enforcement is proved, as well as its higher precision
than the mechanism proposed in previous work [Le Guernic et al., 2006a].



inria-00162609, version 1 - 14 Jul 2007

Contents

1

Introduction

1.1 The Language: Syntax & Standard Semantics . . . . ... ... ...
1.1.1 Syntax of the Language . . . ... .. ... ... ......
1.1.2  Standard Semantics of the language . . . . . ... ... ...

1.2 Monitoring Principles . . . . . . ... ... Lo oL

The Monitoring Semantics

2.1 A semantics Making Use of a Context-sensitive Static Analysis . . . .
2.1.1  Which static information flow analyses can be used? . . . . .

2.2 A Finer Characterization of Usable Static Analyses . . . . . . .. ..

Example of Monitored Execution

3.1 What happens when variable his true? . . .. ... ... ... ....
3.2 What happens when variable his false? . . ... ... ... . ...
33 Conclusion . . . ... ...

Properties of the Monitoring Semantics
4.1 Soundness . . . . ...
42 Precision . . . ...

Conclusion

Proofs of the Theorems

A.1 Usable Analyses. . . . . . . . .. . .
A.1.1 Hypothesis2.1 . ... ... ... ... ... ... ...
A.1.2 Hypothesis2.2 . . . ... ... ...

A2 Soundness . . . . ...
A2.1 Detection . . . . ... ... ...
A22 Correction . . . ....... ... ...

A3 Transparency . . . . . ..o i e e
A.3.1 Lemmas and Figure Reused from Earlier Work . . . . . . ..
A.3.2 Proofs of the Partial Transparency . . . . .. ... ... ...

Bibliography

14
15
16
17

18
18
19

20



inria-00162609, version 1 - 14 Jul 2007

1 Introduction

This report presents a secure information flow monitoring mechanism for sequential
programs. In previous work [Le Guernic et al., 2006a, Le Guernic, 2007a], the moni-
toring mechanism is implemented by a security automaton. This automaton, analyzing
the information flows during the execution, is separated from the semantics actually
executing the monitored program. The automaton and the semantics communicate
during the execution in order to enforce the confidentiality of secret data manipulated.
However, the automaton and the semantics have their own distinct states. The security
automaton is unaware of the content of the current program state, and thus of the pre-
cise values of the variables. This approach has the advantage to clearly distinguish the
features which are part of the dynamic information flow analysis from those which are
part of the program computation. However, this approach has also an impact on the
achievable precision of the information flow analysis.

In the program of Figure 1, his the only private input and /is the only public input.
This program initializes the value of the internal variable x to 0; then, depending on the
values of the inputs h and /, it sets x to 1; and finally, it outputs the value of x. This pro-

X = 0; y = 1;

» if h then

3 skip

s+ else

5 if / then x := y else skip end
s end;

7 output x

Figure 1: Example of a program where context sensitivity is important.

gram is obviously interfering: if /is true, then it outputs 0 if his true and 1 otherwise.
However, executions where / is false are noninterfering; the program always outputs
0. The monitoring mechanisms presented in previous work [Le Guernic et al., 2006a,
Le Guernic, 2007a] are unable to achieve a level of precision which allows to detect
that executions where /is false are noninterfering. This is because the static analyses
used to analyze unexecuted branches of conditionals whose test carries variety are not
context sensitive. When h is true, the program “if / then x :=1 else skip end”
is statically analyzed to determine possible implicit indirect flows. In previous work
[Le Guernic et al., 2006a, Le Guernic, 2007a], this analysis is done without any knowl-
edge about the value of the input /. Therefore, the static analysis must take into consid-
eration that x may be assigned in an execution where h has a different (false) value
and /has the same value (even if the current value of /is false). Moreover, the dynamic
analysis must compute the same information flows whatever the value of private inputs
in order to prevent the creation of a new covert channel by the correction mechanism.
Therefore, even if his false, and then line 5 is executed, the monitoring semantics can
not use its knowledge of the value of /to prevent the analysis of a branch which can in
no way be executed by any execution started with the same public inputs.

This report presents a monitoring mechanism able to accurately deal with the above
example. To do so, implicit indirect flows are taken into account by the dynamic anal-
ysis using the results of context-sensitive static analyses of unexecuted pieces of code.
The context sensitivity of the static analysis allows it to avoid analyzing pieces of code
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which will never be executed in any context low-equivalent to the current one — i.e.
contexts in which public data have the same values as in the current context. For exam-
ple, a context-sensitive analysis of the 5 line of Figure 1 in a context where /is false,
and considered public data, does not analyze the then-branch of the conditional.

The dynamic information flow analysis described in this report is not limited to
the use of a sole context-sensitive static analysis. A whole series of context-sensitive
static analyses, characterized by a set of axioms, can be used in combination with the
dynamic analysis to accurately track information flows. Those axioms emphasize the
two main requirements for a noninterference monitor to accurately detect information
flows and safely enforce noninterference.

Section 1.1 describes the syntax and semantics of the sequential imperative lan-
guage studied. Section 1.2 formally defines the execution property enforced by the
monitor and introduces the monitoring principals, which are then formalized in Sec-
tion 2. Before stating and proving the main properties of the monitoring mechanism in
Section 4, an example of monitored execution is detailed in Section 3. Then this report
concludes in Section 5.

1.1 The Language: Syntax & Standard Semantics

The language used to describe programs studied in this report is similar to the one of
previous work [Le Guernic et al., 2006a]. It is an imperative language for sequential
programs. This report focuses on the increase of precision in the dynamic informa-
tion flow analysis and not on the correction mechanism. Therefore, for simplicity, the
language does not include an output statement.

1.1.1 Syntax of the Language

The grammar of the language studied is given in Figure 2. In this grammar, (ident)
stands for a variable identifier. {expr) is an expression of values and variable identifiers.
Expressions in this language are deterministic — their evaluation in a given program
state always result in the same value — and are free of side effects — their evaluation
has no influence on the program state.

(prog) := skip

(ident) := {expr)

(prog) ; {prog)

if (expr) then (prog) else (prog) end
while (expr) do (prog) done

Figure 2: Grammar of the language

A program expressed with this language is either a skip statement (skip) which has
no effect, an assignment of the value of an expression to a variable ({ident) := (expr)), a
sequence of programs ((prog) ; {prog)), a conditional executing one program — out of

two — depending on the value of a given expression (if (expr) then (prog) else (prog) end),
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or a loop executing repetitively a given program as long as a given expression is true
(while (expr) do (prog) done).

1.1.2 Standard Semantics of the language

The standard semantics of the language is given in Figure 3. The evaluation symbol
(1) is given a subscript letter in order to distinguish between the standard semantics (S)
and the monitoring one (M). The standard semantics is based on rules written in the
format:

O'I-Pll,so"

Those rules means that, with the initial program state o, the evaluation of the pro-
gram P yields the final program state 0’. Let X be the domain of variable identifiers
and D be the semantics domain of values. A program state is a value store o (X — D)
mapping variable identifiers to their respective value. The definition of value stores is
extended to expressions, so that o(e) is the value of the expression e in the program
state .

o+ skip s o (Es-SKIP)

(Es-ASSIGN)

oF x:=e s o[x o(e)]

o P g o o+ P g o
o+ PP lg of

(Es-SEQUENCE)

ole)=v o+ P s o
o F if e then P™U¢ else PT21s¢ end [Jg o

(Es-TF)

o(e) = true o + P'; while ¢ do P! done |5 o’
o + while ¢ do P' done s o’

(ES 'WHILEtrue )

o(e) = false
o + while edo P'done s o

(ES'WHILEfalse)

Figure 3: Rules of the standard semantics

1.2 Monitoring Principles

The remainder of the current section gives some formal definitions which are used
to formalize the execution property enforced by the monitoring mechanism. Subse-
quently, it introduces succinctly the mechanisms used by the monitoring semantics in
order to enforce secure information flows.
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A “safe” execution is a noninterfering execution. Unlike languages of previous
work [Le Guernic et al., 2006a, Le Guernic, 2007a], the language studied in this report
does not include an output statement. Therefore, in this report, noninterference is not
defined as the absence of strong dependencies [Cohen, 1977] between the secret (or
private) inputs and a sequence of outputs, as done in the two previous works. Rather,
as commonly done, noninterference is defined as the absence of strong dependencies
between the secret inputs of an execution and the final values of some variables which
are considered to be publicly observable at the end of the execution.

For every execution of a given program P, two sets of variable identifiers are de-
fined. The set of variables corresponding to the secret inputs of the program is desig-
nated by S(P). The set of variables whose final value are publicly observable at the end
of the execution is designated by O(P). No requirements are put on S(P) and O(P) other
than requiring them to be subsets of X. A variable x is even allowed to belong to both
sets. In such a case, in order to be noninterfering, the program P would be required to,
at least, reset the value of x.

In the following definitions, we consider that a program state may contain more
than just a value store. This is the reason why a distinction is done between program
states (X) and value stores (o). Following Definition 1.1, two program states X, re-
spectively X,, containing the value stores o, respectively o, are low equivalent with

regards to a set of variables V, written X L X>, if and only if the value of any variable
belonging to V is the same in 0| and o7.

Definition 1.1 (Low Equivalent States).
Two states X, respectively X,, containing the value stores oy, respectively o, are low

equivalent with regards to a set of variables V, written X, 4 Xo, if and only if the value
of any variable belonging to V is the same in oy and 0:

X 2X, e VxeV:o(x) =)

Definition 1.2 (Noninterfering Execution).

Let ||; denote a big-step semantics. Let S(P)° be the complement of S(P) in the set X.
For all programs P, program states X1 and X|, an execution with the semantics || of
the program P in the initial state X, and yielding the final state X| is noninterfering,
written ni(P, s, X1), if and only if, for every program states X, and X} such that the
execution with the semantics || of the program P in the initial state X, yields the final
state X),:

S(py* O(P
x € x, = x; Y x;

The monitoring mechanism is based on a flow and context sensitive static analysis.
As with the automaton-based noninterference monitors of previous work [Le Guernic
et al., 2006a, Le Guernic, 2007a], the monitoring semantics treats directly the direct
and explicit indirect flows. For implicit indirect flows, a static analysis is run on the
unexecuted branch of every conditional whose test carries variety — i.e. is influenced
by the secret inputs of the program.

The static analysis is context sensitive. An unexecuted branch P is analyzed in the
context of the program state at the time the test of the conditional, to which P belongs,
has been evaluated. The static analysis is then aware of the exact value of the variables
which do not carry variety. During the analysis, the context is modified to reflect loss
of knowledge. The static analysis does not compute the values of variables. Therefore,
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when analyzing an assignment to a variable x, the context of the static analysis is mod-
ified to reflect the fact that the static analysis does not anymore have knowledge of the
precise value of the variable x. When analyzing a conditional whose test value can be
computed using the current context, only the branch designated by the test is analyzed.
As the value of any variable which does not carry variety depends only on the public
inputs, branches which are not designated by the test value would never be executed by
any execution started with the same public inputs as the monitored execution. As the
static analysis detects implicit indirect flows more accurately than context insensitive
analyses, explicit indirect flows can also be treated more accurately. Implicit indirect
flows and explicit indirect flows must be treated with the same precision in order to
prevent the creation of a new covert channel [Le Guernic and Jensen, 2005].

For the example on page 4, if his true then “if / then x :=1 else skip end” is
analyzed using as context the program state before the evaluation of line 2. As /is a
public input, it does not carry variety and the static analysis can take into consideration
its value in the provided context. If /is true then the static analysis would analyze the
assignment and conclude that there is an implicit indirect flow from hto x. Otherwise,
the static analysis would only analyze the statement “skip”. It would then accurately
conclude that there is no “bad” flows in an execution where /is false.

The next section formalizes the mechanisms presented above. It starts by present-
ing a monitoring semantics making use of static information flow analyses. Then, it
describes which static analyses can be used in combination with this monitoring se-
mantics.

2 The Monitoring Semantics

In previous works, the dynamic information flow analysis is defined independently of
the monitoring semantics. Therefore, the static analysis used by the dynamic analysis
on unexecuted branches can not be sensitive to the context of the monitoring semantics
(which is inaccessible to the dynamic analysis). In this report, the dynamic information
flow and the monitoring semantics are intrinsically linked. This allows the analysis of
unexecuted branches with a static analysis sensitive to the context of execution. The
dynamic information flow analysis and the monitoring semantics are defined together
in Figure 4.

In previous works, information flows are tracked using a set of variables. At any
execution step, this set contains the variables that may carry variety — i.e. whose value
may be influenced by the secret inputs of the program. In this report, information flows
are tracked using tags. At any execution step, every variable has a tag which reflects
the fact that this variable may carry variety or not.

2.1 A semantics Making Use of a Context-sensitive Static Analysis

Let X be the domain of variable identifiers, D be the semantics domain of values, and
T be the domain of tags. In the remainder of this report, T is equal to {T, L}. Those
tags form a lattice such that L © T. T is the tag associated to variables that may carry
variety.

The monitoring semantics described in Figure 4 is based on rules written in the
format:

L rPUInd
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This reads as follows: in the monitoring execution state £, with a program counter
tag equal to /¢, program P yields the monitoring execution state {’. The program
counter tag (7°) is a tag which reflects the security level of the information carried by
the control flow. A monitoring execution state  is a pair (o, p) composed of a value
store o~ and a tag store p. A value store (X — D) maps variable identifiers to values. A
tag store (X — T) maps variable identifiers to tags. The definitions of value store and
tag store are extended to expressions. o(e) is the value of the expression e in a program
state whose value store is o~. Similarly, p(e) is the tag of the expression e in a program
state whose tag store is p. p(e) is formally defined as follows, with V(e) being the set
of free variables appearing in the expression e:

pe)= | | o

xeV(e)

The semantics rules make use of static analyses results. In Figure 4, application of
a static information flow analysis to the piece of code P in the context { is written: [{
P]l%. The analysis of a program P in a monitoring execution state ¢ must return a pair
(D, X). D, which belongs to P(X — X), is an over-approximation of the dependencies
between the initial and final values of the variables created by an execution of P in the
context {. D(x), which is equal to {y||(x,y) € D}, is the set of variables whose initial
value may influence the final value of x after execution of P in the context . X, which
belongs to P(X), is an over-approximation of the set of variables which are potentially
defined in an execution of P in the context {. This static information flow analysis can
be any such analysis that satisfies a set of formal constraints which are stated below.

For example, let P° be the 5™ line of the program in Figure 1. (0, 0) is a valid result
of the static analysis of P> in a context where /is false and does not carry variety.
However, it is not a valid result in a context where /is true or may carry variety. In
such a context, ({(x, y), (x, D}, {x}) is a valid result of the static analysis of P°.

The monitoring semantics rules are straightforward. As can be expected, the ex-
ecution of a skip statement with the semantics given in Figure 4 yields a final state
equal to the initial state. The monitored execution of the assignment of the value of
the expression e to the variable x yields a monitored execution state (o', p’). The final
value store (0”') is equal to the initial value store (0-) except for the variable x. The final
value store maps the variable x to the value of the expression e evaluated with the initial
value store (o(e)). Similarly, the final tag store (o) is equal to the initial tag store (o)
except for the variable x. The tag of x after the execution of the assignment is the least
upper bound of the program counter tag () and the tag of the expression computed
using the initial tag store (o(e)). p(e) represent the level of the information flowing into
x through direct flows. *° represent the level of the information flowing into x through
explicit indirect flows.

The monitored execution of a conditional whose test expression does not carry vari-
ety (o(e) = L) follows the same scheme as with a standard semantics. For a conditional
whose test expression e carries variety, the branch (P') designated by the value of e is
executed and the other one (P™) is analyzed. The final value store is the one returned
by the execution of P'. The final tag store (p’) is the least upper bound of the tag store
returned by the execution of P” and two new tag stores (o and p°) generated from the
result of the analysis of P™" ((D, X)). By definition, p LI p" is equal to Ax.p(x) Ll p’(x).
The first new tag store (o) is computed from the dependencies (D), were P~ exe-
cuted, between the final value of variables in P™ and their initial values. In p™, the tag
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2. v skip Uy ¢ (EarSKIP)

(0, p), ® F x:=e Uy (olx = a(e)], plx — ple) U P]) (Epm-ASSIGN)

Lk PY [y D &P E Py
L PP Iy &

(Em-SEQUENCE)

ple)=L  o@=v  (op), UL+ P Iul (Ep-IF L)
(. p). 7 ¢ if ¢ then P else PEI% end Uy & M

pl=T o(e)=v
(0, p) LT kP Uy (@, p) [ p)+ PV = (D, ) (Ep-
P = A yerwPp®)  pf = EX{THUE =¥ x {1} M
(0, p), ° + if e then PP else P35 end | (0, p" Up " L p°)
IF,)

ple) = L o(e) = false

(0, p), ** + while e do P done | (0, p) (Ep-WHILE i)

ple) =L o(e) = true
(o, p), UL + P'; whileedo P' done [ ¢’ (Epm-WHILE, .., )

(o, p), * + while e do P'done (5 '

ple)=T o(e) = true
(o, p), P°UT + P'; while edo P' done x (07, p') (Epm-WHILE 4e,)

(o, p), ™ + whileedo P'done |y (¢, pUp’)

ple)=T o(e) = false
[(c, p) - P'; while e do P' done]*s = (D, X)

= Ax Uyesp®) o= Ex(Thu (- x oy EMWVHILE )

(o, p), * + while e do P'done | (o, pUp Lip%)

Figure 4: Rules of the monitoring semantics

10
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of a variable x is the least upper bound of the initial tags (o(y)) of the variables whose
initial value may influence the final value of x in an execution of P™". The other new
tag store (p¢) reflects the implicit indirect flows between the value of the test of the
conditional and the variables (¥) which may be defined in an execution of P™. In p°,
the tag of a variable x is equal to the initial tag of the test expression of the conditional
(o(e)) if and only if x belongs to X; otherwise, its tag is L.

2.1.1 Which static information flow analyses can be used?

The static analysis used to determine the information flows in unexecuted branches is
not formally defined. In fact, the dynamic analysis can use any static information flow
analysis which complies with the three following hypotheses and returns a pair, whose
first element is a relation between variables — i.e. a set of pairs of variables — and
second element is a set of variables.

The first hypothesis ensures an “exact” detection of information flows. Hypothe-
sis 2.1 simply requires the static analysis used to be a sound information flow analysis.
More precisely, it requires that the second element of the static analysis result (X) con-
tains all the variables which may be defined by an execution of the analyzed program
with the same public values as those used for the analysis. This is a straightforward
requirement as the result of the static analysis is used to take into account implicit
indirect flows.

For example, in a context where / is true or may carry variety (o(/) = T), Hy-
pothesis 2.1 requires that x must belong to the second element (X) of the result of any
analysis of P7 (the 5% line of the program in Figure 1).

Hypothesis 2.1 (Correctness of the static analysis for information flow detection).

For all monitoring execution states (o, p), (0, p;) and (0,, p,), program counter tags
¢, programs P, and analysis results (D, X) such that:

1. Yx: (p(x) = L) = 0i(x) = o(x),

2' (O-i, pi)7 tpc }_ P UM (O-O’ p())y
the following holds:

[(o, p) - PI* = (D,X) = VYxgX. o,(x) = oy(x)

The second and third hypotheses allow a ‘“safe” correction of information flows.
Hypothesis 2.2 requires the static information flow analysis to be as precise as the
dynamic information flow analysis when the program counter carries variety. This is
required in order to be able to correct “bad” flows. If this hypothesis does not hold
then it may be possible for the attacker to deduce from the behavior of the correction
mechanism which branch of a conditional whose test carries variety has been analyzed
and whose branch has been executed. This information would allow the attacker to
deduce the value of the test of the conditional.

Hypothesis 2.2 (Correctness of the static analysis for information flow correction).

For all monitoring execution states (o, p) and (o, p’), programs P, and analysis re-
sults (D, X) such that:

11
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L (o, p), T+ P lUm (0, p),
2. (o, p) + PI% = (D, %),

the following holds:

po= (x| | pm) U (@Ex{Th U E x(1))

yeD(x)

The last hypothesis (Hypothesis 2.3) requires the result of the static analysis to be
determined solely by the value of public data. This hypothesis is needed for a similar
reason than for the second hypothesis. In order to prevent the correction mechanism to
be used as a covert channel, the result of the static analysis must be independent from
the value of secret data.

For example, Hypothesis 2.3 requires that the result of the analysis of the 5" line
of the program in Figure 1 must depend only on the values of variables /, x and y; and
not on the value of variable h.

Hypothesis 2.3 (Static analysis is deterministic with regard to public data).
For all monitoring execution states (o, p) and (o', p’), and programs P such that:

1. p=p
2. ¥x:(o(x)C 1) = o(x) = o' (x),

the following holds:
L. p) v PI* = [0, o)+ PIF

The fact that the static analysis is deterministic with regard to public data is not strictly
required. The least requirement is that the set of potential results must be determined
by the value of public data. For simplicity, this hypothesis also requires the analysis to
be deterministic with regard to public data..

2.2 A Finer Characterization of Usable Static Analyses

The above hypotheses define which static information flow analyses are usable, i.e.
which static analyses can be used with the monitoring semantics given in Figure 4.
However, Hypotheses2.1 and 2.2 are stated using the monitoring semantics itself. This
make it more difficult to prove that a given static analysis satisfies those hypotheses.

Figure 5 defines a set of acceptability rules. The result (D, X) of a static infor-
mation flow analysis of a given program (P) in a given context ({) is acceptable for
the monitoring semantics only if the result satisfies those rules. This is written in the
format:

B, EC*FP)

In the definitions of those rules, 7d denotes the identity relation. o is the operation of
composition of relations. It belongs to (P(B x C) X P(A X B)) —» P(A x C) with A, B
and C being sets. Its formal definition follows.

SoR = |Jl@olt,ees)

(a,b)eR

12
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As used in the acceptability rules, A, B and C are equal to the set of variable identifiers
X. {§true, sfalse} returns either the set S ™€, the set S15¢ or the union of both
depending on the value of the tag t and the value v. Its formal definition follows.

Strue U Sfalse iftr=T
true falseqr _
58 ]}V_{SV iffr =1

(D, %) F ((0, p) +skip)
iff D=7d A X=0

D, X)E((0, p)Fxi=e)
iff D=Tdlxe V)] A X={x}

(DX F (@ p) PP

iff there exist (D, X¥") and (D!, X") such that:
(O XM E (o, p) FPY)
letp’ = p L ((XMx T)U (XM x 1)) in (D, XY) k= (0, p) F P
D=D"o® A X=XPUZX

(D,%) E ( (0, p) + if e then P'™ else P*!*¢ end )

iff there exist (DU, ¥true) and (Dfalse, xfalsey gych that:
(DtFve XtrUe) L (o, p) + PErUe)
(Dfalse’ Xfalse) I: ((0_’ p) F Pfalse)
D = [Dtrue, :Dfalse]}f;((?) U (fxtrue, %false]}/;((ee)) x V(e))

X = {[xtrue xfalse]}P(e)

a(e)

(9,%) E ( (o, p) + while e do P' done )

iff there exists (D', ¥) such that:
letp’ =p LU ((¥x T)U (@) x 1) in (D, X) E ((0,0") + P
D={Do(DUTd),IdI’” A Xx={x, 0"

o(e) o(e)

Figure 5: Acceptability rules for usable static information flow analysis results

Using the acceptability rules of Figure 5, it is possible to characterize some static
information flow analyses which are usable with the monitoring semantics without
referring to the monitoring semantics itself. It is also possible to generate a usable
static information flow analysis by fix-point computation on the acceptability rules; in
fact, only on the rule for loop statements. However, those acceptability rules do not
define a most precise usable static analysis.

13
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As stated by Theorem 2.1, any acceptable static information flow analysis result
satisfies Hypothesis 2.1.

Theorem 2.1 (Acceptability rules imply detection abilities).
For all monitoring execution states {, programs P, and analysis result (D, X) such that
(D, X) E (¢ + P), the Hypothesis 2.1 holds.

Proof. The theorem follows directly from Lemma A.1.

Theorem 2.2 states that any acceptable static information flow analysis result,
which satisfies Hypothesis 2.4, satisfies Hypothesis 2.2. Hypothesis 2.4 requires the
dependencies between initial and final values computed by the analysis to be coherent
with the set of potentially defined variables also computed by the analysis. The final
value of a variable which may not be defined by a program is required to depend only
on its own initial value. Hypothesis 2.4 holds if, but not only if, D is the smallest fixed
point obtained from the acceptability rules of Figure 5.

Hypothesis 2.4 (Static analysis results are coherent).
For all monitoring execution states (o, p), programs P, and analysis result (D, X):

[Z+PI = (D,%) = VrxeX. D) ={x

Theorem 2.2 (Acceptability rules imply correction abilities).
For all monitoring execution states (o, p), programs P, and analysis result (D, X) if
(D, X) E (¢ + P) and the Hypothesis 2.4 holds then the Hypothesis 2.2 holds.

Proof. The theorem follows directly from Lemma A.4.

Therefore, a static information flow analysis, which satisfies Hypotheses 2.3 and 2.4
and whose results are acceptable ([{ F P]]ﬁg E (¢ v P)), is usable by the monitoring
semantics — i.e. it satisfies Hypotheses 2.1, 2.2 and 2.3.

Theorem 2.3 (Existence of a compliant static analysis). There exists a static analy-
sis [1% such that, for all commands C, value stores o, and tag stores p, there exists
an analysis result (D, X) such that [[o,p F C]]ﬂg = (D, X) and Hypotheses 2.3 and 2.4
hold.

Proof. The theorem follows directly from the constructive proof of Lemma A.15.

3 Example of Monitored Execution

Figure 6 contains an adaptation of the motivating example given in Section 1. In this
program (P), variables h and / contain the program inputs at the beginning of the execu-
tion. h contains the only secret input (S(P) = {h}); / contains a public input. The only
publicly observable behavior of the program is the value of the variable x at the end
of the computation (O(P) = {x}). The final value of xis 1 if his false and /is true.
Otherwise, the final value of x is 0. This program is obviously interfering as, if the
final value of x is 1, it is possible to deduce that the secret input h is true. However,
any execution where /is false sets the final value of x to 0. Therefore, any execution
where /is false is noninterfering.

As stated in the introduction (Section 1), none of the monitoring mechanisms of
previous work [Le Guernic et al., 2006b, Le Guernic, 2007b] are able to detect that
executions where /is false are noninterfering. The monitor proposed in this report
is able to detect it. This section presents the behavior of the semantics presented in
Figure 4 on executions of the program in Figure 6.

14
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X = 0;

» if h then

3 skip

4+ else

5 if / then x := 1 else skip end
s end

Figure 6: The motivating program of the Introduction.

3.1 What happens when variable his true?

Figure 7 presents the evaluation tree for executions where h is true. Such executions
start by setting the value of xto 8. Then, as his true, the then-branch (skip) is executed
and the else-branch (if / then x := 1 else skip end) is analyzed. In Figure 7, the result
of the static analysis of the else-branch is represented by the wild card R.

&, T Foskip U & [ F PP = %
, LFx:=0 U & $, L+ if hthen skip else P? end || 5 e
{1, L+ x:=0; if h then skip else P¥ end IMm &G

Figure 7: Evaluation tree of the program in Figure 6 for h = true.

And variable /is true? Table 1 shows the values of the wild cards used in Figure 7
&, &, &, P* and R) for an execution where the initial value of his true, the initial
value of /is true and the initial value of xis 3.

’ Wild Card \ Means \ Value ‘
4| (o1, p1) | ([h true, I— true, x— 3], [A—> T, /> 1, x— 1])
O (02, p2) | ([h true, /> true, x— 0], [A—>T,/— L1, x— 1])
pF if /then x := 1 else skip end
R (B X) | ddlxe {f], {x)
g (03, p3) | ([h true, /> true, x> 0], [A> T, /> L, x> T])

Table 1: Value of the wild cards of Figure 7 for / = true.

In the context of executions where the initial value of h is true and the initial
value of /is true, R is the result of the analysis of if / then x := 1 else skip end in
the context (0, p2) knowing that o»(/) is true and p,(/) is L. R stands for (D, X)).
This analysis result, which is equal to (Zd[x — {/}], {x}) in our example, satisfies Hy-
potheses 2.1 and 2.2. Therefore, under the assumption that the static analysis used
to compute this result satisfies Hypothesis 2.3, the result (D, X;) can be used by the
dynamic analysis to monitor the information flows. For the purpose of this example,
(D}, X)) has been computed by manually solving the constraints implied by the ac-
ceptability rules of Figure 5. Using (D, X)) with the rule (E-IF), it comes out that
p3(X) = pa(X) U pa(HUT.

15
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And variable /is false? Table 2 shows the values of the wild cards used in Figure 7
for an execution where the initial value of his true, the initial value of /is false and
the initial value of xis 3.

] Wild Card \ Means \ Value ‘
4 (o1, p1) | ([h— true, I'— false, x— 3], [A—>T,/— 1, x— 1])
O (02, p2) | ([h> true, I— false, x— 0], [A—> T,/ 1, x> 1])
pf if / then x := 1 else skip end
R (D, X)) | (Zd, 0)
03 (03, p3) | ([h— true, I— false, x— 0], [A—>T,/— 1, x— 1])

Table 2: Value of the wild cards of Figure 7 for / = false.

In the context of executions where the initial value of his true and the initial value
of /is false, R is the result of the analysis of if / then x := 1 else skip end in the
context (0, pz) knowing that o (/) is false and p,(/) is L. R stands for (D, X_)).
In our example, this analysis result is equal to (Zd, @). Using (D—,, X)) with the rule
(Em-IF+), it comes out that p3(x) = p2(x) L pa(x) L L.

3.2 What happens when variable his false?

Figure 8 and 9 present the evaluation trees for executions where h is false. Such
executions start by setting the value of x to 0. Then, as h is false, the then-branch
(skip) is analyzed and the else-branch (if / then x := 1 else skip end) is executed. The
analysis of the then-branch yields an analysis result, (/'d, 0), emphasizing the fact that
there is no information flow created by a potential execution of the then-branch in a
context similar to the current execution. Therefore, the tag store after the execution
of the conditional branching on the variable h (p4) is equal to the least upper bound
of the tag store after the execution of the else-branch (p3) and the tag store before the
execution of the conditional (0;): Yx. p4(x) = p2(x) Ul p3(x).

And variable /is true? Figure 8 presents the evaluation tree for executions where h
is false and /is true. Table 3 shows the values of the wild cards used in Figure 8 for
an execution where the initial value of his false, the initial value of /is true and the
initial value of xis 3.

O, TrEx:i=1pm &G
L, TFP In & [, + skipll*s = (Zd,0)
L, LFx:=0 Iy & {, L + if hthenskip else P’ end |p 4

{1, L + x:=0; if hthen skip else P’ end | &

Figure 8: Evaluation tree of the program in Figure 6 for h = false A / = true.

In a context where the initial value of his false and the initial value of /is true,
the conditional branching on variable / is evaluated with a program counter carrying
variety (its tag is T) and yields the assignment “x := 1”. This assignment is also
evaluated with a program counter tag equal to T. Therefore, after the execution of the
assignment, variable x is also considered to carry variety (p3(x) = T).

16
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’ Wild Card \ Means \ Value

4 (o1, p1) | ([h— false, I+ true, x— 3], [A—>T,/— L, x— 1])
0 (02, p2) | ([h false, I+ true, x— 0], [A—>T, /> L, x> 1])
p’ if / then x := 1 else skip end

e (03, p3) | ([h false, I+ true, x> 1], [A>T, /> L, x> T])
o (04, pg) | ([h false, I+ true, x> 1], [h> T,/ L, x> T])

Table 3: Value of the wild cards of Figure 8.

And variable /is false? Figure 9 presents the evaluation tree for executions where
his false and /is false. Table 4 shows the values of the wild cards used in Figure 9
for an execution where the initial value of his false, the initial value of /is false and
the initial value of xis 3.

&, Tk oskip Uy &
L, TFP In & [¢> + skipll® = (Zd,0)
, L Fx:=0 I & {, L+ if hthen skip else P’ end p &4
{1, L+ x:=0; if hthen skip else P’ end |p &4

Figure 9: Evaluation tree of the program in Figure 6 for h = false A | = false.

| Wild Card | Means | Value
4 (o1, p1) | ([h false, I+ false, x— 3], [h—>T, /> L, x> 1])
e (02, p2) | ([h— false, I+ false, x— 0], [h—>T,/— L, x> 1])
p’ if /then x := 1 else skip end
0 (03, p3) | ([h— false, |+ false, x— 0], [h—>T,/— L, x— 1])
y (04, pg) | ([h false, I+ false, x— 0], [h—>T,/—> L, x> 1])

Table 4: Value of the wild cards of Figure 9.

In a context where the initial value of his false and the initial value of /is false,
the conditional branching on variable / is evaluated with a program counter carrying
variety (its tag is T) and yields the statement “skip”. The unexecuted branch of this
conditional (“x := 1”) is not analyzed. The reason is that its test (/) does not carry
variety. Therefore, the test of the conditional has the same value for any execution
started with the same public inputs. Hence, the assignment contained in the unexecuted
branch is never executed by any initially low equivalent executions. Consequently, the
monitored execution state after the execution of the conditional branching on / ({3) is
equal to the monitored execution state before the execution of this conditional ({3).

3.3 Conclusion

Table 5 summarizes the possible final values (o (x)) and tags (ps(x)) of the variable
x depending on the initial values of the inputs h (o;(h)) and / (o7;(/)). As can be seen
in this table, if /is false then the final value of x is always 0 independently from the
initial value of h. Therefore, whenever /is false, there is no flow from h to x. This
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| o) | aith) | o/ | psx0 |

true true 0 T
true | false 1 T
false | true 0 L
false | false 0 L

Table 5: Final values and tags of x depending on the initial values of /and h.

is well detected by the dynamic analysis which sets the final tag of x to L whenever /
is false. On the other side, if /is true then the final value of x depends on the initial
value of h. This is well detected by the dynamic analysis which sets the final tag of
X to T whenever /is true. Additionally, the dynamic analysis behaves securely as it
does not create any new covert channel. Indeed, the final tag associated to the variable
x never depends on the initial value of the only secret input h.

4 Properties of the Monitoring Semantics

Section 2 formally defined the dynamic information flow analysis proposed in this
report. The soundness of this analysis with regard to the notion of noninterfering exe-
cution (Definition 1.2) is proved in Section 4.1. Section 3 demonstrated on an example
that the dynamic analysis proposed in this report is sometimes more precise than the
dynamic analysis proposed in previous work [Le Guernic et al., 2006a], and also more
precise than the majority of information flow analyses. Section 4.2 proves that the
dynamic analysis developed in this report is always at least as precise as the dynamic
information flow analysis of previous work [Le Guernic et al., 2006a].

4.1 Soundness

The monitoring mechanism is proved to be sound with regard to the notion of non-
interfering execution given in Definition 1.2. This means that, at the end of any two
monitored executions of a given program P started with the same public inputs (vari-
ables which do not belong to S(P)), the final values of observable outputs (variables
which belong to O(P)) are the same for both executions.

Theorem 4.1 proves that the monitoring mechanism is sound with regard to infor-
mation flow detection. Any variable, whose tag at the end of the execution is L, has
the same final value for any initially low equivalent executions.

Theorem 4.1 (Sound Detection).

Assume that the monitoring semantics |y uses a static information flow analysis ([T )
for which Hypotheses 2.1, 2.2 and 2.3 hold. For all programs P, monitoring execution
states (o1, p1), (077, p}), (02, p2) and (07, p}) such that:

e (01, p1), L P Um (0], p),
® (02, p2), L F P Um (0, p}),
o Vx ¢ S(P). o1(x) = 02(x),

e VxeS(P).pi(x)=T
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the following holds:
Vx. (p1(x) =1) = (o](x) = 05(x)
Proof. Follows directly from Lemma A.7.

Variables whose final tags are not L may have different final values for two initially
low equivalent executions. Therefore, the monitoring mechanism must modify the final
value of any variable belonging to O(P) and whose final tag is not L. However, as em-
phasized by Le Guernic and Jensen [2005], if the correction of “bad” information flows
is done without enough care, the correction mechanism itself can become a new covert
channel carrying secret information. Theorem 4.2 proves that any variable belonging
to O(P) and whose final tag is not L can safely be reset to a default value because the
final tag of a variable does not depend on the secret inputs of the program.

Theorem 4.2 (Sound Correction).

Assume that the monitoring semantics |y uses a static information flow analysis ([T )
for which Hypotheses 2.1, 2.2 and 2.3 hold. For all programs P, monitoring execution
states (o1, p1), (07}, p}), (02, p2) and (07, p)) such that:

(1, 1), L F P Um (0], p)),

(02, p2), L F P Um (0%, p)),

Vx ¢ S(P). o1(x) = 02(x),

VxeSP).pi(x)=T

® p1L=p2
the following holds: p| = p}.

Proof. Follows directly from Lemma A.9.

4.2 Precision

The remainder of this section compares the precision of the dynamic information flow
analysis proposed in this report with the precision of the monitoring mechanism pro-
posed in previous work [Le Guernic et al., 2006a]. Theorem 4.2 proves that a correc-
tion mechanism can be based on the tags computed by the dynamic analysis without
creating new covert channels. As neither of the dynamic analyses of previous work
[Le Guernic et al., 2006a] and work presented in this chapter modifies the internal state
of the program (the value store), the correction mechanism of previous work [Le Guer-
nic et al., 2006a] can be used in combination with the dynamic analysis proposed in
this report. However, as this report does not formally specifies a correction mechanism,
only the precision of the dynamic information flow analyses of the dynamic informa-
tion flow analysis presented in this report is compared to previous work [Le Guernic
et al., 2006a].

Theorem 4.3 states that, for any program P without output statements, if an execu-
tion monitored by the mechanism of previous work [Le Guernic et al., 2006a] termi-
nates concluding that variables not belonging to V’ do not contain secret information,
then an execution started with the same inputs and monitored by the dynamic analysis
of this report does also terminates and concludes that variables not belonging to V' do
not contain secret information.
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Theorem 4.3 (Improved Precision).

Assume that the monitoring semantics |y uses a static information flow analysis ([T )
which is acceptable and for which Hypotheses 2.3 and 2.4 hold. For all programs P,
whose set of secret inputs is S(P), value stores o and o”’, monitoring automaton states
(V',w"), and tag stores p and p’ such that:

o (S(P),6),0) Ik P = (V,w),0),
o Vx ¢ S(P), px) = 1,
the following holds:

e (0,0, L+ PlUm(c,p),
e Vx¢ V', p(x)=L.

Proof. Follows directly from Lemma A.18.

5 Conclusion

This report, as the previous ones, addresses the problem of monitoring executions in
order to enforce the confidentiality of secret data. The confidentiality property to mon-
itor is expressed using the property of noninterference between secret inputs of the
execution and its public outputs. The language taken into consideration is a sequen-
tial language with assignments and conditionals (including loops) as in previous work
[Le Guernic et al., 2006a]. The main difference between the monitoring mechanism
proposed in this report and the ones of previous works lies in the static analysis used to
detect implicit indirect flows. The static information flow analyses used by the monitor
in this report are context-sensitive, which is not the case in previous works. This al-
lows to increase the precision of the overall dynamic information flow analysis for the
detection of implicit and explicit indirect flows.

Another distinguishing feature of the dynamic information flow analysis developed
in this report lies in the definition of the static analysis used for the detection of im-
plicit indirect flows. No static information flow analysis is formally defined to be used
by the dynamic analysis, even if such an analysis can easily be extracted from the ac-
ceptability rules of Figure 5 by fix point computation. Instead, three hypotheses are
defined. It has been proved that any static information flow analysis respecting those
hypotheses can be used by the noninterference monitor proposed in this report. The
first hypothesis (Hypothesis 2.1) simply requires the static analysis to be sound with
regard to the detection of the variables whose value may be modified by the execution
of a given piece of code in a given context. The second hypothesis (Hypothesis 2.2) re-
quires the static analysis to have a precision similar to the overall dynamic analysis for
pieces of code executed in a secret context. Finally, Hypothesis 2.3 requires the static
analysis to be deterministic with regard to public data given in the analysis context.
Hypotheses 2.2 and 2.3 are not required for the overall dynamic analysis to be sound
with regard to the detection of information flows. However, they are required in order
to prevent the “bad flows” correction mechanism from creating new covert channels
which may leak secret information.

In Section 4, the proposed noninterference monitor is proved to be sound both with
regard to the detection of information flows and with regard to their correction when
necessary. In the same section, Theorem 4.3 states that the monitor proposed in this
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report is more precise than the monitor of previous work [Le Guernic et al., 2006a] and,
by transitivity, more precise than the type system developed by Volpano et al. [1996].

A Proofs of the Theorems

Some of the proofs in this chapter use a semantics rule for the evaluation of expressions.
This semantics rule is defined below.

Definition A.1 (Semantics rule for expression evaluation). For all value store o,
tag store p, and expression e:

o;ptelale): ple)

A.1 Usable Analyses
A.1.1 Hypothesis 2.1

Lemma A.1 (Constraints in Figure 5 enforce the Hypothesis 2.1).
For all value stores o, o; and o,, tag stores p, p; and p,, program counter tag t’c,
statement S, and analysis result (D, X) such that:

*1 (D, X)) E(0,ptrS),
3 Yt (p(x) = 1) = 0(x) = o°(x),
*3 (03, pi), S Um (0%, po)
it is true that:

o Vx ¢ X. 0y(x) = 0i(x)

Proof. The proof goes by induction on the derivation tree of “ (o, p;), *° F S Um
(00, pPo) ”. Assume the lemma holds for any sub-derivation tree, if the last rule used is:

(E — SKIP) then we can conclude that :
(1) S is “skip” and 00 = 7.
It follows directly from the definition of the rule (E — SKIP).
(0) Vx ¢ X. 0,(x) = 0i().
It follows directly from the local conclusion (1).
(E — ASSIGN) then we can conclude that :
(1) S is“id :=€” and Vx # id.co(x) = o;(x).
It follows directly from the definition of the rule (E — ASSIGN).

(2) ide X
If follows from the global hypothesis *; and the local conclusion (1).

(o) Vx ¢ X. 0,(x) = 0i(x).
It follows directly from the local conclusions (1) and (2).

(E — SEQUENCE) then we can conclude that :
(1) S is “S| ; S,” and there exist a value store o, a tag store p;, and two

identifiers sets X; and X, such that:
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e (i, pi), ™ + S1 Um (01, p1) is a sub-derivation tree of “S'| ; S,”
o (01, 01), * +F So Um (0o, po) is asub-derivation tree of “S ;| ; S,”
It follows directly from the definition of the rule (E — SEQUENCE).
(2) There exists two analysis results (D, X;) and (D5, X;) such that:

e (D.X) E(op+S)
® (D2, %) F (0,0 FS2)withp” =p U (X1 XT) U ((X1)° X 1))
[ ] %1 U XQ C X
It follows from the global hypothesis x, the local conclusion (1) and the
definition of the relation k.
3) Yx ¢ Xi. 01(x) = 0:(x).
This result is obtained by applying the inductive hypothesis on the deriva-
tion “(oy, pi), ® + S1 Um (o1, p1)” (sub-derivation tree of
“(oi, pi), ° + S Um (04, po)”) using the fact that “(Dy, X)) E (o,p F
S1)” (from the local conclusion (2)).
@ Vx: (' (x) = 1) = o1(x) = o(x).
For all variable x, from the definition of p’ in the local conclusion (2) and
the local conclusion (3), we can conclude that “p’(x) = L” implies “p(x) =
1”7 and “o(x) = oi(x)”. Using the global hypothesis x, and the fact that
“p(x) = L7, it is possible to show that “o;(x) = o(x)”. Hence, we can
conclude that “p’(x) = L” implies “o1(x) = o(x)”.
B) Yx ¢ X,. 0,(x) = 1 (x).
This result is obtained by applying the inductive hypothesis on the deriva-
tion “(oy, p1), ® F S2 UIm (0o, p,)” (sub-derivation tree of
“(oi, pi), ¢ + S Um (04, po)”) using the fact that “(D,, X,) E (0,0 F
S2)” (from the local conclusion (2)). The inductive hypothesis can be ap-
plied thanks to the local conclusion (4).
(0) Vx ¢ X. 00(x) = 0i(x).
It follows directly from the local conclusions (2), (3) and (5).

(E —1F,) then we can conclude that :

(1) S is “if e then S, else S s, end” and there exists a value v € {true, false}
such that:
e 0i(e) =vandp;le) = L,
e “(oi, pi), P + S, Um (0o, po) ” is a sub-derivation tree of “
(i, pi), P F S Um (00, po) 7
It follows directly from the definition of the rule (E — IF ).
(2) There exist X, and X 4. such that:

e (D), %) E(opFS)),
e XD {[%true,xfalseﬂp(g)

o(e)
It follows from the global hypothesis %, the local conclusions (1), and the
definition of |=.
3) Vx ¢ X,.0,(x) = oi(x).
This result is obtained by applying the inductive hypothesis on “(D,, X,) |
(Usp - SV)” and “(O-i, pi)s tpc - SV ‘U’M (0—0, po)”-

22



inria-00162609, version 1 - 14 Jul 2007

@ X, cX

It follows directly from the local conclusions (2) and (1).
(o) Vx ¢ X. 0,(x) = 0i(x).

It follows directly from the local conclusions (3) and (4).

(E —IF+) then we can conclude that :

(1) S is “if e then S, else S 7,5, end” and there exist a value v € {true, false}
and a tag store p’ such that:

e gile)=vand pi(e) =T,
e “(gy, p)y T + S, Um (0o, p’) 7 is a sub-derivation tree of “
(i p), ° F S UIm (00, Po) 7
It follows directly from the definition of the rule (E — IF-).
(2) There exist X, and X 4. such that:
e (D, %) F(0,pF Sy,
o X2 {[Xiue, Xfaise F(j—(:;)

It follows from the global hypothesis 1, the local conclusions (1), and the
definition of |.

(3) Vx & X,. 0p(x) = oi(x).
This result is obtained by applying the inductive hypothesis on “(D,, X,)
(0",0 = SV)” and “(O—i’ pl')’ T F SV ‘U’M (0—03 p,)”'
@ X, CXx
It follows directly from the local conclusions (2) and (1).
(o) Vx ¢ X. 0o(x) = 0i(x).
It follows directly from the local conclusions (3) and (4).
(E — WHILEy;,) then we can conclude that :
Q) o, =0
It follows directly from the definition of the rule (E — WHILEg4p).
(o) Vx ¢ X. 0o(x) = 0i(x).
It follows directly from the local conclusion (1).
(E — WHILE 1, ) then we can conclude that :

(1) S is “while ¢ do S; done” and there exist a tag ¢, and a tag store p;:
e g;(e) = true and pi(e) = ¢,

o “(oy, pi), *°Ut, + S;; while e do S; done | (0, p;) 7 is a
sub-derivation tree of “ (o, pi), *° v § UIm (00, Po) 7

It follows directly from the definition of the rule (E — WHILE ).
(2) There exist an analysis result (D;, X;) such that:
o (D, X)E (o,p FSYwithp =p L (X, XT) U (X)X 1)),
o X=X,

It follows from the global hypotheses x| and %, the local conclusions (1)
(S is “while e do S; done” and o;(¢) = true), and the definition of [.

(3) There exist a value store o} and a tag store p; such that:
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e “(oi, p)), *°Ut, + §; Um (01, p1) 7 is a sub-derivation tree of
(U'i, Pi), e te F S llM (0-0’ po) ”s

e “(01, p1), ™ U, + whileedoS;done |y (0, p;) " is a sub-
derivation tree of “ (o, p;), *°Ut, + S Um (00, po) 7,

It follows directly from the local conclusion (1) and the definition of the
rule (E — SEQUENCE).

@ VYx:(p'(x) = 1) = (oi(x) = o(x)).
From the definition of p’ (given in the local conclusion (2)), p’(x) = L
implies p(x) = L. Hence, the global hypothesis %, implies the above result.

5) Vx ¢ X, 01(x) = oi(x).
This result follows from the inductive hypothesis applied on “(o7, p;), P°U
t. v S; Um (o1, p1)” (given in the local conclusion (3)) and (D}, X)) =
(o,p" + S;) (given in the local conclusion (2)). The inductive hypothesis
can be applied because of the local conclusion (4).

Lets define p; and pj such that:

op Yx e Xp,p(x) =T,
0y Yx ¢ X, 01(x) = p(x),
03 Py =pr U (X XT) U ((X)° X L)).

Lets define D, to be {®; o (D U Id), Id]}ﬁj(f;.

©) p;=p'
It follows from the definitions of p; and p’ (given in 3 and (2)). For all x
in X;, pj(x) = T = p’(x). For all x not in X;, from o, p;(x) = p(x); hence,
py(x) = pi(x) = p(x) = p'(x).

7) (D4, X)) E (0, p; + while e do S; done).
From the local conclusions (2) and (6), we can conclude that (D, X)) E
(0, p; + §1). From the local definition o3, p; = p; U ((X; X T) U ((X)° X
1)). The local definitions ¢; and o, and the global hypothesis x, imply
pite) # T = ple) # T = o(e) = oi(e); therefore, as o;(e) = true,
X = {[%1,(2)]}‘;(8). Hence, from the definition of | for while-statements,
(D, X)) E (0, p; + while e do S; done).

@) Yx: (p(x) = 1) = (o1(x) = o(x)).
From ¢y, p;(x) = L implies x ¢ X;. Hence, local conclusion (5) implies
o1(x) = oi(x). From the property “p;(x) = L implies x ¢ X;”, the lo-
cal definition ¢,, and the global hypothesis %, it is possible to show that
pi(x) = L implies o;(x) = o(x). Hence, p;(x) = L implies o (x) = o(x).
9) Yx ¢ X,. 0,(x) = 01 (x).
The inductive hypothesis, using the local conclusions (7), (8), and (3), im-
plies the desired result.
(o) Vx ¢ X. 0o(x) = 0i(x).
From the local conclusions (9) and (5), Vx ¢ X;. 0,(x) = oi(x). The fact
X = X, of the local conclusion (2) completes the proof.

(E — WHILEy,) then we can conclude that :
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(0) Vx ¢ X. 0,(x) = 0i().
The proof goes exactly the same way as for (E — WHILE e, ).

(E — WHILE,.) then we can conclude that :
(o) Vx ¢ X. 0o(x) = 0i(x).
The proof goes exactly the same way as for (E — WHILEg;,).
A.1.2 Hypothesis 2.2

Lemma A.2 (Analysis is tag store monotone for assigned variables).
For all value store o, tag stores py and p,, statement S, and analysis result (D1, X;)
such that:

*1 (DL X)) E(0,p1 FS),

*2 p2 Epi

then there exists an analysis result (D, X,) such that:
o (D, %) (0,02 +S)and
e X, C X

Proof. The proof, which goes by structural induction on the statement S, is direct. It
mainly relies on the following property. For all tag stores p1, o/, o2 and p’, and variable
sets X and X, such that p| = p; LI ((¥; x T) U ((¥)* X L))and p) = p, U ((X¥o X T) U
((X2)° x 1)), if pp C p; and X, C X, then p} C p7.

Lemma A.3 (Constraints are high-values independent).
For all value stores o and o, tag store p, statement S, and analysis result (D, X) such
that:

*1 (D, X E(0,prS),
*2 Yx: (px) = 1) = (07(x) = 0(x))
it is true that:

e (D, X)kEW,prS)

Proof. The proof, which goes by structural induction on the statement S, is direct. It
mainly relies on the following property. For all value stores o~ and ¢ and tag stores
p, such that Vx : (p(x) = L) = (¢/(x) = o(x)), the following holds: {X, Y]}g((i)) =
X Y1,

a’(e)”

Lemma A.4 (Constraints in Figure 5 enforce the Hypothesis 2.2).
For all value store o, tag store p, statement S, analysis result (D, X), and variable x
such that:

*x1 TS Umoos oo,
* (D, %) E (o,pF S),

it is true that:
Po(X) = Llenne() U ((XX{THUE X{LH)(x)
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Proof. The proof goes by induction on the derivation tree of “ o0, T FS Upm 0% : po
. Assume the lemma holds for any sub-derivation tree, if the last rule used is:

(E — SKIP) then we can conclude that :
(1) S is “skip” and p, = p
It follows directly from the definition of the rule (E — SKIP).
2) D=7Jdand X = 0.
It follows directly from the global hypothesis %, and the definition of .
(®) po = (Ax. yenw () L (XX AT} U (X X {L})).
It follows from the local conclusions (1) and (2).
(E — ASSIGN) then we can conclude that :
(1) S is“id :=¢” and p, = plid — T].
It follows directly from the definition of the rule (E — ASSIGN).
2) © = I1dlid — V(e)] and X = {id}.
It follows directly from the global hypothesis %, and the definition of .
(®) po = (Ax. yenw p(0)) L (XX AT} U (X X {L1})).
It follows from the local conclusions (1) and (2).

(E — SEQUENCE) then we can conclude that :

(1) Sis“S; S,” and there exist a value store o; and a tag store p; such that:

e 050, TSy Um0 @ p1 is asub-derivation tree of “ o0, T S Um

Toipo”
e 03015 TFS2 Um0, po 1S asub-derivation tree of “o; 0, T F S UIm
T @ Po ?

It follows directly from the definition of the rule (E — SEQUENCE).

(2) There exist (D, X;) and (D, X,) such that:
P, X)) E(o,pFS1)
(D2, %) E (0,0 FS2) withp” =p U (31 XT) U ((X)° X 1))

e D= @1 o D2

e X=X, UX,
It follows from the global hypothesis x;, the local conclusion (1) and the
definition of the relation .

3) p1 = (Ax. yen, 0o 00N U (X1 X {TH U (X x {L})).
This result is obtained by applying the inductive hypothesis on the deriva-
tion “o;0; TS Um o1 ¢ p1 7 (sub-derivation tree of “ o0, T S m
0, : Po ) using the fact that “(Dy,X;) E (o,p F S1)” (from the local
conclusion (2)).

@ o' =p1.
For all x in Xy, p’(x) = T = p1(x) (it follows from the definitions of p” and
p1 in the local conclusions (2) and (3)). From the local conclusion (2) and
hypothesis 2.4, if a variable x is not in X; then D;(x) = {x}. Hence, from
the local conclusion (3), if a variable x is not in X; then p;(x) = p(x). For
all x notin Xy, p’(x) = p(x) (it follows from the definition of p’ in the local
conclusion (2)).
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(5) Yx: (p'(x) = 1) = (01(x) = o(x)).
From the definition of p’ in the local conclusion (2), for all variable x if
p’(x) = L then x is not in X;. Hence, from the local conclusions (1) and (2)
and lemma A.1, for all variable x p’(x) = L implies o (x) = o(x).

(6) (D2, X2) E (0,0 F S2) = (D2, X5) E (01,01 F S2).
It follows directly from the local conclusions (4) and (5) and lemma A.3.

(7) po = (Ax. [y, 21 (7)) L (X2 X {TH U (X5 X {L})).
This result is obtained by applying the inductive hypothesis on the deriva-
tion “o;01; TFS2 Um 06t po 7 (sub-derivation tree of “ o0, T FS Um
0, P, ) using the fact that “(D,, X,) E (01,01 F S2)” (from the local
conclusion (2)).

(8) ((XX{THUE X{L}) = (X X {THUE]X{LD)) U (X2 X{T}HU (X5 x{L})).
It follows from the local conclusion (2) and the fact that 1L C T.

9) Ax. yeny PO) = Ax. [ en,00(Uyen, ) o))
It follows from the local conclusion (2).

(0) (Ax. yepy PO U (XX {TH U (X X {L}) = po-
For all x, let #(x) = | yengy 20)) U (X X {TH U (¥ X {L})(x), then:

= | ][] o

7€D(x) yeD1(2)
L (R X (TH U X (L)) U (R X {TH U (¥ X (1))
L] C ] e 0 @ximhu@ xwmw )
7€Dy(x) YED1(2)
U (R X {THU R X {Lh)w)
|| p@ ) U (Gx{THu@E x{1hw)
7€D7(x)

Po(X)

(1)
The equation (1) follows from the local conclusions (9), (8), (3), and (7).
(E —TIF ) then we can conclude that :
(1) S is “if e then S, else S ¢,;5. end” and there exist a value v € {true, false}
such that:
e “oiprelmv:iL”,
o “op " F S, Um 0, p, ” is a sub-derivation tree of ¢ o p; ¢ +
SUImooipe”
It follows directly from the definition of the rule (E — IF ).
(2) There exist (Dyrye, Xirue) and (D fuige, X farse) such that:

L4 (QW x\’) |= (o-7p l_ Sv)’
o D = {Dirues Dsatse ) U [Zirues Xfatse I X FV(e)),

a(e) a(e)
o X = {X e, Xfalse]}l;((?)
It follows from the global hypothesis x,, the local conclusions (1), and the
definition of |.
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) po = (Ax. [ e, p(M)) L (X, X {TH U (X[ X {L}).
This result is obtained by applying the inductive hypothesis on “(D,, X,) =
(oypr Sy and “o; 05 S, Um0 1 007

(4) It is true that:
e D=, UX, XxFV(e)),
e X=X,
It follows from the local conclusion (2) and the facts that p(e) = L and

o(e) = v (from the local conclusion (1)).

(5) Yy e FV(e),p(y) = L.
It follows from the fact that p(e) = L (from the local conclusion (1)) and
the semantics rules for expressions.

(®) po = (Ax. jepw o) L ((X X {TH U (X X {L})).
It follows from the local conclusions (3), (4), and (5)

(E —IF+) then we can conclude that :

(1) S is “if e then S, else S s, end” and there exist a value v € {true, false}
such that:
e “oyprelmv: T,
e “oy0; T HS, UM 0, 1 py 7 is a sub-derivation tree of “ o; p; 1 +
SUImoo:ipo”s
o (D, X)) E(0,pFS-),
® o =Py U (AX. i P(7) U (X2, X {TH U (X5, X {L})),
It follows directly from the definition of the rule (E — IF ).
(2) There exist (Dyrue, Xirue) and (D parse, X farse) such that:

o (D, X)) E(o,pFSy),

o (D, X)) E(0,pF S,

e D=(D,UD_)U((X,UX,)XFV(e)),
e X=X UX_

It follows from the global hypothesis %, the local conclusions (1), the
definition of |, and the fact that p(e) = T (from the local conclusion (1)).

3) Py = (5. Lyen, o0 PO L (X, X {TH U (XS X {L).
This result is obtained by applying the inductive hypothesis on the deriva-
tion “ o0, T +S, Upm 0b : py 7 (sub-derivation tree of “ o 0; " F S m
0, : P, ) using the fact that “(D,,X,) E (o,p + §,)” (from the local
conclusion (2)).

(@) (XX{THUEX{LD) = (X, X}{THUETX{LH)L((Xo, X{THU(X, X {L}).
It follows from the local conclusion (2) and the fact that 1 C T.

(5) yeFV(e):p(y) =T.
It follows directly from the fact that p(¢) = T (given in the local conclu-
sion (1)) and the semantics for expressions.

6) Yx, Lye@xrvenmr®) = (X X{T}H U (X X {LH)(x).
It follows from the local conclusion (2) and (5).
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(¢) (Ax. [yenn o)) U (XX AT U (XX {L}) = p,.
For all x, let #(x) = [ |jep o) U (X X {TH U (X X {L}))(x), then:

1x) = || POY U (XX {THUE X (L))
Ye(D,UD,UXXF V(e)))(x)

- u p(y) U u p(y) U |_| pO)

YED,(x) YED,(x) YERXXFV(e))(x)
U ((XX{TH U@ x{Lh)(x)

= ]e» v | ] e

yeD,(x) yeD_,(x)

U ((Ex{THU@E x{LP)x) U ((Xx{THUE x{Lh)x)
] e 0w || P

YED,(x) YED-,(x)

U (X x{THU@E, x{L)Hx) U (X x{THUE, x {LDH)(x)

LI p() U (X, x{TH U & x{L))(x)

YED(X)
U |_| p() U (X X{TH U (XS, X {L))(x)
YED_, (%)
=pu(x) U |_| P U (X X{TH U (X, X {L))(x)
YED_, (%)
= Po(X)
(2)
The equation (2) follows from the local conclusions (2), (6), (4), (3), and

(1.
(E — WHILEy;,) then we can conclude that :

1) Sis“e; S;” and:
e “oiprelpmfalse: L7,
® Po=p
It follows directly from the definition of the rule (E — WHILEgp).
(2) Itis true that:
e D=17d,
e X=0

It follows from the global hypothesis x;, the local conclusion (1), the def-
inition of |=, and the facts that p(¢) = L and o(e) = false (from the local
conclusion (1)).

() po = (Ax. [yep o) U (X X {TH U (X X {L})).
It follows directly from the local conclusions (1) and (2).

(E — WHILE(,) then we can conclude that :

(1) S is “while e do S; done” and:

e “oyprelptrue: L”
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e “o;0, T+ S;; while e do S; done |5 0, : p, ” is a sub-derivation
treeof “o 0 THS UMmob i p0”

It follows directly from the definition of the rule (E — WHILEye, ).
(2) There exist (D, X;) such that:
e (DL XPE (o p' FS)withp' =p U (X, XT) U ((X)° X 1)),
e D=7;0(DUITd),
e X=X
It follows from the global hypothesis x;, the local conclusion (1), the def-

inition of =, and the facts that p(e¢) = L and o(e) = true (from the local
conclusion (1)).

(3) There exist a value store o7} and a tag store p;:
e “o;0,THS; Um0 @ p1 7 isasub-derivationtree of “o; 0, TS Um
To P
e “oy;p1; T+ while edo S; done | o, : p, " is a sub-derivation tree
Of“O';,O;T S UM Tt Po ?
It follows directly from the local conclusion (1) and the definition of the
rule (E — SEQUENCE).
(4) There exists an analysis result (Dg,, Xs,) such that:
o (D5, Xs5,) E(0,pFS)),
. &Si Cc X
It follows from the lemma A.2, the fact that (D, X)) E (o,p0" + S;) (from

the local conclusion (2)), and the fact that p T p’ (from the definition of p’
in the local conclusion (2)).

() p1 = (Ax. [yen;,( pO)) U ((Xs, X {TH U (X5, X {L}).
This result is obtained by applying the inductive hypothesis on “ o; p; T +
S1 Um o1 2 p1 7 (from the local conclusion (3)) and “(Ds,, Xs,) E (0.p +
S)” (from the local conclusion (4)).

(6) Vx € X, p(x) = p1(x).
From the local conclusion (4), x € %gl. Hence, from the hypothesis 2.4,
Ds,(x) = {x}. Then, using the local conclusion (5), we can conclude that
p1(x) = p(x).

Lets define p} such that:

op pr=p1 U (X xT) U (X)X L)).

M Py =p'.
It follows from the local conclusion (6) and the definitions of p| and p’
(given in ¢ and the local conclusion (2)). For all x in X;, p{(x) = T = p’(x).
For all x not in X;, the local conclusion (6) implies p}(x) = p1(x) = p(x) =
P/ (x).

®) Vx, p1(x) = L = o(x) = o(x).
It follows from lemma A.6 and the local conclusion (3).

(®) po = (Ax. | yenw p(0)) L (XX {T}H U (X X {L1})).
Case 1: pij(e) = L
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(@) (9,X) E (o,p; + while e do S; done).
From the local conclusions (2) and (7), we can conclude that
(@, X)) E (0,0 F Sy withp| = py U ((X,XT) U ((X;)°XL)). From
the local conclusion (2), © = D; 0 (DU Id) and X = X, from the
local conclusion (1), o(e) = true, and, from the case hypothesis,
pi(e) = L1, then we can conclude that © = {D;0 (DU Id), Id]}ﬁ‘((:))

and X = {[%1,(/)]}?((:)). Hence, from the definition of | for while-
statements, (D, X) | (o, p; + while e do S; done).

(b) (D,X) E (01,p; + while e do S; done).

It follows from hypothesis 2.3 and the local conclusions (8) and
().

(©) po = (Ax. yenw p1 () U (XX {T}H U (X X {L})).

This result is obtained by applying the inductive hypothesis on “
o1;01; T + while e do S; done A 0, : p, 7 (from the local
conclusion (3)) and “(D,X) E (01,01 + while e do S; done)”
(from the local conclusion (b)).

Lets define 77 and #*° such that:

o1 F17 = (Ax. Uyenin 1)) U (X X {TH U (X x {L})),

oy FPo = (Ax. Uyenn p() L (X XA{TH U (X X {L}).

(®) £ = (Uyeow PO L (XX {TH U X X (L)) = FPx).
From the local conclusion (c), p,(x) = 7’]p ’(x), and, from the lo-
cal conclusion (2), X = X;. If x belongs to X;, then 771” ‘(x) =
T = FP(x). If x does not belong to X;, then x does not be-
long to X (from the local conclusion (2)) and, from the hypoth-
esis 2.4, D(x) = {x}. Hence, if x does not belong to X;, 7—"1p"(x) =
Lyenn £100) = p1(x) = p(x) (the last equality comes from the lo-
cal conclusion (6)). For similar reasons, if x does not belong to X;
then 7(x) = [y PO = p(3)-

Case 2: pj(e) # L (which implies that p;(e) = T)

(@) DUTd=(D,0(DUTdUTId)UId.
It follows directly from the fact © = ©; o (D U Zd) in local con-
clusion (2).

(b) (DU Id, X)E (01,p1 + while e do S; done).
From the local conclusions (2) and (7), we can conclude that
(D1, X)) E (0,0] F S withp] = p1 U (X T) U ((X)° X 1)).
From the local conclusion (a), DUJZd = (D;0(DUIdUTd))UTd,
from the local conclusion (2), X = X;, and from the case hypothe-
sis, p1(e) = T, then we can conclude that DUJTd = {D;0(DUIdU
Id), 1 d]}ﬁ'((:)) and X = {X,, (Z)]}g'(ff)). Hence, from the definition of
for while-statements, (D U 7d, X) | (o, p; + while ¢ do S; done).
Finally, the hypothesis 2.3 and the local conclusion (8) imply
(DU I1d, X)E (01,01 + while e do S; done).

(© po = (Ax. | yeuraym P1(7) U (X XA{TH U (X X {L})).
This result is obtained by applying the inductive hypothesis on *
o1;01; T + while e do S; done |y o, : p, ” (from the local
conclusion (3)) and “(DUJd, X) E (01, p1 + while e do S; done)”
(from the local conclusion (b)).

Lets define ?—'lp ? and F7° such that:
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o1 F1° = (Ax. Uyeouzain 1)) U (X X AT U (X x {L})),

oy FPo = (Ax. Lyen pO)) U (X X{TH U (X x {L})).

(®) po(x) = (Uyenm p(7)) L (EXATH U (XX {LH)(x) = FF(x).
From the local conclusion (c¢), p,(x) = 7—"1p ’(x), and, from the lo-
cal conclusion (2), X = X;. If x belongs to X;, then 7—'lp ‘(x) =
T = FPo(x). If x does not belong to X;, then x does not be-
long to X (from the local conclusion (2)) and, from the hypoth-
esis 2.4, D(x) = {x}. Hence, if x does not belong to X;, 7—'1p"(x) =
Llyemurayx £10) = p1(x) = p(x) (the last equality comes from the
local conclusion (6)). For similar reasons, if x does not belong to
X, then 77 (x) = | en pO) = p(x).

(E — WHILEy,,) then we can conclude that :

(1) S is “while e do S; done” and:
e “oiprelpmtrue: T,
e “0;0;T +S;; while e do S; done | 0, : p, ” is a sub-derivation
treeof “o; 0, THS Umob i 007,
® po=pUp,.
It follows directly from the definition of the rule (E — WHILE rye. ).
(2) There exist (9, X;) such that:
o (D, X)) E (o, FS)withp =p U (3, XT) U (X)X 1)),
e D=(D,0o(DUId)U Id,
e X=X
It follows from the global hypothesis x;, the local conclusion (1), the def-

inition of =, and the facts that p(e) = L and o(e) = true (from the local
conclusion (1)).

(3) There exist a value store o-; and a tag store p;:
e “o;0: T HS; Um0y @ p1 7 isasub-derivationtree of “o; 0, T FS UIm
0-() : p() ”7
e “o1;p1; T +while e do S; done |5 0, : p/ ” is a sub-derivation tree
of “o;0: TES Um0 :p0”
It follows directly from the local conclusion (1) and the definition of the
rule (E — SEQUENCE).
(4) There exists an analysis result (Dg,, Xs,) such that:

e (D5, Xs) E(o,pFS)),

. %51 c X
It follows from the lemma A.2, the fact that (D, X)) E (o,p" + §;) (from
the local conclusion (2)), and the fact that p E p’ (from the definition of p’
in the local conclusion (2)).

(5) Yx e Xj, p(x) = p1(x).

By applying the inductive hypothesis on “ o;0; T + S; Upm o1 @ p1 7
(from the local conclusion (3)) and “(Ds,, Xs,) = (o,p + §;)” (from the
local conclusion (4)), we get that p; = (Ax. |_|y€—DS/(x) p() U ((Xs, x{THU
(%g/ X {1})). From the local conclusion (4), x € 35;/. Hence, from the
hypothesis 2.4, Dg,(x) = {x}. Then, we can conclude that p;(x) = p(x).
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Lets define p} such that:

o1 pr=p1 U (X XT) U (X)X 1)).

6) py =p".
it follows from the local conclusion (5) and the definitions of p} and p’
(given in o and the local conclusion (2)). For all x in X;, p{(x) = T = p’(x).
For all x not in X;, the local conclusion (5) implies p}(x) = p1(x) = p(x) =
o' (x).

) VYx, p1(x) = L = o1(x) = o(x).
It follows from lemma A.6 and the local conclusion (3).

@) DUTd=(D,0(DUIdUTId)UId.
It follows directly from the fact © = (D;0(DUId))UId in local conclusion
().

9) (DU I1d,X) E (o1,p;1 + while edo S; done).
From the local conclusions (2) and (6), we can conclude that (D, X)) E
(o,p) v S with | = pr U (X, x T) U ((X)° x 1)). From the local
conclusion (8), DU Jd = (D;0 (DU Id U Id))U Id, from the local
conclusion (2), X = X, and , from the local conclusion (1), o(e) = true,
then we can conclude that D U 7d = {(D; o (DU Id U Id)) U Id, Id}"©

a(e)

and X = {X,, 00", Hence, from the definition of | for while-statements,

a(e)

(DU T1d,X)E (0,p; + while e do S, done). Finally, the hypothesis 2.3 and
the local conclusion (7) imply (DU Id, X) = (o1, p; + while e do S; done).

(10) 0, = (A% Lyeouran 210 L (X X {TH) U (¥ x {L])).
This result is obtained by applying the inductive hypothesis on “ o1;01; T +
while ¢ do S; done |xq 0, : p, ” (from the local conclusion (3)) and
“(DU1d,X)E (o1,p1 + while e do S; done)” (from the local conclusion

o).

Lets define 7} > and F* such that:

o1 F1* = (x. Uyeruzan £109) L (E X {TH U (X x (L)),
0y FPr = (Ax. Lyenco PO)) U (XX {TH U (¥ X {L}).

(®) po(x) = (Uyen pO)) U (X X{TH U X X{LH)(x) = FP(x).
From the local conclusion (10), p/(x) = ?'1” ;(x), and, from the local con-
clusion (2), X = X;. If x belongs to X;, then p(x) L Tlp o (x) =T = FP(x).
If x does not belong to X;, then x does not belong to X (from the local con-
clusion (2)) and, from the hypothesis 2.4, D(x) = {x}. Hence, if x does not

belong to ¥/, p(x) UF| "(x) = p(r)U Lecwuram P17 = p(x)Up1(x) = p(x)
(the last equality comes from the local conclusion (5)). For similar reasons,
if x does not belong to X; then F7°(x) = | |yepnr £(V) = p(x).

(E — WHILE(ys,) then we can conclude that :

(1) S is “while e do S; done” and there exists (Dg, Xg) such that:

o “oiprelpfalse: T
o (Dg,Xs)E (0,p+ S;; while e do S; done),
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® po = p U (Ax. | jeng pO0)) U ((Xs X {TH U (X5 X {L})),
It follows directly from the definition of the rule (E — WHILEgyge, ).
(2) There exist (D, X;) such that:
o (D, X)E (o,p" +S)withp =p U (X, x{T}) U ((X)° x{L})),
e D=(D,0(DUTd) U Id,
e X = f[
It follows from the global hypothesis x,, the local conclusion (1), the defi-
nition of |, and the fact that p(e) = T (from the local conclusion (1)).
(3) There exist (D, X;) and (D,, X,) such that:

e (D, X)) F(op+S)
e (Dy,X,) E (0,0” + while e do S; done) with p”’ =p U ((X; X{T}) U
(XD x{L})
e Dy =D10D
e X=X UX,
It follows from the fact that (Dg, X5) = (0,p + S; ; while e do S; done)
(given in the local conclusion (1)) and the definition of .
(4) There exist (D3, X3) such that:
o« (D3, %) E (000" kS with p” = p L (X3 x{TH U ((B)° (L)),
o Dz = (D3 O(Dz UId))UId,
o 3‘:2 = x_g
It follows from the fact that (D,, X;) = (o, p” + while e do S; done) (given
in the local conclusion (3)), the definition of =, and the fact that p(e) = T
(from the local conclusion (1)).
(5) X; cXandVxe X{, D;(x) = {x}.
The lemma A.2, the facts that (D, X)) E (0,0’ + ;) (from the local con-
clusion (2)) and (D1, Xy) | (0, p F §) (from the local conclusion (3)), and
the fact that p C p’ (from the definition of p’ in the local conclusion (2))
imply X; € X;. Hence, from the local conclusion (2), X; € X. Finally, the
hypothesis 2.4 and the local conclusion (3) imply Vx € X, D;(x) = {x}.
(6) XCXx,.
It follows from the lemma A.2, the facts that (D,X) E (0,0 *
while e do S; done) (from the global hypothesis *, and the local con-
clusion (1)) and (D;, X,) E (o,p0” + while e do S; done) (from the local
conclusion (3)), and the fact that p C p” (from the definition of p” in the
local conclusion (3)).
(7) p” =p U (X3 x{T}H U ((X3) X {L}).
The definitions of p”” and p’”’ (given in the local conclusions (3) and (4))
imply p”" = pU (X1 x{T}H U (X)) X{LD)U (X3 x{TH U ((X3)" x{L}).
Additionally, the local conclusions (5), (6) and (4) imply X; C X;. Hence,
(G x{TH U (X)) x{L)) U (X3 x{TH U ((X3)° x {L})) equals ((X3 X
{Th U ((X5) x{L}).
8) ©D=Dand X = X,.
The local conclusions (4) and (7) and the fact that p(e) = T (from the local
conclusion (1)) imply (D5, X,) | (0, p + while e do S; done). Hence, the
hypothesis 2.3 implies (D, X) equals (D5, X;).
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9) Dg =D;0Dand X5 = X.
The local conclusions (3) and (8) imply Ds = D; o D. Finally, the local
conclusions (5), (6), and (8) imply X; C X; hence, the local conclusion (3)
implies Xg = X.

(10) p, = (Ax. | yecnguzayn PO)) U (X X{TH U (X X {L})).
It follows directly from the local conclusions (1) and (9).

Lets define 4 and #*° such that:

or F¢' = (Ax. Uyerngurain PO)) U (XX {TH U (X x {L}),
0y TP = (Ax. Lyenin P0)) L (X X (T U (¥ X (L)).

(®) £ = (Uyeow PO U (XX {TH U X X (L)) = FP(x).
From the local conclusion (10), p,(x) = 7’Sp ?(x) and, from the local con-
clusion (9), X5 = X. If x belongs to X, then F¢"(x) = T = Fre(x). If x
does not belong to X, then , from the hypothesis 2.4, Dg(x) = {x}. Hence,
if x does not belong to X, F¢"(x) = | yensuraym ) = p(x). For similar
reasons, if x does not belong to X then ¥ (x) = | |y (V) = p(X).

A.2 Soundness

A.2.1 Detection

Lemma A.5 (Public expressions are stable).
For all tag stores p, value stores o\ and o, and expression e such that for all variable
x the following holds (p(x) = L) = o1(x) = 02(x), if p(e) = L then o(e) = o> (e).

Proof. The proof is straightforward. It follows directly from the facts that expression
evaluation is deterministic, the tag of an expression is the least upper bound of the tags
of its free variables and that public (L) variables have the same value in 0| and 0.

Lemma A.6 (Tag of assigned variables contains °¢).
For all value stores o, tag stores p;, and statement S such that:

L4 O'i;pﬁf‘”c S 'U'M T & Po
it is true that:
o Vx: UL po(x) = (0,(x) = 0i(x) A pi(x) E po(x))

Proof. The proof goes by induction on the derivation tree of “ o5 0;; *° S Upm 0% @ po
. Assume the lemma holds for any sub-derivation tree, if the last rule used is:

(Ep — IF,) then we can conclude that :

(1) S is “if e then S, else S ;5. end” and “ o505 UL+ S, Uy 06 1 p0 7
is a sub-derivation tree of “ o, 0;; P S Upm 006 2 0o 7.
It follows directly from the definition of the rule (Ey — IF ).

(®) Yx 1 7 & po(x) = 07(x) = 07i(x) A pi(x) E po().
This is obtained by a simple induction because ¢ LI L = £P°,

(Ep — IF+) then we can conclude that :

(1) S is “if e then S| else S, end” and there exist S, and p, such that:
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e “oppn®UTHES, UM 0, ¢ py, 7 is a sub-derivation tree of “
TP S UM oo i po”
o Vx:py(x) E pol(x)
It follows directly from the definition of the rule (Ey( — IF-).
(2) Yx: U T C po(x) = 04(x) = 0i(x) A pi(x) E py(x).
It follows directly from the inductive hypothesis and the local conclusion
(1.
(®) Vo : 17 C p,(x) = 06(x) = 0i(x) A pi(x) E po().
As ¢ T p,(x) implies *° LI T C p,(x), the above result follows directly
from the local conclusions (1) and (2).

(Ep1 — WHILEy,) then we can conclude that :

(1) S is “while ¢ do S| done” and o, = 0; A p; = p,.
It follows directly from the definition of the rule (Ex; — WHILEggp).

(8) Yo : 17 C p,(x) = 06(x) = (%) A pi(x) E po().
It follows directly from the local conclusion (1).

(Ept — WHILE e, ) then we can conclude that :

(1) S is “while e do S| done” and there exist S’, ¢, and p’ such that:
o “ouppntUL S Um 0, 1 po 7 1s a sub-derivation tree of “
oipi S Um oo ipe”
It follows directly from the definition of the rule (Ep( — WHILE e, ).
(®) Vo : 1P & po(x) = 06(x) = 0i(x) A pi(x) E po().
It follows directly from the inductive hypothesis and the local conclusion

(1).
(Epr — WHILE e, ) then we can conclude that :

(1) S is “while e do S| done” and there exist S’, #, and p’ such that:

EL)

o “oppnt® Ut S Um o, 1 p 7 is a sub-derivation tree of “
Tipis S Umopip,”
o Vx:p'(x) E po(x)
It follows directly from the definition of the rule (Ep( — WHILE e, ).
2) Vx: UL L p'(x) = 0,(x) = 0i(x) A pi(x) E p'(x).
It follows directly from the inductive hypothesis and the local conclusion
(1.

(o) Vx: & py(x) = 0p(x) = 0:(x) A pi(x) E po(x).
As ¢ £ p,(x) and p’(x) C p,(x) imply *° LI £, £ p’(x), the above result
follows from the local conclusions (1) and (2).

(Ep — WHILE¢., ) then we can conclude that :

(1) S is “while edo S| done”, o, = o; and Vx : p;(x) C p,(x).
It follows directly from the definition of the rule (Ep( — WHILEgge. ).

(8) Yo : 1P & po(x) = 06(x) = (%) A pi(x) E po().
It follows directly from the local conclusion (1).
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(Em

— SEQUENCE) then we can conclude that :

(1) Sis“S;; S,” and there exist o-; and p; such that:

o “oipit’ + Sy Upm oy i pr 7 is a sub-derivation tree of “ o; p;; 1P F
SUmoo:pe”
o “o;p1;" Sy M 0, p, 7 1s a sub-derivation tree of “ o; p;; 1°¢
SUmoo:po”
It follows directly from the definition of the rule (E( — SEQUENCE).

(@) Va1 1 ¢ pi(x) = 01(x) = 03(x) A pi(x) C py(x) and Y : 1% € p,(x) =
0(x) = 01(x) A p1(x) E po(x).
It follows directly from the inductive hypothesis and the local conclusion
(D).

(0) Vox 1 17 & po(x) = 076(x) = 0i(x) A pi(X) E po(x).
From the local conclusion (1), if #° Z p,(x) then p;(x) E p,(x). Hence,
P Z pi(x). Then, combining the results of the local conclusion (2),
“oo(x) = 01(x) = 0i(x) A pix) £ pi(x) E po(x)”

(Epr — ASSIGN) then we can conclude that :

(1) S is “id := ¢” and there exist v,, and ¢, such that o, = o;[id — v.] and
Po = pilid = t, L],
It follows directly from the definition of the rule (E ¢ — ASSIGN).

(0) Vx: & py(x) = 0o(x) = 0i(x) A pi(x) E pp(x).
From (1), if x = id then *° C p,(x). Otherwise, x # id and o,(x) =
(%) A pi(x) = po(x)

(Ep — SKIP) then we can conclude that :

(1) S is “skip” and o, = 0 A p; = p,.
It follows directly from the definition of the rule (E — SKIP).

(0) Yo 1 17 &L po(x) = 06(x) = 0i(x) A pi(x) E po().
It follows directly from the local conclusion (1).

Lemma A.7 (Correctness for information flow detection with semantics |} 5().
For all:

variable x,

value stores o, o, 07}, and o7,
tag st i ’, and p!

ag stores pj, Po, P;, and p),
tags ' and t"°,

and statement S

such that:
*1 Yy : (pi(y) = L) = 0i(y) = 7i(y),

*o 0Pt FS UM oo po,
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*x3 0P ES Upmol i pl,
*y Po(x) = L
it is true that:

o 0,(x) =0 (x).

Proof. The proof goes by induction on the derivation tree of “ o; 0;;* F S Um 0% : po
”. Assume the lemma holds for any sub-derivation tree, if the last rule used is:

(E —IF,) then we can conclude that :

(1) S is “if e then S, else S 7, end” and there exists v € {true, false} such
that:

o “oipirelmviL”

29

e “oppnt®UL F S, Um 0, ¢ p, 7 is a sub-derivation tree of “
PP FS Imo,ipe”
It follows directly from the definition of the rule (E — IF ).
(2) There exist a value v/, a tag ¢', and a tag store p” such that:
o “olipirelmV it
o oL Ul ESy Upmo,p T
It follows from the global hypothesis %3, the local conclusion (1), and
the definitions of the rules applying to “if e then S, else S ;. end”
(E—-1IF,) and (E — IF+)).
3 v=v.
This result comes from lemma A.5 applied to the derivations “ o;p; +
elmv:L”and “oj;p0l ke lly v i 7. Itis possible to apply it because
of the global hypothesis *.

() 0o(x) = o ().
The conclusion is obtained by applying the inductive hypothesis on
ognpnt?* UL F S, Um 0o @ po 7 (sub-derivation tree of “ o p;; ¢ +
S Umos:p,”)and o'lf;p;;tpcl utr eSS, UImo, :p" 7 (because v =v").

113

(E —IF+) then we can conclude that :

(1) S is “if e then S, else S 745, end” and there exist v € {true, false}, two tag
store p, and p,, and an analysis result (D, X) such that:

2

o “ounpnt®UTFS, UM 0, : py 7 is a sub-derivation tree of “
TP S UM oo i po”

losspi v ST = (D, %)

Pv(X) E po(x)

Pe = XXATH U ((Id - X) x{L})

Pe(X) E po(x)

It follows directly from the definition of the rule (E — IF ).

(2) There exist a value V' € {true, false}, a tag store p/,, and a tag ¢, such that:

o “olphi Ut r Sy Umol,ipl,”
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It follows from the global hypothesis %3, the local conclusion (1), and
the definitions of the rules applying to “if e then S,.,. else S 7., end”
(E—-1F,) and (E - IF¢)).

Casel: v=1

(@) py(x) = L.
It follows from the local conclusion (1) and the global hypothesis x4.
(0) To(x) = ().
The conclusion is obtained by applying the inductive hypothesis on *
gnpnt®UTES, Um0, 2 py 7 (sub-derivation tree of ““ o; p;; t°° +
S Umos:p,”)and o-l’.;pl'.;tpc' Ut +S, Ipm oy, :p), 7. Itis possible
to apply the inductive hypothesis because of the local conclusion (a)
and the fact that, by the case hypothesis, v = V).

Case 2: v # V' (which implies that v = —v)

(@) 05(x) = Ti(x) A pi(x) E po(x).
From the global hypothesis x4, p,(x) = L. Hence, from lemma A.6
applied to “ o3 05 LU T F Sy Um0 2 o0 7, 06(x) = 03(x) A pix) T
Po(X).

(b) o, (x) = oi(x).
From the local conclusion (1), the global hypothesis x4, and the defi-
nition of p, in the local conclusion (1), x ¢ X. Hence, from the local
conclusion (1) and the hypothesis 2.1 applied to * o7; p}; Uk
Sy Mmooy, p, 7, o,(x) = oi(x).

© oi(x) = 7).
From the local conclusion (a) and the global hypothesis %4, we get
that p;(x) = L. Hence, from the global hypothesis *x;, we get that
oi(x) = oi(x).

(®) 0o(x) = o ().
It follows directly from the local conclusions (a), (b), and (c).

(E — WHILEy,) then we can conclude that :

(1) S is “while e do S| done” and:
e “oipirelpyfalse: L7
e 0i=0,andp; = p,
It follows directly from the definition of the rule (E — IF ).

(2) There exist a value v" and a tag ¢’ such that:

79

o “olpirelmV it
It follows from the global hypothesis %3, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S, done”
((E — WHILEyp), (E — WHILE ¢, ), (E — WHILEy.) and
(E - WHILEfalseT))-

3 ol =0,

From lemma A.5 and the local conclusions (1) and (2), we get v/ = false.
Hence, from the global hypothesis %3, the local conclusion (1), and the
definitions of the rules applying to “while ¢ do S; done” whenever
oip; ke lym false : ¢ 7 (E — WHILE,) and (E — WHILE . )),

’ ’
o =0,
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@) oi(x) = o).
From the local conclusion (1) and the global hypothesis x4, we get that
pi(x) = L. Hence, from the global hypothesis %1, we get that o;(x) = o7} (x).

(8) 0p(x) = oy (x).
It follows directly from the local conclusions (1), (3), and (4).

(E — WHILE,) then we can conclude that :

(1) S is “while ¢ do S| done” and:
e “oupitelptrue: L7
e “oupi® UL Sy ; whileedo S; done |y o, : p, ” is a sub-
derivation tree of “ o, 0" F S Upm 006 1 00 7
It follows directly from the definition of the rule (E — WHILEye, ).
(2) There exist a value v and a tag #, such that:
o “oLpirelmV it,”
It follows from the global hypothesis %3, the local conclusion (1),
and the definitions of the rules applying to “while e do S; done”
((E — WHILEgp), (E - WHILE 1y, ), (E - WHILEy,,) and
(E - WHILEfalseT ))
(3) Vv = true.
It follows directly from the local conclusions (1) and (2), and lemma A.S.
(4) There exists a tag store p; such that:

’ 9

o “olip™ U, Sy ; whileedo S done |y o, : p

It follows from the global hypothesis %3, the local conclusions (1), (2) and
(3), and the definitions of the rules applying to “while ¢ do S| done”
whenever “ ol;p; + e |m true : 1, 7 ((E— WHILEy,) and
(E — WHILErye. ).

(®) 0o(x) = o5 (x).
By applying the inductive hypothesis on the derivations “ o; p;; 7 LI L +

i)

Sy ; while e do Sy done Uy o, : p, " and “ ol LT, F
S1; while e do S| done |p o : p; ”, it is possible to deduce that
0o(x) = o,(x).

(E — WHILE;¢.) then we can conclude that :

(1) S is “while e do S| done” and there exist a tag 7, and a tag store p; such that:
o “oipirelptrue: TV

e “oupi®UT S ; while e do S| done | o, : p; 7 is a sub-
derivation tree of “ o, 0, S Upm 06 1 00 7

* prEpo
It follows directly from the definition of the rule (E — WHILE yye, ).

() pi(x) = L.
It follows from the local conclusion (1) and the global hypothesis 4.

(3) There exist a value v and a tag #, such that:

(T3P ] ARV AET)
o O'i,Pi"eUMV-te
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It follows from the global hypothesis %3, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S; done”
((E - WHILEg,), (E- WHILEyy,,), (E-WHILEgy.,) and
(E — WHILE s ).

Case 1: v/ = true

(a)

(®)

There exists a tag store p; such that:

® 0';;pl’.;tp°/ Uz, -8 ; whileedo S, done | 0 :p; ”
It follows from the global hypothesis %3, the local conclusions (1)
and (3), the case hypothesis, and the definitions of the rules apply-
ing to “while e do S| done” whenever “ o’; 0! F e p true : 1, ”
((E — WHILE(+ye, ) and (E — WHILE ¢y, ).
To(x) = 07,(%).
By applying the inductive hypothesis on the derivations “ o; p;; ¢ LI
T+ Si; whileedo S done y 0, : p; " and “ o; )37 L L, +
S1; whileedo S| done | o7, : p; ”, it is possible to deduce, using
the local conclusion (2), that o, (x) = o7, (x).

Case 2: V' = false

(a)

(b)

To(x) = 07i(x).

It follows directly from the local conclusions (1), the fact that “*° LI
T & pi(x)” (from the local conclusion (2)), and the lemma A.6 applied
to“op;pnPUTES; whileedo S| done | 0y, 2 0; .

0o (x) = o (%)

From the global hypothesis %3, the local conclusions (1) and (3),
the case hypothesis, and the definitions of the rules applying to
“while ¢ do S| done” whenever “ ol;p! F e |y false : £, ”
((E — WHILEyp) and (E — WHILEy5e,)), 0} = 07,

(©) oi(x) = Ti(x).

From the local conclusion (2) and lemma A.6 applied to ““ o; p;; 1 L
T+ S;; while edo S| done Jp 0, : p; 7, pi(x) = L. Hence, from
the global hypothesis x, we get that o7;(x) = o(x).

(®) o,(x) = o, (x).

It follows directly from the local conclusions (a), (b), and (c).

(E — WHILE(ys,) then we can conclude that :

(1) S is “while e do S| done” and there exist two tag stores p; and p, such that:

“oppirelpy false: T

[oi;pi + S ; whileedo S, done]]ﬁg =(D,%)
Tp =0

pe = (XXA{TH U ((Id - X) x {L})

Pe(x) E po(x) and pi(x) £ p,(x)

It follows directly from the definition of the rule (E — WHILE ).

(2) There exist a value v’ € {true, false} and a tag ¢, such that:

« 1. ARVIRT)
O'i,P,-FellMV 'te

It follows from the global hypothesis %3, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S, done”
((E = WHILEyp), (E — WHILE ) and (E — WHILEgg. ).
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3) i(x) = o ().
From the local conclusion (1) (p;(x) E p,(x)) and the global hypothesis %,
pi(x) = L. Hence, from the global hypothesis %1, we get that o;(x) = o7} (x).
Case 1: v = false
(@ o, =0
From the global hypothesis 3, the local conclusions (1) and (2),
the case hypothesis, and the definitions of the rules applying to
“while ¢ do S| done” whenever “ o;0; F e Uy false : £, ”
((E — WHILEy;p) and (E — WHILEys.. ), 07} = 07,.
(®) 0o(x) = o (x).
It follows directly from the local conclusions (1) (o, = o), (3), and
(a).

Case 2: V' = true

(a) o-l’.;pl'.;tpc' ue, - S1; whileedo S, done |5 o), : p,
It follows from the global hypothesis %3, the local conclusions (1)
and (2), the case hypothesis, and the definition of the rule ap-
plying to “while ¢ do S; done” whenever e evaluates to true
((E - WHILEtrue))-

(b) x¢X.
From the local conclusion (1) (o.(x) E p,(x)) and the global hypothe-
sis x4, we get that p,(x) = L. Hence, from the definition of p, given
in the local conclusion (1), x ¢ X.

(¢) o,(x) = j(x).
From the local conclusion (b), the hypothesis 2.1 applied to the anal-
ysis from the local conclusion (1) and the derivation from the local
conclusion (a), o7,(x) = o(x).

(0) 0o(x) = o ().
It follows directly from the local conclusions (1), (3), and (c).

(E — SEQUENCE) then we can conclude that :

(1) Sis“S; S,” and there exist 0| and p; such that:
e “oupit + Sy Um oy p1 7 is a sub-derivation tree of “ o; ;5 7€ F
S lLM 0o Po 7
o “o;01;"FSy Um0, p, 7 1s a sub-derivation tree of “ o p;; 1€ F
SUImos:ipe”
It follows directly from the definition of the rule (E — SEQUENCE).
(2) There exist o} and p} such that:

o U;;p;;tpc/ FS1Umoypy”
o ¢ o-’l;p’l;tpC' FSolUmo, p,”
It follows directly from the global hypothesis %3, the local conclu-
sion (1), and the definition of the only rule applying to “S; ; S2”
((Epm — SEQUENCE)).
3) Vy: (o) =1) = o1(y) = o} ().
This result is obtained by applying the inductive hypothesis on “ o7; p;; 1*°
S1 Um o1 @ p1 7 (sub-derivation tree of “ ;0 S Uy 0 1 po ) and

7

“olpl S Um o : p} ” for any variable y such that p;(y) = L.
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(®) 0o(x) = o (x).
The conclusion is obtained by applying the inductive hypothesis on “
o F Sy Um 06 ¢ po ” (sub-derivation tree of “ o055 F S Um
0,1 po ) and “ o p1; * + 8, Up o 2 o)~ using the local conclusion

(3).
(E — ASSIGN) then we can conclude that :
1) Sis“id:=e¢".
Case 1: x #id
(@) 0o(x) = oi(x) and p,(x) = p;(x).

It follows directly from the case hypothesis and the definition of the
rule (E — ASSIGN).
(b) o,(x) = oi(x).
It follows directly from the global hypothesis %3, the local con-
clusion (1), the definition of the only rule applying to “id := e”
((E — ASSIGN)), and the case hypothesis.
(0) 7o(x) = 0 ().
As p,(x) = L, from the global hypothesis %4, the local conclusion (a)
implies p;(x) = L. Then, from the global hypothesis %1, o7;(x) = o(x).
Hence, from the local conclusions (a) and (b), o7, (x) = o, (x).
Case2: x=1id
(a) There exist v and ¢, such that:
e “opnpitelmv:t”
o g,(x)=v
® 1. C po(x)
It follows directly from the case hypothesis and the definition of the
rule (E — ASSIGN).
(b) There exist V' and ¢, such that:
o “olLpirelmV i t,”
o o, (x)=V
It follows directly from the global hypothesis %3, the local con-
clusion (1), the definition of the only rule applying to “id := e”
((E — ASSIGN)), and the case hypothesis.
() v=V.
This result comes from lemma A.5 applied to the derivations “ o; p; +
elmv:it,”and “oj;p; ke lym Vv 11,7 Itis possible to apply it
because of the global hypothesis *; and the fact that, from the global
hypothesis %4 and the local conclusion (a), 7, = L.
(0) 0o(x) = T ().
It follows directly from the local conclusions (a), (b), and (c).

(E — SKIP) then we can conclude that :
1) S is “skip”, o, = o and p, = p;.
It follows directly from the definition of the rule (E — SKIP).
2) o, =0
It follows directly from the global hypothesis %3, the local conclusion (1),
and the definition of the only rule applying to “skip” ((E — SKIP)).
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(0) 0o(x) = o (0).
From the local conclusion (1) and the global hypothesis %4, p;(x) = L.
Then, from the global hypothesis *1, o;(x) = o/(x). Hence, from the local
conclusions (1) and (2), 0,(x) = o, (x).

A.2.2 Correction

Lemma A.8 (Expression tag is deterministic).
For all expressions e and tag stores p and p’, if p = p’ then p(e) = p’(e).

Proof. The proof is straightforward. It follows directly from the facts that the evalua-
tion of an expression’s tag is deterministic. It is the least upper bound of the tags of its
free variables.

Lemma A.9 (Correctness for information flow correction with semantics | ().
For all:

e variable x,
/ 7
e value stores o, 0,, 0, and o,

e tag stores p;, po, P, and p;,

tags t*° and ¢,
e and statement S
such that:
*1 Yy (pi(y) = 1) = oi(y) = 7).
*2 pi =P}
*3 1€ =
*4 0Pt ES UM oot po,
*s 0Pt ES Uy ol pl
it is true that:
® po(X) = p,(x).

Proof. The proof goes by induction on the derivation tree of “ o; p;; P + S Up 0% & po
. Assume the lemma holds for any sub-derivation tree, if the last rule used is:

(E —IF,) then we can conclude that :

(1) S is “if e then S, else S 7., end” and there exists v € {true, false} such
that:

o “oippirelmviL”

Lt}

e “oppn®ULFS, Um 0, 1 p, 7 is a sub-derivation tree of
P S UM oo ipe”

It follows directly from the definition of the rule (E — IF ).
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(2) There exist a value v" and a tag ¢’ such that:
o “olipirelmV it
It follows from the global hypothesis x5, the local conclusion (1), and

the definitions of the rules applying to “if ¢ then S,.,. else S 7, end”
(E—-1F)) and (E — IF-)).

@) ¢=_Landv="V.
It follows directly from the local conclusion (1) and (2), lemma A.8, and
lemma A.5.

@D “ojsp; UL FS, Uu o’ ¢ p, ” It follows from the global hypothesis
*5, the local conclusions (1), (2), and (3), and the definition of the rule
applying to “if e then S, else S 7,5, end” whenever “ o};0; Fe Up v : L
T ((E-1F))).

(®) po(x) = po(x).
The conclusion is obtained by applying the inductive hypothesis on
gnpn®* UL F S, UM 0, @ po” (sub-derivation tree of “ o; p;; ¢ +
S Umo,:p,”)and o-l’.;pl’.;ﬂ’c' ULrS,Umo,:p,”.

o

13

(E —IF+) then we can conclude that :

(1) S is “if e then S, else S 745, end” and there exist v € {true, false}, two tag
stores p, and p,, and an analysis result (D, X) such that:
e “oppitellm v TY

Lt}

e “ounpn®®UT FS, IMm 0, ¢ py 7 is a sub-derivation tree of “
TP S UM oo i po”
o i - S IF = (D, %)
P = Ax. [ yen pi(Y)
Pe = X XATH U ((Id — X) x {L})
® pPo=pyUp-Lpe
It follows directly from the definition of the rule (E — IF-).

(2) There exist a value v’ € {true, false} and a tag ¢, such that:

o “olpikelmV )7
It follows from the global hypothesis *s, the local conclusion (1), and
the definitions of the rules applying to “if e then S;.,. else S 7., end”

((E-1IF,) and (E - IF+)).

3 t=T.
It follows directly from the local conclusions (1) and (2), and the
lemma A.8.

’

=)’

(4) There exists an analysis result (D', X’) and three tag stores p/,, p
such that:

, and p,,

’ o
v

o o';;p;;tpc/ Ut,rSy Umol :p
[o}: 0, F S ] = (D.%)

Py = Ax | yer o P;()

P, =X x{THhU((ld-x)x{L})
Py =Py UpL, Up,
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It follows from the global hypothesis xs, the local conclusions (1), (2), and
(3), and the definition of the rule applying to “if e then S . else S 7.5, end”
whenever “ o0l Fepm V' i T 7 ((E - 1TF7)).

Casel: v=1V

(@) p-y(x) = pl,, (x) and pe(x) = P, ().
It follows from the definitions of p-,, o’ ,, p., and p;, (given in the local
conclusions (1) and (2)), the case hypothesis, the global hypothesis %,
and the hypothesis 2.3.

®) () = pl, (1),
This result is obtained by applying the inductive hypothesis on
ot UTES, Um0, 2 py 7 (sub-derivation tree of ““ o; p;; 7€ +
S Um0, i po ) and a';;p;;tpc/ ue, +Sy, Uy oy, :p;, ” using the
result of the local conclusion (3) and the case hypothesis.

(®) po(x) = p(x).
It follows directly from the definitions of p, and p;, (given in the local
conclusions (1) and (4)) and the local conclusions (a) and (b).

Case 2: v # V' (which implies that v/ = =)

(@ py=p., Up,.
It follows from the definitions of p,, p’ ,, and p; (given in the lo-
cal conclusions (1) and (4)), the case hypothesis, and the hypothe-
ses 2.3 and 2.2.

(b) p}, = p-v U p;.
It follows from the definitions of p/,, p,, and p. (given in the local
conclusions (1) and (4)), the case hypothesis, the local conclusion (3)
and the hypotheses 2.3 and 2.2.

(®) po(x) = p,(x).
It follows directly from the definitions of p, and p/, (given in the local
conclusions (1) and (4)) and the local conclusions (a) and (b).

113

(E — WHILE;,) then we can conclude that :

(1) S is “while e do S| done” and:
e “oupitelp false: L”
® P = pPo
It follows directly from the definition of the rule (E — IF ).
(2) There exist a value v" and a tag ¢’ such that:
° “U;;p;FEUMV/:t,”
It follows from the global hypothesis %5, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S| done”
((E — WHILEp), (E — WHILE 1, ), (E - WHILEye,) and
(E — WHILEaise, ).
(3) v = falseand? = 1.
It follows directly from the local conclusions (1) and (2), lemma A.5 and
lemma A.8.
@) p;, = p;-
It follows from the global hypothesis s, the local conclusion (1), and

the definitions of the rules applying to “while ¢ do S; done” whenever
“ol;piFelm false: L7 ((E - WHILEgp)).
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(3) pi(x) = ().
It follows directly from the global hypothesis x.

(®) po(x) = p,(x).
It follows directly from the local conclusions (1), (4), and (5).

(E — WHILE,) then we can conclude that :

(1) S is “while e do S| done” and:
e “oupirelpytrue: L7

e “ouppin® UL Sy ; whileedo S, done |y o, : p, ” is a sub-
derivation tree of “ ;0 F S Upm 06 1 007

It follows directly from the definition of the rule (E — WHILE rye, ).

(2) There exist a value V" and a tag #, such that:

o “olipirelmV it,”
It follows from the global hypothesis *s, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S| done”
((E - WHILEg,), (E - WHILE ), (E — WHILEye,) and

(E — WHILE s, ).

3) t,=_LandV = true.
It follows directly from the local conclusions (1) and (2), lemma A.8, and
lemma A.5S.

@ “ O’;;p;;tpc/ UL+ S;; whileedo S| done Up o), : p, ” It follows from
the global hypothesis x5, the local conclusions (1), (2), and (3), and the
definition of the rule applying to “while e do S | done” whenever “ o/; p! +
elpmtrue: L7 (E— WHILE e, ).

(®) po(x) = po(x).
The conclusion is obtained by applying the inductive hypothesis on
ognpin®U L + Sy ; while e do S| done |y o, : p, 7 (sub-
derivation tree of “ 0,05 F S Um 00 : po ) and ¢ o'l’.;pl’.;tpc’ ULk
S1; whileedo S, done pr o), : p,”

o -

113

(E — WHILE 1, ) then we can conclude that :

(1) S is “while e do S| done” and:
o “oupirelpytrue: T

o “oupi®UT S ; while e do S| done |5 o, : p; 7 is a sub-
derivation tree of “ ;0" F S Upm 06 1 007

® po =pilp
It follows directly from the definition of the rule (E — WHILE yye, ).
(2) There exist a value V' and a tag ¢, such that:
o “olLpirelmV it”
It follows from the global hypothesis %s, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S; done”

((E - WHILEgy;,), (E—-WHILEqy,,), (E—-WHILEy,, ) and
(E - WHILEfalseT))-
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@ =T
It follows directly from the local conclusions (1) and (2), and lemma A.8.
Case 1: V' = true
(a) There exists a tag store p; such that:
° o-lf;p;;tpcl UT+S;; whileedo S| done |y o, : p;”
® p, =p;Up;
It follows from the global hypothesis x5, the local conclusions (1),
(2), and (3), the case hypothesis, and the definitions of the rules ap-
plying to “while e do S| done” whenever “ o};0; e U true: T”
((E — WHILErye, ))-
(b) o1 = pj.
This is obtained by applying the inductive hypothesis on “ o; p;; 7 U
T + Sy ; while e do S| done |p o, : p; 7 (sub-derivation
tree of “ o305 F S Upm 0, 1 po ) and ¢ ool LTk
S1; while edo S| done [x o7, : p] 7.
(®) po = p:r
It follows directly from the local conclusions (1), (a), and (b), and the
global hypothesis *;.

Case 2: V' = false

(a) There exists an analysis result (D', X) and two tag stores p; and p;, such
that:

e [0);p, + Sy ; whileedo S; done]s = (D',X")
o p) = Ax. evwp; ()
o p, =X x{THu(d-X)x{L}
* p,=p;Up;Up,
It follows from the global hypothesis s, the local conclusions (1), (2),
and (3), the case hypothesis, and the definition of the rule applying
to “while ¢ do S| done” whenever “ ol;0! + e |y false : T”
((E - WHILEfalseT))~
(b) p1=p;Up,.
It follows from the definitions of p;, pj, and p; (given in the local con-
clusions (1) and (a)), and the hypotheses 2.3 and 2.2.
(®) po = ,D;,-
It follows directly from the local conclusions (1), (a), and (b).

(E — WHILE(;.) then we can conclude that :

(1) S is “while ¢ do S| done” and there exist two tag stores p; and p, such that:
e “oipitelyfalse: T
[oi:pi + S ; while e do S| done]*s = (D, X)
p1 = Ax. | yeno pi(y)
Pe=EXXATHU((d - X) x{L})
® p, =pilUpUp,
It follows directly from the definition of the rule (E — WHILE ;).

(2) There exist a value V' € {true, false} and a tag ¢, such that:

(T3P ] ARV AET)
o O'i,Pi"eUMV-te
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It follows from the global hypothesis %5, the local conclusion (1),
and the definitions of the rules applying to “while ¢ do S; done”
((E - WHILEg,), (E- WHILEyy,,), (E-WHILEgy.,) and
(E — WHILE s ).

Q=T
It follows directly from the local conclusions (1) and (2), and lemma A.8.

Case 1: Vv = false

(a) there exist two tag stores p; and p;, such that:
e [[0);p, + Sy ; while e do S done]s = (D',X")

o p) = Ax. yevp;()
e p, =X x{THuU(d-X)x{L})
* Py =p;Up Up,
It follows from the global hypothesis *s, the local conclusions (1), (2),
and (3), the case hypothesis, and the definitions of the rules applying
to “while ¢ do S| done” whenever “ o;p] +F e Jy false : T 7
((E — WHILE e, ).
(b) p1 = p) and p, = py,.
It follows from the definitions of p;, pj, p., and p;, (given in the local
conclusions (1) and (a)), the global hypothesis %,, and the hypothe-
sis 2.3.
(®) po =p,.
It follows directly from the definitions of p, and p, (given in the lo-
cal conclusions (1) and (a)), the local conclusions (b), and the global
hypothesis *;.

Case 2: V' = true

(a) There exists a tag store p; such that:

’ 9

o “olip ™ LTS ; whileedo S done |y o, : p
* Py =p;Up;
It follows from the global hypothesis xs, the local conclusions (1),
(2), and (3), the case hypothesis, and the definitions of the rules ap-
plying to “while e do S| done” whenever “ o; 0! + e p true : T 7
((E — WHILEtrye, ).
(b) p; = pi U pe.
It follows from the definitions of p}, o;, and p, (given in the local con-
clusions (1) and (a)), and the hypotheses 2.3 and 2.2.
(o) Po = ,0:,'
It follows directly from the local conclusions (1), (a), and (b), and the
global hypothesis *;

(E — SEQUENCE) then we can conclude that :

(1) Sis“S;; S,” and there exist o; and p; such that:

o “oupist® + 81 Um oyt p1 7 is a sub-derivation tree of “ o3 p;; 1P F

SUmoo:pe”
o “o;p1;"F Sy M 0, p, 7 1s a sub-derivation tree of “ o; p;; 1°¢
SUmoo:po”
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It follows directly from the definition of the rule (E( — SEQUENCE).
(2) There exist o] and p| such that:

VAR

o o-lf;plf;tpc/ FS1Umo):p
o “op T FSa Mmoo, i,
It follows directly from the global hypothesis %s, the local conclu-

sion (1), and the definition of the only rule applying to “S; ; S,”
((Ep — SEQUENCE)).

) Vy: (oW E L) = o1(y) = o).
This result is obtained by applying lemma A.7 on “ ;05" F S1 Im
o1 :pp 7 and ¢ a'lf;plf;tpc' F 81 Um o : p} 7 for any variable y such that
p1(y) E L.

@) p1 =pf.
This result is obtained by applying the inductive hypothesis on “ o7; p;; °° +
S1 Um o1 : p1 7 (sub-derivation tree of “ ;0 S Up 0 : po ) and
“olipl P F S Um o : p} 7 for any variable.

(®) po(x) = p,(x).
The conclusion is obtained by applying the inductive hypothesis on
o1 F Sy Um 0, po 7 (sub-derivation tree of “ o5 0;° F S Um
01 po ) and “ o p; 2 F Sy Um o’ . p. 7 using the local conclusions
(3) and (4).

113

/7 9
o

(E — ASSIGN) then we can conclude that :
1) Sis“id:=e".
Casel: x #id
(@) po(x) = pi(x).

It follows directly from the case hypothesis and the definition of the
rule (E — ASSIGN).

(b) p,(x) = pi(x).
It follows directly from the global hypothesis s, the local con-
clusion (1), the definition of the only rule applying to “id := e”
((E — ASSIGN)), and the case hypothesis.
(®) po(x) = p,(x).
From the global hypothesis %3, p;(x) = p(x). Hence, from the local
conclusions (a) and (b), p,(x) = p, (x).
Case2: x=id
(a) There exist v and 7, such that:
e “onpirelmvit”
® p,(x)=t, L
It follows directly from the case hypothesis and the definition of the
rule (E — ASSIGN).
(b) There exist V' and ¢, such that:
o “olipirelmVv it,”
o ) = LU
It follows directly from the global hypothesis %s, the local con-

clusion (1), the definition of the only rule applying to “id := e”
((E — ASSIGN)), and the case hypothesis.
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(©) t, =t.
This result comes from lemma A.8 applied to the derivations “ o; p; F
elpmv:it.’and“ ool FelpmV it

(#) po(x) = P} (). ,
From the global hypothesis %3, t** = °. Then, the above result fol-
lows directly from the local conclusions (a), (b), and (c).

(E — SKIP) then we can conclude that :

(1) S is “skip” and p, = p;.
It follows directly from the definition of the rule (E — SKIP).

’

(2) p, =p;-
It follows directly from the global hypothesis s, the local conclusion (1),
and the definition of the only rule applying to “skip” ((E — SKIP)).

(®) po(x) = pg(x).
From the global hypothesis 3, p;(x) = p!(x). Hence, from the local con-
clusions (1) and (2), p,(x) = p,(x).

A.3 Transparency
A.3.1 Lemmas and Figure Reused from Earlier Work

The following figure and lemmas are taken from previous work [Le Guernic et al.,
2006b].

Lemma A.10 (Automaton simulates execution in secret context).

For all statement S, automaton state ¢ = (V,w), and value store o, if (q,0) F S ;}M
(qf,0f) andw & {L}* then (g,not S) — gy .

Lemma A.11 (Same context before and after an execution).
For all statement S, automaton states q = (V,w) and qr = (Vy,wy), and value store o,

if(qo) S ;M (qr,0p) then wy = w.

Lemma A.12 (WDKL (while-dilemma Killer lemma)). For all statement S, expres-
sion e, automaton state q = (V,w), and value store o, if “V(e)N'V # 0” and “

(¢.c) + while e do S done = 5 (/. 0)” then:
® 0O =EF€
o Let(Vy,wp)=qpinV CVy

Lemma A.13 (Same context before and after an execution). For all statement S,
automaton states q = (V,w) and qy = (Vy,wy), and value store o, if (q,0) + S (_—):»M

(qf,0p) thenwy = w.
A.3.2 Proofs of the Partial Transparency

Lemma A.14 (More Precise Static Analysis).
For all command C, value store o, tag store p, and analysis result (D, X), if (D, X) E
(o, p + C) then, for all variable x in X, x belongs to modified(C).
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((V,w), branch e) ﬁ V,wT)

((V,w), branch e) ACK, (V,wl)

(V,wa), exit) 25 (V,w)

(V.w), not §) 25 (v U modified(S ), w)

(V,w), not §) 25 (V,w)

((V.w), skip) 25 (V,w)

(Vow), x:= ) 25 (VU {x}w)

((Vow), x:= ) 25 (V\ {x)ow)

(V. w), output &) 25 (V, w)
output 0

((V;w), output e) —— (V,w)

((V,w), output ¢) = (V, w)

it Vie)nv+0

iffVe)ynv=0

iff we {L}*

if we {L}*
ifwe{L}*orVe)nV £0

iff we {L}*

iff we {L}*

iffwe {L)*

iff we {L}*

and V(e)NnV =0

and V(e)nV =20

and V(ie)nV 0

(T-BRANCH-high)

(T-BRANCH-low)

(T-EXIT)

(T-NOT-high)

(T-NOT-low)

(T-SKIP)

(T-ASSIGN-sec)

(T-ASSIGN-pub)

(T-PRINT-0k)

(T-PRINT-def)

(T-PRINT-no)

Figure 10: Transition function of monitoring automata of [Le Guernic et al., 2006b]

L002 InC #T - T UOISISA ‘60929T00-EHU
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Proof. The proof goes by structural induction on C and follows directly from the rules
given in Figure 5 and the definition of modified(C).

Lemma A.15 (Existence of a Static Analysis Result).
For all command C, value store o, and tag store p, there exists an analysis result (D, X)
such that o, p + C]]ﬁg = (D, X) and Hypotheses 2.3 and 2.4 hold.

Proof. The proof goes easily by structural induction on C by constructing straightfor-
wardly (D, X) from the constraints. The only difficult case is for while-statements to
show that there exists an adequate solution to ® = {®' o (D U Td), T d}';((?).

Let G;, G and G be graphs whose nodes are X. There exists an edge from x to y
in G if and only if (x,y) belongs to . g; is the transitive closure of G;; and G is the
reflexive closure of G

If p(e) = L and o(e) = false then Idis a solution for D. It is straightforward to
see that it complies with all the requirements.

If p(e) = L and o(e) = true then D is the set of pairs (x,y) such that there exists an
edge from x to y in G;. It is easy to see that (x,y) belongs to D! o (D U Id) if and only
if there exists a node z such that there exists an edge (x,z) in G; and an edge (z,y) in G;.
If this is the case then, as G; is the transitive closure of G, there exists an edge (x,y) in

I*; and therefore, (x,y) belongs to ©. Therefore, Dlo(DUId) is a solution for D. From
the construction mechanism, it is obvious that (D, X) complies with Hypothesis 2.3. If
x does not belongs to X! then ®' = {x} (by induction). Therefore the sole edge in G,
whose origin is X has for destination x; and hence, there exists a sole edge whose origin
is x in G} (the destination of this edge being x itself). This allows to conclude that, as
X = X!, the Hypothesis 2.4 holds.

If p(e) = T then the set of pairs (x,y) such that there exists an edge from x to y in
G; is a solution for . The proof then ends similarly to the preceding case.

Lemma A.16 (No Downgrading Under Secret Context).
For all command C, value store o and o', and automaton state (V,w) and (V' ,w") such

that w & {L}*, if (V. w), o) k C =0y (V. W), 07) then V C V'

Proof. 1t follows directly from lemma A.10 and the only transition rules applying to
“not C” ((T-NOT-high) and (T-NOT-low)).

Lemma A.17 (WDKL (while-dilemma Killer lemma) bis).
For all command C, expression e, automaton state ¢ = (V,w), and value store o, if

*x1 V)NV £0,
x5 ((V,w), o) + while e do C done éM(x) ((Vy,w),09)
then “((V,wT), o) + while ¢ do C done ;M(S) (Ve wT),op)".

Proof. x| implies that the automaton transition — Figure 10 — on branch e is (T-
BRANCH-high). The definition of this transition in turn implies that the transition on
not C, if it occurs, is (T-NOT-high).

Lemma A.18 (Context Sensitive Dynamic Analysis is More Precise).

Assumes that the dynamic information flow analysis uses an acceptable — Figure 5 —
static analysis for which Hypotheses 2.3 and 2.4 hold. For all command C, value stores
o and o”’, automaton states (V,w) and (V',w), outputs o, tag stores p, and tags t°, if:
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*1 (V,w), ) F C S0y (V! w), 07),

* Vx,(p(x)=T)=>x¢€V,

*x3 =T =>we (L}

then there exists a tag store p’ such that:

e oo C o,

e Vx,(0’(x)=T)=>xeV.

Proof. The proof is done by induction on the size of the derivation tree of “((V,w), o) +

cZ moy (V',w),0’)”. Assume the theorem holds for any sub-derivation tree. As we
consider the language without print statements, the rules (Es)-EDIT) and (Ep0)-NO)
can not be applied. If the last semantics rule used is:

(Em0)-OK) then we can conclude that :

M) o (V.w).0) 5 (V. w),

o
e o+ C =00,

e Cis “skip” or “x :=¢”.

It follows from the M(O) semantics rule (Eyy)-OK). This rule applies only
to actions (skip or assignment statements).

(o) There exists a tag store p” such that “o; p; € + C || 0 : p”” and “Vx, (p’(x) =
T =>xeV”.

Case 1:
(a)

(b)

(c)

()

Case 2:

(a)

(b)

C is “sKkip”.

V' =Vando' =0.

It follows from the case hypothesis, the only rule applying to
“skip” in the O semantics (Ep-SKIP), and from the only transi-
tion in the automaton applying to “skip” (T-SKIP).

oot FC Jop.

It follows directly from the rule (E »(-SKIP).

Vx,(p(x) =T)=>xe V.

It follows directly from the global hypothesis x, and from the
local conclusion (a).

There exists a tag store p’ such that “o;p;*° + C || o’ : p’” and
Vx,('(x)=T)=>xe V™.

It follows from the local conclusions (b), (a), and (c).
Cis“x:=e”;andw ¢ {L}* or V(e)NV £ 0.

V' =V U{x}and 0’ = o[x — o(e)].

It follows from the case hypothesis, the only rule applying to
“x := €” in the O semantics (Eo-ASSIGN), and the only transi-
tion in the automaton applying to “x := ¢” whenever w ¢ {L}* or
V(e) NV # 0 (T-ASSIGN-sec).

o0+ C | olx = o(e)] : plx = *° U p(e)].

It follows directly from the rule (Ex(-ASSIGN) and Defini-
tion A.1.
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(©) ¥y, (plx = Up@)y)=T)=yeV.
From the local conclusion (a), x belongs to V’. For all variable
y, different from x, p[x — £° U p(e)](y) = T implies p(y) = T.
Hence, the global hypothesis %, and the local conclusion (a) imply
that y belongs to V".

(o) There exists a tag store p’ such that “o;0;*° + C || o’ : p’” and
“Yx,(P'(x)=T)=>xe V.
It follows from the local conclusions (b), (a), and (c).

Case3: Cis“x:=¢”;andw € {L}* and V(e)N'V = 0.

(@ V' =V —{x}and o’ = o[x — o(e)].
It follows from the case hypothesis, the only rule applying to
“x := €” in the O semantics (Ep-ASSIGN), and the only transi-
tion in the automaton applying to “x := ¢” whenever w € {L}*
and V(e) NV = @ (T-ASSIGN-sec).

(b) o;0;° + C | olx = o(e)] : plx = € L p(e)].
It follows directly from the rule (E-ASSIGN) and Defini-
tion A.1.

(c) P Up(e) = L.
From the case hypothesis and the global hypothesis %3, ¢ = L.
From the case hypothesis and the global hypothesis %, p(e) = L.
Those two properties implying the desired result.

@) Yy, (plx = Up@)(y)=T)=>yeV.
From the local conclusion (c), the variable x respects the desired
property. For all variable y, different from x, p[x — *°Up(e)](y) =
T implies p(y) = T. Hence, the global hypothesis %, and the local
conclusion (a) imply that y belongs to V'.

(o) There exists a tag store p’ such that “o; p;*° + C || ¢’ : p’” and
Vx,('(x)=T)=>xe V™.
It follows from the local conclusions (b), (a), and (d).

(Ep0)-IF) then we can conclude that :

(1) There exist automaton states (V,wy), (V,,w;), and (V3, w,) such that:
e Cis “if e then Cy,,, else C . end”,
e g(e)=v,
0K
e (V,w), branche) — (Vi,wy),
o (Vi.w). @) F Cy Syi0) (Va.wi), o),
o (Va,m), not C) 25 (V3 wo),
o (Vaow), exit) 25 (V,w).
It follows directly from the rule (Eys)-IF) and lemma A.13.
2) Vi=Vand (w ¢ {L}* = w; ¢ {L}Y).
It follows directly from the only two transitions applying to “branch e”
((T-BRANCH-high) and (T-BRANCH-1ow)).
(3) There exists atag f, suchthato;pre | v:t,.
It follows from the local conclusion (1) and Definition A.1.

(o) There exists a tag store p” such that “o; p; ° + C || o’ : p”” and “Vx, (p’(x) =
T)=>xeV™”.
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Case 1:
(@)

(b)

(c)

()

Case 2:
(a)

(b)

(¢)

(d)

t, = 1.

There exists a tag store p, such that “o; p;*° + C, || 0’ : p,” and
“Nx, (pp(x) =T) = xe Vy".

It follows from the inductive hypothesis, the local conclusions (1)
and (2), and the global hypotheses *, and x3.

ot FC o py.

It follows from the rule (Ex-IF,), the case hypothesis, and the
local conclusion (a).

Yx,(o(x)=T)=>xe V.

From the local conclusion (1) and the transition rules (T-NOT-
high), (T-NOT-low), and (T-EXIT), V, € V’. Hence, the desired
result follow from the local conclusion (a).

799

There is a tag store p’ such that “o;p;°° + C || ¢’ : p’” and
“Yx,(@(x)=T)=>xe V™.

It follows from the local conclusions (b) and (c).

t,=T.

V)NV +0.

It follows from the local conclusion (3), Definition A.1, the case
hypothesis, and the global hypothesis x;.

wy & {1}

Transition rule (T-BRANCH-high) and the local conclusions (1)
and (a) imply wy ¢ {L1}*.

There is a tag store p, such that “o;0; T + C, | ¢’ : p,” and
“Nx,(pp(x) =T)=> xe Vy".

It follows from the inductive hypothesis, the local conclusions (1),
(2) and (b), and the global hypothesis *;.

V' =V, U modified(C-,).

The local conclusions (1) and (b) and the transition rules (T-NOT-
high) and (T-EXIT) imply the desired result.

Let the analysis result (D, X) be such that [o,p + CW]]”G = (D, %),
and the tag stores p-, and p, be such that p_, = Ax. | |yep p(y) and
Pe = (XX{THU (X X {L}).

(e)

There exists a tag store py such that “o;p;*° + C | 0’ : ps” and
“pr=pyUpy Up”.

It follows from the rule (Eu4-IF+), the case hypothesis, the local
conclusions (3) and (c), and the lemma A.15.

® Vx,(op(x)=T)=>x€e V.

For all variable x such that p,(x) = T, the local conclusions (c)
and (d) imply that x belongs to V’. For all variable x such that
Pe(x) = T, lemma A.14 implies that x belongs to modified(C-,);
and hence, the local conclusion (d) implies that x belongs to V".
For all variable x such that p_,(x) = T and D(x) # {x}, Hypoth-
esis 2.4 implies that x belongs to X; and hence, from what has
been said before, x belongs to V’. For all variable x such that
P-p(x) = T and D(x) = {x}, from the definition of p_,, p(x) = T;
which, combined with the global hypothesis %, the local con-
clusions (2), (b), and (1), lemma A.16, and local conclusion (d),
implies that x belongs to V'.
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799

(o) There is a tag store p’ such that “o;p;° + C | o’ : p’” and
“Yx,(@(x)=T)=>xe V"™,
It follows from the local conclusions (e) and (f).

(Ey0)-WHILE,,,.) then we can conclude that :

(1) There exist a value store o; and automaton states (V,w;), (Vi,w;), and
(V1,w) such that:

e (Cis “while e do C; done”,

e o(e) = true,
0K
L4 ((Va W)? branch e) — (V’ Wl)a
e (V,w), o)+ C 0:,>M(0) ((Vi,w1), o1),
o (Vi,w), exit) 25 (Vi w),
o ((V], W), 0’1) + while ¢ do Cl done Lli’M(o) ((V/,W), O',).

It follows directly from the rule (Eps)-WHILE;.), the transitions of the
monitoring automaton, and lemma A.13.

(2) There exists a tag , such that o;p + e || true : 7,.
It follows from the local conclusion (1) and Definition A.1.

Q) t.=T)=>VEeNnV£0.
It follows from the local conclusion (2), Definition A.1, and the global
hypothesis *».

(4) There exists a tag store p; such that “o;p;* Ut + C; | o1 : p;” and
“Vx,(o1(x)=T)=>xe V"
From the local conclusion (1) and the transitions (T-BRANCH-high) and
(T-BRANCH-low), there exists a € {T, L} such that w; = wa. Thus, from
the global hypothesis x3, (f* = T) = w; ¢ {L}*. From the transition
(T-BRANCH-high) and the local conclusions (3) and (1), (t, = T) = w; ¢
{L}*. Hence, (U t, = T) = wy ¢ {L}*. Then, using the inductive
hypothesis, the local conclusion (1) and the global hypothesis x, imply the
desired result.

(e) There exists a tag store p’ such that “o; p; *° + C | 0 : p’” and “Vx, (0’'(x) =
T)=>xeV”.
Casel: r, = 1.
(a) There is p; such that “oy; p1; ¢ + while e do C; done || o : p,”
and “VYx, (oo(x) = T) => xe V',
This result is implied by the inductive hypothesis, the local con-
clusions (1) and (4), and the global hypothesis *3.
(b) o; ;¢ + C; ; while e do C; done || o : p».
It follows directly from the case hypothesis, the semantics rule
(Ep-SEQUENCE) and the local conclusions (4) and (a).
(o) There is a tag store p’ such that “o;p;° + C || o’ : p’” and
“VYx,(P'(x)=T)=>xe V™.
It follows from the semantics rule (E-WHILE,,,, ), the case hy-
pothesis, and the local conclusions (2), (b), and (a).

Case2: ¢, =T.
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@) (Vy,wT), o)+ while e do C; done %M(O) v,wT), o).
It follows directly from the local conclusion (1) and lemma A.17.
(b) There is p, such that “o; p1;*° U ¢, + while e do C; done || o :
2”7 and “Vx, (op(x) = T) = xe V.
This result is implied by the inductive hypothesis, the local con-
clusions (a) and (4), and the fact that wT does not belong to { L}*.
(¢) o;p;°°Ut, + C;; while e do C; done || o’ : ps.
It follows directly from the case hypothesis, the semantics rule
(Em-SEQUENCE) and the local conclusions (4) and (b).
d) Yx,(o(x) =T)=>xe V.
From the case hypothesis, the local conclusions (3) and (1), and
the transition (T-BRANCH-high), w; ¢ {Ll}*. Hence, from
lemma A.16, V C V. From lemma A.12, the case hypothesis,
and the local conclusions (3) and (1), V; C V’. Thus, the desired
result follows from the global hypothesis .
(o) There is a tag store p’ such that “o;p;*° + C | ¢’ : p’” and
Yy, P'(x)=T)=>xe V™.
It follows from the semantics rule (E-WHILE,,,.. ), the case hy-
pothesis, and the local conclusions (2), (c), (d) and (b).

(Ep0)-WHILE ;) then we can conclude that :

(1) There exist automaton states (V, w;) and (V’, w;) such that:
C is “while e do C; done”,
o(e) = false,
0K
((V,w), branch ¢) — (V,wy),
((V,w1), not C) 25 (V' wy),
((V'w1), exit) 25 (VV,w),

e 0/ =0.

It follows directly from the rule (Ej;)-WHILEf4;.) and the transitions of
the monitoring automaton.

(2) There exists atagt, suchthato;p + e || false : ¢,.
It follows from the local conclusion (1) and Definition A.1.
(o) There exists a tag store p” such that “o; p; *° + C || o’ : p”” and “Vx, (p’(x) =
T)=>xeV”,
Casel: ¢, = 1.
@ oot rFClo:p.
It follows from the rule (E-WHILE;),,), the case hypothesis, and
the local conclusion (2).
b) Vx,(p(x) =T)=>xe V.
From the local conclusion (1) and the transition rules (T-NOT-
high) and (T-NOT-low), V C V’. Hence, the desired result follows
from the global hypothesis *».
(o) There is a tag store p’ such that “o;0;# + C | o’ : p’” and
“Yx,('(x)=T)=>xe V™.
It follows from the local conclusions (a), (1) and (b).
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Case2: 1, =T.

@ Ve)nVvV=+0.
It follows from the local conclusion (2), Definition A.1, the case
hypothesis, and the global hypothesis x;.

(b) V' =V U modified(C).
Transition rule (T-BRANCH-high) and the local conclusions (1)
and (a) imply w; ¢ {L}*. Hence, the local conclusion (1) and
transition (T-NOT-high) imply the desired result.

Let the analysis result (D,X) be such that [o,p F

C; ; while ¢ do C, done]]”b' = (D,X), and the tag stores p; and

pe be such that p; = Ax. | |jep p() and p, = (X X {T}H U (X X {L}).

(c) There exists a tag store py such that “o;p;#° + C | ¢’ : p;” and
“pr=pUpup.”.
It follows from the rule (Ep-WHILE ;.. ), the case hypothesis,
the local conclusions (2) and (1), and the Lemma A.15.

d Vx,(op(x)=T)=>xe V.
For all variable x such that p(x) = T, the global hypothesis %,
and the local conclusion (b) imply that x belongs to V’. For all
variable x such that p.(x) = T, lemma A.14 implies that x belongs
to modified(C;); and hence, the local conclusion (b) implies that x
belongs to V’. For all variable x such that p;(x) = T and D(x) #
{x}, Hypothesis 2.4 implies that x belongs to X; and hence, from
what has been said before, x belongs to V’. For all variable x
such that p;(x) = T and D(x) = {x}, from the definition of p,,
p(x) = T; which, combined with the global hypothesis %, and the
local conclusion (b), implies that x belongs to V’.

(o) There is a tag store p’ such that “o;p;° + C || 0’ : p’” and
“Yx,(@(x)=T)=>xe V.
It follows from the local conclusions (c¢) and (d).

(Eym(0)-SEQ) then we can conclude that :

(1) There exists a value store o and an automaton state (V, w) such that:
e Cis“Cy; Cy7,
o (V,w),0) F C1 S0y (Vi,w1),0),
o ((Vi,w),01) - Co Zou0) (V! w),07),
It follows directly from the rule (E0)-SEQ) and lemma A.13.

(2) There exists a tag store p; such that “o;p;* + C; | o7 : p;” and
“Yx,(o1(x) =T)=x€e V"
It follows from the inductive hypothesis, the global hypotheses x, and %3,
and the local conclusion (1).

(3) There exists a tag store p’ such that “o;p;*° + C, | o’ : p’” and
“Yx,(@(x)=T)=>xe V™.
It follows from the inductive hypothesis, the global hypothesis %3, and the
local conclusions (1) and (2).

(o) There exists a tag store p” such that “o; p; ° + C || o’ : p”” and “Vx, (p’(x) =
T)=>xeV™”.
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It follows from the rule (Ex-SEQUENCE) and the local conclusions (1),
(2), and (3).
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