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Abstract

We present an algorithm for solving the discrete logarithm problem in Jacobians
of families of plane curves whose degrees in X and Y are low with respect to their
genera. The finite base fields F, are arbitrary, but their sizes should not grow too
fast compared to the genus. For such families, the group structure and discrete
logarithms can be computed in subexponential time of Lys(1/3,0(1)). The runtime
bounds rely on heuristics similar to the ones used in the number field sieve or the
function field sieve.

1 Introduction

The discrete logarithm problem (DLP) is the keystone for the security of cryptosystems
based on elliptic curves and on Jacobian groups of more general algebraic curves. While
to date, elliptic curves provide a very broad range of groups for which no algorithm
improves over the generic ones for attacking the DLP, the same does not hold for higher
genus curves. A variety of algorithms exists to tackle the DLP on Jacobians of curves,
depending on whether the problem is being considered with the field size or the genus
growing to infinity, or possibly both. For a general overview on algorithms for the DLP,
see the survey [12]. The outcome is that for implementing cryptographic primitives,
curves of genus 3 and higher have clear practical disadvantages over curves of genus 2
and elliptic curves. Yet, studying the DLP on these curves is important in particular
because of the Weil descent strategy, which reduces the DLP on elliptic curves over
extension fields to the DLP in the Jacobian of a curve of higher genus. Therefore, besides
the better understanding of the general picture that one may obtain by studying large
genus curves, an algorithm for solving the DLP in the large genus case may eventually
become a threat for some elliptic curve cryptosystems.

The following is a general strategy for solving the DLP in groups enjoying in partic-
ular a suitable notion of size (for more details on an appropriate model, see [13]). A first
phase consists in collecting relations involving elements of a chosen factor base, which
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is a subset of the group under consideration formed by elements of relatively small size.
Thereafter, the logarithms of these elements are deduced by linear algebra. Depending
on the exact algorithm employed, the output of this computation either gives the log-
arithm of a chosen set of group elements, or in more advanced algorithms, the ability
to compute the logarithms of arbitrary elements at a relatively low cost. The resulting
complexity is usually of subexponential nature, namely of the form
LN(a,c) _ ec(logN)O‘(loglogN)l*O‘

for a € (0,1) and ¢ > 0, where N is the group size.

Quite early on, it appeared that this approach could be adapted to a family of
hyperelliptic curves over a fixed base field IF, and of genus g growing to infinity. In
this case the algorithm from [1] solves the DLP in subexponential time L9 (1/2,0(1)).
This complexity is heuristic. It is established under the assumption that a given family
of polynomials behaves similarly to random polynomials of the same degree. Later
on, rigorous results for smoothness of divisors have led to proofs of the subexponential
running time, and the algorithm has been generalised to further classes of curves [15,
24, 11, 13, 7, 19]. These results imply that given a family of algebraic curves of growing
genus g over a base field F, with logg bounded by some polynomial in g, solving the
DLP is possible in proven subexponential time Lgs(1/2,0(1)).

We briefly mention, at the opposite end of the spectrum, the DLP on a family of
curves of fixed genus over a base field IF, with ¢ growing to infinity. In this case, analogous
algorithms have a complexity which is exponential in logq [16, 9, 10]. This case is not
studied here.

Subexponential algorithms are known in other common contexts, namely integer
factorisation and computation of discrete logarithms in finite fields. Proven algorithms
of complexity L(1/2) exist, however the most efficient algorithms for these problems are
the number field sieve [4, 17] and the function field sieve [2] and their derivatives, which
achieve a heuristic complexity of L(1/3). For a long time, it has been an open problem
to decide whether such a complexity can be achieved for solving the discrete logarithm
problem in Jacobian groups of algebraic curves.

We answer this question positively for a relatively large class of curves and present a
probabilistic algorithm of heuristic subexponential complexity Lgs(1/3,0(1)) for solving
the discrete logarithm problem in Jacobians of curves of genus g over finite fields F,.
Here, we consider families of curves C;(X,Y") of genus g; over finite fields Fy,. We require
gi > (logq;)?, and the degrees in X and Y must stay within the non-empty interval
with end points ~ ¢ and ~ gilfa, where 1/3 < a < 2/3. Our constraint on the
curve equation is the key for producing principal divisors of small degree, in a manner
analogous to the function field sieve. The computation of individual logarithms, once
the relation collection and linear algebra steps have been completed, is performed using
a special-Q) descent strategy.

A previous related result appeared in [14]; however, this earlier version has been con-
siderably improved. First, the class of curves to which our algorithm applies has been
expanded. Furthermore the computation of discrete logarithms no longer has complex-



inria-00383941, version 2 - 20 Dec 2009

ity L(1/3 + ¢,0(1)), but rather L(1/3,0(1)). This raises the question of determining
explicitly the constant represented by O(1). Assuming the family of curves satisfies
degy C; - degy C; < Kg;, the exact complexity of our algorithm is L(1/3, (64x/9)Y/3),
which is a familiar complexity in the context of the number field sieve. We mention that
subsequently to [14], Diem has presented at the 10th Workshop on Elliptic Curve Cryp-
tography (ECC 2006) an algorithm based on similar ideas [8]; he argued that computing
discrete logarithms for non-singular plane curves can be solved in L(1/3,(64/9)'/3 + ¢)
for any € > 0. We show that the same complexity is also achieved using a slight modifi-
cation of our algorithm and that it is valid for a class of curves strictly including those
handled by Diem’s algorithm.

The article is organised as follows. Section 2 gives an informal presentation of the
algorithm. Section 3 provides the necessary tools for the precise statement and analysis
of the algorithm, which is given in Sections 4 and 5. Some corner and special cases are
studied in Section 6.

2 Main idea

2.1 Relation collection

Before describing our algorithm with all its technical details on the most general class of
curves, we sketch in this section the main idea yielding a complexity of Ly (1/3,0(1)) for
a restricted class of curves. We provide a simplified analysis by hand waving; Section 3
is devoted to a more precise description of the heuristics used and of the smoothness
properties needed for the analysis.

Let F, be a fixed finite field. We consider a family of C,4 curves over I, that is,
curves of the form

C:Y"+ X%+ f(X,Y)

without affine singularities such that ged(n,d) = 1 and any monomial X‘Y”/ occurring
in f satisfies ni + dj < nd (see [23]). Such a curve has genus g = %; we assume
that ¢ tends to infinity, and that n ~ ¢® and d ~ ¢' = for some a € [%, %] (we use the
symbol &, meaning “about the same size” with no precise definition). The non-singular
model of a (4 curve has a unique point at infinity, which is F,-rational; so there is a
natural bijection between degree zero divisors and affine divisors, and in the following,
we shall only be concerned with effective affine divisors. Choose as factor base F the
about Lgs(1/3,0(1)) prime divisors of smallest degree, that is, of degree bounded by
some B € N with B ~ log, Lgs(1/3,0(1)).
To obtain relations, consider functions ¢(X,Y’) € F,[X,Y] such that

a—1/3 2/3—«a

k=degyp~g and d=degyp=g

Whenever the affine part div(p) of the divisor of ¢ is smooth with respect to the factor
base, it yields a relation, and we have to estimate the probability of this event.

Let N be the norm of the function field extension F,(C) = F (X)[Y]/(Y™ + X% +
f(X,Y)) relative to Fy(X). For a given function ¢ on the curve, if div ¢ contains only
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places of inertia degree 1, then div ¢ is B-smooth if and only if the norm of ¢ is. We
have

degy N(p) = degResy(p(X,Y),Y" + X+ f(X,Y)),
degy wdegy C + degy pdegx C =nd + kd =~ g3,

N

Heuristically, we assume that the norm behaves like a random polynomial of degree about
¢?/3. Then it is B-smooth with probability 1/Ls(1/3,0(1)). (This is the same theorem
as the one stating that a random polynomial of degree g is log, L4s(1/2,0(1))-smooth
with probability 1/Lgs(1/2,0(1)), cf., for instance, Theorem 2.1 of [3].) Equivalently, we
may assume heuristically that div(¢) behaves like a random effective divisor of the same
degree degy N(¢). Then the standard results on arithmetic semigroups (cf. Section 3)
yield again that div(y) is smooth with probability 1/Lgs(1/3,0(1)).

So the expected time for obtaining |F| = Ly (1/3,0(1)) relations is Ly (1/3,0(1)).
With the same complexity, one can solve a linear system and obtain the discrete loga-
rithms of the elements of F. If the group structure was not known in advance, it is also
possible to deduce it from a Smith normal form computation, which lies again in the
same complexity class.

It remains to show that the search space is sufficiently large to yield the required
Lg49(1/3,0(1)) relations, or otherwise said, that the number of candidates for ¢ is at
least Lqs(1/3,0(1)). The number of ¢ is about

¢~ g9 < (9" (08 )!/?) (log(glog 0)*/* _ Leo(1/3,0(1)).
The previous inequality in the place of the desired equality shows that a more rigorous
analysis requires a careful handling of the log g factors in the exponent; in particular, k
or d has to be slightly increased. Moreover, the constant exponent in the subexponential
function needs to be taken into account.

2.2 Individual logarithms

After Section 2.1, the discrete logarithms of the elements of the factor base F are known.
Now, to solve a general discrete logarithm problem, we need to be able to rewrite any
element in terms of elements of F. The classical tool for doing so is the special-Q) descent
strategy as introduced by Coppersmith [6].

The input is a place @ = div(u(X),Y — v(X)), for which the discrete logarithm
is sought. While not all elements can be written in that form, most of them can; so
without loss of generality, by randomising the input, we may assume the special form.
The degree of @ is degu < g, and degv < deg u.

One step of the special-Q descent rewrites a place of degree ~ ¢'/3*7 for some
7 € [0,2/3] as a sum of places of degrees bounded by ¢'/3t7/2. Thus, the place Q of
degree at most g is first rewritten as a sum of places of degrees bounded by ¢2/3. Each
of them is then rewritten as a sum of places of degrees bounded by ¢*/2
end up with a tree of places, whose leaves have a degree as close to g

, and so on. We

1/3 as we wish.
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Therefore, pushing the special-QQ descent far enough, we can hope to obtain leaves that
are in JF, so that the discrete logarithms of all the elements of the tree, including that
of (), can be deduced.

Let us now sketch how one step of the special-() descent works in our case: We
consider a place Q = div(u(X),Y — v(X)), with degv < degu ~ ¢'/3t7 for some
7 € [0,2/3]. The polynomial functions on the curve having a zero at @ and of degree in
Y bounded by k ~ ¢®~V/3+7/2 form an F,[X]-lattice generated by

<u(X), Y — o(X),Y? = (u(X)? mod u(X)),...,Y* = (v(X)* mod u(X))) .

We consider F,[X]-linear combinations of these basis elements that have a small degree
in X: Allowing coefficients in the combination to have a degree up to ~ ¢2/3-+7/2,
the corresponding functions have a degree in X bounded by ~ ¢2/3~*+7/2. Among the
V3T such functions, we limit ourselves to a sieving space of size about qgl/a.

The degree of the affine part of the divisor of each function ¢ in the sieving space is
bounded by ndegy ¢ + ddegy ¢ = ¢*/3t7/2 Since there are about qgl/3 of them, one
can expect to find one whose divisor is &~ ¢/3+7/2-smooth (apart from the place ) that
is present in the divisor by construction). We have then rewritten @ as a sum of divisors
of degree at most ~ ¢'/3t7/2 in time L(1/3).

In this description, we have been vague with respect to the degree bounds, and it is
necessary to be more accurate, especially when 7 is getting close to 0. This motivates
the following section, in which we examine in more detail the smoothness results and
heuristics that are needed for the algorithm.

~ q9

3 Smoothness

The algorithm presented in this article relies on finding relations as smooth divisors of
random polynomial functions of low degree. As with other algorithms of this kind, for
instance [1], its running time analysis will be heuristic. The main heuristic assumption is
that certain principal divisors are as likely to be smooth as random divisors of the same
degree, for which the desired smoothness probabilities can be proved. In this section we
collect the needed smoothness results, before discussing our heuristics in more detail.
We suppose that all curves are given by absolutely irreducible plane affine models

C:F(X,Y)

with F' € F,[X,Y], where F, is the exact constant field of the function field of C.
Arithmetic of elements of the Jacobian group of such curves is detailed in [18]. In
particular, operations such as splitting a divisor into a sum of places can be performed
in polynomial time.

Essentially, we are interested in a factor base F consisting of the places of degree
bounded by some parameter u (a few technical modifications are necessary and will be
discussed later in this section). Then an effective divisor of degree v is called F-smooth
or p-smooth if it is composed only of places in F. The probability of p-smoothness is
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ruled by the usual results on smoothness probabilities in arithmetic semigroups such as
the integers or polynomials over a finite field, cf. [21].

Unfortunately, most results in the literature are stated for a fixed semigroup and give
asymptotics for p and v tending to infinity, whereas we need information that is uniform
over an infinite family of curves. Notice, however, the purely combinatorial nature of
the question: How many objects of size up to v can be built from irreducible blocks of
size up to p? The answer depends only on the number of building blocks of any given
size, and it turns out that its main term is the same uniformly over all semigroups under
consideration. This can be exploited to prove combinatorially, in the same spirit as for
hyperelliptic curves in [15], the following general result, which is Theorem 13 of [19]:

Theorem 1 (HeB) Let0<e<1,v=1X andv, p and u = o such that 3log,(14g +
4) < p <v® and u > 2log(g + 1). Denote by (v, u) the number of u-smooth effective
divisors of degree v. Then for u and v sufficiently large (with an explicit bound depending
only on €, but not on q or g),

T;Z)(Va M) > e—U10gu<1+10511§%+7> _ efulogu(lJro(l)).
q

Denote by
L(a,¢) = Lgo(a, ¢) = ec9lo8 ) (loglglog )™
for 0 < o <1 and ¢ > 0 the subexponential function with respect to glogq, and let

log(glog q
M = Mye = log,(glogq) = ﬁ.

The parameter glog g will be the input size for the class of curves we consider; more
intrinsically, this is the logarithmic size of the group in which the discrete logarithm
problem is defined.

Proposition 2 For some 0 < < a <1 andc, d >0, let
v = [log, L(a,c)] = [cg®M'™| and u = [log, L(3,d)] = [dg’ M" 7],
Assume that there is a constant p > ;T% such that g > (log q)?. Then for g sufficiently

large,
P, p)
ql/
where o(1) is a function that is bounded in absolute value by a constant (depending on

log log(g log q)
log(g log q)

v _c ( glogq )aﬁ
u = — S — - - - -
p ~ d \log(glogq)

> L(a=B,~<(a=B8)+o(1).

a, B, ¢, d and p) times

Proof. One computes
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(the inequality being due only to the rounding of v and pu),

logu = (a — ) log(glog q)(1 + o(1))

and log1
LB o(1)

with both o(1) terms being of the form stipulated in the proposition. Applying Theo-
rem 1 yields the desired result. Its prerequisites are satisfied since

log u

. logp Blogg — (1 — B)loglogq
lim sup = limsup
log v alogg — (1 — a)loglog q
1
< limsup b O%_g
alog g — 70‘10gg
p /
= P = <1
p

because of the definition of p; then ¢ is taken to be any value strictly larger than & and
less than 1. O

The choice of p shall insure that the factor base size, that is about ¢*, becomes
subexponential. But the necessary rounding of u, which may increase g* by a factor of
almost ¢, may result in more than subexponentially many elements in the factor base
when ¢ grows too fast compared to g.

Proposition 3 Let 0 < 8 < 1 and p > % If g > (logq)?, then q = L(B,0(1)) for
g — 00.

Proof. One computes
g = €989 = (log ) P (log9)?

Since g > (logq)? with p > 18 one gets (logq)' =% < ¢P, so that ¢ < el9loga)”

B
Compared to L(f3,1), the term (log(glogq))'~? is missing in the exponent; since this
term tends to infinity, the result follows. U

Corollary 4 Let0 < < 1, p > ;T% and p > %, and g > (log q)?. Then Proposi-
tion 2 remains valid for an arbitrary rounding of p and v, and ¢* = L(B3,d + o(1)).

Proof. Let k be any integer. By Proposition 3,

v+ k = log,(¢"L(a, ) | = [log, L{a,c+o(1))] .
which shows that ¥ may be replaced by v+ k in Proposition 2. The same argumentation

holds for pu. O

We need to deal with a few technicalities related to the potential singularities and
the places at infinity of our curves. To this purpose, we augment the factor base as
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follows; this addition of a polynomial number of divisors is negligible compared to the

subexponential factor base size. Furthermore, the computational expense incurred by

these additions is also negligible, since the algorithms in [18] have polynomial complexity.

e Add to F all the places corresponding to the resolution of singularities, regardless

of their degrees, whose number is bounded by W with d = deg F'. The
algorithm can then be described as if the curves were non-singular.

e Add to F the infinite places corresponding to non-singularities, regardless of their
degrees, whose number is bounded by d by Bézout’s theorem. Then a divisor is
F-smooth if and only if its affine part is.

The correctness and the running time analysis of our algorithm depend on two heuris-
tics, that are classical in the context of discrete logarithm computations by collecting
smooth relations. First of all, the smoothness probabilities of Proposition 2 should also
apply to the special way in which we create the relations.

Heuristic 5 Let D of degree v be the affine part of the divisor of a uniformly randomly
chosen polynomial o with imposed bounds on the degrees in X and Y. Then the proba-
bility of D to be F-smooth is asymptotically the same as that of a random effective affine
divisor of degree v to be w-smooth. If ¢ is additionally constrained to have a zero in a
special place Q, the same holds for dive — Q.

The first part of the heuristic covers the initial relation collection phase as described
in Section 2.1, the second part is needed for the special (Q-descent of Section 2.2 for com-
puting individual logarithms. They ensure that relations are found sufficiently quickly.
Next, one needs to make sure that the found relations are sufficiently varied to capture
the complete Jacobian group.

Heuristic 6 The probability that the relations found by the algorithm span the full re-
lation lattice is the same as for random relations.

Here, the full relation lattice designates the lattice L such that the Jacobian group
of C over [F, is isomorphic to the quotient by L of the free abelian group over the factor
base. Randomness of relations is to be understood as the uniform distribution on the
set of relations with coefficients between 0 and the order of the Jacobian group.

Depending on the choice of F, it is not immediately clear why Heuristic 6 should hold.
For instance, assume that F contains places of inertia degree larger than 1 with respect
to the function field extension Fy(X)[Y]/(C) over Fy(X), that is, places corresponding
to ideals (u,v(X,Y)) with u € F,[X] and degy v > 1. If ¢ is limited to being linear
in Y, then no such place may occur in a relation, so that the relation lattice cannot have
full rank.

In practice, however, inert places should be very rare. This is justified by the obser-
vation that these places have a Dirichlet density of 0: A place of degree p and inertia
degree [ dividing p corresponds to a closed point on C with X-coordinate in F ,/r and

Y-coordinate in [Fyu, of which there are on the order of ¢*/I. Clearly, places with f > 2
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are completely negligible. Notice now that the proof of Theorem 1 is entirely combi-
natorial and relies on the fact that there are essentially ¢"/u places of degree u. As
this is still the case when restricting to non-inert places, the proof of the theorem should
carry over. This motivates an a priori artificial restriction of the factor base to non-inert
places.

To summarise, we rely on the validity of Heuristics 5 and 6 for the factor base F of
smoothness parameter p containing the following places:

e all places corresponding to the resolution of singularities;
e all places at infinity (i.e., places where the function X has a negative valuation).

e the affine non-inert places of degree bounded by u, or otherwise said, the places
corresponding to prime ideals of the form (u,Y — v) with u € F,[X] irreducible of
degree at most p and v € Fy[X] of degree less than degu.

4 Relation search

For the time being, we assume that all groups we are dealing with are cyclic, of known
order and with a known generator which is part of the factor base. Discrete logarithms
are taken with respect to this generator. We discuss the complications arising when one
of these conditions is not satisfied at the end of Section 5.

We are now ready to formulate precisely the algorithm outlined in Section 2, together
with its complexity analysis. We start by the relation collection and linear algebra phases
as sketched in Section 2.1.

Theorem 7 Let (Ci(X,Y))ien be a family of plane curves of genus g; over Fy, of degrees
n; 'Y and d; in X. Assume that there are constants k > 0 and p > 2 such that

<K 1

9 (1)
ni d; . - log(gilog gi)

(gi/ M)1/3 o (gi/ M;)1/3 oo with Mi = log g; @

9i > (log q;)" (3)

Let b be defined by

YL
=

There exists an algorithm that computes a factor base with ngi (1/3,b) elements, together
with the discrete logarithms of all the factor base elements, in an expected running time
of
. 3/ 64K
Lesi (1/3,¢+ o(1)) with ¢ = 5

under Heuristics 5 and 6.
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Proof. For the sake of notational clarity, we drop all indices ¢ in the following.
Let v, 6 > 0 be constants to be optimised later. Consider polynomials ¢(X,Y) €

[Fy[X, Y], seen as functions on C, of degrees bounded by ’VVW—‘ inY and {5 %—‘
in X. Then (2) implies that
n Kg/n

degy ¢ < VW(l +0(1)) and degyx ¢ < 5(9/./\/1)1/3

The affine part of the divisor of ¢ has a degree bounded by

(14 0(1)). (4)

degy Resy (¢,C) < degy pdegy C + degy pdegy C
< (5&92/3./\/11/3 + undgil/?’./\/ll/‘?’) -(1+0(1))

< K(8 4+ v+ 0(1)g? P M3 by (1)
= log, L(2/3,K(0 + v + o(1))).
Let b > 0 be a constant to be optimised later, and choose a smoothness bound of

[log,(L(1/3,b))]. Then by (3) and Corollary 4, the factor base size is in L(1/3,b+0(1)),
and by Corollary 4 and Heuristic 5, the smoothness probability of the divisor of ¢ is at

least
(11 o)

The number of different ¢ that satisfy the chosen degree bounds is at least
q’w‘sgl/BMQ/S = L(1/3, kvd).

So the expected number of relations obtained from all these ¢ is bounded below by
L (1/3, K (V5 — "3—4;5) + 0(1)). For the linear algebra to succeed, according to Heuristic 6,
we need the number of relations to exceed the factor base size. To minimise the relation
collection effort, we choose v and § such that equality holds, that is,

k(v +6)
KV — = b. (5)

On the other hand, we wish to choose the parameters such that the time taken by the
(sparse) linear algebra phase, which is L(1/3,2b + o(1)), is comparable with the time
taken by the relation collection:

Kkvd = 2b. (6)
Substituting kvd from (6) into (5), we obtain
b2
v+46 = 3—
K

So the sum and product of v and ¢ are known, and v and § are the roots of the

quadratic polynomial

b2 2b
x2_3x + =

K K

10



inria-00383941, version 2 - 20 Dec 2009

For the roots to exist as real numbers, the discriminant of the quadratic polynomial
must be non-negative, which is equivalent to

b>38—“
— 9'

Since we want to minimise the effort, we choose b minimal and reach equality above.

Then
- V K V 3/{

The total running time becomes L(1/3,c + o(1)) with

c=2b= 364—K
\/ 5

5 Computing discrete logarithms

We now turn to the precise description and analysis of the special-@) descent strategy
outlined in Section 2.2.

Theorem 8 Under the assumptions of Theorem 7, once the relation collection and lin-
ear algebra steps have been completed, the logarithm of any divisor in the Jacobian group
of C; over Fy, can be computed in time

8
Lqézi(l/?),b + &) with b = {f g and any € > 0.

Notice that this complexity is well below that of Theorem 7 for the relation collection
and linear algebra phases.
Proof. Without loss of generality, one may assume that the element whose logarithm is
sought is a place of degree bounded by g and of inertia degree 1, cf. the discussion at
the end of Section 3.

More precisely, let Q@ = div(u(X),Y — v(X)) be a place with degv < degu
log, L(1/3 4 7,¢) for some ¢ > 0 and 0 < 7 < 2/3. The place we start with has 7 =
and ¢ = 1.

<
2
3

We consider the polynomial functions on the curve having a zero at (), and in par-
ticular the lattice of polynomials ¢ of degree in Y bounded by k with

b= |7 )

where ¢ > 0 is a constant to be determined later. These ¢ form an F,[X]-lattice
generated by (vo(X),Y —v1(X),Y? —vy(X),...,Y* —v(X)) with vg = u and v; =
v* mod u for i > 1.

11



inria-00383941, version 2 - 20 Dec 2009

Let L(1/3,e 4+ o(1)) be the effort we are willing to expend for one smoothing step,
where e > 0 is a parameter to be optimised later. Then we need a sieving space of the
same size, and are thus looking for L(1/3,e+o0(1)) distinct (k+ 1)-tuples of polynomials
(ao(X),a1(X),..., (X)) and corresponding functions

k k k
p=—ap(X)vg(z) + Y ai(X) (V' = vi(X)) = > ai(X)Y" = ey (X)v(X).
i=1 i=1 i=0
At the same time, we wish to minimise the degree of ¢ in X. Recall that the degree of
v; is bounded by D :=log, L(1/3 4+ 7,c). Then for any integer z, linear algebra on the
lattice yields ¢** different tuples such that the degrees of the ; and that of >, av; are

at most % + z. Choose z so as to obtain a sieving space of size L(1/3,e + o(1)), that is,
solve ¢** = L(1/3,e + o(1)), or

- %logq L(2/3 — 7/2,¢/0 + o(1)).

Now the degree of ¢ in X is bounded from above by % + z with % = %logq L(2/3 +
7/2,¢/0). Whenever 7 is bounded away from zero, the value of z is thus negligible
compared to that of D/k. However, to encompass in a unified treatment the case where

7 approaches zero, we crudely bound —7/2 by +7/2 in the expression for z to obtain

degy ¢ < %logq L(2/3+4+71/2,(c+e)/o+o(1)).

The degree of the affine part of the divisor of ¢ is again, as in the proof of Theorem 7,
bounded by

degy pdegy C + degy pdegy C < ndegy ¢ + kd,
<log, L(2/3+7/2,(c+e)/o+ ok +o(1))
since
nd (1) Kg
<o
G = g AT

So out of the L(1/3,e 4+ o(1)) possible ¢, we expect by Corollary 4 and Heuristic 5
that one is log, L(1/3 + 7/2,¢')-smooth for

kd<o

= log, L(2/3 4+ 7/2,0k).

, 1
¢ :g((c—i-e)/a—i-aka).

To minimise this quantity, we let o = /(¢ + €)/k, so that

d = %E\/c—}—e. (7)

Let us summarise the procedure: Starting with @ of degree g = log, L(1/3 +2/3,1),
we use the technique above (with 79 = 2/3, ¢p = 1) to smooth it into places of degree at

12
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most log, L(1/3 + 71, ¢1) with 71 = 1/3 and ¢ = 24/k(co + €)/3e. Each of these is then
smoothed again into places of degree at most log, L(1 /3 + T2,¢2), and so on, following

the formulae /R
1 2/ K
T3l T g VaITe

After i steps, we get places of degree at most

1 1 1 1
logq ng (g + W7Ci> = logq ng <§7ci/\/l3-2¢1> .

We need to bound the ¢;. Studying the function f(x) = ay/x + (3 yields that the
sequence (¢;) converges to a finite limit coo, obtained by solving ¢/ = ¢ in (7), so that

2
Coo = X/2 <X+ \/X2—|—4e), where x = %E
e

Ti

Fix an arbitrary constant £ > 0. After a certain number of steps, depending only on e,
k and &, we have ¢; < ¢oo - (1 + &£). Furthermore, after O(loglog g) steps, we can also
bound the expression M32l+1 by (1+¢).

It follows that for any positive constant &, by building a special-Q) descent tree of
depth O(loglog g), we can smooth elements down to a degree

log, Lgs <%,coo(1 + £)> .

Each node in the tree has arity bounded by g, so the number of nodes in the tree is
in gOUoglogg) — [, 4(1/3,0(1)) and has no influence on the overall complexity. We finally
compute the effort needed to reach coo = b. We have 90> = 8k, and we write 9¢® = Ek,
with E to be determined. The equation b = co, simplifies as:

8\'? 2
— = —(1 1+ FE).

< E> L+ vi+ )
The latter holds for £ = 8, which gives e = b. We therefore conclude that the special-Q)
descent finishes within time Lgo (1/3,b + ¢) for any fixed € > 0.

So far, we have remained silent about the exact nature of the o(1) terms. As long
as a fixed number of them is involved, this does not pose any problem. But the number
of smoothing steps and thus ultimately the number of applications of Theorem 1 is not
constant. So at first sight, it is not clear whether the sum of all the o(1) terms is still
in o(1). However, since the depth of the tree is in O(loglog g), and since according to
Proposition 2 the o(1) is actually a constant times %, the overall function still

tends to 0 and is a o(1). O

13
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The non-cyclic case. In general, the Jacobian group need not be cyclic, but may have
up to 2¢g invariant factors. In this case, we call “discrete logarithm” of an element its
coefficient vector with respect to a basis of the invariant factor decomposition. Otherwise
said, we need to compute a tuple of scalars instead of a single one.

We assume that the group order is still known and start by considering the compara-
tively easy case that we are given two elements P and ), where @ is a multiple of P, and
we wish to compute the unknown multiplier, the discrete logarithm of @) to the base P.
Write down the relation matrix exactly as in Theorem 7, and perform two descents as in
Theorem 8 for decomposing P and @) as sums of factor base elements. The right hand
sides of the two decompositions are appended to the relation matrix. An element of the
kernel of this matrix modulo the group order gives the sought relationship between P
and @. The discrete logarithm can be deduced from it if the coefficient corresponding
to @ is coprime to the group order; using techniques as in [13], this can be guaranteed
to happen with probability approaching 1. The final complexity is then the same as in
Theorem 7.

This approach generalises immediately to the non-cyclic case if an explicit basis {P;}
of the invariant factors is known together with the exact orders of the basis elements.
Then the discrete logarithm of an element () as a tuple with respect to the P, may be
obtained as follows. After decomposing the P; and ) over the factor base as in Theo-
rem 8, the matrix may be augmented by the right hand sides of all these decompositions.
An element of the kernel yields the sought expression of () in terms of the P; as long
as the coefficient corresponding to @ is coprime with the group order. Again, the total
complexity is as in Theorem 7.

We finally show how to obtain the group structure if only the group order is known.
The classical approach is to compute a Smith Normal Form (SNF) of the relation matrix
obtained in Theorem 7, but this is more costly than a sparse kernel computation. Using
the knowledge of the group order and the fact that for divisor class groups of curves
there is a known set of generators of polynomial size, He§ shows in [19, Lemma 50]
how to tweak the SNF computation to keep the same low complexity as before. In
our context, after having computed the relation matrix as in Theorem 7 and a set
of generators of polynomial cardinality r, we apply r times Theorem 8 to obtain a
decomposition of each generator in terms of the factor base elements. The right hand
sides of these decompositions are appended to the matrix. Then some r kernel elements
are computed by sparse linear algebra modulo the group order, yielding relations between
the generators. Using the randomisation techniques of [13], one may ensure that these
relations are uniformly distributed over all kernel elements. It is then easy to compute a
Smith Normal Form (SNF) of this matrix of polynomial size, thus giving an explicit basis
for the group structure. The overall complexity is then again the same as for Theorem 7.

Group order. If the group order is unknown, it may be obtained alongside the in-
variant factors from the SNF of the relation matrix of Theorem 7; but computing the
SNF, while still being of complexity L(1/3), would needlessly increase the constant of
the subexponential function.

14
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Instead, one may use the point counting algorithm due to Lauder and Wan [20],
which has a complexity that is polynomial in p, the degree of the finite field extension
and the degree of the curve equation. Notice that by (1), the latter is in O(g). If p is
very small compared to g, for instance, in the extreme case that p is fixed, then Lauder
and Wan’s algorithm has an overall polynomial time complexity. But even in the most
general setting in which Theorem 7 applies, we have ¢ = L(1/3,0(1)) by Corollary 4, so
that computing the group order takes only time L(1/3,0(1)).

In practice, SNF computations may still be faster than Lauder and Wan’s algorithm
in corner cases. It may then be worthwhile to switch to the algorithm of [5] for C,j, curves,
which has a quasi-linear complexity in p; or to that of [22] for superelliptic curves, which
has a square-root complexity in p.

6 Limit cases and special classes of curves

6.1 n close to (g/M)Y/3

In this and the following section, we examine what happens when the hypothesis (2) of
Theorem 7 is not satisfied. First, we consider the case 0 < lim inf W =A<
(the symmetric condition for d; is handled analogously). To simplify the presentation,
we assume that we have switched to a subsequence that approaches the limit, and drop
again all indices 7.

Following the proof of Theorem 7, we see that the degree in Y of ¢ poses problem:
It tends to [vA], which is a constant, so that (4) is not valid any more. Define v* =
@ < v+ %; then (4) holds with v* in the place of v.

We now have to optimise the constant in the subexponential function giving the total
complexity, 2b, subject to (5) and (6), in which all occurrences of v have been replaced by
v*. As with v we loose one degree of freedom, the solution to the optimisation problem
becomes worse, and we will end up with a higher total complexity. In fact, the two
equations (5) and (6) in two variables b and ¢ admit a unique solution b, 6 > 0, which is
easily computed. The analysis of the individual logarithm computation step is modified
along the same lines, with an increased effort value.

It is interesting to study what happens when A\ — 0. This entails v* ~ % — oo (here,
~ denotes equivalence in the sense that the quotient of the left and the right hand side
tends to 1). The solution to equations (5) and (6) is uniquely determined by v* and

yields in particular
\/E 1
b~y = —.
3 VA

Similarly, in the special-@Q) descent step, we have

n

G~ el M

degyp=k=o0

Assuming the worst case scenario, which is 7 very close to 0 (corresponding to the end
of the descent), we must ensure that oA > 1. We thus have to replace the optimal o
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by o* ~ % This changes the equation giving ¢ as a function of ¢. For the limit of the
sequence ¢; to match b, we thus have to adapt the effort value e. We obtain:

\/E 1
e~y —.
3 VA

Given that b and e tend to infinity when A — 0, we expect that a complexity of
L(1/3) will no longer be achievable using the presented algorithm when n grows more
slowly than (g/M)'/3; this is confirmed by the following analysis.

6.2 n below (g/M)'/3

When the lower bound for n; has the form A(g/M)® with a < 1/3, then we have
d = log, L(1 — @, 0(1)) at best. This implies that in the algorithm depicted in this
article, both in the relation collection and individual logarithm steps, the best possible
upper bound for the norm of the functions ¢ is degx N(¢) < log, L(1 — a, O(1)). We
then obtain an algorithm of complexity
L (1_70‘,0) for some ¢ > 0.

Following exactly the lines of the proofs of Theorems 7 and 8, it is also possible to make
the constant ¢ in the expression above completely explicit.

6.3 Curves with a low weighted degree

Theorem 9 Assume that the family of curves of Theorem 7 satisfies the following ad-
ditional constraint: k = 2, and each monomial X7Y* occurring in the equation of C has
nj + dk < nd. For instance, the curves may be Cpq curves.

Then the relation collection and the linear algebra phases are performed in time

Lgs(1/3,c+ 0(1)) with c = {/ %

Remark. The case of plane non-singular curves of total degree ~ /g, which has been
studied by Diem in [8], is included in the theorem. In this case, one has additionally
n~d~,/gand a=1/2.

Proof. We use the notation of the proof of Theorem 7. Instead of bounding the degrees of
X and Y in ¢ separately (“taking ¢ from a rectangle”), we take ¢ of bounded weighted
degree (“from a triangle”). The monomials X7Y* occurring in ¢ are required to satisfy
nj+dk < Ag?/3 M/3 for some parameter \ replacing v and § and to be optimised later.
Then
degy Resy (p,C) < Ag*3MY3 =log, Lys(2/3,0),

which yields a smoothness probability of

L (1/3, —3—Ab + 0(1)> .
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. . . Ag2/BML/B . . Ag2/BML/B
The biggest power of X in ¢ is 2—>=—, the biggest power of Y is ~~—=—. The

number of allowed monomials is given by the product of these two quantities divided by
2, so that the search space has size about

AZg4/3 p2/3

QW Z q>\291/3M2/3/(2f§) — L(1/3,)\2/4)

So the expected number of relations becomes L (1/3, A(3bA — 4)/12b), which should be
the same as the factor base size. Thus, b = A(3bA — 4)/(12b). Equating the time spent
in the relation collection and in the linear algebra phase, we get A\?/4 = 2b. These two

equations are solved by
8 4
b= \@ and A= 4/>

and yield a total complexity of L(1/3,¢) with

c=2b= 3%
\/9.
O

To conclude, we note that the runtime for computing individual logarithms by
special-@Q) descent derived in Section 5 is still dominated by the improved runtime for re-
lation collection and linear algebra in this special case. Therefore, while an analogously
improved approach to individual logarithms using functions “from a triangle” would
work, it would not have any effect on the total complexity, and we omit its analysis.

Acknowledgement. We thank an anonymous referee for helpful suggestions.

References

[1] L. M. Adleman, J. DeMarrais, and M.-D. Huang. A subexponential algorithm
for discrete logarithms over the rational subgroup of the Jacobians of large genus
hyperelliptic curves over finite fields. In L. Adleman and M.-D. Huang, editors,
ANTS-I, volume 877 of Lecture Notes in Comput. Sci., pages 28-40. Springer—
Verlag, 1994.

[2] L. M. Adleman and M.-D. Huang. Function field sieve methods for discrete loga-
rithms over finite fields. Inform. and Comput., 151(1):5-16, 1999.

[3] R. L. Bender and C. Pomerance. Rigorous discrete logarithm computations in
finite fields via smooth polynomials. In D. A. Buell and J. T. Teitelbaum, editors,
Computational Perspectives on Number Theory: Proceedings of a Conference in
Honor of A.O.L. Atkin, volume 7 of Studies in Advanced Mathematics, pages 221—
232. American Mathematical Society, 1998.

17



inria-00383941, version 2 - 20 Dec 2009

[4]

[13]

[14]

J. P. Buhler, A. K. Lenstra, and J. M. Pollard. Factoring integers with the number
field sieve. In A. K. Lenstra and H. W. Lenstra, Jr., editors, The development
of the number field sieve, volume 1554 of Lecture Notes in Math., pages 50-94.
Springer—Verlag, 1993.

W. Castryck, H. Hubrechts, and F. Vercauteren. Computing zeta functions in
families of Cy, curves using deformation. In A. van der Poorten and A. Stein,
editors, ANTS-VIII, volume 5011 of Lecture Notes in Comput. Sci., pages 296-311.
Springer-Verlag, 2008.

D. Coppersmith. Fast evaluation of logarithms in fields of characteristic two. IEFE
Trans. Inform. Theory, IT-30(4):587-594, July 1984.

J.-M. Couveignes. Algebraic groups and discrete logarithm. In Public-key crypto-
graphy and computational number theory, pages 17-27. de Gruyter, 2001.

C. Diem. An index calculus algorithm for non-singular plane curves of
high genus, 2006. Talk at ECC 2006 Workshop, slides available at
http://www.cacr.math.uwaterloo.ca/conferences/2006/ecc2006/diem. pdf.

C. Diem. An index calculus algorithm for plane curves of small degree. In F. Hef,
S. Pauli, and M. Pohst, editors, ANTS-VII, volume 4076 of Lecture Notes in Com-
put. Sci., pages 543-557. Springer—Verlag, 2006.

C. Diem and E. Thomé. Index calculus in class groups of non-hyperelliptic curves
of genus three. J. Cryptology, 21:593-611, 2008.

A. Enge. Computing discrete logarithms in high-genus hyperelliptic Jacobians in
provably subexponential time. Math. Comp., 71:729-742, 2002.

A. Enge. Discrete logarithms in curves over finite fields. In G. L. Mullen, D. Pa-
nario, and 1. E. Shparlinski, editors, Finite Fields and Applications, volume 461 of
Contemporary Mathematics, pages 119-139. American Mathematical Society, 2008.

A. Enge and P. Gaudry. A general framework for subexponential discrete logarithm
algorithms. Acta Arith., 102:83-103, 2002.

A. Enge and P. Gaudry. An L(1/3+¢) algorithm for the discrete logarithm problem
for low degree curves. In M. Naor, editor, Advances in Cryptology — EUROCRYPT
2007, volume 4515 of Lecture Notes in Comput. Sci., pages 379-393. Springer-
Verlag, 2007.

A. Enge and A. Stein. Smooth ideals in hyperelliptic function fields. Math. Comp.,
71:1219-1230, 2002.

P. Gaudry, E. Thomé, N. Thériault, and C. Diem. A double large prime variation
for small genus hyperelliptic index calculus. Math. Comp., 76:475-492, 2007.

18


http://www.cacr.math.uwaterloo.ca/conferences/2006/ecc2006/diem.pdf

inria-00383941, version 2 - 20 Dec 2009

[17]

[18]

[19]

[20]

[21]

[22]

23]

D. M. Gordon. Discrete logarithms in GF(p) using the number field sieve. SIAM
J. Discrete Math., 6(1):124-138, Feb. 1993.

F. Hel. Computing Riemann-Roch spaces in algebraic function fields and related
topics. J. Symbolic Comput., 33:425-445, 2002.

F. Hef}. Computing relations in divisor class groups of algebraic curves over finite
fields. Preprint, 2004.

A. G. B. Lauder and D. Wan. Counting points on varieties over finite fields of small
characteristic. In J. P. Buhler and P. Stevenhagen, editors, Algorithmic Number
Theory: Lattices, Number Fields, Curves and Cryptography, volume 44 of Mathe-
matical Sciences Research Institute Publications, pages 579-612. Cambridge Uni-
versity Press, 2008.

E. Manstavi¢ius. Semigroup elements free of large prime factors. In F. Schweiger and
E. Manstavic¢ius, editors, New Trends in Probability and Statistic, pages 135-153,
1992.

M. Minzlaff. Computing zeta functions of superelliptic curves in larger charac-
teristic. In: Proc. 1st International Conference on Symbolic Computation and
Cryptography (SCCO08), 2008.

S. Miura. Linear codes on affine algebraic curves. IEICE Transactions, J81-A:1398—
1421, 1998. In Japanese. English summary by Ryutaroh Matsumoto available at
http://www.rmatsumoto.org/cab.pdf.

V. Miiller, A. Stein, and C. Thiel. Computing discrete logarithms in real quadratic
congruence function fields of large genus. Math. Comp., 68(226):807-822, 1999.

19


http://www.rmatsumoto.org/cab.pdf

	Introduction
	Main idea
	Relation collection
	Individual logarithms

	Smoothness
	Relation search
	Computing discrete logarithms
	Limit cases and special classes of curves
	n close to (g / M)1/3
	n below (g/M)1/3
	Curves with a low weighted degree


