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Abstract
Some questions related to susceptibility (immynit§ integrated circuits to conducted electromaignet
disturbances are discussed. This includes the temleof test signals, determination of monitoring1€
parameters and proposals of quantitative estimationtegrated circuits susceptibility on the bageneasured
values of the established parameters and thetivelehanges under the influence of test signals.

Introduction

Some measurement methods of immunity (suscepfipibf integrated circuits (ICs) to electromagnetic
disturbances are already available and even appii¢ite industry, while some others are the subjeftnew
standard proposals inside IEC. Generally these adstprovide qualitative estimation of the proparté tested
devices since they are based on the qualitativeiyndilated malfunction (failure) criteria and altatine
classification of the devices subjected to theuimfice of test signals. The aim of this paper isuta the
attention to the questions, which could extend ube of present methods and to introduce new ga#nét
estimation of ICs susceptibility properties.

Selection of test signals

Measurements of influence of conducted disturbancekCs are performed by applying RF power, volsage
or currents to the selected single pin (terminaljoothe set of IC pins. Relevant methods actuatigsidered
inside IEC include direct RF power injection DPUllbcurrent injection BCI and stimulation of IC pkd inside
workbench Faraday cage (WBFC method) [9]. Trangiésitirbances are also expected to be taken imtouat
in the future. Up to now direct RF voltage injeatigcapacitive coupling) is not considered, althoutsh
measuring set-up is similar to that used at DPI BG4 methods. Direct voltage injection is commoalyplied
in the investigation of digital noise and couplimgchanisms (through the common substrate) in meigohl
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Fig. 1 lllustration of digital noise generation ac&pacitive coupling in mixed signal ICs

To consider the interference effects of disituy signals one should take into account the gneagried by
disturbances as well as the energy distributiom dsnction of frequency. Up to now the recommentkext
signals have the form of sinusoidal continuous 8g@WN) or amplitude modulated (AM) waves. Thesethes
the signals that have a fixed frequency or covdy amarrow frequency band. Nevertheless, as iefutn the
experiments, the penetration of disturbing sigredgificantly depends on the signal waveform, Fg[4].
Penetration of induced disturbing signal dependsoofse also on the analysed network of the citouithich
the stimulating signal was applied. Generally #sted network is not known in details but can beratterised
by a set of terminal parameters e.g. by “S” or f@rameters, if we could measure or simulate them.
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Fig.2 Characteristics of penetration of 5 MHz distng signal from RESET terminal to supplying lirg for
microcontroller 80C31 type; central bar — sinusbidaveform, left — square waveform,
right — triangular waveform

Some investigations were performed in whihdom signal (white noise) was used to stimulagetdisted
devices [2]. Signal bandwidth was carefully cor&dlwith the help of sharp filters to monitor aflilence of
carried energy on the appearance of circuit swigghand thus its susceptibility. The relation betwébe
switching threshold and signal bandwidth was cleprbnounced, see Fig. 3.
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Fig. 3 Testing of the influence of white noise baitdth on the level of this signal, required for tking the
circuits: a) block diagram of the simulation mod#lresults received for two ICs

Monitoring parameters

It can be assumed that regarding electrica¢tion and physical properties of semiconductatices we are
able to specify electrical parameter (or paramgtesbich could characterize the device behaviourtha
presence of electromagnetic disturbances. Theyhegilcalled EMC or monitoring parameters. Penetnatib
external or internal electromagnetic disturbanoés the tested devices - discrete elements orrated circuits,
causes a change of the determined parameter (s).

In practice various effects appearing in ti@s lare observed under the influence of electrontagne
disturbances. In case of digital circuits the st&ilure (malfunction) is observed when the disaunce is of
sufficient energy to cause a change of the statelower disturbance level a propagation delay igailg
introduced.

As far as the analogue circuits are concethedeffects of disturbances embrace e.g. changasnpfifier
gains, producing of steady state components atofferational amplifiers output, phase shifts, chanfie
reference voltage in band gap voltage referencdtetesults from the above that the susceptibitiigasurement
procedure and conditions as well as acceptanaej@ation) criteria should be individually choserdaspecified
for IC functional families and even for individyadoducts e.g. voltage regulator [1].

Functional status classification that des@ibiee operational status of IC during and afterosype to an
electromagnetic disturbance, as proposed insideihi@unity standards, seems to be very general atir
suitable for digital ICs.

RF component of power supply current can dxdyproposed as a sufficiently universal parameidicating
the electrical activity of various circuits undéetinfluence of electromagnetic disturbances. Usefis of this
parameter for characterization of electromagnetission of ICs has been already accepted, se¢3e4.6, 7].
Now it is also shown in some experiments perforfeeddigital circuits [3, 5], that the variable cooment of
power supply currents may be recognised as a gudidaitor of ICs susceptibility to external electiagnetic
disturbances. Changes in disturbance level andinaino which disturbing signal was applied fouriebit
response in the measured variable component aluiyely currentdp or Iss Fig. 4.
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Fig. 4 Peak-to peak values of supplying curregas a function of disturbing voltage,Wpplied to circuits
input (left) and RESET (right) for two types of Biéthi microcontrollers

The relative change of the current with respethe situation without the presence of theulsinces, when
we observe current initial value, can thus be psepoas the susceptibility measure. On the basiseafsured
and registered samples, taken from the supply eyrits average value, variance and peak-to-peklesaan be
calculated through the adequate averaging: coh&etie current function in time domain and nomeent —
in frequency domain [8].
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Fig. 5 Average peak-to-peak values of power suppiyents for MC 14541 and P87C51 circuits beforg an
after their multiple stimulations

Measurement of RF component of power suppiyecits can be used to show the “weakening” of thaa
subjected to the influence of low level disturbgnebich is repeated many times. Since the levklvis initially
there is no effect in the device functioning. Bug physical changes inside the device can be réesajon the
base of changes observed in the values of somenptaes of supply currents (mainly their peak-tokpeslues).
The adequate results for multiple ESD were alregighgn in [4]. Changes of supply currents in digit@k
stimulated by the repeated set of fast transieetslaown in Fig. 5 [5].

Monitoring parameters can also be determined bygusystem simulators, if we are able to adequatedigel
the tested IC [1].

Basic relationsfor characterization of relative changes

During the test we can use controlled distuglsignal sources to provide the regulation ofudisince level
in continuous or step-by-step manner.
Resulting change of established monitoring matar X could be expressed in the form

Yu) = x(u)/x(u = 0) = x(u)/x(0) (1)

in which x(0) andx(u) — the values oK parameter of tested device without the presenclistdrbances and after
the coupling of some disturbanaes O, respectively.
If we testn devices then we can findcontinuous functions

W) = x(Ux©) fori=1,2,.n @)

which represent the realizations of random functibrelative change${u) of X parameter such tha®(H0) =
1) = 1. When the disturbing test signal is chanigestep-by-step manner then we deal with the fomc#{(u;)

W) = xu)x©)  fori=1.2,..m j=12.K 3)



Calculated values represent the observed (expetafjemalues of random variablé{u) which reflect
instantaneous state of the random function ofir&athangesH{u) for u = u;.

The distribution of random functiof#{u;) can be approximated by normal (Gaussian) distobytas the
result of elimination of the influence of unknowmitial distribution of theX parameter, obtained through the
dividing process. Since that we can assume in ipeatiat nearly all values of random varial#;) are located
inside the interval B{u))] = 3] H{u)] at which E[¥{u;)] means the expected value amg#{u;)) — standard
deviation of random variabl&{u;).

Quantitative (parametric) estimation of thevide susceptibility (immunity) to electromagnetistdrbances
can be done if we would recognize the observed gdsmf determined EMC parameter as an evidence of a
partial failure of the tested device.

Since the values of parameter are always positive for afythe following condition is fulfilled

PX(u) = 0] = P[Hy) =0] =1 4
We can choose an auxiliary function
$(w) = (W) (5)

which has the values located inside the interval][O

The values of 0 and 1 can be ascribed to ltireate states of the tested device, respectivehgen it works
properly without the presence of any disturbanaes \&hen it passes to the malfunction (failure) estatny
intermediate values can be recognised as the pifitpald partial failure related to the consider¥dparameter.
This approach can be as well useful if we woul@ kkg. to use combine coefficient embracing moaa ttne
monitoring parameter of the tested device.

As an example, the data used to design figuran be taken for calculation. Disturbing signall@00 mV
caused the increase aofslpeak-to-peak value for H8/3048 device from initl@.8 mA to 95 mA. Hence the
relative increase is about 7.42. For improved aisturtbance “hardened” microcontrollers H8S/2148 likgs
generally significantly smaller and increases @iiput 3 times at the same disturbance level.

Since the interfering effects depend on thergnand frequency of disturbances, the suscepyifélatures of
the IC, determined on the base of relative chawogesonitoring parameters, can be generally repteseas a
surface in 3D space.

Conclusion

Any attempt toward generalization of the susibdity (immunity) determination of different ICsieets many
obstacles resulting mainly from the various typepassible disturbances and their levels (refledtgdhe test
severity) as well as from various acceptance oect&n criteria of the tested ICs. In many cases th
consideration and use of broadband test signals bmaymportant. The selection and analysis of some
monitoring EMC parameters of the ICs allows perfimgnparametric estimation of susceptibility propestof
ICs, especially at lower disturbance levels. Amdhgse EMC monitoring parameters the RF component of
supply currents seems to be most universal.
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