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®�¤�±j»Ð¢Ë§£«�»�Í�¥~§£»Ð¬l¯@±~�y±~¬l¯�¯j¡[�{¢ ½ �[§��[¯ °�¤a«£§£»�²�¥�®�»Ð�[«�±~�
«�¡{±~¥j»Ð«��P®Ð���Ë¢Ë§�«£�{¢! "±~�{¢�®Ð»��{¯�¢�°j�J©~¢£»"�J¥j�u¢[Ó�Õc¬l¥�¢�¢£¬l�"�"�{¢²[¬l¯JÒa¤a»Ð¯�²�¥�¢#�n¥���®Ð¤¹¢£¡{²[¥j«£»�§£¡��{¢Ë§"²[«£»�§£»$�J¥j��±j¤a¯�¢P±j��¯j¬n��Íj«£�{¥�¢£�{¢/¢£»r§�¥�¤�§�»Ð¬l¯�¢/��§
±~¬l»�§&%[§£«���®�� ¥j¯p±~�{¢/°�«£»Ð¯�²�»Ð°�¤l¥~¦
¢£¬l¥�²[»Ð¢$±�� ¥j¯Ù¢£�[«�ÒJ»�²���±~��²[¬l�"��¥j¯j»�²[¤a§£»Ð¬l¯�±~��Àl«�¬l¥j°V�nÓ
'´â Ä{Ã à Ç)( � Ã�È Ö��{²[¥j«£»�§£¡ ½ Ô¨ª�Õ ½ Ô¨ª��cÕ ½ É ª7Ö��u² ½ å7¬n�"��¥j¯j»�²[¤�§�»Ð¬l¯�¢$±~� ä «£¬n¥j°V� ½jæ ¥�®r§�»Ð²{¤l¢Ë§
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�J¥j»Ð«£��¤a¯U�[Ñy²�»Ð�[¯n§Àl«�¬l¥j°O²�¬n�P��¥�¯j»Ð²{¤�§�»�¬n¯O¢Ë�{«£Ò�»�²��nÓ É §f»Ð¢c§��j��¬n¯j®Ð©�Ò�»Ð¤lÍj®��/¢Ë¬n®�¥j§£»Ð¬l¯ÙÊ$�j�{¯O¯j�[§ØÊ7¬n«£Ú�«��{¢£¬l¥j«³²��{¢$��¥�¢Ë§fÍV��°j«��{¢£�[«�Òl�{± ½�[»�§£�j�{«7ÍV�u²[¤l¥�¢Ë�¨¬lÎL§£���[»Ð«%¢�²[¤l«�²[»r§�© ½ ¬aÎL§��j�B®�¤a«�Àl�¨¤a�"¬n¥j¯n§%¬aÎ�±j¤�§³¤�§£«³¤a¯�¢£�"»r§£§£�{± ½ ¬n«_§��j�B��»�Àn�y¯J¥j�/Í��{«%¬aÎT«£�u²��[»ÐÒl�[«³¢{ÓÉ Î�»�¯J§£«³¤�×Ø±~¬l�
¤l»�¯Ù��¥�®r§�»Ð²{¤l¢Ë§ �ÏÊ$»�§£�j»Ð¯s¤>=�º¨Õ ¬l«f¤�¢£»�§£� �¨»Ð¢BÊ$»�±~�{®�©Ù¤mÒ�¤l»�®�¤lÍj®�� ½ §£��»Ð¢f»Ð¢f±~»��v�[«��[¯n§fÎÏ¬l«f»�¯J§£�{«Ë×Ø±~¬l�
¤l»�¯��¥j®�§£»�²[¤l¢Ë§{Ó���¬~±j¤m©y�
¤a¯J© É Ö~ª�¢c¤l«£��¢�§�»Ð®�®�«��[®Ð¥�²�§�¤a¯J§�§�¬"°�«£¬�Ò�»Ð±~��¤PÊ$»�±~�[×�¤l«£�u¤���¥j®�§£»�²[¤n¢�§c«�¬l¥j§£»Ð¯jÀ
¢Ë�{«£Ò�»�²�� ? ¿
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»��"°V¬l«£§³¤a¯n§>¤l²�§£»ÐÒJ»�§�©�¤a«�¬l¥j¯�±�¤a°j°�®�»�²[¤a§£»Ð¬l¯~×�®��{Òl�[®J��¥j®r§�»�²[¤l¢Ë§£»Ð¯jÀ*? ¶�@ ½ §£��¤a§&�"¬n¢Ë§F¬lÎj§��j�7§�»��"�7§�«£©R§�¬f¬ �v�[«&¤B°j«�¤lÀl�
¤�§�»Ð²¤a®�§£�{«£¯�¤a§£»ÐÒl�"Àn«£¬n¥j° ²�¬n�"��¥j¯j»�²[¤�§�»�¬n¯@¢Ë�{«£Ò�»�²��
Ê$�j�[¯ §£���[«��
»�¢�¯j¬Ù¯�¤a§£»ÐÒl�
��¥j®�§�»Ð²{¤l¢Ë§�«�¬l¥j§£»Ð¯jÀ ½ °j«�¬�Òl�{¢f§��j�[«��y»Ð¢�¤a¯»��"°V¬l«£§³¤a¯n§>¯j�[�u±LÓ&���j��»�±~�{¤f»�¢F§£¬RÍj¥�»�®�±P¤l¯P¤l°j°j®Ð»Ð²{¤�§�»�¬n¯~×G®Ð�[Òl�{®J¬�Òl�{«£®�¤u©R§£¬l°V¬n®�¬nÀl© ½ �
¤n±~��¬aÎV°V¬l»Ð¯n§Ë×G§£¬l×G°V¬n»�¯J§F§�¥j¯j¯j�[®�¢ÍV��§�Ê7�[�{¯y§£���BÀn«£¬n¥j°y�P�{��ÍV�[«³¢ ½ ¬mÒl�{«7Ê$�j»�²���±j¤�§³¤�»�¢%±~»�¢�§�«�»�Íj¥~§��{±LÓ_���j»�¢7»�¢�§��j�B«��{¤n¢Ë¬n¯
Ê$�J©"§£�j»�¢�¤a°j°�«£¬J¤l²��y»Ð¢�¤a®�¢Ë¬²[¤a®Ð®Ð�{±BABÒl�[«�®�¤u© æ ¥j®�§£»�²[¤n¢�§uÓ É ¯�§��j��«£�{�"¤l»�¯�»�¯jÀ"¬aÎ�§��j»Ð¢$°�¤a°V�[«$ÍV¬a§���¯�¤l�"�{¢$¤l«£�f¥�¢Ë�u±�»Ð¯�±~» �v�[«��[¯J§£®Ð©lÓ
C%¥~§"¤l¯|¤l¢£°V�{²�§�§���¤�§"®Ð¤n²�Ú~¢�»Ð¯ §��j��¬�Òl�[«�®�¤u©s��¥j®r§�»Ð²{¤l¢Ë§P°j«�¬l°V¬J¢£¤l®Ð¢�»�¢P¢Ë�u²�¥j«�»r§�©nÓ É ¯U¤ ²[¬l�"°�¤a¯�»�¬n¯@°�¤a°V�[«D?���@$Ê7�
��¤uÒn� ¢£�j¬�Ê$¯ �j¬�Ê�§�¬|Í�¥j»�®�± ¤ Àn«£¬n¥j° ²�¬n�"��¥j¯j»�²[¤�§�»�¬n¯ ¢Ë�{«£Ò�»�²��O¬n¯-§£¬n° ¬lÎ�¤@ÎÏ¥j®Ð®�© ¢£�{²�¥�«£� É ª Ô¨ª7Õ � Ô¨»Ð«£§£¥�¤l®
ª_«�»�Ò�¤a§£��Õc��§�Ê7¬n«£Ú �7�[¯JÒ�»Ð«£¬n¯j�"�[¯n§uÓ É ¯�§£��»Ð¢$°�¤a°V�{«�Ê7��¢£�j¬mÊ �j¬�Ê §�¬/ÎÏ¥�«Ë§��j�[«$»Ð�"°j«£¬�Òl�B§£����±~»�¢�§�«£»ÐÍj¥~§�»�¬n¯���Ñy²�»Ð�[¯�²[©
¬aÎ�§£�j»�¢/¢Ë¬n®�¥j§£»Ð¬l¯@¤l¯�± �j¬mÊ §£¬O«��{±j¥�²��
§£�j��¢Ë§£«��{¢�¢�®Ð¤l»Ð± ¬n¯s§��j�y°��J©~¢Ë»�²[¤l®�»�¯~ÎÏ«³¤l¢Ë§£«�¥�²�§£¥j«��"§£��¤l¯jÚ~¢�§£¬Ù§��j�y���[®Ð°@¬aÎ
¤a°j°j®Ð»�²[¤�§�»Ð¬l¯~×�®��{Òl�[®v��¥j®�§£»�²[¤n¢�§$§��{²���¯j»"�J¥j�u¢[Ó
���j�¨«£�u¢�§�¬lÎv§£���¨°�¤a°V�{«�»Ð¢�¬l«�Àn¤l¯j»FE[�{±"¤l¢>ÎÏ¬n®�®Ð¬�Êc¢$GF¢£�{²�§£»Ð¬l¯ ¾ »Ð¯n§�«£¬~±j¥�²��{¢_§£�j� É ª|Ô¨ª�ÕX²[¬l¯�²��{°~§�¢7¤a¯�±
¬l¥j«�°j«�¬l°V¬J¢£¤l®§£¬�²�«��{¤�§��P¤�Àl«�¬l¥j° ²[¬l�"��¥j¯j»�²[¤a§£»Ð¬l¯¹¢£�[«�Ò�»Ð²[��¬l¯O§�¬l°¹¬aÎ7»r§3HT¢£�{²�§�»�¬n¯¹¿�±~�[§�¤l»�®�¢BÍV¬l§£� §£�j�
²�¬l¯�²[�[°~§R¬aÎ7Ô¨ª��¨Õ ¤a¯�±
§£�j�0I�C æ ¬mÒl�{«£®�¤m©���¥�®r§�»Ð²{¤l¢Ë§7°j«�¬l°V¬J¢£¤l®8HJ¢Ë�u²�§�»�¬n¯
¶/±~»�¢�²�¥�¢�¢Ë�u¢>§��j�B�"�[«�Àl�c¬lÎL§£�j� É Ô äRæ ªU¤l¯�±JIKC æ °j«£¬l§£¬~²[¬l®�¢>»Ð¯¬l«³±~�[«_§£¬/²[«£�u¤�§£�¨¤���¥j®�§£»�²[¤n¢�§£×G�{¯�¤aÍj®Ð�{±
Ô¨ª��cÕLH~¢Ë�{²�§£»Ð¬l¯NMR»Ð¯n§�«£¬~±j¥�²��u¢�¤�°V�[«ËÎÏ¬n«£�
¤l¯�²��c�[Ò�¤l®�¥�¤�§£»Ð¬l¯"§£��¤a§7�j»ÐÀl��®�»ÐÀl�J§�¢
§£�j��ÍV�{¯j��Üj§³¢$¬aÎ�§��j��²�¬l¯�²��[°j§OH�¢Ë�u²�§£»Ð¬l¯QPP»Ð¯n§�«£¬~±j¥�²��u¢%«��[®�¤�§��{±�Ê7¬l«�Ú~¢ ½ ¤l¯�±�Ü�¯�¤l®�®Ð©�Ê7��²[¬l¯�²[®�¥�±j�f§£�j»�¢$°�¤l°��{«{Ó
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VNOC / RPVNOC

Internet
(non secure)

Internet
(non secure)

source source

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

VPRN forwarding node

VPN service provider VPN service provider

Multicast−enabled non−routed VPN case Multicast−enabled VPRN case

unicast VPN tunnel

sending site sending site

unicast VPN tunnel

recv. site 3

recv. site 2

recv. site 1 recv. site 1

recv. site 3

recv. site 2
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