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Foreword

The 11th International Federated Conference on Distributed Computing Techniques
(DisCoTec) took place at Aquila Atlantis Hotel in Heraklion, Greece, during June 6-9,
2016. It was organized by the Institute of Computer Science of the Foundation for
Research and Technology — Hellas and the University of Ioannina, Greece. The Dis-
CoTec series is one of the major events sponsored by the International Federation for
Information Processing (IFIP). It comprises three conferences:

— COORDINATION, the IFIP WG 6.1 International Conference on Coordination
Models and Languages

— DAIS, the IFIP WG 6.1 International Conference on Distributed Applications and
Interoperable Systems

— FORTE, the IFIP WG 6.1 International Conference on Formal Techniques for
Distributed Objects, Components and Systems

Together, these conferences cover a broad spectrum of distributed computing sub-
jects, ranging from theoretical foundations and formal description techniques to sys-
tems research issues.

Each day of the federated event began with a plenary speaker nominated by one
of the conferences. The three invited speakers were Tim Harris (Oracle Labs, UK),
Catuscia Palamidessi (Inria, France), and Vijay Saraswat IBM T.J. Watson Research
Center, USA).

Associated with the federated event were also two satellite workshops, that took
place during June 8-9, 2016:

— The 9th Workshop on Interaction and Concurrency Experience (ICE) with keynote
lectures by Uwe Nestmann (Technische Universitit Berlin, Germany) and
Alexandra Silva (University College London, UK)

— The Final Public Workshop from the LeanBigData and CoherentPaaS projects

Sincere thanks go to the chairs and members of the Program and Steering Com-
mittees of the involved conferences and workshops for their highly appreciated efforts.
Organizing DisCoTec 2016 was only possible thanks to the dedicated work of the
Organizing Committee, including George Baryannis (Publicity Chair) and Vincenzo
Gulisano (Workshops Chair), with excellent support from Nikos Antonopoulos and
Alkis Polyrakis of PCO-Convin. Finally, many thanks go to IFIP WG 6.1 for spon-
soring this event, to Springer Lecture Notes in Computer Science for their support and
sponsorship, and to EasyChair for providing the refereeing infrastructure.

April 2016 Kostas Magoutis



Preface

This volume contains the papers presented at FORTE 2016, the 36th IFIP International
Conference on Formal Techniques for Distributed Objects, Components and Systems.
This conference was organized as part of the 11th International Federated Conference
on Distributed Computing Techniques (DisCoTec) and was held during June 5-7, 2016
in Heraklion (Greece).

The FORTE conference series represents a forum for fundamental research on
theory, models, tools, and applications for distributed systems. The conference
encourages contributions that combine theory and practice, and that exploit formal
methods and theoretical foundations to present novel solutions to problems arising
from the development of distributed systems. FORTE covers distributed computing
models and formal specification, testing, and verification methods. The application
domains include all kinds of application-level distributed systems, telecommunication
services, Internet, embedded, and real-time systems, as well as networking and com-
munication security and reliability.

The conference received 44 submissions of authors from 21 countries. All full
papers were reviewed by at least three members of the Program Committee. After
careful deliberations, the Program Committee selected 18 papers for presentation. In
addition to these papers, this volume contains an abstract of the invited talk by an
outstanding researcher, Catuscia Palamidessi, on “Verifying Generalized Differential
Privacy in Concurrent Systems.”

The conference would not have been possible without the enthusiasm and dedica-
tion of the general chair, Kostas Magoutis (University of Ioannina, Greece), and the
support of the Organizing Committee with George Baryannis (University of Hudder-
sfield, UK) and Vincenzo Gulisano (Chalmers University of Technology, Sweden). For
the work of the Program Committee and the compilation of the proceedings, the
EasyChair system was employed; it freed us from many technical matters and allowed
us to focus on the program, for which we are grateful. Conferences like FORTE rely on
the willingness of experts to serve in the Program Committee; their professionalism and
their helpfulness were exemplary. Finally, we would like to thank all the authors for
their submissions, their willingness to continue improving their papers, and their
presentations!

April 2016 Elvira Albert
Ivan Lanese
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Verifying Generalized Differential Privacy
in Concurrent Systems
(Abstract of Invited Talk)

Catuscia Palamidessi

INRIA Saclay and LIX, Ecole Polytechnique

Privacy is a broad concept affecting a variety of modern-life activities. As a conse-
quence, during the last decade there has been a vast amount of research on techniques
to protect privacy, such as communication anonymisers [8], electronic voting systems
[7], Radio-Frequency Identification (RFID) protocols [12] and private information
retrieval schemes [6], to name a few.

In recent years, a new framework for privacy, called differential privacy (DP) has
become increasingly popular in the area of statistical databases [9-11]. The idea is that,
first, the access to the data should be allowed only through a query-based interface.
Second, it should not be possible for the adversary to distinguish, from the answer to
the query, whether a certain individual is present or not in the database. Formally, the
likelihood of obtaining a certain answer should not change too much (i.e., more than a
factor e, where € is a parameter) when the individual joins (or leaves) the database.
This is achieved by adding random noise to the answer, resulting in a trade-off between
the privacy of the mechanism and the utility of the answer: the stronger privacy we
wish to achieve, the more the answer needs to be perturbed, thus the less useful it is.
One of the important features of DP is that it does not depend on the side information
available to the adversary. Related to this, another important advantage is that DP is
robust with respect to composition attacks: by combining the results of several queries,
the level of privacy of every mechanism necessarily decreases, but with DP it declines
in a controlled way. This is a feature that can only be achieved with randomized
mechanisms: With deterministic methods, such as k-anonymity [13, 14], composition
attacks may be catastrophic.

DP has proved to be a solid foundation for privacy in statistical databases. Various
people have also tried to extend it to other domains. The problem is that DP assumes
that the disclosed information is produced by aggregating the data of multiple indi-
viduals. However, many privacy applications involve only a single individual, making
differential privacy inapplicable.

In our team, we have addressed this issue by defining an extended DP framework in
which the indistinguishability requirement is based on an arbitrary notion of distance
(d-privacy, [3]). In this way we can naturally express (protection against) privacy
threats that cannot be represented with the standard notion, leading to new applications
of the differential privacy framework. In particular, we have explored applications in

This work is partially supported by the Large Scale Initiative CAPPRIS.



XII C. Palamidessi

geolocation [1, 2] and smart metering [3]. In the context of geolocation, the problem
of the correlated data becomes particularly relevant when we consider traces, which
usually are composed of a large amount of highly related points. We addressed this
issue using prediction functions [5], obtaining encouraging results.

Another shortcoming of the current approaches to privacy is that they are only
applicable when the public information is well delimited and acquired in finite in time.
Unfortunately, in most situation the source of public information is not necessarily
bound, and some additional information can always be revealed in the future. At
present, there are no techniques to verify privacy guarantees in situations in which the
revelation of public information is not bound in time. This is a serious limitation,
especially given that most of the systems which we use nowadays have an interactive
nature, and usually are not under the control of the user.

In our team, we have started exploring a possible approach to this problem by
defining a generalized version of the bisimulation distance based on the Kantorovich
metric [4]. The standard Kantorovich lifting is based on an additive notion of distance,
hence it is not suitable to capture d,-privacy, that, like differential privacy, is inherently
multiplicative. In contrast, our framework generalizes the Kantorovich lifting to arbi-
trary distances, and can therefore be applied also to d,-privacy.

We show that the standard results extend smoothly to the generalized case, and that
a bound on the generalized bisimulation distance is also a bound for the distance on
traces, which guarantees the soundness of the method for proving DP. Furthermore, we
provide an efficient method to compute it based on a dual form of the Kantorovich
lifting. Finally, we explore an Hennessy-Milner-like logical characterization of our
bisimulation distance, and we show how it can be use for reasoning about DP.
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