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Abstract—Telephony over IP has undergone a large-scale
deployment thanks to the development of high-speed broadband
access and the standardization of signalling protocols. A particular attention is currently given to P2PSIP networks which
are exposed to many security threats. The RELOAD protocol
defines a peer-to-peer signalling overlay designed to support
these networks. It introduces a security framework based on
certification mechanisms, but P2PSIP networks are still exposed
to residual attacks, such as refusals of service. We propose
in this work to address these residual attacks by integrating
into the RELOAD architecture a dedicated trust model coupled
with prevention countermeasures. We mathematically defines
this trust-based strategy, and describe the considered prevention
mechanisms implemented by safeguards and watchmen. We
quantify the benefits and limits of our solution through an
extensive set of experiments.

I. I NTRODUCTION
The emergence of Voice over IP (VoIP) as a service for
transmitting voice communications over the Internet has led to
the standardization of dedicated signalling protocols [1]. The
Session Initiation Protocol (SIP) has become the de-facto standard for establishing and managing VoIP call sessions based on
simple text format messages. It uses many header fields similar
to HTTP requests and responses, and targets a large scope of
applications, including also streaming multimedia distribution,
instant messaging and presence information services. Many
efforts are currently spent for extending this standard to peerto-peer networks in order to take advantage of their scalability
and robustness properties. The objective is to define an open
P2PSIP protocol [2], [3] where the registration and location
servers are implemented by a distributed hash table (DHT)
which stores the bindings between the address-of-record SIPURI1 and the contact SIP-URI. However this design increases
the exposure of VoIP networks to new security threats inherited
from the peer-to-peer area.
The security of P2PSIP networks is a key challenge. The
RELOAD2 protocol has been introduced as a peer-to-peer signalling overlay to support these networks in a secure manner
[4]. This protocol integrates a security framework based on
a central certificate enrolment server. Self-signed certificates
can also be used in closed networks. The enrolment server
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affects to each node a Node-ID and public key certificates
that are used to sign RELOAD messages as well as RELOAD
data stored in the distributed hash table. The connections
amongst nodes are also secured using an encryption protocol
such as TLS. While this security framework mainly based
on certificates permits to reduce the exposure to threats,
P2PSIP networks are still exposed to residual attacks related
to the routing and storage activities, as highlighted in [4]. For
instance, it is trivial for a malicious node to refuse to give the
stored information, or to send false routing messages.
We propose in this paper to address these residual attacks
through the integration of a trust model coupled with dedicated
counter-measures in the RELOAD architecture. The purpose
is to complete its security framework in order to minimize the
attack surface in P2PSIP networks. Our approach defines a
trust-based prevention strategy for the RELOAD architecture;
it integrates a distributed trust algorithm and specifies two
prevention mechanisms. These ones are activated when a
P2PSIP node is considered as untrusted by the other network
nodes, or also at the voluntary request of a vulnerable node.
The main contributions of this paper are centred on: (a) the
integration of an eigentrust-based model into the RELOAD
architecture in order to assess the trust level of P2PSIP nodes,
(b) the coupling of this model with security mechanisms
based on safeguards and watchmen in order to prevent P2PSIP
residual attacks, and (c) the performance evaluation of this
solution in order to quantify the benefits for RELOAD.
The paper is consequently organized as follows. Section II
gives an overview of existing work related to the security of
P2PSIP networks. Section III describes our trust-based strategy
for RELOAD based on the concept of safeguards and watchmen. Section IV describes the considered trust modelling,
while Section V details the coupling with countermeasure
mechanisms. Section VI discusses a set of experimental results
for evaluating our solution. Finally, Section VII concludes the
paper and points out future research efforts.
II. R ELATED W ORK
Due to their open and distributed nature, P2PSIP networks
are particularly exposed to security attacks. These latter include (1) attacks targeting the signalling protocols, such as SIP
caller ID spoofing, call hijacking, and spam over IP telephony,

(2) attacks targeting the media transport protocols, such as
audio stream eavesdropping, and (3) attacks targeting the peerto-peer overlay network, such as sybil attacks, routing attacks
and eclipse attacks [5], [6]. A large variety of techniques,
addressing different network and security requirements, has
already been proposed for countering them [7].
Significant efforts have been spent for securing the VoIP
layer. For instance, VoIP SEAL [8] implements a two-stage detection mechanism for preventing unwanted communications:
the first stage contains different modules which analyse the
VoIP call by looking at the information which is available
before actually answering the call. The second stage consists
of modules which actually interacts with the caller or the callee
to refine the detection results. A risk management strategy is
defined in [9] for assessing the risk level, and dynamically
adapting the exposure of the VoIP infrastructure through the
activation or deactivation of dedicated security countermeasures. In the same way, a game theoretical model is introduced
in [10] for deriving optimal defensive strategies based on
throttling and replication mechanisms specifically designed
for P2PSIP networks. A survey of protection techniques is
also given in [11] arguing in favour of using and combining
complementary techniques, which is fully in line with our
integrated solution.
Other approaches are focused on the security of the peerto-peer overlay of P2PSIP networks. For instance in [12], the
authors detect and prevent identity assignment attacks in the
DHTs based on packet tracking, IP address restriction and
identity verification techniques. A method for securing the
routing process is discussed in [13]. The authors propose
to counter bad table routing entries by imposing specific
constraints with respect to the nodes which can fill each slot
of the routing table. In order to ensure that a given key is
delivered to the proper node, they also propose to secure the
message forwarding process by detecting faulty paths and
applying redundancy techniques based on multiple routes.
As previously mentionned, a security framework based on
certification techniques is defined by the RELOAD protocol.
An enrolment server permits to affect identities and certificates to nodes, and encryption protocols permit to secure the
connections amongst these nodes.
While the RELOAD security framework constitutes a sound
basis for reducing the attack surface of P2PSIP networks,
trust and reputation techniques are needed for addressing the
residual attacks that certification cannot cover, such as refusals
of service. These techniques have already shown their benefits
in VoIP networks [14]. For instance in [15], the authors suggest
filtering audio spam, by applying trust paths familiar from
the PGP web of trust. A subjective based trust model is also
introduced in [16] in order to prevent routing attacks by simply
avoiding malicious nodes. The integration of trust mechanisms
into RELOAD constitutes therefore a key requirement for
completing its security framework and addressing residual
attacks based on dedicated countermeasures.

III. A T RUST- BASED S TRATEGY FOR THE RELOAD
A RCHITECTURE USING WATCHMEN AND S AFEGUARDS
We propose in this paper a trust-based strategy for the
RELOAD protocol coupled with dedicated security countermeasures. The objective is to provide a complementary
solution to the certification mechanisms in order to detect
and also to treat residual attacks. These attacks include in
particular the refusals of service that can be observed during
the storage process when an attacker refuses to register or to
provide a P2PSIP entry, and also the refusals of service that
can be observed during the routing process when an attacker
voluntarily drop P2PSIP messages or provide incorrect routing
messages [4]. While the certification permits to sign and
control the operations that are done by nodes in the P2PSIP
networks, it does not permit to assess their behaviour and to
execute corrective treatments.

Fig. 1.

Overview of our trust-based prevention strategy for RELOAD

As depicted in Figure 1, our approach consists in introducing in RELOAD a mathematical support for quantifying
the trust level of P2PSIP nodes, and coupling this modelling
with prevention mechanisms. Our trust mathematical model
relies on the distributed eigentrust algorithm, whose benefits
have already been demonstrated in peer-to-peer applications.
It is implemented in the usage layer defined in the RELOAD
architecture. When this algorithm is executed, each P2PSIP
node locally assigns a local trust score to the P2PSIP nodes
with which it interacts in the network. The local scores are then
aggregated by the eigentrust algorithm in order to converge by
transitivity to a global trust score ti for each P2PSIP node ni
(represented as a vector of trust scores in Figure 1). All the
nodes in the P2PSIP network participate in computing these
scores in a distributed and node-symmetric manner. These
values are then exploited by the RELOAD architecture in order
to determine if prevention mechanisms have to be executed
when P2PSIP nodes want to interact with others.

Several prevention strategies can be envisioned based on
this model, by interacting with the routing, forwarding and
storage components defined in the RELOAD architecture.
The most natural approach corresponds to the avoidance
strategy for reducing the impact of untrusted P2PSIP nodes
in the network. In that case, the architecture minimizes the
interactions with P2PSIP nodes scored with a low trust value.
For instance during the routing process, P2PSIP messages
can be voluntarily forwarded only to nodes scored with high
trust values. The RELOAD architecture allows us to implement more elaborated strategies. In particular, we consider a
prevention scheme which integrates the concept of safeguard
and watchman logical components. The safeguard logical
component (depicted on the prevention layer in Figure 1)
is requested on a voluntary basis by a P2PSIP node when
it considers his local trust level is low. The objective is
to secure a vulnerable P2PSIP node by introducing a front
node implementing complementary security mechanisms. This
technique is typically used by a node which is vulnerable
to malformed messages or to denial of service attacks. In
that case, the safeguard plays the role of an intermediate
node implementing applicative firewall rules (inbound P2PSIP
traffic). The watchman logical component (also described on
the prevention layer of Figure 1) complements the safeguard
component. It is activated when a P2PSIP node is evaluated
as untrusted by the other nodes. In that case, the watchman is
responsible for regulating the outbound P2PSIP traffic of the
untrusted node. These two components can be implemented
as specialized P2PSIP proxy servers, regrouped into pools of
servers in the RELOAD architecture.
IV. E IGENTRUST- BASED M ODELLING
Our prevention strategy is supported by an eigentrust-based
modelling for assessing the trust and reputation of P2PSIP
nodes. In order to integrate this algorithmic basis into the
RELOAD architecture, we have considered three main trust
criteria. These ones directly relate to the main operations that
a P2PSIP node can perform in the network.
A. Considered RELOAD trust criteria
The first and most natural criterion, called P2PSIP routing
trust, permits to quantify the capability of a P2PSIP node to
properly route messages in the RELOAD architecture. While
the certification mechanism defined in RELOAD permits to
prevent that a compromised P2PSIP node tamper a routing
message, this compromised node can drop routing messages
or send itself unproper ones. The assessment of this criterion
can be performed over the RELOAD routing component. It
can be done by P2PSIP nodes along the routing path in
case of recursive routing, or directly by the initiator P2PSIP
node in case of iterative routing. Let consider the case of a
node establishing a P2PSIP session with another node using
an iterative routing. In that case, the initiator node is in
direct contact with the intermediate nodes that are involved
in the routing process, and can easily track P2PSIP nodes
which drop routing messages or send inconsistent ones. In

accordance with the eigentrust algorithm, we introduce two
variables satr (i, j) and unsatr (i, j). From the perspective of
node ni , these variables represent respectively the number of
satisfactory and unsatisfactory actions performed by a node nj
with respect to the routing activity. Each time the node ni
observes that the intermediate node nj drops a message or
generates an inconsistent one, it increments the unsatr (i, j)
variable, otherwise it increments the satr (i, j) variable. The
level of satisfaction noted srij with respect to the routing
activity is then derived from these two variables, as defined
by Equation 1. In the same way, two other variables ssij and
scij will be introduced to quantify the level of satisfaction for
the two other considered criteria.
srij = satr (i, j) − unsatr (i, j)

(1)

The second trust criterion, called P2PSIP resolution trust,
aims at quantifying the capability of a P2PSIP node to properly
store and provide P2PSIP entries. These entries correspond to
the binding between the public address (address-of-record SIPURI) of a P2PSIP node and its location (typically given as a
contact SIP-URI containing an IP address and a port number).
This resolution is required to join a destination node from its
public address (e.g. sip:alice@example.com). The RELOAD
certification mechanisms permit to control that the binding has
been written by the proper node and has not been modified
by an intermediate. However, they cannot guarantee that a
storing node maintaining the RELOAD hash table will not
refuse to cooperate and to provide this binding. We therefore
introduce into our trust modelling two variables sats (i, j) and
unsats (i, j) in order to quantify respectively the number of requests that are satisfied or not by the P2PSIP nodes responsible
for storing the corresponding bindings. As previously defined
with the routing trust criterion, the satisfaction level ssij is
derived from the unsats (i, j) and sats (i, j) variables.
The last trust criterion, called P2PSIP call trust, permits
to evaluate the behaviour of P2PSIP nodes as callers. The
objective is to prevent unwanted communications that might
be initiated by them. After having resolved the SIP-URI, a call
session is established between the caller and the callee. While
the certification permits to authenticate the caller, it does not
guarantee that this P2PSIP node (or a set of P2PSIP nodes)
will not generate unwanted call sessions such as automatic or
human commercial calls. We integrate into our trust modelling
a level of satisfaction, with respect to this criterion, noted
scij and calculated from unsatc (i, j) and satc (i, j) variables.
We can notice that the levels of satisfaction defined for our
three trust criteria are not necessarily correlated. For instance,
a P2PSIP node can show a high level of satisfaction with
respect to the routing activity, and a low level of satisfaction
with respect to its calls.
B. Aggregation into global trust values
These levels of satisfaction srij , ssij , scij correspond to local
trust values which are then normalized by the eigentrust algorithm into crij , csij , ccij . ForPinstance, crij is given by the ratio
between max(srij , 0) and j max(srij , 0). The same operation

is performed for calculating csij and ccij from respectively
ssij and scij values. The transitivity property described by
Equation 2 is then exploited by the eigentrust algorithm. This
equation shows how the global trust value trij of a P2PSIP
node ni with respect to the routing activity of another P2PSIP
node nj can relate to the opinions of the P2PIP node ni ’s
friends.
X
X
trij =
crim .crmj with
trim = 1
(2)
m

m

This transitivity relationship is the basis of the eigentrust algorithm and is used to quantify the global trust value ti for each
node ni at the network scale, as formalized in [17]. In our case,
the algorithm permits to derive three global trust values for
each P2PSIP node ni , noted tri , tsi and tci , corresponding to the
considered trust criteria. The aggregation of local trust values
into global trust values can be performed in a centralized
manner or in a distributed manner. Both of these solutions
can be envisioned in the context of the RELOAD architecture.
We argue in favour of the distributed and secure version of
the eigentrust algorithm which is consistent with the scalable
and distributed nature of peer-to-peer networks, and whose
fast convergence properties have already been analysed [17].
As previously mentioned, we consider that the global trust
values tri , tsi and tci are not necessarily correlated. We do not
try to aggregate them, but they can be represented as a tuplet
(tri , tsi , tci ). These global trust values are then exploited by our
prevention layer integrated into the RELOAD architecture, in
order to protect the P2PSIP infrastructure.

(a) Watchman-based prevention

(b) Safeguard-based prevention
Fig. 2.

Prevention mechanisms for the RELOAD architecture

V. RELOAD P REVENTION M ECHANISMS
Based on this modelling, we define two prevention mechanisms for addressing the residual attacks of the RELOAD architecture. These mechanisms are represented by a prevention
layer coupled with the trust layer, as overviewed in Figure 1.
They are integrated into the usage layer of RELOAD, and
permit to reduce the probability of an attack when P2PSIP
nodes are detected as untrusted. These mechanisms, described
in Figure 2, complement the avoidance strategy, which consists
in avoiding or refusing the interactions with untrusted nodes
in the P2PSIP network.
A. Watchman-based prevention
The first prevention mechanism, based on the concept of
watchman, permits to control the interactions of an untrusted
node in the P2PSIP network. When the trust layer detects a
P2PSIP node with a critical global trust value, the RELOAD
architecture does not reject this node, but rather activates a
watchman responsible for monitoring the outgoing P2PSIP
traffic and countering unproper messages if necessary. For
instance, if the trust value tci of a P2PSIP node ni is low, the
watchman permits to analyse the distribution of call sessions
initiated by this node in order to detect SPIT3 and DoS
attacks. Consequently, it can delay or even reject unproper
messages in order to prevent them. The watchman is a logical
3 SPam
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component of the prevention layer. It can be implemented as
a dedicated proxy server with security features; these proxies
being regrouped into a pool of servers. The P2PSIP network
requests the untrusted node to pass through this watchman
in order to interact with the other nodes, as long as its
trust value stays low. The eigentrust algorithm updates this
trust value over time based on the experience of the other
nodes. The watchman participates also to this update and may
voluntarily degrade or increase this trust value based on its
analysis results. Figure 2(a) illustrates the operating of the
watchman component. The P2PSIP node n3 corresponds to
a node detected as untrusted by the eigentrust algorithm, with
a low tc3 trust value. As a consequence, the P2PSIP network
requests the node n3 to communicate through the watchman
proxy server noted w1 . When the P2PSIP node n3 wants to
establish a call session with another node n1 , it contacts its
super-node noted sn2 in order to obtain the location of the
node n3 (contact SIP-URI) using a FIND message (step 1).
The super-node sn2 knows the global trust values of n3 from
the trust layer, and redirects n3 to the watchman w1 (steps 2
and 3). This latter analyses the message of node n3 (step 4).
It then determines if the node n3 is authorized or not to
pursue the establishment of the call session. This authorization
depends on the analysis results performed by the watchman
w1 . This latter can delay or reject the session if the distribution
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of calls initiated by node n3 reveals a potential attack (i.e.
high call rate). The nature of the treatments executed by
the watchman may vary depending on the criticality of the
untrusted node (i.e. if a new degradation of the trust value
is observed). In the scenario depicted in Figure 2(a), the
authorization is given to node n1 to establish the call session
with node n3 (steps 5 to 7). This strategy permits to minimize
the probability of attacks generated by the untrusted node,
while maintaining this node in the network.
B. Safeguard-based prevention
We introduce also a second prevention mechanism based
on the concept of safeguards. The objective of a safeguard
is to protect vulnerable nodes in the RELOAD architecture.
The safeguard logical component, part of the prevention layer,
is activated on the request of a vulnerable node, i.e. a node
which estimates itself as untrusted. It permits to control its
ingoing traffic in order to prevent attacks. It is implemented
as a proxy server which is capable of complementing the
vulnerable node with security features. A typical scenario is
the case of a P2PSIP node sensitive to a malformed message
due to an implementation vulnerability. If this vulnerability
cannot be solved by upgrading this node, a safeguard can be
requested by the node in order to support its security. The
choice of requesting or not a safeguard is done in a voluntary
manner by the node. The safeguard can then filter and prevent
malformed message attacks through the implementation of
applicative firewall rules. The nature of this filtering may vary
depending on the observed trust values of the source nodes.
Another scenario is the case of a P2PSIP node targeted by
distributed denial of service attacks. The node can request
a safeguard implementing dedicated security features (such
as audio CAPTCHA test techniques) in order to minimize
its exposure. The safeguards are regrouped into a pool of
servers in the RELOAD architecture. From a technical point
of view, the vulnerable node modifies and updates its P2PSIP
entry with the contact URI of the considered safeguard, so
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that its public address is associated to this safeguard. These
operations are done with the signature of the node, using the
certification mechanisms of RELOAD. Figure 2(b) illustrates
the operating of the safeguard mechanism. The vulnerable
node n2 is protected by the safeguard s1 in order to prevent
distributed denial of service attacks. The P2PSIP entry of n2
binds the address-of-record SIP-URI of this node with the contact SIP-URI of the safeguard s1 (e.g. sip:n2@example.com
associated with the IP address ips1 ). Let consider that the
P2PSIP node n1 wants to establish a session with the node n2 .
It requests its super-node sn1 in order to obtain the contact
SIP-URI of n2 (step 1). The super-node provides the contact
SIP-URI associated to n2, which in fact corresponds to the
IP address of the safeguard s1 . The node n1 then contacts the
safeguard s1 . This latter analyses the inbound traffic of n2 ,
activates dedicated countermeasures (steps 4 and 5), and
decides if the session is finally authorized or not (steps 6 to 8).
The safeguard and watchman components are complementary
and target the residual attacks that the certification mechanisms
of RELOAD cannot manage alone.
VI. P ERFORMANCE E VALUATION
In order to evaluate the performance of our prevention
strategy, we have conducted an extensive set of experiments
based on the p2ptrust simulator [18]. During these experiments, we have considered a P2PSIP network composed
of up to 300 nodes. A subset of these P2PSIP nodes interact as malicious nodes and generate attacks. When an
attack is successfully performed on a given P2PSIP node,
the targeted node can be disabled from the network (neutral
compromission), or can become a new malicious node (active
compromission). Another subset of nodes represent a pool
of proxy servers which can be activated as watchmen in the
RELOAD architecture. In a first series of experiments, we
were interested in evaluating the benefits and limits of our
prevention strategy (eigentrust coupled with countermeasures)
in comparison to an avoidance strategy (eigentrust only). We

have quantified the rate of successful P2PSIP sessions in the
network while varying the percentage of malicious nodes from
0% to 100% in the network; the number of nodes being set to
150. The experimental results are described in Figure 3 where
we have plotted respectively the success rate for our prevention
strategy (active compromission) and the avoidance strategy
(active and neutral compromissions). We have also plotted
two additional curves corresponding to the ratio between these
two strategies. During these experiments, we have observed a
benefit of up to 8% in comparison to the avoidance strategy in
case of active compromission. As we expected, this benefit is
less important in case of neutral compromission: the difference
with our prevention strategy is of 5% on average with the
active compromission, and falls to 3% on average with the
neutral compromission. It is evident that there is no benefit
of using our strategy when the percentage of malicious nodes
is of 0% (no malicious nodes) or 100% (all the nodes are
malicious), but these scenarios are extreme.
Another important issue is to evaluate the scalability of this
solution. In a second series of experiments, we have quantified
the message overhead while varying the size of the P2PSIP
network from 50 to 300 nodes. We have considered that 20%
of the network nodes are malicious. Figure 4 represents the
distribution of the signalling traffic for the different network
sizes. It permits to distinguish the relative importance of
the regular messages due to the establishment of P2PSIP
sessions, from the overhead messages related to the eigentrust
algorithm and the countermeasures (watchmen). This figure
clearly shows that the eigentrust maintenance represents the
most important part of the traffic overhead. For instance with
50 nodes, the overhead messages represent 25% of the overall
signalling traffic. We can decompose this 25% into 14% due
to the eigentrust algorithm and 11% due to the countermeasures. When the network size growths to 300 nodes, this
percentage goes to 59%, with 52% due to eigentrust and
7% due to countermeasures. When we analyse the number
of messages (absolute values), we obtain the same statement:
the countermeasure messages have a linear behaviour while
the eigentrust messages have a quadratic one. Our prevention
strategy is therefore strongly dependent on the performance of
the eigentrust algorithm, and its scalability directly relates to
the scalability of eigentrust.
VII. C ONCLUSIONS AND F UTURE W ORK
The RELOAD protocol integrates a security framework
based on certification techniques for supporting P2PSIP networks. We propose in this paper a trust-based prevention
strategy for completing the RELOAD architecture, and addressing the residual attacks that the current framework does
not cover. Our approach relies on the coupling of a trust
layer based on the eigentrust algorithm with a prevention layer
implementing countermeasure mechanisms. We have identified
trust metrics for the RELOAD architecture, and have described
a mathematical modelling supporting their assessment and
aggregation. From this modelling, we have designed two
dedicated prevention mechanisms based on the concept of

watchmen and safeguards. They permit to minimize potential
attacks from untrusted nodes and to protect vulnerable ones.
We have also evaluated the proposed approach through an
extensive set of experiments. In particular, we have quantified
the benefits (up to 8%) and limits with respect to the session
success rate, and have analysed the scalability properties by
assessing the traffic overhead in various configurations.
As future work, we are planning to evaluate and compare the
performance of our prevention solution using alternative trust
algorithms. Moreover, our approach providing an additional
security feature to the RELOAD architecture, we are interested
in designing self-configuration mechanisms for the security
framework of this architecture.
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