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Abstract system, a unified model has an importance in controlling

In this paper we introduce a model as a foundation for het- €xchanged messages.

erogeneous services, therefore unifying web services tech Actually, despite the differences between WS*and REST-
nologies in SOA (Service Oriented Architecture), specif- ful technologies, we can unify them under similar concepts:

ically, SOAP/WS* and RESTful models. This model ab- distributed agents are built by means of interacting dis-

stracts away from service implementations, in order tdfyeri trlbuted SEervices that are c_omposed in a black-box manner
and to enforce some important security properties. using well-defined service interfaces. These agents peovid
services while requiring other services that are consumed.

Categories and Subject Descriptors  D2.4 [Software Engi- Such a global abstraction based on the notion of black-
neering]: Software/Program Verification—Correctness proofshoxes for SOA technologies provides significant benefits
Formal methods, Model checking, Programming by con- for the management of distributed services, notably their
tract, Validation; D3.1[Programming Languages]: Formal security properties that can be specified through contedcts
Definitions and Theory—Semantics, Syntax; D.3Rd the interaction level. Despite the existing security stadd,
gramming Languages]: Language Constructs and Features— some very skilled attacks are still discovered. Most of ¢hes
Abstract data types, Concurrent programming structures, attacks are due to weaknesses in security policies. Hence,
Constraints, Data types and structure, Input/output, Recu the verification of security contracts becomes a fundanhenta
sion need in SOA environments. Security vulnerabilities appear
g- atdifferent levels. Here, we are only interested in segurit

General Terms Design , Languages, Security, Standar
control at the message exchanges level.

ization, Verification

Keywords Formal Methods, Security, Reference Monitors,

Aspects, Service-Oriented Architecture 2. Background and related work
o A wide variety of formal models exists for service-oriented
1. Motivation computing. Two distinguished approaches of formalization

Service-based applications can be built according to the @€ presented: process calculus models for expressing and
two most competing technologies: WS* and RESTful. Both @nalyzing service based-systems| [10], or models for givin
have similar characteristics but architectural decisiang @ formal semantic for a standard orchestration language, li
targeted applications are differerit, [8]. Today, SOAP/WS* BPEL, [7]. The drawbagk (_)f these orchestratlon _models is
and RESTful models are often supported at the same time:that they present a service implementation formalism fer lo
eg. SAP AG’s Business ByDesign product is based on the cal processes description, which complicates the modhl wit
SOAP/WS* model, while its Gateway product supports the Multiple communication rules. While verifying some impor-

composition of RESTful services. In such a heterogeneous!@nt sécurity properties, like access control on servioes;
fidentiality on transmitted data and authentication foressc

rights, does not require such complex models. Instead,-a sim
ple model hiding the local implementation details is more
adequate for security control mediating message exchanges
Such a model is called black-box model, like [9].

o Regarding works on formal treatment of security proper-
Copyright is held by the author/owner(s). fi £ . b d t d thei f t th
AOSD'L2, Mar 25.30, 2012, Potsdam, Germany ies for service-based systems and their enforcement, they
ACM 978-1-4503-1092-5/12/03. occupy a big part of the state of the art, like inl I[3, 4, 6].



In these models, the security control is tightly linked te th
concrete implementation and to the used language. Conse ,Tsportl
quently, approaches of the former classes are often stutbject o Header
the problem that they may not well support enforcement of | ™ ||ciient
security properties due to the gap of abstraction betwesn th Agent
formal model and concrete implementations, [3]. Such con-
straint is inadequate with the language-independentélgos
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3. Approach and unigueness

According to a global contract, each partner in a communi- % . QJ;:E oubiy g

cation deduces by projection a specification of the funetion |2 c“gt et Netwo;,!’ g _’s.

alities that it must locally implement. Of course, all these | § | e [fTT3] : = 03] Agent

projections must ensure that the local functionalities;eon ] Client Process : ; Server Process

gathered, effectively collaborate to realize the globai-co
tract. For each partner, it remains to realize the projachy Figure 1. Relationship between WS*/RESTful and our for-
a local implementation. The ANR project CESSA [1] aims mal model
at tackling this synthesis problem, following@p-down ap-
proach, from descriptions to realizations. This projeekse  ing full channel mobility. This model supports a sound type
an abstract framework for reasoning about security proper-system avoiding type-based communication errors.
ties of SOA based web services, independently from imple-  Future work will demonstrate that this model is able to
mentation details. Thus, we distinguish two parts: cope with service contracts, when they are based on the
e First, we seek a formal model for service-oriented com- content of messages, especially security contracts. Becur
puting that enables to simplify the expression of fundamen- policies will be defined using our specific language, CSPL
tal security properties. In accordance with black-box ntede  (CESSA Security Policy Language), [1].
we seek a message-passing model, like [9].
e Second, a security model must be built over the first References
one to apply security contracts at message exchanges level.|1} cessa (compositional evolution of secure servicesgusisr
For that, we seek a new notion of distributed reference mon- pects). http://cessa.gforge.inria.fr.
itors which assure to maintain the projected contract on the [2] G. Berry and G. Boudol. The chemical abstract machine.
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code by typing. IFPOPL, 2010.
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