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Abstract. Recent studies on user identification focused on behavioral
aspects of biometric patterns, such as keystroke dynamics or activity
cycles in on-line games. The aim of our work is to identify users through
the detection and analysis of characteristic network flow patterns. The
transformation of concepts from the biometric domain into the network
domain leads to the concept of a cybermetric pattern — a pattern that
identifies a user based on her characteristic Internet activity.
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Introduction

The increasing usage of the Internet in our daily lives led us to believe that Internet citizens have developed a distinguishable individual browsing pattern and
style. Network flow traces recording personal browsing sessions should contain
patterns, representing the users’ characteristic cybermetrics. The cybermetric is
assumed to reflect user’s priorities during a browsing activity, the sequence of
the performed steps at each new Internet browsing session, the pool of destinations visited on the Internet and several other features pertaining to that user’s
characteristic network usage. Having a mechanism for identifying users based
on their cybermetrics provides a set of advantages for the purpose of network
management, system administration, and security. For example, cybermetrics
might be used to grant access to specific services or to verify the identity of a
user when she is calling the helpdesk.
In the following section, we state the research questions. We then report some
initial experimental results analyzing the impact of the length of network flow
traces on the calculation of cybermetrics. We briefly review related work before
we conclude our paper.

2

Research Questions

The goal of our research is to identify and distinguish users based on the Internet
flows generated by them. The following questions require further investigation:
1. What is a suitable set of features of a flow trace for user identification?
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Fig. 1. Cross-correlation of traces for the feature “duration of https connections”

2. What are suitable mathematical methods that can be employed?
3. Which thresholds can reliably detect feature similarity (or dissimilarity)?
4. What is a scalable approach to automate the user identification process?
It is evident that a plain comparison of two users’ flow traces will result in much
noise and would not be a good comparison technique overall. It is therefore necessary to identify a set of features, which have a high potential to differentiate
users. The analysis and comparison steps require the usage of proper mathematical methods. While analyzing feature sets, it is important to be able to
establish evidence of the similarity of feature sets, or evidence of the dissimilarity of feature sets, or to conclude that no evidence can be derived. Once a
suitable user identification technique has been found, we must consider how it
can be implemented in a scalable manner.

3

Study of the Impact of the Length of Flow Traces

At the beginning of our research, we wanted to know how cybermetrics may
be impacted by the length of flow traces. For our experimental study, we asked
several people to collect their personal flow traces by collecting flow records originating from their personal computers.
Considering a flow trace spanning a large number of days, it is expected that
the number of longer flows increases compared to shorter traces. Fig. 1 shows
the cross-correlation of the feature “duration of https connections” for traces of
different lengths and of different users. The plot indicates a strong correlation of
this feature for traces coming from the same user. It also indicates a time shift
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Fig. 2. Scatter-plot of smoothed flow volume (data carried in a flow) vs. flow duration
for traces of different lengths for https (top) and ssh (bottom)

of high correlation values when the lengths of the traces increase. The overall
cross-correlation shows a stronger similarity for the traces obtained from the
same user, nik. The cross-correlation of traces from different users (nik and js)
does not indicate strong similarity.
We also wanted to know how the dynamics of the flow volumes depend on the
length of the flow traces. The dynamics of two large data sets (coming from
the same user) for the two features “volume of https connections” and “volume
of ssh connections” is displayed in Fig. 2 (we used the Loess quadratic fit for
smoothing the data shown in Fig. 2). In each plot, one curve shows flow data
collected over a two-week period (March 10-24, 2009), while the other one shows
flow data for five weeks (March 1 - April 4, 2009).
The dynamics of the curves in each plot are quite similar. Essentially for smaller
durations (< 5000 seconds), the relationship between the duration and the
amount of octets carried is similar for ssh connections. However, a decrease of
similarity can be observed for some of the flows that lasted between 500 and 1000
seconds for ssh connections of a five-week long flow trace. The https connections
were in general shorter than ssh connections. Furthermore, the five-week flow
traces had more occurrences of longer lasting flows. The amount of data carried in flows stayed almost constant independently of the length of the traces.
The strong match of the flow volume for most of the flow durations is a good
indicator of similarity.

4

Related Work

There are two areas that are closely related to our research. The first area of
research deals with user identification methods based on the behavioral and
activity features of a user. The idea of user recognition and identification by ex-
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ploitation of biometric patterns has long been known [1], [2]. More recent studies
look at dynamics of certain actions performed by the user — be it an on-line
game-play activity [3], which shows that the idle and active times in the game are
representative of the user; a keystroke analysis [4], which provides an impressive
96% correctness rate at user differentiation; or user-mouse interaction dynamics
[5], establishing a behavioral characteristic that can be used as an additional
security feature.
The second area of research uses passive network traffic monitoring techniques
for performance analysis, application type/protocol identification, anomaly and
intrusion detections. In [6] the authors propose a novel identification method for
revealing Peer-to-Peer traffic. The authors of [7] detect, classify and understand
anomaly structures using entropy as a metric of unusual changes in the distribution of traffic features. A more recent study [8] proposes an on-line anomaly
detection algorithm that has no prior knowledge about what is normal and abnormal traffic.

5

Conclusion

This paper discusses the possibility of user identification using flow trace analysis. We state our research questions and provide some preliminary results, indicating that the length of the traces can have significant impact on certain flow
features.
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