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Abstract. Asymptotically good sequences of ramp secret sharing schemes
have been intensively studied by Cramer et al. in [TI2I3[4U5]67)8]. In those
works the focus is on full privacy and full reconstruction. We propose an
alternative definition of asymptotically good sequences of ramp secret
sharing schemes where a small amount of information leakage is allowed
(and possibly also non-full recovery). By a non-constructive proof we
demonstrate the existence of sequences that — following our definition of
goodness — have parameters arbitrary close to the optimal ones. Moreover
— still using our definition — we demonstrate how to concretely construct
asymptotically good sequences of schemes from sequences of algebraic
geometric codes related to a tower of function fields. Our study involves
a detailed treatment of the relative generalized Hamming weights of the
involved codes.

1 Introduction

A ramp secret sharing scheme is a cryptographic method to encode a secret s
into multiple shares cq,...,c, so that only from specified subsets of the shares
one can recover s. Often it is assumed that n participants each receive a share,
no two different participants receiving the same. In that description, one talks
about qualified and non-qualified sets of participants. The encoding is in general
probabilistic, meaning that to each secret s there corresponds a collection of
possible share vectors ¢ = (c1,...,¢p).

A linear ramp secret sharing scheme can be understood as a coset construc-
tion of two linear codes [5]. Given linear codes Cy C C; C [y where dim Cy =k,
dimCy = ko and ¢ = ky — ko, let {by,...,bg, } be a basis for C; as a vector
space over F, in such a way that {by,..., by, } is also a basis for C5. A secret s =
($1,...,80) € Ff; is encoded to ¢ = ¢1b1+- - -+cg,br, +51bg, 1+ - -+seby, € FY,
where c1,...,c, are chosen at random. The shares are then the elements of c.
The information leakage of the system is described by the parameters t1, ..., g,
r1,...,7¢ where for m=1,...,¢, t,, and r,, are the unique numbers such that

— no group of t,, participants can recover m ¢-bits of information, but some
group of size t,, + 1 can, and



— any group of size 7, can recover m g-bits of information, but some group of
size 7, — 1 cannot.

From [13, Th. 4] and [IZ, Th. 3] we have that t,, = M,,(Cs,C{) — 1 and
Tmn =N — My_i1(C1,Co) + 1, form=1,... ¢, where M,,(Cq,Cs) is the m-th
relative generalized Hamming weight (RGHW) of C; with respect to Cy [14]

M, (Cy,Cy) = min{#SuppD | D C C} is a linear space,
dimD =m,DNCy = {0}}.

Here, SuppD is the set of indices ¢ such that for some (c1,...,¢,) € D,
¢; # 0. The generalized Hamming weights (GHW) d,,,(C7) [20] are obtained by
considering Cy = {0}, which serves as a lower bound for M,,(Cy, C3).

The parameters ¢; and r, give a first characterization of the ramp secret
sharing schemes. One often says that a scheme has t = ¢; privacy and r = ry
reconstruction.

Asymptotically good sequences of ramp secret sharing schemes have been
intensively studied, e.g. in [TI2I3A56I7I]]. In these works the focus is on zero
information leakage and full reconstruction. It seems natural to consider some
small fraction of information leakage (and possibly allow non-full reconstruction).
Since in this way there is a trade-off between information leakage and corruption
and once a scheme is constructed and run, it may happen that more participants
than expected are corrupted. We would like then to keep the information leakage
as low as possible, and the recovery capability as high as possible.

Clearly, M;(Cy,C{) is greater than or equal to the minimum distance
d(C5). Hence, an asymptotically good sequence of codes can be used to con-
struct a sequence of secret sharing schemes where, concerning privacy, we have
that ¢/n goes to some number greater than 0 when n goes to infinity. In particular
one can construct schemes with r/n — ¢/n < 1 asymptotically. This technique
has been extensively exploited by Cramer et al. in [I2I845I6/7]. When deal-
ing with fractions of information leakage (and possibly non-full reconstruction)
asymptotically good codes still play a key-role. The relevant parameters, how-
ever, are no longer the first relative generalized Hamming weights, but higher
relative generalized Hamming weights.

Our proposals for a new definition of asymptotically good sequence of ramp
secret sharing schemes involves an infinite sequence of linear ramp secret sharing
schemes (51,52, ...), where the shares belong to Fy, a variable (2, and:

(S.1) The number of participants for S; is n;, where n; — oo, as i — occ.
(S.2) The space of secrets for S; is Ff;i, where ¢;/n; — L, as i — oo.
(S.3) The space of shares for S; has dimension k; ;, where k; ;/n; — (2, as i — oo.

Definition 1. Let 0 < L < 2 <1,0< e <1 and —eL < A< 2 —L. We
say that a sequence (S1,S2,...) is asymptotically good with deficiency A and

defect € if it satisfies (S.1), (S.2) and there exists a sequence of positive integers
(mq,ma,...) such that 1 < m; < ¥;, m;/n; — eL and:

b , .
liminf — > 02 - L— A, and hmsupw”iﬁ_1 <N+ A

i—=oo Ty i—00 n;




This means that for large enough 4, a fraction 2 — L — A of the participants
can recover at most a fraction eL ¢-bits of the secret, and a fraction 2 + A of
the participants can recover at least a fraction (1 — &)L ¢-bits of the secret. The
condition —eL < A means that, when we relax the constrains on privacy and
reconstruction of the secret, then the optimal value of the deficiency can possibly
be negative, instead of at least zero.

In some other cases, some participants may be corrupted and thus there may
be some information leakage, but we can still use their shares to recover the
entire secret. Thus, we include the following definition:

Definition 2. Let 0 < L < 2 < 1,0< e <1, —eL < A< 2 —L and
0 <A, < 2—L. We say that a sequence (S1,Sa,...) is asymptotically good with
deficiencies A and A, and defect € if it satisfies (S.1), (S.2) and there exists a
sequence of positive integers (my,ma,...) such that 1 < m; < ¢;, m;/n; — eL
and:

lim inf s >N —L—A, and limsup e, <N+ A,

=00 Ny i—oo T

In this paper we follow two different tracks. First we extend a result from [15]
and then prove the existence of asymptotically good sequences for any {2 and L,
with arbitrarily small € and A > —eL. Our proof of the existence of the above
good sequences is non-constructive. We therefore next turn to demonstrate how
to construct sequences of ramp secret sharing schemes with low deficiency and
low defect for many different values of 2 and L. The tool for doing this is
to apply asymptotically good towers of function fields, in particular Garcia-
Stichtenoth’s tower in [I0], and to employ bounds on corresponding relative
generalized Hamming weights. Due to the space limitation, all proofs are omitted
in the present extended summary. The full version is available at [11].

2 Asymptotically good sequences

In this section we present the main results of the paper, which are five theorems
stating the existence of asymptotically good sequences of ramp secret sharing
schemes with low deficiency and defect. The proof of the first theorem is not
constructive. It states that it is possible to obtain values of deficiency and defect
as close to the optimal ones as wanted.

Theorem 1. For any 0 < L < 2 <1, any 0 < &4, < 1 and any A, A, with
—&;L < Aj < 2—(1+¢;)L, j =t,r, there exists an asymptotically good sequence
of secret sharing schemes (S1,Sa,...) with deficiencies Ay, A, and defects ey, &,..

On the other hand, the sequences obtain in the following results can be
obtained in a constructive way from pairs of algebraic geometric codes.

Theorem 2. Let g be a power of a prime, 1/A(q) < 2 < 1, max{0,2 — 1+
1/A(q)} < L < 2 and

1 1
(qfl)A(q)—q_lmin{9,1—9+L}g5LgQ—L.



Then, there exists an asymptotically good sequence (S1,Sa,...), based on one-
point algebraic geometric codes, with deficiency A = —eL and defect €.

Theorem 3. Let g be a power of a prime, 0 < L < 2 <1 and 0 < g,¢, <
2/L — 1. Then, there exists an asymptotically good sequence (S1,Ss,...), based
on one-point algebraic geometric codes, with deficiencies

1 q 1
Ay=———(Q-L)+ L
! ( 1AW

p— — &L, and

and defects €; and €.

Theorem 4. Let q be an even power of a prime, 1/(,/g—1) < £2 < 1, max{0, £2—
1+1/(/q—1)} <L <2 and 0 <eL <1/(\/q—1). There exists an asymptot-
ically good sequence (S1, 5%, ...), based on one-point algebraic geometric codes,
with deficiency A = —2eL +1/(,/q — 1) and defect .

Theorem 5. Let q be an even power of a prime, 1/(,/g—1) < £2 < 1, max{0, £2—
1+1/(a—1)} <L <02,0<V <1/(y/g—1) and max{0,1/(,/g—1) =2V} <
el < 2— L. There exists an asymptotically good sequence (S1,Sa,...), based on
one-point algebraic geometric codes, with deficiency A = —eL +V and defect €.

3 The existence of sequences with arbitrarily low A and e

We need a more complete version of [I5, Th. 9] to prove Theorem The following
results extends [I5] Th. 9] and states that the RGHWsS of both primary and dual
nested code pairs can get asymptotically as close to the Singleton bound.

Theorem 6. For 0 < Ry < R; < 1,0<6§<1,0<46-<1,0<7<
min{d, R — Ry} and 0 < 7+ < min{é*, Ry — R}, if R1 +6 < 1+ 7 and
(1 — Ry) + 6+ < 1+ 7%, then for any prime power q and sufficiently large
n, there exist Cy C C1 C Fy such that dimC; = [nR;|, dimCy = [nRy],
M[nﬂ (Cl; 02) 2 Ln5J7 and M[nTi] (C2J_7 ClJ_) 2 LnélJ

4 Schemes from algebraic geometric codes

The proof of Theorem |1| being non-constructive, we cannot specify the sequence
of secret sharing schemes. Also, the RGHWs related to these schemes can get
as close as we want to the Singleton bound, but they do not actually reach it.
In the remaining part of the paper we shall therefore concentrate on algebraic
geometric codes, for which these problems can be overcome.

In the remaining part of the paper, by a function field we shall always mean
an algebraic function field of transcendence degree one. As is well-known, the
related algebraic geometric codes Cr (D, G) and Cp(D, G) are dual to each other.
The Goppa bound treats both classes of codes.



Throughout the paper, for a function field F over F,, we denote by N(F')
the number of rational places and by g(F), the genus. Also recall the parameter

N(F)

A(q) = limsup ——=,
g(F)—o0 g(F)

the limit is taken over all function fields over F, of genus g(F) > 0. By [19],

Alg) < Vq—1 (1)

holds for any prime power ¢ (Drinfeld-V1ddut bound).
From the Goppa bound, we can derive a first simple result on asymptotically
good sequences of secret sharing schemes, when € = 0:

Corollary 1. For any 0 < L < {2 <1, there exists a sequence of secret sharing
schemes (S1,Sa, . ..) with deficiency A < 1/A(q) and defect £ = 0.

On the other hand, sometimes it is enough to treat the so-called threshold
gap r —t [3], and from the previous theorem we immediately get:

Theorem 7. Let Co C Cy be algebraic geometric codes defined from a function
field of genus g. Write dimCy = ki, dimCy = kg and £ = k1 — ko. The corre-
sponding secret sharing scheme has t privacy and r construction wheret > ko —g
and r < ki 4+ g. In particular r —t < £+ 2g.

The Singleton upper bound, M,,(C1, C3) < n—dim Cy +m, the Goppa lower
bound on the relative generalized Hamming weights of algebraic geometric codes
and the Wei’s duality theorem [20] give the following

Proposition 1. If ¢ > 2g, then 1 < r,, —t,, < g+ 1, form=1,2,...,¢, and,
ifg+1<m<¥l—g, then ry, —t,, = 1.

4.1 Non-asymptotic bounds for one-point algebraic geometric codes
In the remaining part of the paper we shall concentrate on one-point algebraic
geometric codes. Hence, for the codes Cr(D,G) and Cqp (D, G) we shall always
assume that D = P} + --- 4+ P,, and that G = u@Q where Py, ..., P,,Q are pair-
wise different rational places. Writing v for the valuation at ) the Weierstrass
semigroup corresponding to @ is

H(Q) = —vq (U E(uQ)) ={neNo | L(pQ) # L((n—1)Q)}.
n=0

Consider the related subset

H*(Q) ={pn€No | Cc(D, nQ) # Cr(D, (1 —1)Q)}.

From now on we consider a pair of codes Ci = Crg(D,u1Q) and Cy =
Cr(D, peQ) with 0 < po < 1. Write k1 = dim C; and ko = dim Cs, respectively,
and ¢ = dim(C1/Cs) = k1 — ko. Observe that p = p1 — pe < £ with equality if
simultaneously 2g < po < n and g < n hold. We have the following bounds on
RGHWs from [I2, Theorems 19, 20]:



Theorem 8. For 1 < m < /{, we have

1. M, (C1,Co) > n—py+min{#{«a € U;":‘ll(z‘erH(Q)) la¢ HQ)} | —p+1 <
1 <idg < ... <idpmog < —1}.

2. My (Cf,CF) = min{#{a € UM, (is + (u — H(Q))) | € HQ)} | —p+1 <
1 <idg < ...<iy, <0}

Instead of computing these minimums, in the following two propositions we
bound them for some values of m. For 0 <y < ¢, let hy = # (H(Q) N (0,7]).

Proposition 2. If2g < pu; <n-—1and 1 <m < min{l, c}, then
Mm(Cl, 02) Z n — ]{11 + 2m —c -+ hc—m-

Note that Cy could be {0}, since we are allowing ps = —1, and thus we obtain
bounds on the GHWs of C1.

Now, let g, = #(7,00) \ H(Q)), for 7 > 1,
Proposition 3. If2g < ps <n—1 and 1 <m < min{l, c}, then

MnL(CQJ_v Cf_) Z k2 + 2m —c+ gp,z—c-&-nr

Note that Cy could be Fy, since we are allowing p1 = n + 29 — 1, and thus

Ci- = {0} and we obtain bounds on the GHWs of Cy-.

4.2 RGHWSs versus GHWSs for one-point algebraic geometric codes

In this subsection we compare the RGHWs with the GHWs of the pair of primary
one-point algebraic geometric codes Cy & C4, where the notation is as in the
previous section. After that, we treat the dual case. In this way we can see how
much we are losing by considering GHWs instead of RGHWs .

For that purpose, we also use the notation from [12] Sections IV and V].
First write H*(Q) = {71,72,---sYn}, With 11 < 72 < ... < 7,. Now, fix
functions f; in the function field such that —vg(f;) = i, and write b; =
(fi(P1), fi(P2), ..., fi(Pn)), which constitute a basis of ;. Then, we define the
function p: Fy — {0,1,2,...,n} by

p(c) = min{i : c € span(by,ba,...,b;)},

if ¢ # 0, and we define p(0) = 0.
We state the result [12, Proposition 17] as a lemma and then the main result:

Lemma 1. Let D C Fy be a linear subspace of dimension m, with p(D\{0}) =
{i1,92, ... im}, where iy <ig < ...<'1im. The support of D satisfies

#SuppD > n — v, + #{a € U (vi. — i, + H(Q)) o ¢ H(Q)}.

Proposition 4. Using the same notation as in the previous section, assume
that 0 < po < p1, 29 < pp <n-—1,and € = k1 — ko. If D C Cy is a linear
subspace of dimension dim D = m < £ such that DN Cy # {0}, then #SuppD >
n — k1 +m — max{0,c — ¢}.



As a direct consequence, we obtain an upper bound on the difference between
RGHWs and GHWs:

Corollary 2. Under the same hypotheses of the previous proposition, and for
1 <m < ¢, it holds that M, (C1, Co)—dn(Ch) < c—¢, if £ < ¢, and M,,(C1,Cs) =
dm(C1) if L= corifm>g.

We can also treat dual codes and obtain an upper bound:

Corollary 3. Under the same hypotheses of the previous proposition, and for
1 < m < 4, it holds that M,,(Cs,Cf) — dn(Cy) < c— 4, if £ < ¢, and
M,,(Cy,CT) = d(CF) if £ > c or if m > g.

It is often enough to study the GHWs rather than the RGHWSs for construct-
ing asymptotically good sequences of secret sharing schemes:

Proposition 5. Consider a sequence of pairs of one-point algebraic geometric
codes Cj; = Cr(D;, 11jQ5), § = 1,2, po,; < p1,; related to a tower of function
fields (Fy, Fa,...) over Fy. By ¢; we denote the conductor of the Weierstrass
semigroup related to Q;, and by g; the genus. Assume that the length n; of
the codes C;; satisfies n; — oo and that 1 ; and po,; are chosen such that
(tji — gi)/(ni) = Rj, j = 1,2, which implies that (dim C;;)/(n;) — R;, j =
1,2. Let (m1,ma,...) be a sequence of integers such that (m;)/(n;) — p, where
0 < p < R=Ry—Ry. Assume that M,,,(C1,,C2:)/ni = M, dpn,(C1,)/ni = 0,
ci/n; = v and Ry > lim;(g;/n;). Then it holds that 0 < M — ¢ < v — R, if
R<~v,and M =6 if R>".

5 Asymptotic analysis for AG-codes over general fields
From [I8 Th. 5.9] we have the following theorem

Theorem 9. Let g be a fized prime power. For any pair (6, R) and any p < R
such that p < 6 <1, 0+ R <1+ p, and any growing sequence m; — oo, there
exists an infinite sequence of linear q-ary codes (C1,Ca,...) with n;, = n(C;) —
00, m;/n; = p, dim C;/n; — R and d,,(C;)/n; — 9.

The proof given in [I8] of Theorem |§| uses a sequence of asymptotically good
algebraic geometric codes, which suggests that one could attain the Singleton
bound for any p and R with 0 < p < R < 1 by using codes from an optimal
tower of function fields over F,. For instance, this could be done in a constructive
way for ¢ being a square by using one of Garcia-Stichtenoth’s tower, see [I7].
Unfortunately, as we explain below, the proof given in [I§] imposes an unnoticed
restriction on p and R which leaves many cases undecided. This restriction is
1/A(q) < p < R which in particular by (1)) means that 1/(,/g —1) < p. Plugging
in for instance ¢ = 4 we obtain 1 < p < R, leaving Theorem [J] empty. For ¢ =9
the restriction is % < p < R, leaving many cases undecided.

We now show that it is possible to replace the condition 1/A(q) < p < R

with the less restrictive condition that
q 1 1 1

- R<p<R, L.
G—1A(q) q-1 =" A

<R. 2)



. . g 1
Theorem 10. Given a power of a prime q, 1/A(q) < R <1 and 7T A9

q_%R < p<R,let(C1,Cs,...) be a sequence of algebraic geometric codes defined
from a tower of function fields (Fy, Fs,...), with g(F;) — oo, N(F;)/g(F;) —
A(q), n; = n(C;) = N(F;) — 1 and dimC;/n; — R. There exists a sequence
(m1,ma,...) of positive integers such that m;/n; — p, dm,(Ci)/n; — § and
0=1—R+p.

The next proposition can give us some information in the interval where the
above theorem fails to provide such.

Proposition 6. Given a power of a prime g, 0 < R <1 and 0 < p < R, let
(C1,C4,...) be a sequence of algebraic geometric codes defined from a tower of
function fields (Fy, Fs,...), with g(F;) — oo, N(F;)/g(F;) = A(q), ni = n(C;) =
N(F;)—1 and dim C;/n; — R. For any sequence (my, ma,...) of positive integers
such that m;/n; — p, with 6 = liminf;_, o dp, (C;)/ni, we have that

q 1 )
60>——|1—-R——— ) +p.
q—l( Alg)) "7

6 Asymptotic analysis over F, when q is a square

Garcia and Stichtenoth gave two towers [QJI0] of function fields over quadratic
finite fields attaining the Drinfeld-V1adut bound. The tower in [I0] is given by:

- Fl = ]FCI(Il)v
. . . Va zy?
— forv > 1, F, = F,_1(x,) with z, satisfying 2" + z, = —~—,
x +1

v—1

where ¢ is an even power of a primer number.

The number of its rational places is N(F,) > q%(q —/q) and its genus is
g =g(F,) = (q%LVTHJ - 1)(q% (=] - 1). From [I6] Sec. 2], we have that the
conductor of H(Q) when @ is the pole at z1 € Fy,: ¢, = ¢*/% —¢"/*, if v is even,
and ¢"/% — ¢t 1/4 otherwise.

In this section, we apply Proposition [2] and Proposition |3| to derive new
asymptotic results that we then compare with the general ones in the previous
section.

Corollary 4. If q is an even power of a prime, ﬁ <R<1land0<p<

ﬁ, there exists a sequence of one-point algebraic geometric codes C; and a
sequence of positive integers m; such that: n; = n(C;) — oo, dimC;/n; — R,
m;/n; — p, § = liminf; o dyn, (Ci)/n; and 6+ = liminf; o dp, (C-) /0, with
1 1 _ 1
621—R+2p—ﬁ71,and6 >R+2p JiT-
We next use Wei’s duality theorem to improve the previous asymptotic
bound. We only consider primary one-point algebraic geometric codes. The case

of duals of one-point algebraic geometric codes is analogous.




<SR<1L0<VE<

Corollary 5. If q is an even power of a prime, ﬁ
1
Va—1
algebraic geometric codes C; and a sequence of positive integers m; such that:
n; = n(C;) = oo, dimC;/n; — R, m;/n; — p and § = iminf; ,o dm, (Ci)/ni,

withd >1—R+p—V.

and max{0, ﬁ — 2V} < p < R, there exists a sequence of one-point

We observe that Corollary [5| simplifies to Theorem |§| (with the necessary
restriction 1/A(¢) < p < R ) when V = 0, and improves the asymptotic Goppa
bound when 2V =1/(,/q — 1).

7 Asymptotically good sequences of ramp secret sharing
schemes from algebraic geometric codes

The strategy to obtain asymptotically good sequences of schemes is analogous
in all the cases. It consists in defining a suitable sequence of pairs of codes
C(i) C C1(i) C Fy such that: dim Cy (i) /n; — §2, (dim Cy (i) — dim Ca(i)) /ni =
li/n; — L, (e€;)/n; — eL = p, for i — oo, and choosing A appropriately so that

N1
lim inf A, (C20)”) >02—-L—-A, and (3)
i—00 n;
liminfwzl—ﬁ—/l. (4)
1—»00 Uz

In this way, one can prove Theorem [2 Theorem [3] Theorem [] and Theo-
rem [B] which are consequences of Theorem [0, Proposition [6, Corollary [] and
Corollary [f] respectively.
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