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Abstract. With the ubiquitous proliferation of electronic payment systems, data and application security has become more critical for financial
operations. The Payment Card Industry Data Security Standard (PCI
DSS) has been developed by the payment industry to provide a widelyapplicable and definitive security compliance among all components in
electronic payment infrastructure. However, the security impact of PCI
DSS incompatibilities and relevant security assessment approaches for
such cases are yet to be investigated in a comprehensive manner. Therefore, in this paper we present a security assessment framework for payment systems under PCI DSS incompatibilities. Moreover, we analyze a
case study to evaluate our proposal and to provide some guidelines to
security experts for assessment of PCI DSS compliance.
Keywords: Payment system security, Security assessment, PCI DSS,
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Introduction

Electronic payments have been the driver of instant and ubiquitous economic
transactions particularly for the last two decades. Moreover, sector statistics
indicate that cash and check payments are declining while electronic payment
methods are gradually taking over [1, 2]. Therefore, this profound trend of electronic payment proliferation has brought forth an inevitable consequence regarding security: the reliance of this infrastructure on information and computing
systems with data and application security becoming more critical for financial
operations. The payment related data such as the confidential data of payers
and transactional records stored and transmitted in these systems are subject
to various attacks and security threats. Taking these matters into consideration,
the Payment Card Industry Data Security Standard (PCI DSS) has been developed by the payment industry to facilitate a widely-applicable and definitive
security compliance for electronic payment infrastructure [3–5].
PCI DSS defines the essential requirements serving some determined objectives and mainly focusing on the most valuable asset in a payment system:
cardholder data (CHD). It has been growing in volume and coverage since its inception with additional guidelines and best practices published by PCI Security
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Standards Council (SSC). However, the security impact of PCI DSS incompatibilities and security assessment approaches considering the system context are
yet to be investigated in a comprehensive manner. Although there are some
assessment procedures, they are typically costly and require complicated and
intense effort by the assessor and assessee. Therefore, in this paper we devise a
security assessment framework for electronic payment systems focusing on PCI
DSS incompatibilities. We evaluate our model using a case study representing
payment industry context. The proposed model, Hierarchical Context-based Security Assessment (HCOSA), is a simple yet effective method providing insights
to institutions on their security level in addition to inherent security assessment
functionality.

2

Payment Systems and PCI DSS

Payment can be described as the transaction of the financial value between the
buyer and seller. Modern electronic payment systems are based on Transaction
Processing (also known as Transaction Switching). This activity involves processing, transmission, and storage of cardholder related data at various constituents
in the payment network. In addition to PCI DSS, well-known compliance standards in data security ISO 27001 and EI3PA have common goal controlling and
protecting sensitive data. PCI DSS and EI3PA differ from ISO 27001 being more
standardized and regulated specifically to CHD and consumer credit information, respectively. Additionally, ISO 27004, BIP 0074:2006, and NIST SP800-55
Revision 1 have been standardized, with the aim of measuring the effectiveness
and verifying the implementations of mentioned standards.
The main goal of an attacker in payment systems regarding data security is
to capture CHD and exploit it. In terms of information security aspects, most
attackers endanger Integrity and Confidentiality attributes of the payment system [6]. Based on the resulting damage, relevant threats can be classified into
two main categories, namely exposure or disruption of CHD. Disruption of CHD
has been largely mitigated by EMV standard and thus rarely faced [7]. But the
exposure of CHD is still an open issue for payment systems due to PCI DSS
incompliant parties. Thus, PCI DSS focuses on decreasing the probability of the
occurrence of CHD exposure in payment systems [8].
In Table 1, we list PCI DSS objectives and the related security dimensions
and threats. For instance, Objective (1) (O1) states that a compliant institution
should provide a robust network environment against unauthorized modification
or destruction of the CHD and Cardholder Data Environment (CDE) which leads
to better integrity [9]. Under O2, CHD should be transmitted securely across
networks. In that regard, encryption provides the confidentiality and integrity
of CHD. For computational environment, O3 implies deployment of antivirus
software which again serves to the integrity and confidentiality objectives. O4
requires the configuration of access control and limited access based on designated roles. Moreover, it requires the system to uniquely identify, authenticate,
log and control system access. However, O5 and O6 contain elements that are less
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Objectives
Directly Related to
Sample Threat types
Build and Maintain a Se- Availability: prevention against Merchant website and procure Network
data delays or removal
cessor gateway outages
Confidentiality:
protection – Data theft
Protect CHD
against
unauthorized
data – Eavesdropping for
disclosure
accessing and decoding
CHD
Maintain a Vulnerability Integrity: prevention against – Account tampering
Management Program unauthorized data modification – Payment fraud
Implement Strong
Access Control
Measures

Authenticity: authentication of
data source and modifier

– Internal theft
– Physical acquisition of
CHD

Regularly Monitor and Accountability
Any
potential
security
Test Networks
threat
Maintain an Information Nonrepudiation:
prevention Any
potential
security
Security Policy
against any one party from threat
reneging on an agreement
Table 1. PCI DSS requirements with key security objectives and threats.

intuitive. The former item contains a requirement for intrusion detection and/or
prevention functions whilst the latter addresses a range of security management
functions, including matters such as incident response and management of third
party relationships.
With omnipresent threats to the payment networks and the necessity of costefficient and timely security assessment of related systems, simple and effective
security assessment is crucial. However, PCI DSS requirements are generally
difficult to define in measurable and quantitative terms, which makes the security
assessment of an organization according to these objectives a challenging task.
Therefore, we propose HCOSA for PCI DSS in this work, focusing on streamlined
and effective security assessment functionality for PCI DSS actors. This approach
allows for a continuous and repeatable compliance assessment for PCI DSS.

3

Proposed Methodology: Hierarchical Context-based
Security Assessment (HCOSA) for PCI DSS

We devise a security assessment methodology regarding PCI DSS and factors
on the security of a payment-related system, namely Hierarchical Context-based
Security Assessment (HCOSA). We assess the security of card holder data within
an organization according to incompatibilities to PCI DSS requirements based
on this approach. Security information flow and participating parties for the
assessment are shown in Fig. 1. Actually, PCI has defined 12 PCI DSS requirements (Ri) under 6 objectives, where the objectives have been used to group and
explain the requirements more precisely. For example, PCI DSS O1 contains R1
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and R2 that are related to availability of systems as shown in Table 1. PCI DSS
R1 is Install and maintain a firewall configuration to protect cardholder data.

Fig. 1. Information flow for security assessment based on PCI-DSS.

In real life, systems have three main security objectives, namely confidentiality, integrity, and availability. Almost always, the objectives have different
weights according to facts of organizations. For instance, availability is more significant than integrity for some services of financial institutions, which we have
observed. Therefore, we compute the security assessment of an organization according to confidentiality, integrity, and availability requirements of CHD with
Equation 1. Actually, a more granular security assessment formula may be constructed by considering many dependencies but this will increase the complexity
of assessment with minor contribution to accuracy, which may be inapplicable
in real life context.
Λ(t) = κc C(t) + κi I(t) + κa A(t).

(1)

Explanations of parameters used in all equations are provided in Table 2 and
the values of parameters are within [0, 1]. In Equation 1, if Λ(t) = 1 or close to
one, the security of CHD is P
high according to PCI DSS and the security policy
of the organization, where
κx∈{c,i,a} = 1. Coefficients κx∈{c,i,a} represents
weights of confidentiality, integrity, and availability according to the security
policy of an organization that contains CHD.
we compute
P12
P12 On the other hand,
the three security objectives with C(t) = x=1 dcx rx (t), I(t) = x=1 dix rx (t),
P12
P
and A(t) = x=1 dax rx (t), where ∀x dyx ∈ {dcx , dix , dax } = 1. Specifically, we
compute values of the three objectives according to satisfactions of each PCI DSS
requirement and their dependencies related to the each security objective. For
instance, assume that an organization partially satisfies PCI DSS Requirement
1 (R1), where the r1 (t) = 0.53. Assume also that C(t) depends on that PCI DSS
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Parameter Description
Λ(t)
Security assessment
C(t)
Assessed confidentiality
I(t)
Assessed integrity
A(t)
Assessed availability
κc
Weight of confidentiality
κi
Weight of integrity
κa
Weight of availability
rx (t)
The effect of PCI-DSS requirement x
dcx
Dependency coefficient of PCI-DSS requirement x related to confidentiality
dix
Dependency coefficient of PCI-DSS requirement x related to integrity
dax
Dependency coefficient of PCI-DSS requirement x related to availability
βx,y (t)
Effect of sub requirement y of PCI-DSS requirement x
υj (x, y, t) Effect of vulnerability j to subrequirement y of requirement x
Table 2. Model parameters and their descriptions.

requirement with dc1 = 0.34. Thus, the total effect of the PCI DSS requirement
for the computation of Λ(t) is dc1 · r1 (t) = 0.159.
Organizations may partially or fully satisfy any subrequirement of a PCI
DSS requirement. However, if a subrequirement of a PCI DSS requirement is not
satisfied, which means βx,y (t) = 0, the organization is then incompatible with
that PCI DSS requirement, rx (t) = 0. Moreover, each PCI DSS requirement
consists of many subrequirements. Therefore, we compute the satisfaction of
each PCI
Q DSS requirement by considering effects of the subrequirements with
rx (t) = ∀y βx,y (t).
A subrequirement is compatible if it is resistant to potential vulnerabilities
related to this subrequirement. Total effect of related vulnerabilities is the sum
of effect of all vulnerabilities, which can be at most one. For this reason, we
compute the compatibility of a subrequirement according to effects of potential
vulnerabilities as following.

βx,y (t) = 1 − min 1,


X

υj (x, y, t) .

(2)

∀j

The impact of a vulnerability is determined according to information obtained from automated tools, such as scanners, vulnerability databases, security
policies, and logs of security devices like firewalls and intrusion detection systems. For the sake of brevity, we do not present the impact of specific measurements about vulnerabilities and alternative measurements, such as the indicator
of weakness in a firewall, in details. The impact of vulnerability and its measurement is challenging to determine since it is very context-dependent. Moreover,
the gathered information needs to be pre-processed and evaluated for a consistent
analysis. For instance, the impact factor of each requirement can be evaluated
according to statistics on past breaches [10] and affected security objective due
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to the inadequate related requirement [11]. Thus, we focus on the assessment
framework itself in this work and determining values of the coefficients are out
of scope of our paper.

4

Updating Firewalls in a Financial Institution

In this section, we present a case study for elaborating on HCOSA related to
a financial institution managing its firewalls under PCI DSS compliance. The
purpose of this case study is to show the effects of updating firewalls and routers
and PCI DSS incompatibilities related to the updates. In this case study, we have
simulated the network of this institution using MATLAB to evaluate HCOSA.
Let us consider a financial institution that has more than ten thousand employees at different physical locations over the world. The field of activity of
the corporation is the processing of electronic payments that are carried out
with various payment cards. Therefore, CHD is a very sensitive data for such
corporation, which should be protected.
The internal (trusted) network of the corporation consists of all trusted networks in different physical locations and it contains CHD in addition to other
information. A trusted network is connected to the internal network via the
Internet (i.e., untrusted network). The perimeter security of a trusted network
is established with firewalls, intrusion detection systems, intrusion prevention
systems, and configurations of routers against attacks coming from the Internet.
The internal network of the institution is updated regularly according to various criteria, such as employees who leave or join, new security threats discovered,
and technological improvements. The firewalls and routers are also maintained
according to these updates. Additionally, the institution has PCI DSS certificate
and it should preserve the certificate to carry out its business. On the other hand,
changes related to firewalls and routers should comply with PCI DSS requirements. Specifically, PCI DSS requirement 1 (R1) is directly related to changes or
configurations of firewalls and routers, stating the action “Install and maintain
a firewall configuration to protect cardholder data” [3].
HCOSA is a multi-layered framework and considers subrequirements of a PCI
DSS requirement for security assessment. R1 has five subrequirements and each
subrequirement is related to different tasks of firewalls and router operation and
maintenance. For instance, subrequirement 1.1 has seven tasks. Therefore, vulnerabilities related to each task affect the security of the corporation. In HCOSA,
sources of vulnerability information are scanners, vulnerability databases, and
other sources whose main tasks are to find security vulnerabilities. Actually, determining security vulnerabilities and their effects are complex tasks. In this case
study, therefore, we assume that relevant vulnerabilities are known. Then we set
their effects to subrequirements in an illustrative way to evaluate the proposed
model.
In high-level evaluation, the security of an institution satisfies or not satisfies the PCI DSS requirements. In low-level evaluation, on the other hand, it is
impossible to formally prove and verify the security of an ICT system. For this
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(a) Single subrequirement case.
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(b) Multiple subrequirement case.

Fig. 2. The relationship among PCI DSS Requirement 1 and a major change in (a) a
subrequirement (b) various subrequirements.

reason, if a subrequirement has a satisfaction ratio over a predefined threshold,
the subrequirement is considered as satisfactory. In this case study, we assume
that subrequirements are evaluated daily and a subrequirement is expected to
have βx,y ≥ 0.9 for four consecutive days. If a subrequirement fails to satisfy
this expectation, a maintenance process for firewalls and routers is initialized to
improve security. However, some maintenance may have considerable negative
effect for day five as shown in Fig. 2(a). There may be many reasons causing
this negative effect. Simply, the lack of adequate qualified security experts, unexpected state of modifying network topology related to firewalls and routers in a
complex network are some of them and they may result in unsatisfied subrequirement(s). Actually, the network in question is highly dynamic and compliance to
PCI DSS may fluctuate over time. These fluctuations may be negligible if they
satisfy the predefined threshold as shown for β1,1 , β1,2 , β1,3 , β1,5 in Fig. 2(a).
Maintaining firewalls and routers regarding a subrequirement may affect only
the subrequirement and its PCI DSS requirement as in Fig. 2(a) or it may
affect many subrequirements and the PCI DSS requirement as in Fig. 2(b). For
instance, the maintenance process to improve security level of subrequirement
4, β1,4 , is carried out in day five in this case study. The security level of β1,4 is
improved after the maintenance process but security levels of subrequirements
β1,2 and β1,5 drop considerably as shown in Fig. 2(b). Therefore, the maintenance
process related to firewalls and routers has been carried on until day seven to
construct a system that satisfies all subrequirements of PCI DSS R1.
The case study shows that any change in the network of a financial corporation that contains CHD should be investigated carefully related to PCI DSS
incompatibilities. Since such networks are very large, complex, and dynamic
environments, the investigation has to be done in an automated way. HCOSA
can be applied in network infrastructure to monitor and assess security of an
organization related to PCI DSS in a continuous and repeatable process.
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Conclusion

In this work, we investigate security assessment for PCI DSS requirements in
payment systems. We devise a security assessment approach for PCI DSS in a
context-based setting. We focus on PCI DSS incompatibilities and their effects
on security. We provide some guidelines to security experts for assessment of PCI
DSS compliance. In future work, we plan to extend our framework to include
more advanced dependency models among PCI DSS requirements and improve
the evaluation for our approach considering more heterogeneous contexts, such
as evaluation of vulnerabilities and their effects in various contexts of payment
systems.
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