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1. Elliptic Curve Cryptography (ECC)
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DBL: Vy = 2122, Vo=Xy — Vi, ... Circuit/architecture level protections
ADD2W =27, Wo = 21 X W, - - . Remark: crypto-processor development started in PAVOIS ANR project

KGF(p) or GF(2') operations
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“or irreducible polynomial (GF(2™))

7. Programming Tools for Our Crypto-Processor(s)

2. From ECC to HECC
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Cost: 47M + 4S Cost: 38M + 6S Our tools will be distributed in open source after publication
Examples of computation expressions for projective coordinates

8. Implementation Results on FPGA

XC6SLX75 FPGA, GF(p), 256-bit ECC or 128-bit HECC, internal word size w = 32 bits
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4. Protections & Counter-Measures Against SCAs | W ECC o ® HECC \
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5. HAH Project Objectives R I . 4 ¢ >
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Efficient algorithms and representations for HECC % . % %
HECC protections against SCAs (passive and active) . 10 1 :
Fast, low-power and secure hardware implementations (open 0 \
source hardware code and programming tools) Lo Lz 1424 9d 4L e sl 5L 52 82 82
Intensive security evaluation using our SCA setup parameters (x, y)=(number of multiplers, multiplier width)
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