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Abstract. The increasing rates of cyber-attacks have led to the subsequent need 
to rapidly develop secure information systems (IS). Secure Tropos is an actor 
and goal-oriented approach to identify security goals and to enable security 
requirements elicitation. This is achieved by considering system actors, their 
dependencies and by deriving security constraints that actors need to satisfy. 
Nevertheless goal-oriented modelling has proven itself to be valid it also 
contains few shortcomings. One of them is the high granularity of the process, 
which leads quickly to high complexity models. Security patterns are proven to 
be reusable solutions that address recurring security problems. In this paper we 
investigate the integration of a pattern-based security requirements derivation 
from the Secure Tropos models. 

Keywords: Security risk management, Secure Tropos, Security patterns. 

1   Introduction 

Security concerns play an important role in nowadays enterprises. Different enterprise 
stakeholders have various objectives and need to collaborate to achieve them. Thus, 
understanding security risks and estimating their impact could envision threats, 
estimate their consequences, and propose countermeasures to mitigate these threats.  

Secure Tropos is an agent-oriented information and enterprise system 
development method that helps understanding security objectives through satisfying 
security constraints by considering actor dependencies [11]. In [7] [8] Security 
Tropos was extended to Security Risk-aware Secure Tropos (RAST), where the 
original language was semantically aligned to the concepts of the domain model for 
information systems security risk management (ISSRM) [6] [9]. The extended 
language supports security requirements elicitation through understanding security 
risks. However, even given an IS with a rather moderate complexity, identifying and 
mitigating security risks could become quite a complex activity. One of the reasons is 
the inherited complexity of the Secure Tropos model, when the model size quickly 
grows with introduction of different analysis concerns.  

In this paper we propose an application of security risk-oriented patterns (SRPs) 
[2], which could overcome the above problem by suggesting the proven security 
solutions for the reoccurring security problems. We analyse how to apply SRPs and 
derive security requirements from Secure Tropos models. To answer the question, 
firstly, we have represented SRPs using RAST. Secondly, we have proposed a process 



to apply SRPs to derive security requirements from the (Secure) Tropos models. 
Finally, we have conducted an observatory study to understand usability of the 
proposed method.  

The rest of the paper is structured as follows: in Section 2 an overview of security 
risk management using Secure Tropos is provided. Section 3 presents security risk-
oriented patterns. In Section 4 we consider the process for security requirements 
derivation from the Secure Tropos model. Section 5 outlines the observatory study 
conducted in order to validate the usability and understandability of the pattern 
application. Section 6 discusses some related work. Finally in Section 6 we 
summarise the study discussion and present some future work. 

2   Security Risk Management using Secure Tropos 

In this section we, firstly, present the ISSRM domain model used to define the SRPs 
and to analyse the Secure Tropos models. Secondly, we overview how Secure Tropos 
constructs are aligned to concepts of the ISSRM domain model. 

2.1   Information Systems Security Risk Management 

The ISSRM domain model (see Fig. 1) defines security risk management concepts at 
three interrelated levels, which help developers identify specific IS security risk 
management constructs [6] [9]. 
 

 

Fig. 1. The ISSRM Domain Model (adapted from [6] [9]) 

Asset-related concepts (i.e., business and IS assets, and security criterion) explain 
the organisationÕs values that need to be protected. The needed protection level is 
defined as the security needs, typically in terms of confidentiality, availability and 
integrity. Risk-related concepts (i.e., risk, impact, event, vulnerability, threat, attack 
method, and threat agent) define the risk itself and its components. Risk is a 
combination of threat with one or more vulnerabilities, which leads to a negative 



impact, harming some assets. An impact shows the negative consequence of a risk on 
an asset if the threat is accomplished. A vulnerability is a weakness or flaw of one or 
more IS assets. An attack method is a standard means by which a threat agent 
executes a threat. Risk treatment-related concepts (i.e., risk treatment decision, 
security requirement and control) describe how to treat the identified risks. A risk 
treatment leads to security requirements mitigating the risk, implemented as security 
controls. 

The risk management process consists of six steps. First, it initiated by 
identifying analysed context and assets. The second step is security objective 
determination. The third step includes risk analysis. This step is followed with making 
a risk treatment decision. In the fifth step one suggests security requirements, which 
are implemented to security controls (sixth steps). The process is iterative and each 
previous step could be repeated if its result is not of satisfactory quality.  

2.2 Security Risk-aware Secure Tropos 

Security Risk-aware Secure Tropos (RAST) is an extension of the i*  framework [13], 
Tropos [4] and Secure Tropos methods [11]. By aligning the modelling constructs to 
the concepts of the ISSRM domain model, it becomes possible to use the targeted 
modelling constructs to express specific concepts from the security risk management 
domain. This extension enables using Secure i* /Tropos concepts wherever possible 
utilizing the already existing constructs, but additionally, whenever void or ambiguity 
exits, new constructs are introduced to address security risk management. 

Asset-related concepts. The ISSRM assets are modelled using Secure Tropos 
constructs Goal, Softgoal, Actor, Plan and Resource. Goal is defined a desired state 
that an actor is determined to achieve (e.g., Data Employed in Fig. 2). Softgoal is a 
desired state that an actor is determined to achieve yet there is no clear determination 
of how this state is to be achieved (e.g., Confidentiality & Integrity in Fig. 2). Actor is 
an entity that is part of a system and is driven by certain goals and intentions (e.g., 
Server and Input Interface in Fig. 2). Plan is a course of action followed by an actor in 
order to achieve and satisfy a goal (e.g., Submit data in Fig. 2). The relationships 
between the assets are modelled using the constructs of contribution, means-ends, and 
decomposition. The ISSRM security criterion is represented by combining a Softgoal 
with Security constraint(s) (e.g., Confidentiality & Integrity and Maintain the integrity & 
confidentiality of the submitted data in Fig. 2). The ISSRM constraints of relationship 
can be modelled both explicitly by the Restrict link (see Fig. 2) and implicitly as 
security constraint placed on the security dependency link and restricting use of 
dependum (e.g., see connection between Server and Input Interface in Fig. 2). 

Risk-related concepts. To distinguish risk related concepts darker colours are 
introduced to Secure Tropos constructs. The ISSRM threat agent is represented as 
actor (e.g., Attacker in Fig. 5). The ISSRM attack method Ð as a plan and the ISSRM 
threat as a combination of goal and plan (e.g., submitted data obtained and Intercept 
transmission in Fig. 5). The ISSRM vulnerability is not represented, how it is 
indicated through vulnerability point (see black circle in Fig. 5).  

Risk treatment-related concepts. The ISSRM security requirements are modelled 
by combining constructs of Goal, Softgoal, Plan, and Security constraint (e.g., (S) 



Perform Cryptographic procedures in Fig. 6). The ISSRM mitigates relationship is 
used to indicate a connection where a construct or group of constructs mitigate a 
certain security risk. 

3   Security Patterns 

ÒA security pattern describes a particular recurring security problem that arises in 
specific contexts, and presents a well-proven generic solution for itÓ [12]. Following 
this definition and the principles of the security risk management (see Section 2.1), 
five security risks-oriented patterns are introduced in [2]. In this section we briefly 
recall these patterns and illustrate how RAST could be used to represent them. 

3.1   Security Risk-oriented Patterns 

SRP1 describes how to secure the transmission of confidential data between business 
entities. This pattern involves an attacker who intercepts the transmission between the 
input interface and the server, then obstructs and modifies the data. The attack is 
facilitated due to the transmission medium not being encrypted and data being stored 
in a plain text. The risk event leads to the loss of the confidentiality of the data and 
loss of the integrity of the data. The risk is mitigating by introducing cryptographic 
and checksum countermeasures. 

SRP2 enables validation of data submitted to a business activity, by predicting the 
need for a mechanism that scans and detects malicious data before the data is 
forwarded to this business activity. This pattern counters an attacker that has 
information regarding the systems inner functionalities. The malicious agent attacks 
by submitting through the input interface a malicious script that exploits the fact that 
incoming data are not filtered. The attack leads at the loss of confidentiality and the 
integrity of the business activity that is forwarded to. 

SRP3 ensures the availability of a service in a Denial of Service (DoS) event. The 
attacker sends an exponentially growing number of simultaneous requests to the 
system, resulting in the system crashing due to its ability to only serve a certain 
number of simultaneous clients. The attack leads to the loss of the service availability.  

SRP4 focuses on securing confidential information, from being accessed by 
unauthorised devices or people. An attacker gains access to sensitive business data 
through a commonly used retrieval interface. Due to the interface not having an 
access control mechanism, the attacker is able to retrieve the data. The attack negates 
confidentiality of the business data. 

SRP5 specifies how to secure data stored into a business data store against 
internal attacks. The attack occurs due to the data being stored in a plain format, and, 
thus, leads to the loss of the confidentiality of the stored data and the perpetual 
damage of the files residing in the same instance as malicious script. 



3.2   Security Risk-oriented Patterns Expressed in Secure Tropos 

In this section we demonstrate how RAST could be applied to represent SRPs; more 
specifically we will represent SRP1. For instance, in Fig. 2 we define Submitted data 
as the ISSRM business asset. Both Server and Input Interface should collaborate in 
the way to achieve Confidentiality and Integrity of the submitted data. This security 
criterion is clarified by security constraint Maintain the integrity & confidentiality of the 
submitted data. This constraint restricts the goal of Data employed at the Server side 
and Data submitted at the Input interface side. Submit Data plan is the dependum 
between the two actors, and two constrains indicate that this double constrained 
dependency should be fulfilled by Server and Input InterfaceÕs activities.  
 

 

Fig 2. SRP1: Assets and Security Criteria 

Fig. 3 introduces the Transmission Medium actor, which is used to transfer data from 
Input Interface to Server. This actor is part of the considered system (i.e., IS asset), 
thus, it is used to support the transfer of the business asset (i.e., Submitted data). 

 

Fig 3. SRP1: Context Pre-processing 

In Fig. 4 we identify a security even defined as Man in the middle attack that impacts 
the security criterion Confidentiality & integrity. In Fig. 5 this event is expanded 



showing how Attacker can achieve his goal Submitted data obtained by executing the 
attack method Intercept transmission. 

 

Fig 4. SRP1: Security Risk Identification 

 

Fig 5. SRP1: Security Threat 

To mitigate the risk in Fig. 6 we present the implementation of risk reduction 
decision. Hence there, the secure plan of the Ensure the integrity & confidentiality of 
the submitted data (see Fig. 3) is changed with Perform cryptographic procedures and 
Perform checksum procedures. The replacements are performed in the according 
actor of the model. Risk mitigation is indicated using the Mitigates relationships. 

Al though RAST contains some limitations with respect to the ISSRM domain (as 
indicated in [7][8]), the language allows represent the SRP description. In our 
example, the recurring security problem is illustrated in Fig. 4 and 5, the context in 
Fig. 2 and 3. Finally we present the solution in Fig. 6. We will illustrate how 
graphical SRP representations can be used to derive security requirements from the 
Secure Tropos models in Section 4. 



 

Fig 6. SRP1: Security Requirements Definition 

4   Deriving Security Requirements using SRPÕs 

4.1. Collaboration Between System and Security Analysts   

Application of SRPs to Tropos model could stimulate collaboration between two roles 
(as illustrated in Fig. 7) Ð system analyst, who is responsible for system development, 
for example, using i*/Tropos method, and security analyst, who is responsible for 
security solutions and could potentially apply SRPs to achieve her goals. In some 
cases both roles could be played by the same person. For instance, after creating 
system model using i*/ Tropos method, system analyst could potentially request 
security analyst to determine security requirements. After analysing the system 
model, security analyst selects and applies the relevant SRPs. The SRP application 
includes (1) SRP occurrence identification and asset alignment, (2) vulnerable asset 
identification and secure goal introduction, and (3) security requirements introduction. 
After this iteration, security analyst could potentially consider whether other SRPs 
should be applied. If not the system model with introduced security requirements is 
returned back to system analyst.  

Next system analyst should potentially decide which security requirements could 
be implemented to the targeted system. In other words, system analyst needs to 
perform trade-off analysis to understand the cost-value benefits of the security 
solution. In case of necessity, system analyst could potentially request security analyst 
for justification of the proposed security requirements. In the latter case, the 
instantiated SRPÕs security threat models (e.g., see Fig. 5) could be used to (4) 
provided security requirements rationale. 

4.2. Security Requirements Derivation 

Now we will illustrate how the SRPs expressed in RAST could be used to derive 
security requirements from the Secure Tropos models. The model [3] used to 
demonstrate the derivation process is presented in Fig. 8. We will use the SRP1 
(illustrated in Section 3.2). However other SRPs can be following the same steps. 


















