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Abstra t. In this paper, we propose an e ient biometri authenti ation proto ol for ngerprints parti ularly suited for the minutia-based
representation. The novelty of the proto ol is that we integrate the most
e ient (linear omplexity) private set interse tion ardinality proto ol
of Cristofaro et al. and a suitable helper data system for biometri s in order to improve the a ura y of the system. We analyze the se urity of our
s heme in the standard model based on well-exploited assumptions, onsidering mali ious parties, whi h is essential to eliminate spe i atta ks
on biometri authenti ation s hemes designed for semi-honest adversaries
only. Finally, the omplexity is ompared to the existing provably se ure
s hemes for ngerprint mat hing, whi h shows that the new proposal
outperforms them both in semi-honest and mali ious se urity models.
Keywords: Se ure Remote Authenti ation, Biometri s, Set dieren e,
Private Set Interse tion, Standard model
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Introdu tion

Over the last de ade, it has been shown that biometri s have some advantages
in authenti ation systems ompared to password-based systems, as passwords
an be easily lost, forgotten or ompromised using various atta ks.
However, biometri s is sensitive data, thus, biometri data, either stored on
a entral database or on a tamper-proof smart ard, should be prote ted using
ryptographi te hniques. For instan e, biometri ryptosystems su h as fuzzy
extra tors, fuzzy vault and bipartite biotokens are used for biometri key generation, key binding and key release, respe tively. Juels and Wattenberg [20℄
introdu e the fuzzy ommitment s heme as a ryptographi primitive, whi h is
is appli able for biometri s that an be represented as an ordered set of features. However, biometri s an be ae ted from two types of noise, i.e. white
noise that represents the slight perturbation of ea h feature and the repla ement noise aused by the repla ement of some features. Thus, Juels and Sudan
have developed the fuzzy vault [19℄, whi h assumes that biometri s onsists of
an unordered set of features and is designed for the set dieren e metri . Spe ifi ally, fuzzy vault [19℄ is a key binding system that hides an en oded se ret
among some ha points, where the se ret key is en oded as the oe ients of
a polynomial that is evaluated at the biometri feature lo ations su h as ngerprint minutia oordinates. Implementation of fuzzy vault for ngerprints are

given in [8℄ and [33, 32℄, where the latter two in lude helper data onstru ted
from the high urvature points of the ngerprint minutia, whi h does not leak
any information about the minutia lo ations and used for easing the alignment
of the query ngerprint to the original template.
However, the implementation of biometri ryptosystems ome along with
various atta ks that question the se urity of them [28, 27℄. In fa t, the rst paper that onsiders provable se urity in biometri remote authenti ation is the
work of Bringer et al. [6℄ that proposed a hybrid proto ol distributing the server
side fun tionality in order to deta h the biometri data storage from the authenti ation server. The ommon point of this work and the following papers designed
for se urity against semi-honest adversaries -where se urity is guaranteed if ea h
party follows the proto ol- is that they are all implemented for biometri data
represented as a binary string su h as Iris. Hen e, they depend on the hamming
distan e metri for the mat hing operation of the veri ation proto ol. For this
parti ular metri , an e ient fa e-identi ation proto ol between a lient C and
server S are des ribed in [22℄ that is based on Se ure Fun tion Evaluation (SFE)
-a spe ial ase of Se ure Multiparty Computation-. Within the same framework,
biometri identi ation [3, 2℄ and authenti ation [29℄ proto ols are des ribed for
iris and ngerprint (in parti ular nger ode), all of whi h are based on eu lidean
distan e metri .
Finally, one should note that the most popular and widely used te hniques in
ngerprint identi ation extra t information about minutiae from a ngerprint
and store that information as a set of points in the two-dimensional plane as
in fuzzy vault. Fingerprint mat hing an also be performed using a dierent
type of information extra ted from ngerprint image, i.e. FingerCode, that uses
texture information from a ngerprint s an to form ngerprint representation.
Although FingerCodes are not as distin tive as minutiae-based representations,
[3, 2℄ des ribe priva y-preserving proto ols for FingerCodes due to the e ient
implementation within the eu lidean distan e.
2

Related Work

It is quite surprising that despite the various papers on minutia-based biometri
ryptosystems [19, 8, 33, 32, 30, 31℄ designed for the set dieren e metri , the only
paper that des ribes a private minutia-based ngerprint authenti ation proto ol
based on SFE and set dieren e metri is [12℄. In parti ular, the authors of [12℄
design an e ient minutia-based biometri authenti ation s heme for a lient
server ar hite ture based on the Private Set Interse tion (PSI) proto ol of [13℄
that is se ure against semi-honest parties in the standard model and mali ious
adversaries in the random ora le model (ROM). This PSI proto ol is based
on homomorphi en ryption and polynomial interpolation and its omputation
omplexity is quadrati , although the number of modular exponantiations an
be redu ed to O(n log log m). Here, m denotes the size of the lient set and n
denotes the size of the server set with m ≈ n in the authenti ation mode. Besides,
[3, 29℄ des ribe private minutia-based ngerprint mat hing using homomorphi

en ryption for eu lidean distan e, the former onsidering semi-honest adversaries
only in a system based on garbled ir uit evaluation. The latter is also based on
polynomial interpolation idea of [13℄ but it is mu h more omplex ompared to
the original s heme as it an be dedu ed from the omputation omplexity that
is O(nmwh) for the semi-honest ase, where w and h denote the pixel sizes of
the ngerprint image.
As one an noti e, urrent minutia-based biometri authenti ation s hemes,
whose se urity is proven against semi-honest atta kers are based on PSI, in
parti ular the ombination of homomorphi en ryption and polynomial interpolation. A natural question is whether there exists more e ient onstru tions of
PSI that is appli able to input sets that an be represented as an unorderded
set of elements su h as ngerprint minutia. To answer this, we need to inverstigate several te hniques that realize PSI proto ols su h as Publi -Key-Based PSI,
Cir uit-Based PSI, OT-Based PSI and Third Party-Based PSI as summerized
in [23℄. Spe i ally, the rst PSI proto ol based on the Die-Hellman (DH) key
agreement s heme was presented in [16℄ without any se urity analysis. This proto ol is based on the ommutative properties of the DH fun tion and was used
for private preferen e mat hing, whi h allows two parties to verify if their preferen es mat h to some degree. The Die-Hellman-based proto ol of [16℄, whi h
was the rst PSI proto ol, is a tually the most e ient w.r.t. ommuni ation
(when implemented using ellipti - urve rypto) [23℄. Therefore it is suitable for
settings with distant parties whi h have limited onne tivity. Lastly, it is possible to in orporate a relatively e ient zero-knowledge proof and authenti ated
inputs that ea h party is following the proto ol honestly, so that a tive heating
by either party will be dete ted. In this ontext, [10℄ extends the proto ol of [16℄
for mali ious server and semi-honest lient by in orporating zero-knowlege proofs
and two additional ommuni ation rounds and provides a simulation based proof
in ROM in order to build a Private Set Interse tion Cardinality (PSI-CA) protool. Similarly, [18℄ also extends the proto ol of [16℄ so that se urity is guaranteed
for mali ious parties (both C and S ) in ROM. The proto ols in [10, 18℄ provide
linear omplexity in the sizes of the two input sets, however the PSI proto ol
in [18℄ annot be onverted to a PSI-CA s heme due to its ROM based se urity
proof that reveals the ommon elements of the interse tion set to one of the
parties (C or S ).

2.1 Motivation and Contributions
When onfronted with the PSI problem, most novi es ome up with a solution
where both parties apply a ryptographi hash fun tion to their inputs and
then ompare the resulting hashes. Although this proto ol is very e ient, it is
inse ure if the input domain is not large or does not have high entropy, sin e
one party ould easily run a brute for e atta k that applies the hash fun tion
to all items that are likely to be in the input set and ompare the results to
the re eived hashes. This is exa tly the ase for minutia based ngerprint data.
To avoid this atta k, our solution is to in orporate a mali ious-se ure PSI to
biometri authenti ation.

First of all, when designing a se ure biometri authenti ation proto ol, one
should onsider three major points: The mat hing should be performed privately for both sides, namely, for the two parties, a lient C and a server S
who jointly ompute a fun tion of their private inputs, the parties should only
learn the output of the mat hing and nothing else. Se ondly, the proto ol should
onsider both honest-but urious adversaries and mali ious adversaries. This is
required for a se ure biometri system in order to prote t against the atta k of
[1℄, whi h regenarates the enrolled biometri image from a random template with
a hill limbing atta k, that depends on the mat hing s ore. However, a re ent
publi ation [15℄ shows that with mali ious behaviour against the ryptographi
identi ation proto ol S iFI [22℄ designed for the semi-honest adversaries, one
an re onstru t a full fa e image with the help of omputer vision te hniques
although S iFI does not output any mat hing s ore. The atta k relies on the fa t
that a dishonest adversary is able to input ve tors of any form, not just ve tors
that are properly formatted [15℄. The atta k learns the lient's fa e ode bit-by
bit through the output of ′ match′ or ′ nomatch′ de ision. Thus, the new proto ol
should be designed in the mali ious se urity model so that neither learning the
mat hing s ore nor the a ept/reje t de ision ould help a mali ious party to
learn additional information about the private data of the other party in luding the ommon elements of the interse tion set as in PSI s hemes. Finally, the
proto ol should be pra ti al and e iently implementable with linear omplexity (in terms of omputation and ommuni ation ost) and it should depend on
widely adopted representations of biometri data.
With these goals in mind, we present a new minutia-based ngerprint authenti ation proto ol for set dieren e metri between a lient and a server based on
PSI te hniques. In parti ular, the only work within this framework is the work
of [12℄, that depends on the PSI s heme of [13℄.
Spe i ally, our proto ol is inspired by the PSI-CA s heme of [10℄ although
our s heme is dened on an ellipti urve group that simplies the PSI-CA proto ol of [10℄ slightly by removing the last step of the proto ol (i.e. hashing), but
more importantly, the need for a random ora le whi h questions the se urity of
the systems when the ROM is repla ed by a real hash fun tion. In fa t, ertain
arti ial signature and en ryption s hemes are known whi h are proven se ure in
the ROM, but whi h are trivially inse ure when any real fun tion is substituted
for the random ora le [7℄. This way, we also redu e the ommuni ation omplexity sin e the ommuni ation overhead of [10℄ amounts to 2(m + 1) |p|-bit
values with |p| = 1024 or |p| = 2048, whereas our proto ol requires 2(m + 1)
|q|-bit values with |q| = 160 or |q| = 224. Thus, our s heme is a s alable and
e ient proto ol with linear omplexity and its se urity relies on well exploited
ryptographi assumptions (DDH and l-DDHI) in the standard model. Besides,
our proto ol reveals neither the server nor the lient the elements of the interse tion set S , but only the size of the interse tion set d = |S| is learned by a
single party (C or S ). Similar to the s heme of [12℄, the omputation omplexity
of [29℄ is also quadrati , i.e. O(nmwh) for the semi-honest ase, where w and
h denote the pixel sizes of the ngerprint image. Thus, our proposal is more

e ient ompared to the urrent private ngerprint mat hing s hemes [12, 29℄
that are based on Oblivious Polynomial Evaluation (OPE) of [13℄.
Furthermore, we dis uss the se urity of our s heme in mali ious model in
order to prevent the atta ks presented in [1, 15℄. Unfortunately, the PSI-CA
s heme of [10℄ an only a hieve one-sided simulatibility in ROM, i.e. the s heme
only provides priva y of the server against a semi-honest lient. Thus, we extend
the se urity of our proto ol so that both parties an be orrupted by a mali ious
adversary in standard model.
To the best of our knowledge, the proposed s heme is the rst private minutiabased ngerprint authenti ation proto ol for set dieren e metri that a hieves
omplexities linear in the size of input sets, i.e. set of user's minutia that is se ure
in the standard model both for semi-honest and mali ious adversaries.
3

Building Blo ks

3.1 Fingerprint data
The approa h that forms the basis for the biometri data representation of our
s heme is the Minutiae Fuzzy Vault Implementation of Uludag et al. [33, 32℄.
Our system operates on the ngerprint minutiae that are generally represented
as (xi , yi , θi ) triplets, denoting their row indi es (xi ), olumn indi es (yi ) and
angle of the asso iated ridge, respe tively. Next, we on atenate xi and yi oordinates of a minutia as [xi |yi ℄ to arrive at the data unit bi for i ∈ [1, m]. To
a ount for slight variations in minutiae data (due to ngerprint distortions),
raw minutiae data are rst quantized. We require an alignment step where the
query minutiae templates are aligned to the registered template based on using
auxiliary alignment data aux, i.e. helper data derived from the orientation eld
of ngerprints. Naturally, it is required that the helper data does not leak any
information about the minutiae-based ngerprint template. Another approa h
ould be the use of alignment-free features, i.e. features that do not depend on
the nger's rotation or displa ement. The reader is referred to [33, 32℄ for the
details of this representation.

3.2 Cryptographi tools
Sin e our system works in set dieren e metri , we need to ompare/mat h
aligned query template to the registered template in a private manner. In parti ular, our proto ol is inspired by the (reversed) PSI-CA s heme of [10℄ that
enables two parties, i.e. a lient C whi h has a set B ′ = (b′1 , ..., b′m ) of size m
and a server S whi h has a set B = (b1 , ..., bn ) of size n to ompute the size of
the interse tion of their respe tive sets without dis losing anything about their
inputs in luding the ommon elements of the interse tion set. After the omputation the server has obtained the size of the interse tion d = |B ∩ B ′ | and the
lient has learnt nothing other than the a ept/reje t noti ation based on the
system threshold t.

In short, PSI and PSI-CA an be a hieved using OPE [13℄, Oblivious PseudoRandom Fun tions (OPRF) [17℄, Bloom lters [11℄ and blind signatures [10℄,
where the latter is the primitive we require in our proto ol to a hieve linear
omplexity. As dierent from the s heme of PSI-CA of [10℄ we eliminate the last
step of the proto ol, namely hashing the result of the veri ation and omputing
the size of the interse tion on these hashes. Besides, we swap the roles of the
server and the lient in [10℄, thus, the biometri server obtains a signature on
its input without dis losing it. This simpli ation is aused by des ribing our
proto ol on a suitably hosen ellipti urve group where DDH (and l-DDHI)
assumption holds, whereas PSI-CA of [10℄ works on groups where DDH (and
One-More-Gap-DH) assumption holds. Thus, the lient performs 2(m + 1) exponentiations and server omputes (m + n) modular exponentiations modulo
p-bit prime with p = 1024 or p = 2048, whereas in our s heme the same operations are performed modulo q -bit prime with q = 160 or q = 224. In [10℄,
ommuni ation overhead amounts to 2(m + 1) p-bit values and n κ-bit values,
where κ is a se urity parameter of H′ :{0.1}∗ → {0.1}κ. Sin e, we eliminate H′
and work on an ellipti urve group, the ommuni ation omplexity is redu ed
from p-bit values to q -bit values. To provide lient and server priva y against
mali ious adversaries, we employ standard te hniques of ryptography su h as
zero knowledge proof of knowledge (PoK).

3.3 Se urity Model
We provide e ient biometri authenti ation proto ols with se urity in the presen e of both semi-honest and mali ious adversaries. Here, the term adversary
refers to insiders, i.e., proto ol parti ipants. Outside adversaries are not onsidered, sin e their a tions an be mitigated via standard network se urity te hniques. Informally, we have the following goals for our proto ols.
Client Priva y: No information is leaked about lient C biometri s, ex ept
an upper bound on its size m and the mat hing s ore, i.e. the number of ommon
elements between the biometri template registered at the server and the lient's
fresh template.
Server Priva y: C learns no information beyond an upper bound on the
size of his registered feature set n at the server and the a ept/reje t noti ation.
Unlinkability: Neither party an determine if any two instan es of the proto ol are related, i.e., exe uted on the same input by lient or server, unless this
an be inferred from the a tual proto ol output [10℄.
Our rst proto ols for authenti ation are presented in the semi-honest model,
i.e. adversaries that are honest-but- urious, who follow the proto ols and try to
gain more information than they should on the other parties' inputs. An honestbut- urious party is a party that follows the instru tions of the proto ol, but
may re ord the ommuni ations it re eives and try to infer extra information
using su h re ordings. In this ase, the traditional real-versus-ideal denition
is applied in the se urity proof. Basi ally, the proto ol privately omputes a
fun tion for an honest-but- urious Client C (resp. Server S ) if there exists a
PPT algorithm SIM that is able to simulate the view of C (resp. S ), given only

Client's (resp. Server's) (private and publi ) input and output. The random
variable representing the view of Client (resp. Server) during an exe ution of the
proto ol with Client's private input B ′ = {b′i }, Server's private input B = {bi}
is denoted here by V iewS (B, B ′ , P ) (resp. V iewC (B, B ′ , P )).

Denition 1. (Priva y against Honest-but- urious Adversaries).
Let V iew (B, B ) be a random variable representing server's view during exe ution of PSI-CA with inputs B, B , P . There exists a PPT algorithm SIM that
is able to simulate the view of Server (resp. Client), given only Server's (resp.
Client's) respe tive (private and publi ) input and output; i.e., ∀(B, B , P ):
V iew (B, B , P ) ≡ SIM (B, P, |B ∩ B |))
(resp. V iew (B, B , P ) ≡ SIM (B , P ))
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The se urity of our proto ols relies on the following assumptions.

De isional Die-Hellman (DDH). Let x, y, z ←R Z and g ∈ G be
a random generator of the prime order group G. Given (g, g , g ) distinguishing
between the distributions (g, g , g , g ) and (g, g , g , g ) is hard.
R
Z
Denition 3. l-Die-Hellman inversion problem (l-DHI). Let l ∈ Z, z ←
and g ∈ G as above. Given (g, g , g , ..., g ) omputing g is hard.
Denition 4. l-De isional Die-Hellman inversion problem (l-DDHI). Let l ∈
R
Z, z ← Z , g ∈ G. Given (g, g , g , ..., g , v) de iding whether v = g is hard.

Denition 2.

x

x

y

xy

x

y

y

∗
q

z

∗
q

z

∗
q

z

z

z2

2

z

zl

l

1
z

1
z

In se tion 7, we present our last proto ol for authenti ation in mali ious model,
where a mali ious adversary uses any kind of strategy to learn information. A
mali ious party is a part that does not ne essarily follow the instru tions of the
proto ol. Finally, the number of minutiae used in the proto ol, namely n and m,
are onsidered to be publi . If priva y of the number of minutiae is required, C
and S an simply agree on a size (or two sizes) beforehand and then adjust the
number of minutiae they use as input by either omitting a number of minutiae
or adding a number of ha minutiae to their set.
4

The new Proto ol

As a warm up, this se tion presents our rst onstru tion in authenti ation mode,
se ure in the presen e of semi-honest adversaries in the ROM. An overview of
the s heme is given in Fig. 1. Although our s heme integrates the PSI-CA of [10℄,
its se urity is based on a dierent assumption. Besides, we work on a group G
implemented using a group of points on a ertain ellipti urve with generator g
of prime order q and require a MaptoPoint hash fun tion (modeled as a random
ora le) H: {0.1}∗ → G together with two random permutations P and P′ .
The lient C registers his biometri features bi for i ∈ [1, n] at the server S as
des ribed in se tion 3.1 and stores the helper data aux publi ly. For veri ation,

C presents his fresh biometri s, aligns it with the help of aux, and obtains {b′i }
for i ∈ [1, m]. Next, C makes an authenti ation request and the server S replies

by masking the hashed biometri feature set items orresponding to the lient
C with a random exponent k ∈ Zq and sends resulting wi′ s to C , whi h blindly
exponentiates them with its own random value α ∈ Zq . Next, C shues these
vi′ s and sends to S the resulting u′i s together with the exponentiations of lient's
items H(b′j )′ s to randomness α ∈ Zq as x′j s. Finally, S tries to mat h these
x′j values re eived from C with the shued ui values, stripped of the initial
randomness k ∈ Zq . S learns the set interse tion ardinality (and nothing else)
by ounting the number of su h mat hes and noties C based on the system
threshold t with an a ept/reje t de ision.

Fig. 1.

Proto ol in ROM: m ≈ n

Lemma 1. The proposed s heme a hieves lient priva y against a semi-honest
server based on the l-DDHI assumption in the random ora le model.
Lemma 2. The proposed s heme a hieves server priva y against a semi-honest
lient based on the DDH assumption in the random ora le model.
Due to page limitations, the proofs will appear in the full version of the paper.
By designing the proto ol for an ellipti urve group G, we do not require
a se ond hash fun tion H′ , hen e our s heme is less omplex ompared to [10℄,
sin e the elements of G are already 160 or 224-bits instead of 1024 or 2048-bit
as in [10℄. Hen e, the omparison performed over the H′ values as in [10℄, an be
performed on x′j s and yi′ s dire tly. Sin e the proto ol is designed for semi-honest
adversaries, the atta k of [1℄ does not work sin e the parties are passive atta kers
and do follow the proto ol spe i ations. However, the distan e/mat hing s ore

or a ept/reje t noti ation ould be useful for a mali ious server for a brute
for e atta k against the priva y of the lient or the opposite, namely, a mali ious
lient trying to impersonate a user. In other words, this information is only
helpful as in the ase of mali ious behaviour by one of the parties. However,
to prevent mali ious behaviour as presented in [1, 15℄, where the latter atta k
is able to break the se ure fa e identi ation s heme S iFI even if no mat hing
s ore or distan e information is output by the proto ol, one should extend the
se urity of the new s heme for mali ious adversaries.
5

Se urity in Standard model

As des ribed above, our proto ol requires one hash fun tion that is assumed as
a random ora le. However, by slightly modifying the proto ol, we are able to
prove the se urity of our s heme in the standard model. In parti ular, instead
of extra ting the input set of ea h party via the random ora le queries as in
[10℄, we use the Proof of Knowledge (PoK) to extra t the randomness k used by
ea h party and determine the input set as in [17, 18℄. Hen e, we use the input
set of the semi-honest (resp. mali ious) party dire tly in the simulation due
to the extra tion of sender's inputs given this randomness that is obtained by
running the extra tor algorithm for PoK with the semi-honest party to extra t
k , su h that it satises the ommitment g k sent by that semi-honest party. As
an example appli ation, we an repla e the hash fun tion with the MapToPoint
hash fun tion of [14, 4℄, we are able to prove the se urity in the standard model.
For instan e, [14℄ relies on a variant of Dodis-Yampolskiy's Pseudo-Random
Fun tion (PRF) based on the Boneh-Boyen unpredi table fun tion [17℄. The
Boneh-Boyen fun tion is fy (x) = g 1/(y+x) where g ∈ G generates a group G of
prime order q , and y is a random element in Z∗q . This fun tion is unpredi table
under the omputational l-DHI assumption on G [17℄. Thus, the de isional lDHI assumption on group G implies that the Boneh-Boyen fun tion is a PRF.
Besides, the OPRF onstru tion of [17℄ is also based on the Boneh-Boyen PRF
with the sole modi ation being a substitution of a prime-order group G with a
group whose order is a safe RSA modulus.

Lemma 3. The proposed s heme a hieves lient priva y against a semi-honest
server in the standard model.
Proof. We show that server's view an be e iently simulated by a probabilisti polynomial time algorithm SIMS . The server's view in ludes his inputs B ,
randomnesses he uses, and messages he re eives. The server has inputs of the
registered feature set B = {bi } and randomness k ∈ Zq . We follow a similar proof
te hnique that is presented in [17℄. The simulator is onstru ted as follows:
1. Upon re eiving g k , π1 and w1 , ..., wn from the server, if the server su eeds
in the proof π1 , then SIMS runs the extra tor algorithm for π1 with the
server to extra t k. Then when getting the randomness k from S, SIMS tries
every possible input in the range of the hash fun tion -whi h is identi al to

Fig. 2.

Proto ol in standard model: m ≈ n

the Boneh-Boyen PRF- to re onstru t the set B as in OPRF proof of [17℄.
This an be performed due to the fa t that the domain of this hash/PRF is
polynomially-sized [17℄.
2. SIMS pi ks at random α ← Zq , omputes g α , omputes π2 and adds distin t pairs (H(bi ), xi )=(hi , xi ), where xi =H(bi )α and bi s (i.e. the set B )
are omputed as in the previous step. SIMS omputes vi = wiα and sends
P′ (v1 , ..., vn ) = (u1 , ..., un ) and (x1 , ..., xm ) to the server. Here, (x1 , ..., xd )
denotes the interse tion of the lient and server's input set onstru ted by
sele ting a random subset of xi =H(bi )α values with size |d|. For the remaining m − d elements, the simulator padds the set with random values, i.e. cαi
for i ∈ [d + 1, m].
Server learns nothing either intera ting with the real world lient or intera ting with SIMS , therefore, the environment (distinguisher) D's views in the
real world and ideal world are indistinguishable. Now we show that this SIMS
does a su essful simulation. Consider the following series of games:
1. In the rst game, the publi parameters are generated as in the denition of
the proto ol, and then the adversary A intera ts with the real world party
as dened above.
2. In the se ond game, the parameters are generated the same way, but now A
intera ts with a SIM whi h behaves as the real proto ol for step 1, but then
behaves as SIMS for step 2. The only dieren e then is that this simulator
padds the set with random values, i.e. cαi for i ∈ [d + 1, m] for the remaining
m − d elements. This diers from the rst game only in that the elements
not ommon with the set B and the simulated set B ′ are randomly hosen in

order to simulate the fresh biometri reading of the lient biometri s whi h
annot be equal to the registered biometri set B totally due to the nature
of biometri s. Thus, this is indistinguishable from the rst game by the
randomness of these padded elements hosen from the underlying group.
3. In the last game, the publi parameters are generated the same way, and
then adversary A intera ts with SIMS . This diers from the se ond game
only in that SIMS extra ts k from the proof, and uses this k to form the
registered biometri set of the authenti ating lient at the server. Note that
if the proof is sound, then this set will be identi al to that used in the
previous game. Thus this is indistinguishable from the previous game by the
extra tion property of the ZK proof system.
Sin e the rst game is indistinguishable from the third, the probability that the
adversary A an dete t the simulation in ea h game an dier only negligibly.
Thus, the simulation is su essful.

The proposed s heme a hieves server priva y against a semi-honest
lient in the standard model.

Lemma 4.

Due to page limitations, the proof will appear in the full version of the paper.
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Use of multi-modal biometri s for high-entropy inputs

One fa tor limiting the se urity of biometri ryptosystems is the entropy of the
biometri feature data. To in rease the entropy of biometri data and to a hieve
higher priva y levels in biometri ryptosystems, one ombines the information
of several biometri traits (e.g. ngerprints with nger vein, or fa e with iris)
or several instan es of the same biometri trait, denoted as multi-biometri s
systems. Compared to traditional (uni)biometri authenti ation, multibiometri
systems oer several advantages su h as better re ognition a ura y, in reased
population overage, greater se urity, exibility and user onvenien e. For these
systems, dierent fusion approa hes exist, and in [21℄, fusion at the feature level
is performed for both multi-modal and multi-instan es that the key entropy in
the biometri ryptosystem is in reased to su ient levels required in se urity
appli ations. In [26, 25, 24℄, another fusion at the feature level is des ribed in
the ontext of biometri IBE in order to avoid the ollusion atta ks inherent in
fuzzy IBE systems. Considering our biometri mat hing system, one an follow a
similar strategy as des ribed in [28℄. Spe i ally, 2048 bits Iris ode b has inherent
entropy of 249 bits. If we implement the Iris fuzzy ommitment s heme of [5℄, we
an see this Iris ode as z = b ⊕ c, where c is a odeword that is stored in form
of H(c) as a helper data together with z . If we on ataneted to ea h biometri
feature (for instan e ngerprint minutia value) this c, ea h of the biometri data
has enough input entropy for the hash fun tion. To further in rease the inputentropy, a lient password an be on atanated to the biometri inputs, where
a randomly generated 8- hara ter password an have 52-bit entropy [21℄.
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Se urity in Mali ious model

Consider a mali ious lient (or an adversary trying to impersonate a user) that
implements one of the atta ks presented in [1, 15℄ against the biometri authenti ation system. To prevent this, the se urity should be guaranteed onsidering
mali ious behaviour of both parties. We note that the PSI-CA proto ol of [10℄
provides se urity against semi-honest server and mali ious lient, when the roles
of server and lient are swapped, namely the proto ol provides one-sided simulatibility in ROM.
To upgrade our s heme presented in Fig. 2 to mali ious parties in the standard model, weQadd one additional
zero-knowledge proof π3 as in [10℄, where
Qm
α
π3 = PoK {α|( m
w
)
=
u
i=1 i
i=1 i } sin e a proof of logi al and of n separate
statements wiα = ui would reveal the relationship between ea h index i of wi
and orresponding index j of uj with wiα = uj after permutation P′ allowing the server to determine whi h elements belong to the interse tion, rather
than just how many [10℄. We note that onsidering our proto ol in a group
equipped with a bilinear map does not solve the problem sin e the server an
he k ê(wi , g α ) = ê(uj , g) for ea h uj until he determines all the ommon elements instead of just their ardinality.
The ommitments g k , g α together with the proofs of knowledge allows the
simulator to extra t the mali ious party's input and may help to ensure that
the inputs are onsistent and that the same values are used along the proto ol.
However, sin e any logi al and of n separate PoK as in the above sense would
reveal the ommon elements themselves instead of just their total number, a
hallenge/response me hanism similar to the one in [10℄ is needed to guarantee
that the same α is used on ea h wi . An overview of the proto ol is presented in
Fig. 3.

The proposed s heme a hieves lient priva y against a mali ious
server in the standard model.
Sket h of the Proof. A mali ious server against a honest lient an behave arbi-

Lemma 5.

trarly as in the following ways.
Case1: A mali ious server an pi k a random set of inputs instead of the
registered user information B or does not apply the same random exponent
k that is ommitted in wi = H(bi )k and g k . To avoid this, one an in lude
a zero knowledge proof in order to prove the honest lient that the mali ious
server knows the underlying registered biometri feature hashes and another
zero knowledge proof to prove that the ommitted value in g k is onsistently
used in all wi s. However, as it is proven in [18℄, the server (i.e. the re eiver of
the PSI s heme of [18℄) annot hange its input set B after sending the wi s
sin e the server's input set is ommitted in the rst and only message he sends
regarding the biometri data. With this behaviour, the server does not gain
any advantage sin e the honest lient an dete t the mali ious behaviour from
the authenti ation result (i.e. a reje t de ision for a honest lient that should
be a epted) as the mali ious server annot ompute the mat hing s ore and

Fig. 3.

Proto ol in mali ious model: m ≈ n

returns a random a ept/reje t noti ation or aborts the proto ol without any
noti ation. We note that an a ept de ision of that server for a honest lient that
should be authenti ated remains undete ted. Hen e, to prove that the ommitted
input set of the server belongs to the parti ular lient that tries to authenti ate to
the system, authorization of server input must be enfor ed. This an be a hieved
via the signature of the sensor on the inputs of the server during the registration
phase of ea h lient to the server, sin e the sensor, whi h aptures the biometri
data of ea h lient is fully trusted in any biometri authenti ation system [6℄. An
example appli ation in a dierent ontext is presented in the Authorized PSICA s heme of [10℄, whi h we an integrate into our onstru tion with the sole
modi ation of substitution the prime-order group G with a group whose order
is a safe RSA modulus N . It is shown that prime-order groups also imply that
the Boneh-Boyen fun tion in a omposite-order group N remains a PRF under
the l-DDHI assumption on su h groups (and hardness of fa toring) and the same
generi -group argument whi h motivated trust in the l-DDHI assumption on the
prime-order groups arries to omposite-order groups as well [17℄. Hen e, if we
use the MapToPoint hash fun tion of [14℄ that is identi al to the Boneh-Boyen
PRF, we an integrate authorization of server inputs via the signatures of the
trusted sensor at the registration.
Case2: Hen e, the only misbehaviour left for the mali ious server is to abort
without sending the nal de ision although it omputed the ( orre t) mat hing
s ore. This an be eliminated by providing fairness via integrating an optimisti
fairness proto ol, i.e. a semi-trusted oine third party arbiter. Fairness is out of
the s ope of this paper.

The proposed s heme a hieves server priva y against a mali ious
lient in the standard model.

Lemma 6.

Due to page limitations, the proofs will appear in the full version of the paper.
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Comparison

As it is noted in [23℄, the Die-Hellman-based private mat hing proto ol of [16℄,
whi h was the rst PSI proto ol, is a tually the most e ient w.r.t. ommuni ation (when implemented using ellipti - urve rypto). Besides, the PSI s heme of
[18℄, PSI-CA s heme of [10℄ and our s heme are based on small variations of the
proto ol in [16℄, this proto ol is suitable for settings with distant parties whi h
have limited onne tivity. To the best of our knowledge, the only s hemes that
provide private ngerprint mat hing proto ols with a on rete se urity analysis
based on ngerprint minutia representation are des ribed in [3℄, [29℄,[12℄, where
the latter onsiders set dieren e metri , whereas the others implement the proto ols for eu lidean distan e. All three of the proto ols provide se urity against
semi-honest adversaries, although the s heme of [29℄ in ludes an extention of
his semi-honest proto ol for mali ious adversaries without any se urity analysis.
Thus, the omparison is based on the proto ols for semi-honest adversaries for
onsisten y and we assume m ≈ n for the authenti ation mode sin e the total
number of minutia m registered at the server and aptured at the lient side n
will be lose to ea h other as opposed to the identi ation mode as in [3℄.
Table 1.

Comparison of time omplexity

Complexity Estimate, i.e.
Underlying
Number of exponentiations
Method
Blanton et al.∗
quadrati in m
Homomorphi en ryption
[3℄
+ m OT proto ols
and Garbled Cir uits
Shahandashti et al. [29℄
quadrati in m
OPE
Feng et al.† [12℄
quadrati in m
OPE
Our Constru tion‡
linear in m
PSI-CA
∗:in authenti ation mode;
†: [13℄ redu es the number

O(n log log m)
20 < m < 40;

of exponentiations to

hashing for bu ket allo ation;

‡m≈n

with

using Horner's rule and

Therefore, our onstru tion is the most e ient authenti ation proto ol for
minutia-based ngerprint authenti ation based on PSI te hniques, in parti ular
the OPE of [13℄. In addition, our proto ol is more e ient ompared to the
garbled ir uit-based onstru tion of [3℄, as it is shown in [9℄, the PSI and PSICA onstru tions of [10℄ are more e ient ompared to garbled- ir uit based
onstru tions. Finally, the only s heme that onsiders mali ious parties is [29℄
(without any se urity analysis). Similar to the omparison in the semi honest

model, our s heme outperforms [29℄ also in mali ious model due to the additional
PoKs at ea h step of the proto ol whi h is already omplex enough for semihonest model.
9

Con lusion

In this paper, we design an e ient biometri authenti ation proto ol for a
lient-server ar hite ture based on one of the most e ient PSI-CA te hnique.
Our s heme is suitable for any type of biometri s that an be represented as
an unordered set of features similar to the onstru tions of fuzzy vault. We
provide the se urity in standard model based on the well-exploited assumptions
and onsider mali ious parties, whi h is essential to eliminate spe i atta ks
on biometri s hemes. A future work ould be integration of fairness proto ol to
prevent a mali ious abort of the server.
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