N
N

N

HAL

open science

The Impact of the TPM Weights Distribution on

Network Synchronization Time
Michal Dolecki, Ryszard Kozera

» To cite this version:

Michal Dolecki, Ryszard Kozera. The Impact of the TPM Weights Distribution on Network Synchro-
nization Time. 14th Computer Information Systems and Industrial Management (CISIM), Sep 2015,

Warsaw, Poland. pp.451-460, 10.1007/978-3-319-24369-6_ 37 . hal-01444486

HAL Id: hal-01444486
https://inria.hal.science/hal-01444486
Submitted on 24 Jan 2017

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-01444486
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

The impact of the TPM weights distribution on network
synchronization time

Michat Dolecki' and Ryszard Kozera'?

1 The John Paul I1 Catholic University of Lublin
ul. Konstantynow 1 H; 20-708 Lublin, Poland
michal.dolecki@kul.pl
2\Warsaw University of Life Sciences — SGGW
ul. Nowoursynowska 159, 02-776 Warsaw, Poland
ryszard.kozera@gmail.com, ryszard kozera@sggw.pl

Abstract. Two neural networks with randomly chosen initial weights may
achieve the same weight vectors in the process of their mutual learning. This
phenomenon is called a network synchronization, and can be used in cryptog-
raphy to establish the keys for further communication. The time required to
achieve consistent weights of networks depends on the initial similarity and on
the size of the network. In the previous work related to this topic the weights in
TPM networks are randomly chosen and no detailed research on used distribu-
tion is performed. This paper compares the synchronization time obtained for
the network weights randomly chosen from either a uniform distribution or
from Gaussian distribution with different values of standard deviation. The syn-
chronization time of the network is examined here as a function of different
numbers of inputs and of various weights belonging to the intervals with vary-
ing sizes. The standard deviation of Gaussian distribution is selected depending
on this interval size in order to compare networks with different weights inter-
vals, which also constitutes a new approach for selecting the distribution’s pa-
rameters. The results of all analyzed networks are shown as a percentage of the
synchronization time of a network with weights drawn from uniform distribu-
tion. The weights drawn from the Gaussian distribution with decreasing stand-
ard deviation have shorter synchronization time especially for a relatively small
network.

Keywords: neural networks, Tree Parity Machine, key exchange protocol.

1 Introduction

Cryptographic algorithms permit the data encryption and decryption with the use
of the cryptographic keys [1]. These cryptographic keys are special data forming addi-
tional input to the encryption and decryption functions. Depending on the keys ap-
plied, the cryptography can be divided into symmetric or asymmetric one [2, 3]. In the
first approach, the sender and receiver use the same secret key to encrypt and decrypt
data. In the asymmetric cryptography the pair of keys is used, where one of them is
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kept secret whereas the other is available publicly. In order to use a secret key, a se-
cure communication channel is needed facilitating a possible transfer of the secure
key to the both communicating partners. Consequently, this leads to the well-known
paradox which in essence amounts to the necessity of creating a secure communica-
tion channel based on the assumption of the existence of secure channel. Such diffi-
culty is solved by the Diffie — Hellman [2, 4], where a key exchange algorithm in an
open communication channel is proposed. Alternatively, another recently investigated
interesting approach is to generate a relatively secure [5, 6] cryptographic key ex-
change protocol, which is based on special artificial neural network tool [7-11].

Artificial intelligence methods are used in cryptography in various ways. For ex-
ample genetic algorithms can be used in crypto-analysis or protocol design [12]. Simi-
larly to the artificial neural networks constituting an important element of artificial
intelligence, the neuro-cryptography forms an interesting fragment of the cryptog-
raphy. The term itself was first time used by Dourlens [13] in 1995. The neural net-
works are exploited to the realization of the cryptographic operations such as the S-
BOX operation [14]. In addition they can be used in cryptographic context as a sup-
porting tool e.g. in cryptographic keys exchange procedure [7-9]. The key exchange
protocol over an open communication channel using artificial networks is particularly
interesting as it is based on a new phenomenon of the so-called TPM network syn-
chronization. Two special artificial neural networks during the mutual learning are
able to establish consistent values of weights, which can in turn be used as crypto-
graphic keys [15].

The key exchange protocol resorts to the Tree Parity Machine (TPM) network [7,
8, 16]. TPM is a specific artificial multilayer, feed-forward neural network. Its input
topology is characterized by disjointed inputs. In conventional neural networks, each
input reaches each neuron of the first hidden network’s layer [17-19]. In this case,
each neuron has its own impulses received from the fixed collection of input neurons.
Values of all the first layer neurons inputs can be seen together as the one input vector
for the entire network. This modification is introduced due to the cryptographic usage
of the TPM network. If every impulse had an impact on the result of each hidden
layer neuron, there would be a potential danger of reasoning about the results of the
inner layer based on input pulses. Such separation gives the network distinctive tree-
like look. Figure 1 shows the topological structure of the typical TPM network. Each
input x;; € {—1,1} and weight is an integer number w;; = —L,—L + 1,...,0,...,L —
1,L.
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Fig. 1. Structure of Tree Parity Machine network.

The first layer networks are typical neurons which input pulses are multiplied by
the corresponding weights and determine the value of its activation function [20].
According to the following formula:

o; = f(Z)o1 xiywip),

where 1 < i < K. Activation function f is taken as a signum function given by the
formula:

—1,forx <0

f(x)={ 1,forx>0"

Next, the results of the neurons of the first hidden layer are passed as inputs to the
last layer neuron, which calculates the product of all incoming impulses:
_ K
7 = [li=1 0,
since g; € {—1, 1}, aresult of the network T € {—1, 1}.

TPM networks are trained according to one of three methods: Anti-Hebbian,
Hebbian or Random Walk rule [5, 7, 8, 11]. The synchronization process of the TPM
network with discrete weights involves (2L + 1) x (2L + 1) parameters, which var-
iations in turn forms the Markov chain. The pertinent theoretical analysis can be
found in [9].

In key exchange protocol TPM networks undergo a process of mutual learning, in
which both play simultaneously the role of a teacher and a student. This learning pro-
cess decomposes into the following consecutive steps:

1. Trusted parties A and B shall determine e.g. through an open channel, the parame-
ters K, N and L describing the TPM topology and interval which contains a net-
work weight. Both parties establish also a common method for TPM learning.

2. Each parity creates its own TPM network (according to the previously agreed to-
pology) with randomly chosen initial weights w# and w2, kept in secret.

3. Both A and B obtain the same, publicly known input vector x € XXN and compute
TPM’s results 74 and 75, respectively.

4. Next two involved parities exchange their networks results.



5. A treats received value 78 as an expected result for its TPM and analogously B us-
es T4 as an expected result for its own network.

6. Parities modify their TPM’s weights according to chosen learning method.

7. Both parties compare the results of both networks 74 and t2to determine the num-
ber of consecutively occurring consistent results. If this value is greater than the
pre-determined threshold, the algorithm ends and the network are considered as
synchronized, otherwise it is necessary to continue such learning/teaching process
and return to step 3.

The synchronization status achieved by both networks is a state, in which they
have compatible weight vectors (which may change on each iteration but remain
equal in a given pair). Such networks remain synchronized regardless of the time of
their further learning. Their weight’s values can be used directly as cryptographic
keys or as a starting point for pseudo-random number generator that will be used as
the keys.

In the first case, the generated key is a sequence of K - N weights within the range
of -L to L, which involves K - N - log, (2L + 2) bits. For example, synchronization of
the networks of 3 neurons with 100 entrances to each of them and weights ranging
from -15 to 15 (represented by 5 bits) enables to generate 1500 bit key. Similarly, in
general the keys with the required length can be achieved by modifying the networks’
parameters. It is important to note that once the networks are synchronized they
change their weights (equal in each pair) at each subsequent learning step. Conse-
quently, the latter immediately permits to generate next keys with a priori specified
length.

The main problem for the potential attacker is the lack of knowledge of the inner
layer’s outputs so that he/she has no idea how to modify the weights of the attacking
TPM. During the learning process, the respective weights are changed only when the
networks produce either the same results (Hebbian and Random Walk Rule) or the
opposite results (Anti-Hebbian). In addition, only neurons that have the same result as
the entire network modify their weights. For each output of the network (-1 or 1) it is
possible 2X~1 variants of inner layer network, which attacker should consider in each
learning step when weights are modified.

At the beginning of the synchronization procedure both TPM networks have ran-
domly chosen weights. The authors of this key exchange protocol have identified
various types of learning steps for each pair of the corresponding neurons in both
networks. More specifically, three steps are distinguished: an attracting, a repulsive
and quiet steps. The respective names of each step emphasize its impact on the
weights of both networks. In attracting step both TPMs have the same output and the
weights of both neurons move along the same direction. If one would exceed the limit
value -L or L, it stays on the border, and the other moves to this value decreasing
distance. In the repulsive step the weight of one network is not changed whereas the
other can increase the distance between both weights. There are also cases in which
weight reduce distance in repulsive step [21]. The last category is a silent step, when
neurons results are different from the results for the entire network so the weight of
neurons does not change. The synchronization time is dependent on the frequency of



occurrence of the attractive and repulsive steps. Usually, at the beginning of synchro-
nization process, when both weights are drawn and their compliance is low, more
frequently the repulsive steps appear. In contrast at the end of synchronization they
occur sporadically. Therefore, the closer to each other the weight vectors are, the
more frequently synchronization step occur permitting both weights getting closer.

2 Results

In this paper the relationship between the random distribution from which the initial
weights are drawn and the network synchronization time is analyzed. Short time syn-
chronizations are more secure and occur more often than long ones [22-24]. The re-
search performed here is focused on two commonly used distributions: namely a uni-
form one and a normal Gaussian distribution. Due to the symmetry of the weight’s
interval [-L, L], a Gaussian distribution is taken with the mean zero, whereas different
values of standard deviation are tested instead. Since the simulations in questions are
conducted on networks with different sizes (i.e. different topologies dependent on
parameter N and weights interval size determined by the parameter L) a standard
deviation depends here on the maximum/minimum weight values of TPM examined.
This in turn as indicated above is determined by the parameter L. Here various distri-
butions with selected standard deviation s € {L,%,%} are admitted and tested. The
latter enables to compare different networks of various sizes. The networks tested
here use different topologies parameterized here by K = 3 and N € {11,50,100}. As
outlined above, the parameter L is related to a standard deviation s taken for the
Gaussian distribution as s = L. The value of L is assumed to belong to the following

set L € {2,3,4,...,10}. In addition, for the normal distribution with s = % only even

values of L are tested and for a standard deviation s = gonly values for L which are

divisible by 5 are considered i.e. L € {5,10}. This gives 75 possible variants of pa-
rameters of the examined networks. Each network is tested with random initial
weights draw and synchronization 5000 times. The latter renders a total number of
375 000 investigated cases. The results presented below are obtained upon using own
simulation program, which enables to draw the initial weights for the TPM network
and its synchronization.

The distribution, from which the initial weight values of both learned TPMs are
drawn affects their weights compatibility [25]. In addition the compliance at the be-
ginning of synchronization affects the duration of the learning process. An increase of
the number of each first layer neuron’s input pulses determined by the parameter N
together with widening the interval [-L,...,L] containing the respective weights, ex-
tends the average synchronization time in accordance with the exponential growth.
The analyzed time is expressed in the number of the networks’ learning cycles as
described above in seven step procedure. This relationship is evident for all analyzed
distributions of initial weights. Table 1 presents detailed results for the uniform distri-
bution for TPMs with different values of parameter N and L. The graphs enclosed in



the figure 2 represent the results for the uniform distribution and Gaussian distribution
with standard deviation set to eithers=0ands=1L/2.

Table 1. An average synchronization time in learning cycles for uniform distribution.

UNIFORM

- N=11 N=50 N=100

2 106,11 143,50 154,10
3 235,95 320,48 345,52
4 421,31 585,87 629,55
5 668,64 946,04 1013,96
6 972,76 1393,71 1512,05
7 1342,04 1926,97 2100,38
8 1775,86 2611,55 2839,96
9 2296,15 3354,97 3654,78
10 2858,83 4251,63 4608,29

Noticeably, small differences in the obtained results visibly follow for different
distributions. However, for all analyzed cases, a characteristic exponential growth in
time required for reaching a full synchronization of the networks is conspicuously
transparent.
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Fig. 2. Synchronization time in learning cycles for different distribution and TPM parameters.

Due to the clarity of the results of detailed synchronization time, the presented val-
ues are expressed in percentage, where the time obtained for uniform distribution as a
reference point with 100% is considered.



Table 2. Synchronization time details in percentage.

L UNIFORM GAUSS 0 GAUSS 2
N=11
2 100% 100% 94%
4 100% 99% 95%
6 100% 99% 96%
8 100% 99% 96%
10 100% 98% 96%
N=50
2 100% 99% 95%
4 100% 99% 97%
6 100% 100% 97%
8 100% 99% 97%
10 100% 99% 97%
N=100
2 100% 99% 95%
4 100% 99% 97%
6 100% 100% 96%
8 100% 99% 97%
10 100% 100% 98%

The result of our analysis shows that the closer the initial weights are, the shorter
synchronization time is. Table 2 enlists detailed results of the corresponding average
synchronization time for each network obtained upon 5 000 simulations. In particular,
these outcomes emphasize the impact of the selected initial weights distributions on
the length of networks learning. Visibly, given a fixed distribution, if the initial
weights values are drawn closer to the distribution mean, then the networks synchro-
nize faster.

The results obtained for a fixed distribution in percentage are similar despite the
change of parameter L. Note that synchronization time significantly increases (see
Table 1), but presenting the normal distribution with various standard deviation in
relation to the synchronization time for uniform distribution permits to show the na-
ture of the variability of synchronization time. This allows for averaging the results
obtained for networks with different parameter L. Significant impact of this parame-
ter’s value on the distribution of the TPM synchronization time is studied in [21, 23].
Moreover, the analysis of the geometry of the distribution's histograms forms a further
research topic, which is to be conducted in the context of numerical methods [26, 27].
Table 3 shows an average synchronization time for each analyzed distribution and
weights interval which is determined by the parameter L.



Table 3. An average synchronization time for different distribution and number of inputs.

N UNIEORM GAL;ESIAN GA;L:Ji?ZIAN GA;Jj_S/éAN
11 2858,83 2814,28 274547 2422,38
50 4251,63 4219,30 4131,35 3714,64
100 4608,29 4594,18 4500,68 4133,94

Table 4 shows how the synchronization time decreases in comparison with the uni-
form distribution after 5000 simulations performed. The latter is conducted for the
networks with three first layers and for the number of input signals given by parame-
ter N. The average synchronization time expressed in percentages takes the time ob-

tained for the uniform distribution as 100%.

Table 4. An average synchronization time percetage.

A IAN A 1A A IAN
v unirow | SAUSSIAN | CRUSSTA ADSS
11 100% 98% 96% 85%
50 100% 99% 97% 87%
100 100% 100% 98% 90%

The drawing of the initial weights from the Gaussian distribution enables to reduce
the respective network synchronization time. Comparing the results for a network of
fixed parameter L, it can be seen that for the same range of weights the resulting
weights’ reduction is similar. In addition, having reduced the standard deviation for
fixed number of TPM inputs the synchronization time can be even reduced by 15%
for the relatively small networks.

3 Conclusions

Neural cryptography like the other new methods such as quantum cryptography
[28, 29] is an interesting alternative to the currently used algorithms [2]. The TPM
network’ synchronization time is the most important issue built in neural cryptog-
raphy. In this paper a new topic is analyzed, namely the impact on synchronization
time of the distribution, from which initial network’s weights are drawn. We analyzed
here a uniform and Gaussian distributions with a standard deviation depending on the
parameters of the synchronized TPM network. Clearly random drawing of the initial
weights based on different distributions impacts on their compliance level. By setting
uniform distribution as a reference point, it can be observed that the choice of Gaussi-
an distribution results in diminishing the networks’ synchronization time. Additional-
ly, the smaller standard deviation is, the shorter synchronization time follows. Gener-
ally, the greater synchronized network is, the whole process takes longer. Particularly
noteworthy is the fact that the results are similar for networks of various sizes. The



use of standard deviation dependent on the networks parameter enables to compare
results obtained for TPMs with different sizes. Upon analyzing the results of a per-
centage of the synchronization time of network with the initial weights drawn from
the uniform distribution it can be seen that similar decreases of synchronization time
for networks with different numbers of inputs occurs. The percentage of the results
and the dependence of the standard deviation on the network parameters permits to
compare the results for networks with various sizes. In this paper we demonstrated
that the choice of initial weights distribution, according to which they are drawn, has
an impact on the synchronization time. Its reduction in turn may well facilitate the
practical use of the TPM network synchronization to determine the encryption keys.
These keys can be used in various sensitive data encryption including image [30, 31]
or sound encryption [32].
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