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Abstract. Biometric-based authentication system offers more undeniable bene-
fits to users than traditional authentication system. However, biometric features
seem to be very vulnerable - easily affected by different attacks, especially
those happening over transmission network. In this work, we have proposed a
novel multi-factor biometric based remote authentication protocol. This proto-
col is not only resistant against attacks on the network but also protects biome-
tric templates stored in the server’s database, thanks to the combination of fuzzy
commitment and non-invertible transformation technologies. The notable fea-
ture of this work as compared to previous biometric based remote authentica-
tion protocols is its ability to defend insider attack. The server’s administrator is
incapable of utilizing information saved in the database by client to impersonate
him/her and deceive the system. In addition, the performance of the system is
maintained with the support of random orthonormal project, which reduces
computational complexity while preserving its accuracy.

Keywords: Remote authentication, biometric template protection, biometric au-
thentication, fuzzy commitment, orthonormal matrix

1 Introduction

In modern world, services for people’s daily needs are being digitalized. E-commerce
happens everywhere, in every aspect of life. As e-commerce is being used as widely
as of today, an essential need for its long survival, beside quality, is security. The first
security method to be mentioned is authentication. Traditional authentication method
that most e-commerce providers are using is username/password. However, this me-
thod is revealing its natural setbacks. Password cannot identify legal user with an
imposter who is able to access to user’s password. Besides, the more complicated —
more secured a password is, the harder it is for users to remember. That is to say, a
“true” password is difficult for people to remember but easy for computer to figure
out. Especially, with recent technology development, computer ability is being en-
hanced; meaning password cracking chance is rising too. For that reason, biometric
based authentication method was born; with its advantages, this method is gradually
replacing its predecessor. The first advantage to be mentioned is that biometric (such
as face, voice, iris, fingerprint, palm-print, gait, signature,...) reflects a specific indi-
vidual which helps preventing multi-user usage from one account [1]. Moreover, us-
ing biometric method is more convenient for users since they do not have to remem-
ber or carry it with them.

However, advantages are accompanied with challenges. Usage of method related to
biometric requires technology to eliminate interferences happening when the sensor
process biometric features. Beside, concerns of security and privacy, especially in
remote architecture, are also put on table. The fact that human has a limited number of
biometric traits makes users cannot change their biometric over and over like pass-
word once it is compromised [2]. Moreover, some sensitive information could be



revealed if biometric templates are stored in database server without strong security
techniques. In this case, the user’s privacy could be violated when the attackers can
track their activities by means of cross-matching when a user employs the same bio-
metrics across all applications. Therefore, all the authenticating servers should not be
trustworthy to process a user’s plaint biometric, and the level of trust of these servers
should be discussed more. Last but not least, the network security is also the impor-
tant component in biometric based remote authentication scheme. When the authenti-
cation process is carried out over an insecure network, anyone with their curiosity can
approach the biometric information transmitted [3].

The goal of this study is to present an effective approach for preserving privacy in
biometric based remote authentication system. Concretely, biometric template stored
in database is protected against the leakage private information while preserving the
revocability property. Besides preventing the outside attacks, proposed protocol is
also resistant to the attacks from inside.

The remaining parts of this paper are organized as follows. In the section 2, related
works is briefly reviewed. We show what previous works have done and their limita-
tions. From that point, we present our motivation to fill the gap. In section 3, we in-
troduce the preliminaries and notations used in the proposal. In the next section, our
proposed protocol is described in detail. In the section 5, the security analysis is pre-
sented to demonstrate for our proposal. Finally, the conclusion and future work are
included in the section 6.

2 Related Works

Over the years, there have been plenty of works which research on preserving privacy
in biometric based authentication system. Biometric template protection is one of
indispensable part to this research field. In [4], Jain et al presented a detailed survey
of various biometric template protection schemes and discussed their strengths and
weaknesses in light of the security and accuracy dilemma. There are two approaches
to deal with this issue, including feature transformation and biometric cryptosystem.
The first approach identified as feature transform allows users to replace a compro-
mised biometric template while reducing the amount of information revealed. How-
ever, some methods of the approach cannot achieve an acceptable performance; oth-
ers are unrealistic under assumptions from a practical view point [3]. The other ap-
proach tries to combine the biometrics and cryptography technique in order to take
advantages of both. The schemes employing these methods aim at generating a key,
which derived from the biometric tem-plate or bound with the biometric template, and
some helper data. Both the biometric template and the key are then discarded, only
the helper data is stored in the database for reproducing the biometric or the secret key
later. Nevertheless, the biometric cryptosystem seem to lose the revocability property
that requires the ability to revoke a compromised template and reissue a new one
based on the same biometric data. On this account, some recent studies tend to inte-
grate the advantages of both approaches to enhance only the security but also the
performance of the system. The combination of secure sketch and ANN (Artificial
Neural Network) was proposed in [5]. The fuzzy Vault was combined with Periodic
Function-Based Transformation in [6], or with the non-invertible transformation to
conduct a secure online authentication in [7]. The homomorphic cryptosystem was
employed in fuzzy commitment scheme to achieve the blind authentication in [8]. In
this paper, we try to integrate the ideal of fuzzy commitment and the non-invertible
transformation to guarantee the security for user’s biometric template.

In recent years, many biometric based remote authentication protocols have been
proposed. However, most previous protocols only protect the client side and the
transmission channel, neglecting the server side. In [9], the authors utilizes Biometric



Encryption Key (BEK) to encrypt Private Key and safeguard Private Key. The Bi-
oPKI system proposed in the paper turned around the security of private key, and left
the biometric feature out security aspect.

In 2010, Kai Xi et al proposed a bio-cryptographic security protocol for remote au-
thentication in mobile computing environment. In this protocol, fingerprint was used
for verification, and the genuine points were protected by the fuzzy vault technique
which inserts randomly a great number of chaff points into the set of genuine points.
All elements in the newly created set were given index numbers. The server only
stored the index numbers of all genuine points. The communication between client
and server was protected a Public Key Infrastructure (PKI) scheme, Elliptic Curve
Cryptography (ECC) which offered low computational powers with the same security
strength as the RSA. However, the authors focused only on the security of the client
side (mobile devices) and the transmission channel. The server was supposed to have
higher security strength, so the authors did not care about the attacks on the server or
even the attacks from the server. In addition, the authors argued that to prevent replay
attack and brute force attack, a biometric-based session key was generated separately
from the set of a genuine points; nonetheless, the server only had the list of index
numbers of these points so it was unable to generate the key independently as de-
scribed in [10]

In 2013, Hisham et al presented another approach that combined steganography
and biometric cryptosystem in order to obtain the secure mutual authentication and
key exchange between client and server in remote architecture [11]. In this paper, the
authors provided some references for proving that hiding biometric data in a cover
image based on steganography technique can increase the security of transferring
biometric data between unsecure networks [12]. Moreover, in order to protect biome-
tric template stored in the authentication server while preserving the revocability
property, the protocol employed the invertible transformation technique using random
orthonormal matrices to project biometric feature vectors into other spaces while pre-
serving the original distances. The new approach obtained not only the secure mutual
authentication but also the immunity from replay and other remote attacks. However,
the authors have not considered the ability that the authentication server itself stoles
the data in its own database to impersonate its users in order to conduct the illegal
transactions. This attack will be particularly dangerous in case that server is bank. The
bank with its dark intention is totally free to impersonate its customers. It abused its
privileges to login into customers’ accounts, draw all money and leave no guilty evi-
dence. Nonetheless, almost current researches only focus on biometric template pro-
tection or how to defend against the attack from outside; they have not spent enough
concerns for the attacks from inside yet. More concretely speaking, the ability that the
server accesses into the system on behalf of a user and carries out some criminal ac-
tions should be taken into account.

In addition, the scalability property needs to be discussed more in the remote au-
thentication architecture. When the number of users and the number of servers is
growing, the number of templates which belongs to a user is large, and each server
has to remember every user’s template. That design makes the system vulnerable and
wastes our resources. To guarantee the scalability properties, Fengling et al presented
a biometric based remote authentication which employed the Kerberos protocol [13].
A biometric-Kerberos authentication protocol was suitable for e-commerce applica-
tions. The benefit of Kerberos is that expensive session-based user authentication can
be separated from cheaper ticket-based resource access. However, the Achilles’ heel
of the proposed scheme is Key Distributed Center (KDC) — authentication server
which is supposed to be trusted. Therefore, there were no techniques protecting the
private information of client against the insider attacks.

The contribution of this work is that we propose the biometric-based remote au-
thentication protocol which has the ability to prevent an authentication server from



impersonating its clients. In addition, the proposal is resistant to the outside attacks
from an insecure network by combining the orthonormal random project with the
fuzzy commitment scheme. The mutual authentication and the key agreement are also
guaranteed in this protocol.

3 Preliminaries and Notations

3.1  Fuzzy Commitment Scheme

Fuzzy commitment scheme as proposed in [14] belongs to the first class of biometric
cryptosystem approach. It is the combination two popular techniques in the areas of
Error Correcting Codes (ECC) and cryptography. To understand how fuzzy commit-
ment scheme works, we have to learn about ECC. Formally speaking, ECC plays a
central role in the fuzzy commitment scheme. An ECC contains a set of code-words
C < {0,1}" and a function to map a message to a code-word before it is transmitted
along a noisy channel. Given the message space M = {0, 1}", we define the transla-
tion function (or encoding function) g : M — C, and the decoding function f :
{0,1}* - M. Therefore, g is a map from M to C; however, f is not the inverse map
from C to M but a map from arbitrary n-bit strings to the nearest code-word in C.

In fuzzy commitment scheme, a biometric data is treated as a corrupted code-word.
During registration stage, a client provides biometric template B to server. Server
randomly picks a code-word c then calculates = B @ ¢ , and the hash version of
code-word c. Next, server stores the pair of (8, Hash(c)) into the database. During
authentication stage, a new biometric with noise B’ is distributed to server by the
client. From its side, server calculates ¢ = B* @ &, proceeds decoding ¢’, then com-
pares hash version of the result with Hash(c) previously stored in the database. If the
two are matched, client is authenticated. This process is demonstrated in Fig. 1.

Client Registration Server
e BiometricB —— 1 5 ¢ Codewordc
¢ Computer §=B&@c
s Store (6, Hash(c))

Authentication
* BiometricB® — > Compute
¢=B' &®§
Hash(Decode(c’))
o If Hash(c)=Hash(Decode(c’))
- Authenticated

Fig. 1. Fuzzy Commitment scheme.

3.2 Orthonormal Random Projection

Random Orthonormal Projection (ROP) is a technique that utilizes an orthonormal
matrix to project a set of points into other space while preserving the distances be-
tween points. In the categorization of template protection schemes proposed by Jain
[4], ROP belongs to the non-invertible transformation approach. It meets the revoca-
bility requirement by mapping a biometric feature into a secure domain through an
orthonormal matrix. The method to effectively deliver orthonormal matrix was intro-
duced in [15]. It can be used to replace traditional method of Gram-Schmidt. Given
the biometric feature vector x of size 2n, orthonormal random matrix A of size
2n % 2n, random vector b of size 2n, we have the transformationy = Ax+b .



The orthonormal matrix A of size 2n x 2n owns a diagonal which is a set of n or-
thonormal matrix of size n X n. The other entries of A are zeros. We present the ex-
ample of matrix A in (1) where the values {0, 0,, ..., 8,} are the random numbers in
the range [0: 27]

cosf; sinb, 0 0 0 0 1
—sinf; cosH; 0 0 0 0
_ 00 cosf, sin6, 0 0
A= 00 —sinf, cosb, 0 0 )
0 0 0 0 cosf, sing, |
L o0 o0 00 _sin6, cosd,]

By using this technique to produce the orthonormal matrix, there is no need for a
complex process such as Gram-Schmidt. Beside its effectiveness in computational
complexity, it can also improve the security while guaranteeing intra-class variation.
When client is in doubt of his template getting exposed, he only needs to create
another orthonormal matrix A to gain a new transformed template.

3.3 Notations
In the rest of the paper, we will use the following notations:

B is a biometric feature vector of a client

M is an orthonormal matrix that a client creates.

B+c is a transformed biometric stored in the database as a template.

H(m) is the hash version of the message m.

BL is a biometric lock of a client.

P is a permutation

Pu & Pr are respectively the public key and the private key of a cryptosystem.
Epux(m) is the encryption of the message m using the public key of X.

Ka is the authentication key generated randomly by the client.

Exa(m) is the symmetric encryption of the message m using the secret key Ka.
S is the mobile serial number provided by the client.

St is the mobile serial number of the client which is stored in the database.
Cisaclient.

S1, S, are respectively the first server and the second server.

4 Proposal Protocol

4.1 Enrollment Phase

In the enrollment phase, the client employs a random number K, stored on the his/her
device to generate the random orthonormal matrix M (based on the technique de-
scribed in section 3.2). After being extracted, the feature vector B is combined with
matrix M to produce the cancellable version B¢ of B which is sent to server S; after
that. In addition, the client also needs to register a secret number PIN to server S;. The
hash version of PIN is then stored in the database by server S,. Parallel to that process,
the client has to send serial number of his/her mobile device to another server (server
S;). The act of dividing client’s information into two different databases is meant to
reduce workload for the server; more importantly it serves to limit the control of serv-
er over client’s private information. The process is illustrated in Fig. 2.
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Fig. 2. Enrollment phase.

4.2  Authentication Phase

In this phase, we apply the ideal of fuzzy commitment scheme to obtain the secure
biometric based remote authentication. Instead of transmitting the plain biometric data
over the insecure network as the original scheme, client sends a biometric lock (BL)
or a helper data to a server. At the server side, a biometric lock is combined with the
component Y related to the client’s biometric which is stored in database at the
enrollment phase. The result of this combination is the authenticated key. The process
is presented by the Fig. 3.

= me

I~ Y
Y L, key
key BL BL

(Biometric lock)
Fig. 3. The fuzzy commitment in the proposal authentication phase.

More details of the authentication phase are described in the Fig. 4. The authentica-
tion function is undertaken by the second server S,. Meanwhile, the first server S;
takes the responsibility for computing the encryption of the authentication key and
then sends the result to S, to do the next steps.

In authentication phase, the client sends request to server S;. This server creates a
random number (Nonce — Number used ONCE) N,, then sends it to the client. Note
that all messages between the client and the server over transmission network are
protected by asymmetric cryptosystem (PKI — Public Key Infrastructure). In the mean
time, the client generates transformed biometric feature B¢ from biometric feature B’
which is extracted in this phase, and orthonormal matrix M from Ky. From the same
client, biometric feature B in registration phase and B’ in authentication phase cannot
be identical due to noises. Calculated B¢ combines with N, to produce another version
of transformed biometric — Bo. This step is done to ensure every time the client sends
his/her request, a different version of B is created to avoid replay attack. This Bg’s



items are permuted through permutation P which is generated from the hash version
of PIN. This operation results in Y. It is meant to improve security by eliminating the
characters of each biometric feature, enabling random distribution of biometric fea-
ture’s value. Following that, Y and the encryption of the authentication key K, be-
come inputs of the fuzzy commitment process to generate biometric lock BL (de-
scribed in Fig. 3.). Client then sends BL to server S; for authentication purpose.

1. Request

Epusz(Kn)

\ i F_ 3. Ensi (BL) _ )
"‘ Epus2(Ka) Bl S N : 4'. Epus2(Ka)

---------- R s
_______ > B : !
(f Be : Y ¢
™ Km ~M ' Brc I
: X pIN o | P 12.Epc(Na) v
\ | : h(PIN)
' h(PIN) : |
* . Bro P
P B, :

........................

: § Authenticate client

: v
Authenticate server 0:1 gare —————— L2 S h(Sr)
Match S \&

Fig. 4. Authentication phase.

At server side, after generating the NONCE N,, S; retrieves the Brc and h(PIN)
from the database. The one time version of biometric template B+o is created from the
combination between B¢ and Na. Some parts of this process are similar to the process
at client side. After Bro, server generate Y1 by shuffling Bro using P which is com-
puted from h(PIN). Then, Yt is used to unlock the BL to reproduce the encryption of
authentication key Ka.

At step fourth, client retrieves the mobile serial number S, hashes it twice to have
h(h(S)), encrypts the result by the authentication key, and encrypts once more time by
the public key of the server S, before sending to S,. Together with this step, at the step
4’, server S; sends the encryption of the authentication key using public key of server
S, 10 S,. S, uses its private key to obtain the authentication key Ka. Server S, uses its
private key as well as the newly achieved K, to decrypt the message from the client. If
the decryption process is successful, it also means the biometric the client provided
matches with the transformed biometric template stored in the database of server S;.
The result of this decryption is compared with the double hashed version of Sy stored
in the database of S,. If they are matched, the client is authenticated; otherwise, the
authentication is failed.

For the mutual authentication purpose, the protocol is not stopped here. After suc-
cessful authentication, server S, computes h(St), then encrypts it with the authentica-
tion key K, before sending the result back to the client. The client decrypts the mes-
sage. If the decryption is successful, he/ she can be sure that the authentication server
also possesses the same key. The client carries out the comparison between the h(S) of



client and the h(Sy) of the server. If they are match, the server is authenticated. The
client can feel secure about the authentication server which he/ she communicated
with. Once the mutual authentication is successfully accomplished, K, is used to pro-
tect the communication between the client and the server.

5 Security Analysis

The protocol indicates that the authenticity of the client needs following factors:

e (lient’s biometric data

e The number used once Ny

e The token that holds the key Ky to generate the random orthonormal matrix
e The PIN

e The mobile serial number S.

The multi-factor authentication enhances security since the ability that an attacker
steals client’s authentication information to enter the system is reduced. In this sec-
tion, we analyze in detail how the proposal protocol is robust against some main at-
tacks.

5.1 Biometric template attack

The original biometric is protected by the non-invertible transformation function.
Server keeps the transformed version, but it is impossible for server to infer the
client’s original biometric from this template. Using orthonormal matrix as a non-
invertible function ensures the revocability of biometric template. In case the client is
in doubt that his/her biometric template is compromised, he/she only needs to alter
parameter Ky to produce new orthonormal matrix, then registers the new transformed
biometric template to the server. This process is similar to that of changing password
in traditional authentication system.

Another useful factor helps against biometric template attack is the permutation. A
one-time version of the transformed biometric feature Bo is re-ordered by a permuta-
tion P. This operation is meant to improve security by eliminating the characters of
each biometric feature, enabling random distribution of biometric feature’s value.
This, eventually, weakens the ability of attacker to infer the value of biometric fea-
ture.

5.2  Replay attack

Replay attack happens when attackers reuse old information to impersonate either
client or server with the aim to deceive the other side. This attack is prevented by
using N, and session key K, which are used only once. The system only collapses
once the attackers steal private key. In that case the attacker is able to obtain the 3™
message in authentication phase (see Fig 6) to calculate BL. After that, the attacker
reuses the BL to deceive server in a new session. The proposed protocol is immune
from this type of attack as the BL generated every time the clients request contains
new N4 produced by the server. In the event of attacker using old BL, the authentica-
tion process cannot calculate exact authentication key Ka.

More concretely speaking, in authentication phase, the transformed biometric fea-
tures, BC at client side and BTC at server side, are combined with the same number
NA by a simple addition operation. This action creates a one-time version of the
transformed biometric feature; therefore, attacker cannot reuse the old transformed
biometric feature to delude the server. Thanks to that, the security of the entire proto-



col is strengthened without scarifying the accuracy. The accuracy is maintained be-
cause addition operation does not modify intra-class variation of the biometric fea-
tures, which results in unchanged distance between transformed biometric feature &
its original. In other words, the error rate stabilizes while security is strengthened.

5.3  Man-in-the-middle attack

MITM (Man-in-the-middle) attack considers as an active eavesdropping, attackers
make an independent connection and replays messages between client and server in
order to impersonate one side to delude the other side. Concretely speaking, the com-
munication in this case is controlled by attacker while client or server still believes
that they are talking to each other over a private connection.

MITM attack happens when the attacker catches the messages between client and
server then impersonates one side to communicate with the other side. In our pro-
posed protocol, this type of attack cannot occur since the protocol presents mutual
authentication requirement, not only does it requires the server to authenticate its right
client but also enables the client to perform its own process to confirm requested
server.

5.4  Insider attack

This type of attack happens when the administrator of authentication server exploits
client’s data stored in the database to legalize his authentication process on behalf of
the client. The proposed protocol is capable of reducing the risk from insider attack by
splitting authentication server into two different servers. Each server has its own func-
tion and data. Server S; stores transformed biometric template and some supporting
information to generate authentication key. Authentication function is carried out by
server S,. To perform this function, server S, has to receive authentication key calcu-
lated by server S; and authentication information provided by the client. Consequent-
ly, server S, can only store authentication information (client’s mobile serial number)
to proceed authenticating client (described in section 4.2). At the same time, such
information is used by client to reversibly authenticate server.

6 Conclusion

In this paper, we have presented an unsusceptible biometric based remote authentica-
tion protocol to most of sophisticated attacks over an open network. The proposed
protocol combines client’s biometric with the other authentication factors to achieve
the high level of security. Thanks to the combination of fuzzy commitment and non-
invertible transformation technologies as well as a mutual challenge/response, the
protocol is resistant to some main attacks to biometric-based authentication system
such as biometric template attack, replay attack, man-in-the-middle attack. The re-
markable point of this work is that we solved the problem at the unsecure server. We
reduce the ability that the administrator utilizes the client’s authentication information
saved in the database to impersonate him/her and cheat the system. By using the ran-
dom orthonormal project instead of traditional orthonormal project, the computational
complexity is reduced while the accuracy is remained.
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