Automatic Handover Decision in Content Centric
Networking
Yunqi Luo, Chunlei An, Jonas Eymann, Andreas Timm-Giel

To cite this version:
Yunqi Luo, Chunlei An, Jonas Eymann, Andreas Timm-Giel. Automatic Handover Decision in Content Centric Networking. 18th European Conference on Information and Communications Technologies (EUNICE), Aug 2012, Budapest, Hungary. pp.286-297, �10.1007/978-3-642-32808-4_26�. �hal01543141�

HAL Id: hal-01543141
https://hal.inria.fr/hal-01543141
Submitted on 20 Jun 2017

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of scientific research documents, whether they are published or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution| 4.0 International License

Automatic Handover Decision in Content
Centric Networking
Yunqi Luo, Chunlei An, Jonas Eymann, and Andreas Timm-Giel
Hamburg University of Technology
Institute of Communication Networks (ComNets)
Schwarzenberg str. 95E, 21073 Hamburg, Germany
{yunqi.luo,chunlei.an,jonas.eymann,
timm-giel}@tuhh.de

Abstract. The current Internet architecture was designed more than
30 years ago for a very different set of services than those used today.
Several new architectures have been proposed for a Future Internet to
better meet todays and future requirements. Content Centric Networking
(CCN) is one of those new architectures gaining worldwide attention by
researchers and the focus of this article. CCN is based on naming content
instead of hosts allowing routers to cache popular content. It has been
shown that CCN can also support point-to-point real-time conversations,
for example voice or video calls. However, it has not been defined how
node mobility can be achieved in such a real-time scenario with strong
time constraints. In this paper a close study to the handover algorithms
has been carried out. A handover decision maker, which is based on
neuro-fuzzy system (NFS) is proposed and evaluated. The results show
that the proposed decision maker meets the design targets.
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Introduction to Future Internet Architecture

The Internet architecture and its core protocols have proven for more than 30
years to be remarkably flexible. The Internet nowadays supports services which
were never foreseen and for which it was never designed originally. However,
the ever increasing number of users and the proliferation of mobile devices such
as smartphones and tablets challenge some of the fundamental design principles of todays Internet [15]. The growth of routing tables and the overloading
of Internet Protocol (IP) address semantics as both identifier and locator are
considered key problems of the current Internet architecture [16]. To overcome
these challenges, several new Internet architectures have been proposed, like the
Locator/Identifier Separation Protocol (LISP) [3], the Network of Information
(NetInf) [17] and Content Centric Networking (CNN) [6]. CCN is one of the
approaches to overcome these challenges using the content name for addressing
rather than own addresses.
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LISP was proposed by CISCO and builds on the idea of using Endpoint Identifiers (EIDs) and Routing Locators (RLOCs) to decouple location and identity.
This enables node mobility and supports the aggregation of RLOCs to reduce
routing table sizes for better scalability.
In contrast to LISP, which is largely compatible with todays network and
requires little changes, Information Centric Networks (ICN) are more radical
redesigns (“clean-slate”) and based on naming content instead of addressing
end hosts. This approach better matches todays prevalent usage of the Internet
where users are usually more interested in the content itself than where (on which
exact server) the content resides. One key advantage of ICNs is the possibility
of caching content wherever many users require the same content, e. g. a current
news video, which saves transmission bandwidth and reduces delay.
NetInf is an example of an ICN architecture. In NetInf, an InformationObject
(IO) is a unit of information such as a file which has a globally unique identifier.
An IO may be stored anywhere in the NetInf network. The big advantage of
NetInf is that different applications can share the data with little effort.
CCN is another ICN approach proposed by the Palo Alto Research Center
(PARC) and has gained much attention over the past few years. CCN already
incorporates several important aspects for a Future Internet architecture such as
security or a possible transition from todays architecture to CCN. However, while
the original publication claims that node mobility is inherently supported by the
architecture [6], we see several problems, especially for mobile nodes running time
sensitive applications such as voice calls or real-time video streaming. This paper
focuses on these mobility problems in CCN, which to our knowledge have not
yet been addressed.
The CCN architecture is based on naming content objects with a sub file
size granularity. In CCN, each piece of content can be uniquely identified by a
hierarchical name. Hosts retrieve content based on those names in a request–
response manner. The unique naming of content objects enables any CCN node
or router in the network to cache these content objects. Similar to peer-topeer networks, this is especially effective for the distribution of content which
many users request close to the same time. For example, if many users request
a current news video, the segments of this video can be cached by the routers in
the network, hence decreasing the load on the original server and at the same
time improving the end user experience through a reduced response time.
The general nature of CCN thus favors multicast transmissions with several
receivers of static content. Nevertheless, CCN also supports point-to-point communication such as voice calls. The suggested Voice over CCN service (VoCCN)
[5] is based on the Session Initiation Protocol (SIP) [18], but does not need
any proxy servers for the signaling path, in this way simplifying the call setup.
However, mobility for such real-time applications was not considered in the publication.
In the Scalable and Adaptive Internet Solutions (SAIL) project [19], which
is funded by the European Community’s Seventh Framework Program, three
different aspects of the Future Internet are investigated: Network of Information
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(NetInf), Cloud Networking (CloNe) and Open Connectivity Services (OConS).
OConS is a component-based architecture with three different functional entities,
namely the Information Management Entity (IE), the Decision Making Entity
(DE) and the Execution and Enforcement Entity (EE) [1].
The assignment of these functional entities to concrete devices or nodes can
be dynamically done, depending on the communication context, i.e., a device can
host one, two or all of these functional entities. With these functional elements
different connectivity services can be orchestrated. These connectivity services
can be on flow, network, or link level and do not necessarily follow the traditional
OSI layering, but can comprise cross-layer functions. An important aspect are
the open interfaces supporting the orchestration of suitable services based on
new and existing mechanisms.
As illustrative examples we may have: a Router that measures the traffic,
decides on the route and changes the routing table accordingly; an Access Point
that measures the radio signal strengths and it sends them to a controlling node
in the Core Network where a decision is taken, then this node sends a handover
command to be executed at the mobile terminal and the Mobile IP Home Agent.
In general two of the most basic requirements for mobility are Reachability
and Continuity. Reachability means that a user or service should be reachable
independently of its current location and subnet it is attached to. Continuity, also
referred to as handover, terms the fact that connections of applications should
not break when a user or service moves to another location and/or changes
the network. This paper first illustrates the peculiarity of mobility for real-time
applications in CCN.
In this publication we refine our proposals described in [13] and present three
approaches that ensure both reachability and continuity for applications in a
CCN based network environment. For achieving reachability, we extended the
VoCCN approach generalized the connection setup procedures for any kind of
connection-oriented applications. Continuity is achieved through the presented
handover procedures. Both mobility requirements are not yet supported by the
current CCN architecture, but achieved by the proposals in this paper.
The main contribution of the paper are the following, 1) analyze the mobility
requirements for the Future Internet, especially analyze the mobility problem of
CCN, 2) summarize the exiting handover decision making schemes and establish
the cost functions to evaluate the cost for the handover procedure, 3) propose
an Adaptive Handover Decision Maker (AHDM) based on Neuro-fuzzy control
theory.
The rest of this paper is organized as follows. The problem of mobility in
CCN based networks is introduced in Section 2 and also presents state of art
for using Artificial Intelligence to make a handover decision maker. An adaptive
neuro-fuzzy based decision maker for CCN is proposed in Section 3. The implementation and performance for evaluation for the Adaptive Handover Decision
Maker (AHDM) are shown in Section 4. Section 5 concludes the paper and gives
some directions for future works.
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Mobility in Content Centric Networking

In this section the key ideas of the Content Centric Networking are introduced,
and the according mobility schemes, as well as the problems raised by these
schemes are discussed afterwards.
2.1

Content Centric Networking

The communication in CCN bases on the exchange of two basic message types
called Interests and Data. Data messages contain (besides the payload) a unique
identifier—their name. Names are hierarchically structured in order to enable
the aggregation of large collections of content with a common prefix. An Interest
represents the request for one Data message and contains (at least) its name.
If a request cannot be answered locally, the Interest is forwarded to one or
more neighboring nodes. The forwarding decision is based on the Forwarding
Information Base (FIB), a data structure in each node which contains entries
with prefixes of content names and the corresponding links to the neighboring
nodes. The FIB is therefore similar to the forwarding table in IP routers. Instead,
prefix entries in the FIB can point to multiple sources where content with a
certain prefix might be available.
In case the FIB does not contain any prefix entry for the name of an incoming Interest, for example after node startup or reset, the Interest can be either
dropped or broadcast on all available links. If an entry exists and matches, this
entry is normally used, but multicast or broadcast can be used as fallback options. The entries in the FIB can be established by using routing protocols such
as IS-IS or OSPF for intra-domain and BGP for inter-domain announcements of
prefixes [6].
Another important aspect of CCN is security. Due to the caching capability
of CCN nodes, it is required that the content itself is effectively secured against
unauthorized alteration, that the receiver can verify the integrity and, to ensure
privacy, that content can be encrypted. In CCN, the integrity of Data messages
and names is based on cryptographic signatures which are transferred as part
of the Data message. This way, any node can validate the correct binding of
the Data with its name. The hierarchical structure of names can be used in
this context to serve as the basis for a hierarchical public key infrastructure
(PKI), so that the use of a namespace is certified by the authority controlling
the superordinate namespace. For this work, we assume such a PKI and for more
details on the security part of CCN refer to [20].
2.2

The problem of mobility

Though it has been shown that VoCCN works in a network with static nodes [5],
several problems arise for real-time applications such as voice communication
when nodes become mobile, e. g. smartphones, tablet computers or netbooks.
Fig. 1 illustrates this with Mobile Node 1 (MN1) and Mobile Node 2 (MN2) in
two different networks.
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A bidirectional real-time communication in CCN is realized by expressing
Interests at MN1 for content being created at MN2 and vice versa. Here, we
assume that the application on MN2 initially tries to setup a connection to the
application on MN1 (i. e. setup a call). If MN1 is not in the network where the
CCN core routers FIB entries point to (Network B), a connection cannot be
established until the FIB entries have been updated, e. g. by a routing protocol.
The same problem can also occur in the case of an ongoing connection: when
MN1 moves to another network (step 1 in Fig. 1), all Interests from MN2 are still
forwarded to Network B (step 2). As no Interests reach MN1, no Data messages
(containing for example the voice data) will be sent from MN1 to MN2 and the
continuity can therefore not be maintained. The connection (step 3) can only be
established after the FIB entries in the routers have been updated to the new
location.
While using normal CCN routing updates for FIB entries (seconds or even
minutes [14]) might be acceptable in case of static content, this mechanism is
clearly not sufficient to support mobility of interactive or real-time applications
as it cannot guarantee continuity, and reachability is not given for considerable
time periods. In [13], we proposed three proposals to solve this mobility problem.
For determining the suitable time to start the handover, this paper proposes
a decision maker for choosing a suitable time to make the handover decision
automatically.

Interest
Movement

MN2
Network A

CCN Core Router
3
2
Network B
Network C

1
MN1

MN1

Fig. 1: Mobility problem in CCN for mobile nodes 2
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Handover Decision

To prevent service discontinuity from happening, a handover over should be done
proactive. There are different ways to do a handover in such a case. According
to [10], there are five different ways to classify handover procedures. In this
work two of them are referenced. For instance, depending on who has initiated
a handover procedure, handovers can be classified as mobile-initiated handover
and network-initiated handover. As the names reflect, in the first case a mobile
node initiates the handover procedure, while in the latter case the network starts
it. Based on the preparation that a mobile node does before start the handover
procedure, handover procedures can be categorized as proactive and reactive
handover types. In case of a proactive handover, both the network and the
mobile nodes are aware about the handover, and some signaling can be done
beforehand to assure the connection continuity between the mobile nodes the
and network. The other way around, in reactive handover no signaling will be
performed.
In this paper, the handover decision maker is designed based on adaptive
neuro-fussy logic. This algorithm is explained in the following sections.

2.4

State of the Art

Handover is the key point maintain the reachability and continuity for end users.
Handover decision proposals make decision at the suitable time to switch to another network attachment (like, access point) for vertical or horizontal handover,
to guarantee the quality of service for end users.
There are several traditional strategies for making a handover decision based
on different mobility characters, like cost function based proposal [4], which
established the cost function models to network selection algorithm; and Bit
Error Rate based proposal [11], which analyzes the performance on bit error
rate and relative signal strength to make a handoff decision; Received Signal
Strength (RSS) based proposal [2], which making a handover decision mainly
based on RSS and focus on the hard handover for UTRAN LTE network
For the traditional handover decision maker algorithms, typically threshold
based decision algorithms are used. These algorithms can cause the ”ping-pong”
effect. So the handover decision will occurs repeatedly when the parameters are
around the handover decision thresholds. This will leads to the effect for low
Quality of Experience (QoE). Hysteresis values are used to address this issue.
In this case, a handover is initiated only if the value of a metric is sufficiently
stronger by a hysteresis value than that of the current one. In [23] an adaptive handover algorithm is developed by dynamically determining the hysteresis
value. However, the proposed algorithm has relatively higher complexity, and
it is only evaluated in simulations. So the artificial intelligence based handover
decision making algorithm is proposed for solving these problems.
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Proposed Solution
Fuzzy Logic and Artificial Neural Networks

Fuzzy logic (FL) and artificial neural networks (ANN) are two main divisions in
control theory. Both belong to the area of artificial intelligence. Different to the
traditional logical system, fuzzy logic is more closer to human thinking logic and
natural language. FL is able to convert the linguistic control strategy based on
expert knowledge into an automatic control strategy. Experience shows that FL
outperforms the conventional quantitative techniques when the process is too
complex, or when the available information sources are interpreted qualitatively
and inexactly[12].
Fuzzy algorithms consist of three parts: namely fuzzification, inference, and
defuzzification. In fuzzification the input values are divided into different groups,
such as negative big (nb), negative medium (nm), zero (z), positive medium
(pm) and positive big (pb). In inference stage a rule base is created to map the
fuzzified inputs to fuzzified outputs. The rule base must cover all permutations
of the input variables [22].
The idea of artificial neural networks is inspired by biological neural networks, which are composed by numerous neural cells with limited processing
power. ANN targets on bringing intelligence to computer programs, so that
some complex tasks, such as pattern classification, function approximation, and
prediction, can be performed by computers. An ANN usually has one input
layer, one or more hidden layers, and one output layer. It can be viewed as a
weighted directed graph, in which the artificial neurons are nodes, and directed
edges (with weights) are connections between neuron outputs and neuron inputs.There are three main learning modes, namely supervised, unsupervised,
and hybrid. In supervised learning mode, the weights are determined by learning from a set of given inputs and correct outputs. Different strategies can be
used for determining the weights, such as Back Propagation (BP) and Radial
Basis Function (RBF). In unsupervised mode no correct answers are provided,
so the network tries to determine the weighs by studying the characteristics of
the input data. Hybrid learning mode combines both approaches [7].
At the beginning of this work, both FL based and ANN based decision makers
are evaluated to ease the design process of the decision maker. However, none
of them provides satisfying performance. This is due to the fact that FL lacks
the learning capability, hence can not adapt itself to the change of inputs. This
problem is more distinct if there are multiple inputs, and each of which has
numerous fuzzy levels. ANN, on the contrary, is not capable to take linguistic
information (fuzzy rules) from human experts [8].
3.2

Neuro-fuzzy System

Therefore, to overcome the shortcomings of FL and ANN, another approach
based on neuro-fuzzy system (NFS) is taken. NFS is a combination of neural
networks and fuzzy logic, and aims to take advantage of both [8]. Generally
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the process of a NFS consists of two steps: as the first step, the structure of
the inputs is learned by the system to decide the fuzzy rule set. Afterwards the
coefficients of each rule is tuned through parameter learning [9].
A NFS based handover is explained in the following section.

4
4.1

Implementation and Evaluation
Neuro-fuzzy based Decision Maker

Fig. 2: Model Structure of the Neuro-fuzzy based Decision Maker

The design of a neuro-fuzzy based automatic handover decision maker (AHDM)
is shown in Fig. 2. The model consists of five layers. The first layer, i.e. the input
layer, takes two inputs. In this case the two inputs are the (link propagation)
delay and the received signal strength (RSS). In the second layer, Each input is
mapped to seven different fuzzy levels according to the predefined membership
functions (MF). Afterward the fuzzified inputs are processed by the rules in the
rule base in layer three, and computed as outputs in the following layer four,
where defuzzification is performed. The final result is made by layer five as the
model output.
As mentioned in Section 3, the correct answers are needed to train an ANN
in supervised mode. Equation (1) - (5) describe the algorithm of deriving the
corresponding correct answers for given inputs, received signal strength (RSS)
and transmission delay in this case. The principle is to perform handovers only
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when it is really needed, so that the overall cost is minimized (Equation (1)).
The cost is composed of two parts: the extra cost of performing a handover
CostHandover and the cost of using a link CostLink (Equation (2)). Equation (3)
gives the definition of CostHandover . This cost is solely dependent on the delay of
performing a handover DelayHandover , whose output is scaled to the range [0 1]
by the correspondent scaling function fsHandover . The result is further weighted
by a weighting factor α, which lies in the range [0 1]. CostLink is defined in
Equation (4). This cost depends two parameters: the received signal strength
RSS and the transmission delay of the current link DelayLink . The higher the
DelayLink , the higher the link cost; the higher the RSS, the lower the link cost.
ǫ is a small positive number, which prevents the whole link cost CostLink from
going to infinity in case RSS is zero. fsLink and β are the scaling function and
the weighting factor, accordingly.
As discussed in [21], different scaling functions can be chosen depending on
different criterion value range. In this work it is assumed that the values of all the
parameters are limited by their respective minimums and maximums. Therefore
the general form of scaling functions fsHandover and fsLink are represented by
linear functions given in Equation (5), where a and b are constants that are
determined by the respective minimum and maximum.
Objective : min(Cost)

(1)

Cost = CostHandover + CostLink

(2)

CostHandover = α ∗ fsHandover (DelayHandover )

(3)

CostLink = β ∗ fsLink (
fs (x) = ax + b;
4.2

DelayLink
)
RSS + ǫ

xmin < x < xmax

(4)
(5)

Performance Evaluation

The performance of the proposed AHDM is evaluated using a set of input data.
Results are shown in Fig. 3. It can be seen that in most cases the neuro-fuzzy decision maker makes correct decisions. In this scenario, one mobile user is moving
on a road which passing by several access points. As mentioned in Section 4.1
before, the two inputs are RSS and delay. The end device of the mobile user can
get the information of the RSS and delay when it enters the coverage of each
access point. The RSS value is generated based on the distance but with some
added randomness. Delay reflects the load of the according access point.
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In the following figures, currently the optimized decision (the solid line) is
obtained through observation. In the future work, it is to be verified using the
cost functions given in Section 4.1. Here the decision generated by the threshold
based method is represented by the dashed line which is shown in Fig. 4. The
RSS and delay value first have been normalized between 0 and 1. The threshold
of RSS is defined as 0.4, therefore all values greater then 0.4 are considered
acceptable. Whereas for delay the threshold is set to 0.6, and values below 0.6
indicate that the delay is short enough. A handover decision is made if the RSS
is less than 0.4, and the delay is greater than 0.6 respectively. Still sometimes
incorrect decisions are made. However, most of them only result in the trigger
of a slightly early/late handover, and do not degrade the overall performance
much. One ping-pong effect is observed at sample 137 when using AHDM, but it
significantly outperforms the threshold based decision maker (shown in Fig. 4).

AHDM Decision
Optimized Decision
1

Decision Values

0.8

0.6

0.4

0.2

0
0

50

100

150

200
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Fig. 3: Test Results of Neuro-fuzzy based Decision Maker
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1
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Fig. 4: Results of a Threshold Based Decision Maker

Automatic Handover Decision in Content Centric Networking

5

11

Conclusions and Future Work

Continuity and reachability are amongst the most important requirements to
enable mobility for real-time applications in CCN. Though the current CCN
proposal eventually reestablishes reachability by normal routing updates, the
suitable time to do the handover is still unclear. To have a better quality of
experience of the end users, this paper proposes an automatic handover decision
maker – AHDM. AHDM uses an Adaptive Neuro-Fuzzy controller to decide the
suitable time to switch to different network attachments (like Access Point). To
evaluate the performance for the handover decision, this paper models the cost
function for mobile node. The experiments results show AHDM’s decision close
to the optimized solution. Also the handover decision which given by AHDM is
on-line, while the optimized solution could be given only after the experiment.
However, the AHDM performance well if the character of the network parameters do not change extremely different. So for the future work, a self-learning
system could be implemented for the handover decision maker, which can learn
the system and adaptive itself real-time. Under this case, the new handover
decision maker will be suitable for different network characters.
Also the handover decision maker in this paper can be used in OConS, where
the IEs can be configured to run on CCN routers and access points, which can
provide more information from the access network or even information from the
core network. Then the DEs could make a better handover decision based on
both the network’s and the end user’s QoS information.
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