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Abstract. Computer systems used in safety-critical applications like
space, avionic and biomedical applications require high reliable
integrated circuits (ICs) to ensure the accuracy of data they process. As
Arithmetic Logic Units (ALUs) are essential element of computers,
designing reliable ALUs is becoming an appropriate strategy to design
fault-tolerant computers. In fact, with the continuous increase of
integration densities and complexities ICs are susceptible to many
modes of failure. Thereby, Reliable operation of ALUs is critical for
high performance safety-critical computers. Given that XOR-XNOR
circuits are basic building blocks in ALUs, designing efficient reliable
XOR-XNOR gates is an important challenge in the area of high
performance computers. The reliability enhancement technique
presented in this work is based on using a Concurrent Error Detection
(CED) based reliable XOR-XNOR circuit implementation to detect
permanent and transient faults in ALUs during normal operation in
order to improve the reliability of highly critical computer systems. The
proposed design is performed using the 32 nm process technology.
Keywords: XOR-XNOR circuits, Concurrent Error Detection, fault-secure
property, self-testing property, fault model.

1

Introduction

With the continuous increase of integration densities and complexities, IC design has
become a real challenge to ensure the necessary level of quality and reliability
especially for high performance applications [1-2]. Thus, computer systems used for
instrumentation, measurement, and advanced processing in safety-critical applications
like avionic, automotive and biomedical applications require high reliable ICs to

ensure the accuracy of analytical data they process [3]. In fact, a microprocessor is an
internal hardware component that performs the mathematical calculations required for
computers to run programs and execute commands while ALUs in microprocessors
are combinatorial circuits allowing computers to add, subtract, multiply, divide and
perform other logical operations at high speeds. Thanks to advanced ALUs, modern
microprocessors are able to perform very complicated operations which make ALUs
among the essential elements of computers. Consequently, designing efficient reliable
ALUs is an important challenge in computer-based safety-critical systems [4]. Thus
approaches and techniques to increase the reliability of these digital blocks are
gaining more importance.
Interest in on-line error detection continues to grow as VLSI circuits increase in
complexity [5]. The property of verifying the results delivered by a circuit during its
normal operation is called Concurrent Error Detection (CED) [6]. Concurrent
checking is increasingly becoming a suitable characteristic thanks to its ability to
detect transient faults that may occur in a circuit during normal operation. CED also
provides an opportunity for self-diagnosis and self-correction within a circuit design,
especially in specific applications domains requiring very high levels of reliability [4]
Since XOR-XNOR circuits are basic building blocks in Arithmetic Logic Units, the
performance and reliability of these digital circuits is affected by the individual
performance of each XOR-XNOR included in them [7-8]. Thus, XOR-XNOR circuits
should be designed such that they indicate any malfunction during normal operation.
In this paper, we propose a CED based reliable new design XOR-XNOR circuit
implementation using the 32 nm process technology. The circuit is analysed in terms
of fault-secure and self-testing properties with respect to the set of fault models
including logical stuck-at faults, transistor stuck-on and transistor stuck-open faults.
The organization of this manuscript is as follows: the CED based reliable circuits
technique is first presented in Section 2, followed by the proposed XOR-XNOR
circuit implementation in Section 3. Finally, the circuit’s fault analysis with all
parasitic is illustrated in Section 4.

2 The CED based reliable circuits
Concurrent error detection verifies the results delivered by a circuit during its
normal operation. Concurrent error can be achieved by means of duplication and
comparison. However, this technique requires more than 100% hardware overhead
[9]. In fact, the CED technique presented in this paper is achieved by means of output
duplication technique. The output of a circuit has a certain property that can be
monitored by a checker. If an error causes a violation of the property, the checker
gives an error indication signal [10]. The concurrent error detection property can be
used for verifying the fault secure or/and the self-testing properties for circuits
requiring high level of reliability and availability.

The Fault-Secure property: A circuit is fault-secure for a set of faults, if for any valid
input code word and any single fault, the circuit either produces an invalid code word
on the output or doesn’t produce the error on the output [4]. In fact, ensuring the faultsecure property is essential for achieving safety and reliability in critical systems.
Another useful property is the self-testing one.
The Self-Testing property: For each modelled fault there is an input vector occurring
during normal operation that produces an output vector which do not belong to the
output code. This property avoids the existence of redundant faults. If the circuit is
both fault-secure and self-testing it is said Totally Self Checking (TSC property)
[9]. The concept of TSC circuits was first proposed in [11] and then generalized and
detailed in [12]. Thus, the combination of the fault secure and the self-testing
properties offers the highest level of protection. The fault secure property is the most
important one, since it guarantees error detection under any single fault, but it is also
the most difficult to achieve [9].

3 The proposed XOR-XNOR circuit implementation
In this paper, a novel XOR-XNOR circuit designed in modified pass transistor logic is
presented. This gate has dual inputs (A, A~, B and B~) and generates dual outputs
(XOR, XNOR). The circuit implementation is performed with six MOS transistors. In
the current XOR-XNOR circuit implementation, errors caused by faults will be
detected only by checking the complementarity principle between the XOR and
XNOR functions. The proposed XOR-XNOR circuit and the correspondent layout are
respectively given by Fig. 1 and Fig. 2.

Fig. 1. The proposed XOR-XNOR circuit implementation

The XOR-XNOR circuit is implemented in full-custom 32 nm technology [13].
SPICE simulations of the circuit extracted from the layout, including parasitic, are
used to demonstrate that the circuit has an acceptable electrical behaviour.

Fig. 2. Layout of the XOR-XNOR circuit in full-custom 32 nm process technology

SPICE simulation of the circuit without any fault is illustrated by Fig. 3.

Fig. 3. SPICE simulation of the XOR-XNOR circuit in 32nm technology without faults

In Fig.3, we can remark that XOR and XNOR the outputs obtained by simulating the
fault-free XOR-XNOR circuit are complementary.

4 The XOR-XNOR Circuit Fault Analysis
In the following sub-sections, we analyse the behaviour of the proposed XOR-XNOR
circuit in terms of fault-secure and self-testing properties with respect to the set of
fault models including logical stuck-at faults, transistor stuck-on and transistor stuckopen faults.
4.1 The stuck-at fault model
The most common model used for logical faults is the single stuck-at fault. It assumes
that a fault in a logic gate results in one of its inputs or the output is fixed at either a

logic 0 (stuck-at-0) or at logic 1 (stuck-at-1) [14]. In the following, we analyze the
behaviour of the XOR-XNOR gate shown in Fig. 1 in terms of fault secure and selftesting properties with respect to the logical stuck-at faults. For inputs, we consider
the logical stuck-at fault model. Table 1 gives the response of the gate for all inputs
combinations.
Table 1. The Gate Response for all inputs combinations.
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From Table 1, we can conclude that for primary logical stuck-at faults, all single and
multiple faults on primary inputs will result in a non-valid code by producing no
complementary outputs. In fact, each fault will be detected when there are non
complementary (XOR, XNOR) outputs, because normally XOR and XNOR should be
complementary data. Consequently, the proposed circuit is fault-secure and selftesting for single and multiple stuck-at faults.
In addition, by analyzing the table above we can remark that when a fault type stackat occurs, in the major case, it will affect the XOR output. In fact, when such faults
occur we will obtain a faulty XOR and a fault-free XNOR output for all cases if the
input A is equal to the low level. Otherwise, if the input A is equal to the high level
we will obtain a faulty XOR output only when the logic product A~B is equal to the

high level. Thereby, this remark can give us lots of ideas to consider when designing
an error correction approach to ensure the fault tolerance property in the current
XOR-XNOR circuit implementation. Next, we consider the stuck-on and stuck-open
transistor fault model. We will examine all possible single transistor stuck-on and
transistor stuck-open faults within the circuit of Fig. 1 in next two sub-sections.
4.2 The transistor stuck-on fault model
A transistor stuck-on fault may be modelled as a bridging fault from the source to the
drain of a transistor [14]. In order to analyse the circuit behaviour in the presence of
stuck-on faults with realistic circuit defects, we simulate the considered XOR-XNOR
circuit in the presence of faults. Faults are manually injected in the circuit layout of
Fig. 2.
Table 2. The Gate Response for Transistor Stuck-on faults.
Transistor
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From Table 2, we can conclude that for any valid input code word, any injected single
stuck-on fault within the gate produces an invalid code word (non complementary
(XOR, XNOR) outputs), therefore the Fault-Secure property is verified for this set of
faults. On the other hand, the self-testing property signify that for each single stuck-on
fault within the gate there is at least one input vector occurring during the circuit
normal operation that detects it. In fact, by analysing the simulation results
summarized in Table 2, we can say that the self-testing property is also verified for
this set of faults. Thus, the combination of the fault-secure and the self-testing
properties makes the circuit Totally Self Checking for the stuck-on fault model.
4.3 The transistor stuck-open fault model
A stuck-open transistor involves the permanent opening of the connection between
the source and the drain of a transistor [14]. In order to analyse the circuit behaviour
in the presence of stuck-open faults, faults are manually injected in the circuit layout

of Fig. 2. Let’s examine the behaviour of the XOR-XNOR circuit under any single
transistor open fault to make the proof that it is fault secure for this class of faults.
Given that the XOR-XNOR circuit contains six transistors, there are six possible
transistor open faults. SPICE simulation results of the circuit obtained by rendering
the NMOS transistor N1 stuck-open are illustrated by Fig. 4.

Fig. 4. SPICE simulation of the XOR-XNOR circuit with N1 stuck-open

In Fig. 4, we show that for the combination (0,0), (1,0) and (1,1) of the inputs (A,B)
the circuit does not produce any error and both XOR and XNOR outputs are fault-free
while for the combination (0,1) the circuit produce a fault-free XOR and a faulty
XNOR. In fact, the Fault secure property require that for any valid input code word,
any single transistor open fault within the gate produces an invalid code word on the
output or does not produce an error on the output. Knowing that the considered fault
will be detected because normally XOR and XNOR should be complementary data,
we are sure that the fault secure property will not be lost. In the same way, we have
simulated all possible single stuck-open faults within the XOR-XNOR circuit and
simulation results show that the Fault-Secure property is verified for this set of faults.
Regarding the self-testing property, simulation results show that this property is
verified for the NMOS transistors stuck-open. However, a stuck-open injected in any
PMOS transistor (P1 or P2) don’t produce any error in the circuit outputs and both
XOR and XNOR outputs are fault-free. Thus, the fault will be undetectable because it
has no effect on the circuit outputs. Theoretically, the self testing property is not
ensured since a P1 or a P2 stuck-open transistor is undetectable but this is not
catastrophic because firstly the fault-secure property is the most important one and
secondly, we are sure that these two faults if they occur separately or even at the same
time they have no effect on the outputs of the proposed circuit.

CONCLUSION
As modern processors and semiconductor circuits move into 32 nm technologies and
below, designers face the major problem of process variations which affects the
circuit performance and introduces faults that can cause critical failures. Therefore,
integrated circuits are more and more required to guarantee reliability for safetycritical applications in the presence of permanent and transit faults. Thus, to cope with
the growing difficulty of off-line testing, the concurrent error detection property is
indispensable when designing complex nanometer VLSI circuits ALUs. This paper
presents a new design 6-transistors XOR-XNOR circuit that can be used to ensure the
on-line detection of faults occurring in computer systems during the manufacturing
process. The proposed circuit, designed using the 32 nm CMOS technology, is
analysed in terms of fault-secure and self-testing properties with respect to the set of
fault models including logical stuck-at faults, transistor stuck-on and transistor stuckopen faults.
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