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IFIP - The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the First
World Computer Congress held in Paris the previous year. An umbrella organi-
zation for societies working in information processing, IFIP’s aim is two-fold:
to support information processing within its member countries and to encourage
technology transfer to developing nations. As its mission statement clearly states,

IFIP’s mission is to be the leading, truly international, apolitical
organization which encourages and assists in the development, ex-
ploitation and application of information technology for the benefit
of all people.

IFIP is a non-profitmaking organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees, which organize events and
publications. IFIP’s events range from an international congress to local seminars,
but the most important are:

e The IFIP World Computer Congress, held every second year;
e Open conferences;
e Working conferences.

The flagship event is the IFIP World Computer Congress, at which both invited
and contributed papers are presented. Contributed papers are rigorously refereed
and the rejection rate is high.

As with the Congress, participation in the open conferences is open to all and
papers may be invited or submitted. Again, submitted papers are stringently ref-
ereed.

The working conferences are structured differently. They are usually run by a
working group and attendance is small and by invitation only. Their purpose is
to create an atmosphere conducive to innovation and development. Refereeing is
less rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP
World Computer Congress and at open conferences are published as conference
proceedings, while the results of the working conferences are often published as
collections of selected and edited papers.

Any national society whose primary activity is in information may apply to be-
come a full member of IFIP, although full membership is restricted to one society
per country. Full members are entitled to vote at the annual General Assembly,
National societies preferring a less committed involvement may apply for asso-
ciate or corresponding membership. Associate members enjoy the same benefits
as full members, but without voting rights. Corresponding members are not rep-
resented in IFIP bodies. Affiliated membership is open to non-national societies,
and individual and honorary membership schemes are also offered.
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Preface

This book contains the proceedings of the 26th IFIP TC-11 International Infor-
mation Security Conference (IFIP/SEC 2011) on “Future Challenges in Secu-
rity and Privacy for Academia and Industry”held during June 7-9, 2011, at the
Lucerne University of Applied Sciences and Arts, Switzerland.

The SEC conferences are in a series of well-established international confer-
ences on security and privacy organized annually by the Technical Committee
11 (TC-11) of IFIP (International Federation for Information Processing). IFIP
SEC 2011 aimed at bringing together primarily researchers, but also practi-
tioners from academia, industry and governmental institutions to elaborate and
discuss the IT security and privacy challenges that we face today and in the
future. Papers offering novel and mature research contributions, on any aspect
of information security and privacy, were solicited for submission to the 26th
IFIP TC-11 International Information Security Conference.

IFIP SEC 2011 received 100 submissions which were all reviewed by at least
three members of the international Program Committee (PC). Based on an in-
tensive discussion among the reviewers and other PC members, 24 papers were
selected for presentation at the conference. Topics addressed by the accepted pa-
pers published in these proceedings include authentication, intrusion detection,
malware, information flow and DoS attacks, network security and security proto-
cols, policy compliance and obligations, privacy attacks and privacy-enhancing
technologies, risk analysis and security metrics as well software security.

Further highlights of IFIP SEC 2011 were the three invited keynote presenta-
tions by high-ranked IT security and privacy experts: The recipient of the 2011
Kristian Beckman award granted by IFIP TC-11—Ann Cavoukian, Information
and Privacy Commissioner (IPC) of Ontario, Canada, as well as Michael Waid-
ner, Director of Fraunhofer SIT Darmstadt, Germany, and René Hiusler from the
Lucerne University of Applied Sciences and Arts, Switzerland. The paper for the
invited keynote by Ann Cavoukian is also included in these proceedings.

In addition to the invited keynote and accepted paper sessions, IFIP SEC
2011 also included an industrial track on “Research Meets Industry”as well as
the following four workshops and sub-conferences: The workshops organized by
the EU FP7 projects PrimeLife and PICOS, the iNetSec 2011 organized by
IFIP Working Group 11.4, as well as the 7th World Conference on Informa-
tion Security Education WISET organized by IFIP Working Group 11.8. WISE7
and iNetSec 2011 were organized autonomously by the respective IFIP Working
Groups. They had their own Call for Papers and Program Committees and the
accepted papers are published in their own proceedings.

IFIP SEC 2011 was organized by Lucerne University of Applied Sciences and
Arts. We would like to thank UBS AG, Zurich/Switzerland, Crypto AG, Zug/
Switzerland, Elsevier Limited, Oxford /UK and isec ag, Lucerne/Switzerland, for
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sponsoring IFIP SEC 2011. Besides, we gratefully acknowledge all authors, mem-
bers of the Program Committee and additional reviewers for their contributions
to the scientific quality of this conference. Last but not least, we owe thanks to
the Organizing Committee, and especially to its Chair Carlos Rieder, for all the
efforts and dedication in preparing this conference.

June 2011 Jan Camenisch
Simone Fischer-Hiibner

Yuko Murayama

Armand Portmann
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