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Abstract. Maturity models are widespread used in several domains ranging
from business processes to complete management frameworks like CMMI,
ITIL or Cobit. In the paper on hand we develop a detailed maturity model for
the management of segregation of duties in ERP systems. Our model includes
several aspects starting with simple access rights management of individual
systems and leading to comprehensive organizational aspects of multiple
systems environments. Applying this model, organizations are enabled to
improve compliance regarding access rights using a step by step approach. The
approach described can also be used to assess existing segregation of duties
processes of an organization in order to reveal further improvement
opportunities.
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1

Introduction

When it comes to business process implementation and integration of business data
throughout all value chain activities, a lot of companies rely on standard business
software (for definition cf. Staud 2006, p.33). This is only justified, if the software is
sufficiently secured. (Hendrawirawan et al. 2007, p.46). It seems necessary to provide
an authorization concept for system security, which incorporates thoroughly
implemented segregation of duties (SoD). Many Companies have problems
implementing segregation of duties accurately (Krell 2007, p.18). One significant
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reason is the inherent complexity of ERP systems. Due to the comprehensive
application range and the high grade of process integration it is not only necessary to
have business process skills, but to have technical knowledge as well. The high
complexity of SoD, the growing quality awareness and the claim for an efficient
approach underline the need for SoD standards and maturity models (Chandra und
Beard 2007, p.2). The application of maturity models facilitates the quality
measurement of SoD.

2

Conceptual design of the maturity model

In general, maturity models range from three to six maturity degrees (Fraser et al.
2002, p.246). We decided to use five maturity levels. In a second step rating criteria
were developed, these are used to determine maturity levels. The number of
complexity level ranges from two to five. Altogether 31 questions have been
developed to determine maturity level for SoD in standard business software. For the
purpose of giving a structured overview to the developed maturity model, rating
criteria are assigned to the following 4 categories: rule set, control processing, SoD
reporting and organizational framework (COSO 2004, pp.3-4). For our maturity
model we use the staged representation (In this context ”staged” means that every
maturity level fulfills all criteria of maturity levels below (Fraser et al. 2002, p.246))
Following the four categories and their assigned rating criteria are specified in more
detail.
Category “rule set“: A rule set is the foundation of every SoD analysis. All
relevant SoDs are defined here (Little und Best 2003, p.421). First of all, the quality
of SoD in standard business software depends on the applied rule set. Thereby certain
rule set characteristics are relevant which are usable as rating criteria for the maturity
model (Hendrawirawan et al. 2007, p.3). When analyzing SoD it is only possible to
detect those conflicts that have been defined in advance. Apart from completeness,
being up-to-date is another important criterion. Based on the risk identification the
rule set has to be updated continuously to achieve a high quality SoD process
(Chandra und Beard 2007, p.11). For the category “rule set“ altogether four questions
are posed to determine the maturity level (cp. figure 1 in appendix). Existence resp.
complexity level (cl) is used as unit of measurement (um) (cp. figure 2 in appendix).
Category “control procedure“: This category summarizes those criteria which deal
with guidelines and procedures to mitigate relevant risks. Following the stages of the
SoD process (Wolf und Gehrke 2009, p.3) it is possible by means of these criteria to
control the before defined compliance of rule sets (COSO 2004, p.4). Basically three
different criteria are pointed out which can be used for control procedure maturity
level assessment: point of time, character of control and frequency (Debreceny 2006,
p.4). Regarding the time of control procedure preventive and detective controls can be
classified. Thus by means of a control risk occurrence can be avoided (ex ante) or
retrospectively discovered (ex post).
Another criterion is the type of control execution. A differentiation is made
between manual and automatically executed controls. Especially SoD controls
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provide a strong link to automated approaches. It is crucial for the sustainable
implementation of SoD that the control activities are carried out regularly (Taiariol
2009, p.23). Before mentioned questions of control activity assessments are presented
in the appendix (see Figure 1).
Category "SoD Reporting": This category includes SoD reporting criteria
describing the preparation of the analysis results as well as criteria that address the
clean-up of identified SoD conflicts. Hence the sustainable implementation of the
defined rules is also subject to this category. For example, the comparison of the last
SoD analysis results reveals the success or failure of the SOD activities over time
(also taking the timely removal of identified conflicts into account) (Taiariol 2009,
p.25). Thus indicators of possible process improvements can be identified. A
structured approach to eliminate the weak points we pointed out is also useful to
prioritize the individual SoD conflicts. This can ideally be done by a risk assessment
of the different SoD conflicts (Krell 2007, p.19). Thereby it is important to question
risks according to the risk management process to challenge the rule set and adjust it
if necessary. In accordance with the determined risks, escalation mechanisms should
be implemented for the purpose of eliminating assessed conflicts. A differentiation of
escalation mechanisms, considering the calculated risks and temporal evolution, is
worth taking into account.
Category "Organizational Environment": Criteria grouped under this category are
primarily concerned with the assessment of process safety consciousness within the
company. This category is essential for the quality of SoD processes executions.
Although so-called Computer Assisted Audit Techniques (CAAT) are used to support
the automation of SoD activities, the employment of employees in many areas is still
essential (Hendrawirawan et al. 2007, p.3).
From an organizational perspective a criterion for assessing the maturity level is
the definition of responsibilities (Herbsleb et al. 1997, p.38). Usually, the IT
department is responsible for ERP security-related issues. The business departments
employees - as business process owners - typically lack the technical knowledge for
the maintenance, allocation and testing of permissions. Therefore, the separation of
duties within standard business software should be an inter-divisional anchored task
(Taiariol 2009, p.23). The integrative character is also reflected in properly
implemented authorization assignment processes (Chandra and Beard 2007, p.14).
Because of the far-reaching consequences approval by the line manager is not
sufficient, a so-called “role owner” must be defined.
Further criteria include the involvement of senior management and the definition
of target values. Assuming the management is informed regularly about the
development of SoD conflicts a high priority of the issue within the company can be
assumed (Herbsleb et al. 1997, p.38).
Maturity Level 0: The maturity level 0 is present if a company carries out its
authorization management for business standard software, but does not consider SoD
issues. The perception of SoD issues within the company does not exist. The purpose
of the authorization management is only to allow employees access the ERP system.
Maturity Level 1 - Initial: Similar to known maturity models such as CMMI and
BPMM SoD projects in standard business software have the degree of "initial" if they
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are assigned to the lowest possible maturity. In this stage, processes are executed in
an unplanned and unstructured way, thus the quality of SoD analysis is difficult to
assess (OMG 2008, p.20). This is mainly due to the lack of formalization of the rule
sets, which complicates the traceability of activities regarding completeness and
correctness. Rules are defined on an ad hoc basis by the participating employees,
creating a company-wide heterogeneous landscape. In addition, the definition of rules
is not based on risk assessments within the meaning of the risk management process.
Therefore a full consideration of all high-risk business processes is not given. This
also implies a lack of dynamism of rules. Adjustments based on risk assessments are
not made.
Maturity Level 2 - Repeatable: In comparison to the maturity level "Initial " a
formalized rule set - defining SoD conflicts - is existent. This increases the
transparency of SOD activities within the company and facilitates the formalization of
a re-implementation of SoD analysis. From an organizational perspective on this level
of maturity the department is more involved in the SoD process. On the one hand, this
increases the quality of the rule set. On the other hand, departments as recipients of
reports are enabled to identify and evaluate SoD conflicts as well as assisting with
their removal. The successful elimination of SoD conflicts is reflected in passed
follow up audits. The results are documented and reported.
Maturity Level 3 - Defined: At this maturity level rules for multiple risk prone
business processes and supporting application systems are existent. Rule sets are
updated as soon as relevant changes are made to the business processes. To increase
the effectiveness of the control system the rule set includes both - detective and
preventive - controls. In the case of inapplicable rules, decentralized local controls are
executed in order to minimize potential risks. To support a company-wide process
improvement, conflicts are tagged with “risk values” in the regular reporting. Based
on the risk values managers can derive a prioritization of follow-up activities to
ensure effective use of their resources. The communication of conflicts is integrated
in the escalation management to ensure timely processing. Overall, the SoD approach
at this level is structured. Responsibility for SoD processes lies with the departments.
Departments develop rule sets in cooperation with IT staff and remove identified
conflicts. The increased awareness of SoD is also reflected in the further development
of the authorization management.
Maturity Level 4 - Managed: At this maturity level a generic rule set is used. Based
on the risk assessment SoD are defined for all relevant business processes. These SoD
are defined independently of the (IT-) system. Before deriving controls from the rule
sets transactions are mapped to relevant application systems. In this way it is easier to
maintain a company-wide uniform rule set. In case of process changes only one rule
set needs to be adapted. Vice versa the rule set is still usable if IT systems are
replaced. Only system-specific transformations need to be adapted. All control
activities are automatically carried out on a regular basis. This enables responsible
personal to make a statement about compliance regarding SoD aspects in the short
term. The sustainable elimination of conflicts is supported by an automatic escalation
management. Furnished with a priority conflicts are communicated to corresponding
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departments depending on age and risk assessment. Reports also include figures about
process improvements.
Maturity level 5 - Optimizing: The maturity level "Optimizing" describes the
highest level of SoD projects in standard business software. At this level SoD
processes are constantly being developed and improved. A process to update the rule
set in the case of relevant processes changes is in place. Also included is the systems
specific rule set transformation, linked control activities, the risk assessment and the
reporting as well as the escalation management. At this maturity level the companywide uniform rule set is characterized by its completeness. It includes not only all
high risk classified processes and the linked application systems, but also SoD aspects
across different systems. To ensure uniform implementation of all control activities
compensating controls are defined and rolled out centrally. An autonomous approach
by departments is precluded. Compared to maturity level 4 there are not only set
targets for the elimination of SoD conflicts, but the management also designs an
incentive system. Thereby incremental and innovative process and technology
improvements are encouraged.

3

Conclusion

In this paper a maturity model for segregation of duties in standard business
software is presented. Both the complexity of the issue and the lack of research in this
area illustrate the need of such a model. In the categories rule set, control activities,
reporting and organizational environment we developed 31 questions that can help
assess the current state of SOD activities. Furthermore, based on the results
improvement opportunities can possibly be identified and prioritized accordingly. In
comparison to other maturity models the relatively simple structure should provide
high user friendliness. In order to aggregate important information a future graphical
presentation of results is possible (Carbonel, 2008, p.4).
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Appendix A: Definition of maturity level with associated questioner

Appendix B: Degree of complexity for different questions
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