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Abstract: The paper deals with aspects of ICT innovation based on the 
development of the internet of things in industrial companies. The article 
presents the main results of a pilot survey carried out in a number of Czech 
companies. They show the current understanding of Industry 4.0 principles and 
the penetration these trends in companies, including the penetration level of the 
main IT trends and integration role of enterprise information systems 
application in Industry 4.0.  
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1 Introduction  

Long-term forecasts and trends of global development show that information and 
communication technology will continue to play a leading role among 
innovation technologies. Trends such as big data and cloud computing are very im-
portant today, but it seems that they will remain very important over the next 10-15 
years. For example, the document Global trends 2030 [7] emphasizes ICT as one of 
four key technological areas:  

• Information and communication technology 
• Technologies pertaining to the security of vital resources (food, water, and 

energy needs) 
• New health technologies  
• New manufacturing and automation technologies. 

Manufacturing and automation technologies are crucial for the deployment of ICT 
and at the same time they also represent one of the key segments of the portfolio of 
the Czech economy with a strong influence on the Czech labour market [2]. The im-
portance of ICT in the future is also emphasized in the survey done by the OECD [14] 
for example. 



2 Theoretical background  

There is no doubt that ICT play a key role in the development of the whole of soci-
ety. ICT will be shaping the global economy, social, and military developments as 
well as the world community’s actions pertaining to the environment by 2030. Infor-
mation technology will provide global access and pervasive services; social media 
and cybersecurity will be large new markets. Among the TOP 10 strategic technology 
trends according to the Gartner Group are [6]: 

• The digital mesh  
o The device mesh 
o Ambient user experience 
o 3D printing machines 

• Smart machines 
o Information of everything 
o Advanced machine learning 
o Autonomous agents and things 

• The new IT reality 
o Adaptive security architecture 
o Mesh app and service architecture 
o IoT architecture and platforms. 

Advanced system architecture and virtual reality are examples of symptoms of the 
new important wave of changes. The time when it was trendy to talk about Web 2.0 
or Enterprise 2.0 is partly behind us. At that time Enterprise 2.0 was dedicated to the 
use of emergent social software platforms within companies, or between companies 
and their partners or customers. The tools and services that employ Web 2.0 tech-
niques such as tagging, ratings, networking, user commenting and discussion, open 
creation and editing policies started to be used at that time. [17].  

But the current ICT trends do not only emphasize the social networking role of the 
internet. The internet is now also a platform for communication among machines and 
products. The internet offers a complete solution that goes beyond the potential and 
possibilities of traditional manufacturing industries.  

All these changes are very significant and this new wave of changes is called the 
new, fourth industrial revolution. This revolution has started changes and movements 
that have never been experienced in society before.  

To better understand the term ‘fourth industrial revolution’, the main principles of 
the previous three industrial revolutions should be remembered. The first industrial 
revolution was based on steam power and mechanization in industry. The second 
revolution was caused by electricity and mass production and connected with ‘hard 
automation’. The third industrial revolution was based on computers and it was con-
nected with ‘flexible automation’. Finally, the current fourth revolution is also based 
on ICT but is associated with ‘cyber physical systems’. 

Fields such as automation, robots or digitalization of everything are important, and 
again the internet plays a key role – in the form of the internet of things (IoT) or ra-



ther the internet of everything [5, 10]. This is the reason why we sometimes call the 
changes of Industry 4.0, ‘factory 4.0’ [9] or ‘smart factory’ [19]. This designation is a 
continuation of the term ‘digital factory’ which has been used in previous years.   

The basic principles of Industry 4.0 are therefore the connection of machines, work 
pieces and systems, and businesses are creating intelligent networks along the entire 
value chain that can control each other autonomously. 

Industry 4.0 is a way to improve production processes, to increase the productivity 
for batch size equal to 1, to reflect individual demands and short term wishes. It helps 
to reduce lead time and time to market. It helps to reduce product development time 
and ad-hoc networking within cyber-physical systems. It helps transparency in real 
time, to make faster and more flexible decision making, to archive global optimiza-
tion in development and production. 

Examples for Industry 4.0 could be machines which can predict failures and trigger 
maintenance processes autonomously, or self-organized logistics which react to unex-
pected changes in production. Cyber-Physical Systems (CPS) is integrations of com-
putation and physical processes [12, 20].  

Industry 4.0 means making important efforts not only at a technological but also at 
a national level. A good example has been set by the German government. The Ger-
man Federal Ministry for Education and Research currently offers 183 different doc-
uments related to this topic. For example, there is a project of the future, ‘Assembly 
4.0’ which was presented with the project of the month award in 2016. Industry 4.0 
was also proposed and adopted as a part of the ‘High-Tech Strategy 2020 Action 
Plan’ of the German government (Recommendations, 2013). The general expectation 
is a growth of Industry 4.0 in Germany until 2020 by about 1.7% each year – mainly 
in chemistry, manufacturing, ICT and farming. 

Similar steps have been taken in other industrially developed countries like the 
USA (in the ‘Industrial Internet’ document [9] and China (in the ‘Internet+’ document 
[19] and in the ambitious plan ‘Made in China 2025’ [11].  The Chinese government 
declares here that the country is aiming at Industry 4.0 implementation. 

It is very important to note that the Czech government also strongly supports the 
Industry 4.0 trends in the document ‘The national strategy Industry 4.0’ published in 
September 2015 [13]. It was prepared and guaranteed by the Czech Ministry for In-
dustry and Trade. Not only technological trends are elaborated here, but the changes 
in the labor market are highlighted as well. 

3 Methodology – Formulation of the Aim and Research 
Questions 

This paper deals with a survey of the penetration of Industry 4.0 principles in 
Czech companies. The important questions concern the role of the selected IT trends 
and enterprise information system software applications within the Industry 4.0 
framework now and in the near future (between 2 and 5 years).  The other questions 
ask about the preparation of Czech companies for this new trend.  



The motivation for this survey was not only the current technological trends but the 
published manufacturing studies oriented towards Industry 4.0 penetration – on the 
global level [8] and on the national level in Germany [1,3,15].  

The first of these surveys was the most significant. It was done by Infosys – a lead-
er in consulting, technology, outsourcing and next-generation services and by the 
Institute for Industrial Management at the University of Aachen in Germany.  The 
survey analyzed more than 400 companies in industrially highly developed countries 
– China, France, Germany, the United Kingdom and the United States. It shows the 
level of maturity of Industry 4.0 and the key findings of this study are as follows [8]: 

• 85% of manufacturing companies globally are aware of the potential of tech-
nologies for increasing asset efficiency  

• However, only 15% of enterprises surveyed have so far implemented dedi-
cated strategies to this end by analyzing data from their machines  

• The research revealed that the largest improvements planned over the next 
five years are in the areas of information interoperability, data standardiza-
tion and advanced analytics  

• It is interesting that one fifth of companies believe that by 2020 will achieve 
anything beyond recognizing the potential of the Industry 4.0 concept.  

The results of the survey declare that from all the five analyzed countries (China, 
France, Germany, the UK and the US); China is the leading innovator and has the 
highest percentage of early adopters (57%). Germany is in fourth place with only 21% 
of early adopters. The German attitude and its wide support of Industry 4.0 is a big 
inspiration for the Czech economy and companies. There are many German investors 
and owners of companies in the Czech Republic and there is also close business co-
operation between both countries, with a large volume of mutual exports. 

Another reason for the survey described in this paper is an effort to obtain a more 
detailed view of the current ICT trends that are somehow connected with ICT such as 
mobile devices, clouds and big data on the one hand and ERP, MES, BI and APS 
applications on the other. Last but not least, topics such as robots, smart logistics and 
flexible production planning were also observed. 

The further research question in this survey examines whether the strategies for In-
dustry 4.0 are being implemented at the proper level in Czech companies, in a way 
comparable with the situation in Germany (as there is a high level of integration of 
companies from both countries).  

The main research questions in this survey are as follows: 

1) Are the main ICT trends (like cloud computing, big data and internet of 
things) being applied in the current development of companies and is growth 
of their penetration expected over the next 5 years? 

2) Do ERP systems play a main role as an integrate application software?  
3) Are the main trends of Industry 4.0 (such as robots or adaptive maintenance) 

being applied in the current development of companies and is  
4) Do Czech companies already have a strategy for Industry 4.0? 



4 Sample Description and Data Collection 

To be able to answer the research questions, a special questionnaire form was cre-
ated which was made available for the companies on the website. Data collection was 
carried out by completing the web form in June/July 2016. 

A set of 169 companies was addressed by the survey. 24 companies answered, 
meaning that the survey had a 14.7% response rate. It is important that the sample of 
companies reflects well the profile of the whole Czech economy, because the majority 
of firms belong to the automotive industry (29%) and mechanical engineering (25%). 
The Czech Republic is, by the way, the most developed industrial EU country because 
its share of GDP from industry is 47.3% (Germany has only 40.2%).  

The companies that participated in the survey were mostly large companies with 
more than 250 employees (66.7%) and middle sized companies (25%).  There was 
also balanced ownership of domestic investors (58.3%) and foreign investors and 
owners (41.7%). The importance for the validity of the data was the fact that it was 
mostly the directors or company owners (33.3%) and top managers (41.7%) who 
answered the questions in the form. It is interesting that only 4.2% of IT managers 
answered the questions. 

There is one more aspect that characterizes the survey. The majority of companies 
that answered and participated in the survey declared that they have dealt with Indus-
try 4.0 for either more than one year (41.7%) or are dealing with it right now (20.8%). 
Only one fifth of the companies (20.8%) say that they know about this new trend but 
they do not want to implement it.  On the other hand, only 8.3% of companies de-
clared that they have not heard of Industry 4.0 so far.  

Finally, there is one more interesting fact revealed by the survey. Those who an-
swered the questions spent roughly one hour filling it in. This confirms the im-
portance of the role of Industry 4.0. The main results of the survey and the answers 
are described below. 

 

5 Research results 

The results from the survey as a whole reflect the trends in the application of ICT 
(such as cloud computing and big data), IT supported technological trends (e.g. ro-
bots, predictive maintenance, digital manufacturing and smart logistics) and usability 
and integration of the traditional enterprise information systems packages (like ERP, 
MES and CRM for example) in the Industry 4.0 trends and principles. 

 



5.1 ICT trends penetration  

The first research question: Are the main IT trends applied (like cloud computing, 
big data, internet of things) in the current development of companies and is growth of 
its penetration expected over the next 5 years? 

The results show that all the selected topics are already being applied today. Cloud 
computing mostly in first place, big data is second and the industrial internet of things 
is in third position.  

It is interesting that demand and implementation of all these three trends is not pre-
dicted to grow in the next five years, although their penetration is the basis for this, 
and it is crucial.  

 

IT trends Used now
 

Planned to be used in 
following 2 years 

 

Planned to be used 
in following 5 years 

 

Industrial Internet of 
Things 

3 (13.0 %) 3 (13.0 %) 1 (4.3 %) 

Cloud computing 7 (30.4 %) 2 (8.7 %) 4 (17.4 %) 

Big data 5 (21.7 %) 2 (8.7 %) 4 (17.4 %) 

Mobile devices  9 (39.1 %) 5 (21.7 %) 1 (4.3 %) 

BYOD concept (bring 
your own device) 

2 (8.7 %) 1 (4.3 %) 2 (8.7 %) 

Google glasses 0 2 (8.7 %) 0 

Smart watches 1 (4.3 %) 1 (4.3 %) 1 (4.3 %) 

Open software architec-
ture 

2 (8.7 %) 2 (8.7 %) 2 (8.7 %) 

Open protocols 1 (4.3 %) 2 (8.7 %) 1 (4.3 %) 

Open data models 1 (4.3 %) 2 (8.7 %) 1 (4.3 %) 

 

The industrial internet of things is one of the key aspects of the whole new wave of 
changes known as the 4.0 industrial revolution. Therefore, it is interesting that enter-
prises want to know more information about it – nearly one half of them (47.8%). The 
other two main trends (cloud computing and big data) are also topics which need to be 
further explained for nearly one third of the enterprises. 

 

 



IT trends We would like get more 
information 

 

Industrial Internet of Things 11 (47.8 %) 

Cloud computing 6 (26.1 %) 

Big data 7 (30.4 %) 

Mobile devices  8 (34.8 %) 

BYOD concept (bring your own device) 11 (47.8 %) 

Google glasses 13 (56.5 %) 

Smart watches 13 (56.5 %) 

Open software architecture 11 (47.8 %) 

Open protocols 13 (56.5 %) 

Open data models 14 (60.9 %) 

 

 

New trends like Google glass (56.5%), smart watches (56.5%) and open protocols 
(56.5%) are the topics which companies would most like to have further explained. 

5.2 Enterprise information systems packages integration in the Industry 4.0 
perspective   

The second research question: Do ERP systems play a main role as an integrate 
application software? 

The results confirm the key role of ERP systems (65.2%) in the integration of plans 
of companies during the preparation for Industry 4.0. The next most important pack-
age is MES application. 

 

 

 

 

 



  

Enterprise information system application Responses Ratio 

ERP (Enterprise Resource Planning)
 

15 65.2 % 

MES (Manufacturing Execution System)
 

10 43.5 % 

APS (Advanced Planning and Scheduling)
 

5 21.7 % 

PLM (Product Lifecycle Management)
 

6 26.1 % 

WMS (Warehouse Management System) 
 

8 34.8 % 

BI (Business Intelligence)
 

7 30.4 % 

BPM/BPMS (Business Process Management Suites)
 

1 4.3 % 

Other SW applications:
 

 

4 17.4 % 

 
Other SW applications mentioned included: CRM, technomatix, NX, voice tech-

nology and paperless documentation. 

5.3 ICT based technologies penetration in the future of Industry 4.0  

The third research question: Are the main trends of Industry 4.0 (robots, adaptive 
maintenance) being applied in the current development of companies and is growth of 
its penetration expected over the next 5 years? 

The three most important IT based technologies are - robots (39.1%), digital facto-
ry (30.4%) and predictive maintenance (30.4%). The higher demand for the following 
2 years is expected for predictive maintenance (34.8%) and smart logistics (26.1%). 
3D printing is used extensively now and there are high expectations that it will be in 
use even in 5 years’ time.  

IT based technologies Used now
 

Planned to be used in 
following 2 years 

 

Planned to be used 
in following 5 years 

 

Digital factory  7 (30.4 %) 4 (17.4 %) 2 (8.7 %) 

Adaptive automation 3 (13.0 %) 4 (17.4 %) 5 (21.7 %) 

Robots 9 (39.1 %) 3 (13.0 %) 1 (4.3 %) 

Industrial 3D printing  6 (26.1 %) 4 (17.4 %) 4 (17.4 %) 

Smart logistics 4 (17.4 %) 6 (26.1 %) 3 (13.0 %) 

Predictive maintenance 7 (30.4 %) 8 (34.8 %) 0 

Cybernetic data security  5 (21.7 %) 4 (17.4 %) 0 



 

The main topics for further education and requirements for additional awareness 
are ¨cybernetic data security (39.1%) followed by adaptive automation (34.8%), digi-
tal factory, predictive maintenance and industrial 3D printing (30.4%). 

 

IT based technologies  We would like get more in-
formation 

 

Digital factory  7 (30.4 %) 

Adaptive automation 8 (34.8 %) 

Robots 5 (21.7 %) 

Industrial 3D printing  7 (30.4 %) 

Smart logistics 6 (26.1 %) 

Predictive maintenance 7 (30.4 %) 

Cybernetic data security  9 (39.1 %) 

5.4 Existence of an Industry 4.0 strategy  

The fourth research question is: Do Czech companies have a strategy for Industry 
4.0? 

A high percentage of Czech enterprises (39.1%) do not currently have a strategy 
for Industry 4.0. Nearly the same percentage of enterprises is preparing such strategy 
(30.4%). And finally, nearly 25%, it means each fourth company, already has a strat-
egy for Industry 4.0. This is very similar to the answers from firms in the global sur-
vey (by Infosys, 2015).  

 

Strategy for Industry 4.0 Responses Ratio 

We do not have a strategy for Industry 4.0
 

9 39.1 % 

We do not have a strategy for Industry 
4.0  

 now but we are preparing 
it 

 

7 30.4 % 

We have a strategy for Industry 4.0 and it is a part of business 
strategy  

 

4 17.4 % 

We have a strategy for Industry 4.0 but it is not a part of business 
strategy  

 

2 8.7 % 

  

 



6 Conclusion  

Industry 4.0 seems to be a topic with a high potential, especially at a time when the 
digitalization of production and of life in general is increasing. The survey indicates 
many similarities between Industry 4.0 penetration in Czech companies and in leading 
developed countries.  

The survey identified a big potential for further analyses and the obstacles prevent-
ing the wider application of Industry 4.0. The main reason for companies is that there 
is little awareness of the issues of Industry 4.0 (73.3% declare this), and the effects on 
business are unclear (40%). The high costs connected with implementing Industry 4.0 
(40%) are also cited as one of the obstacles.  

The survey shows that companies perceive the level of penetration to be very low 
and they also feel that there are as yet no proper methodologies or road maps for im-
plementing Industry 4.0. These aspects are again possible further areas for research. 

Last but not least is the fact that it has a crucial influence on the labour market. It is 
expected that many jobs will be lost because of Industry 4.0. This fact is more im-
portant for the Czech Republic, which experienced the biggest growth of jobs after 
the crisis, especially in manufacturing (OECD, 2015). It will therefore be necessary to 
keep a balance within Industry 4.0 developments from both technological and social 
perspectives. 
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