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Abstract. Theelectronic identification and trust service regulation (eIDAS) was
adopted in 2014 to create a digital common market in the European Union (EU).
As the world is becoming more and more digital, countries need to develop ways
to integrate digital migrants. While the EU does not currently have a digital
common market, several EU countries already have working systems for cross-
border digital cooperation. The principal focus of this article was to address
whether elDAS can be implemented in these countries, without challenging the
local initiatives. The Estonian e-government system (EES) was chosen as an
exemplary case. Here we analyzed whether the eIDAS complements or
challenges the national e-government initiatives, such as Estonia’s e-residency
project, and whether it is in the interest of member states to contribute to the fast
implementation of the eIDAS as the most effective measure for achieving cross-
border use of e-services. To address these questions, a content, context and
process (CCP) analysis framework was used. Based on our findings, we
concluded that, although the eIDAS creates some additional obligations, the
regulation supports national e-government goals and domestic cross-border
initiatives. Also, without supranational interference, it is highly unlikely that
digital open borders could be created among 28 member states. Thus, it is in the
interest of the member states to contribute to afast implementation of the eIDAS.

Keywords: e-government, case study, cross-border e-services

1 Introduction

The mobility of European Union (EU) citizens and open borders have created an
increasing need for a secure and digital common market. To guarantee the four basic
freedoms of the EU, digital services will be required. Since 1999, the digital services
of EU member states have been derived from a common legal framework?!, however, in
reality the digital identities of the citizens of other member states have not been
acknowledged. As the world is becoming more and more digital, countries need to

1 The basis has been Directive 99/93/EC
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develop ways to integrate digital migrants2. Thus, the electronic identification and trust
service regulation (€IDAS) was adopted in July 2014 and a framework to develop the
digital common market in the EU was created. [2]

Although the eIDAS could provide digital services across the EU, alternative
systems also exist. Various EU countries have different initiatives aimed at decreasing
digital fragmentation, so it is important to evaluate how the eIDAS could be
implemented in a way that is compatible with local initiatives. Estonia has been a
pioneer in cross-border cooperation [3], being a source for cross-border electronic
initiatives such as SignWise, the e-residency and bilateral cross-border mutual
recognition agreements3. In December 2015, Estonia’s e-residency program celebrated
its first birthday by 3-fold exceeding its initial annual goal, having enrolled 7,000
members from 119 countries. Estonian Prime Minister Taavi RGivas called the program
“a pioneering move to open up our efficient digital services to anyone in the world” [4].
Here we investigate whether the EIDAS supports or undermines national measures,
using the Estonian case as an example. The following research questions will be
answered:

e Do the changes introduced by the eIDAS complement or challenge the domestic
goals and e-government initiatives of Member States?

e Should Member States contribute to the fast implementation of the eIDAS as the
most effective measure for achieving cross-borderuse of e-services?

To answer these questions, the key aspects of the EES, local cross-border initiatives
and the eIDAS are mapped and the compatibility of the eIDAS with an existing e-
government systems (ES) is evaluated. In addition to giving insight to the compatibility
of the eIDAS with the local initiative, thearticle also aims to strengthen the theoretical
knowledge with a new case study.

2 Theoretical Framework: Context, Content and Process (CCP)

Information systems (IS) are essential part ofe-governing and IS theories are often used
for evaluating ES and e-services. Trends in public administration are forcing
governments to reengineer the administration processes and to set higher requirements
on accountability of ICT-based systems [5]. Systems theory, organizational rationalism,
social theory of structuration and critical theory are the most commonly employed
theories in IS research [6]. Although these theories and frameworks offer a variety of
analysis options, because e-government analyses encompass multiple spheres of
research, a more complex, multi-faceted approach is needed [7]. CCP analysis creates
linkages between context, content and process and enables the researcher to ask
questions both from the perspective of technology and people engaged [8], ensuring

2 For us (in contrastto definitions such as by Prensky [1])we mean citizens with no
legal residence in the country, but wanting to engage digitally with its public services.

3 The concepts of SignWise, e-residency and bilateral cross-border agreements are
introduced in 4.2.



that important variables are not overlooked [9]. CCP analysis is used in different
research areas, such as education [10], psychology and psychotherapy [11], biology
[12] and management [13], butwas first introduced in IS research by Symons [14]. The
CCP framework offers ahigh level of structure [8], by breaking processes into anumber
of elements —purpose (why), subject (what), timeframe (when), methodologies (how)
and people (who) — thus allowing the researcher to recognize a wide scope of
interrelated factors [15]. This also allows the researcherto ask the correct questions and
explore a wide range of influences, by inherently including social, political, cultural
and economic factors [8].

Here, the CCP framework is used to assess whether it is in the interests of EU
member states with existing e-government systems (e.g., the EES) to contribute to the
fast implementation of elIDAS. CCP framefork allows to evaluate changes through
measures such as effectiveness, efficiency and understanding of the context [16],
making it possible to assess whetherthe changes are compatible with the contexts they
are implemented in. To assess the compatibility of the EES and eIDAS, the contextual
dimensions introduced by Heeks [17] are used. The principal arguments of CCP
framework are that changes are most likely to be accepted when the core values of
organizations are not impacted [18], there are little or no substantial mismatches
between contextual dimensions [17], acceptance among stakeholder is gained, there is
thorough communication [9] and the timing is right [19]. The focus of the article is
empirical, so the theoretical framework is not elaborated in more detail. The main
purpose of the framework is to determine how to structure and analyse the data [20].

3 Methodology

To analyze the compatibility of the eIDAS in an existing e-government system, we
applied a deductive approach, moving from a general theory to an explorative single
case study [21]. Qualitative research design was used to analyze linkages between
causally relevant factors and map causalpaths inagiven situation [22]. Although case
studies can involve multiple cases, here we focus on the EES as the center of a single
case analysis. Case studies focus on understanding the dynamics within a single setting
[23], while also creating a basis for generalization of these results [24]. Although it can
be argued that generalizability is limited when usinga single case study, using a single
case design highlights the contrast between case studies and clear statistical analyses
[25]. Here, CCP analysis was used, including key aspects ofthe observed case, creating
clear causal paths and explaining how the conclusions were reached.

It was important to ensure that key causal relationships would not be missed [22]
and expert interviews had a substantial impact to prevent that [26]. In addition to the
legal documents, reports, impact analyses, written expert opinions, notes from
presentations, news and academic articles, six semi-structured expert interviews were
carried out with leading experts from the Estonian e-government department. As the
network of the EES is small and integrated, these six interviewees represent the main
stakeholder viewpoints from the Estonian governmental sector, the private sector and
e-government critics. The case of the EES is introduced in the following sections.



4 Case Study: The Estonian E-government System (EES)

As Estonia has a working ES with remarkably high usage, the Estonian case was
chosen for analysis [27]. For a small state, Estonia has managed to create a remarkab le
image of an e-state [3, 28, 29]. In strong cooperation with the private sector [28], the
principal idea has been to create a single systemthat could be used for all e-services,
enabling the creation of low cost usable e-services. The X-road solution?, electronic ID
cards® and data protection acts are seen as the solid building blocks of the system [3].
It is important to note that the innovative services and the image of an e-state do not
hold a high value in itself, unless it is visible to citizens and the services needed by
citizens are actually delivered. Services such as an e-tax office and e-banking have
significantly improved the convenience of Estonian citizens [27], and are used on a
daily bases. According to the 2014 UN e-government survey, Estonia is ranked 15th in
the list of world e-government leaders and 8th among European countries, being one of
the 25 countries ranked as having a very-high-EGDI®. Estonia is also among the top 20
countries in online service delivery, being one of the six European countries in that list,
and among the top 25 performers in e-participation [33].

4.1  The elDAS regulation as the content of change

The content dimension allows researchers to see the substance of a planned change
[13]. Here, the eIDAS is considered as that content. The current e-Signature Directive
[34] has been in use for over 15 years. As the directive has substantial gaps, such as
undefined obligations for the national supervision of service providers, and legal and
technical cross-border interoperability issues [35], a new framework was needed and,
after thorough discussions, newregulations were adopted. The new legislative solution
was proposed in 2012 and adopted in 2014 [36]. The European Commission has
conducted Large scale pilots (LSP) in the past, such as STORK, E-CODEX, SPOCS
and E-SENS, with the aim to test the interoperability and the legality of this new
framework [37]. Based onthe previously held discussions and conducted pilot projects,
new regulations were introduced to develop mutual recognition of electronic
identification, cross-border electronic trust services and cross-border electronic

4 X-road is the most important environment in the Estonian e-government system
connecting different public and private e-service databases, and making the services
interoperable [30]. The end useris identified with an ID card or through online banking.
Public and private sector enterprises and institutions can connect their own electronic
environment with x-road, and make data exchange more effective [31].

5 Electronic ID card is a smart card, which can be used for authentication of the card
holder and for giving digital signatures and encrypt documents. Digital IDs are issued
to citizens and residents of Estonia [32].

6 E-government development index (EGDI) is an index, which aims to view e-
government development and reflect relative knowledge of best practices by analysing
three dimensions of e-government — provision of online services, telecommunication
connectivity and human capacity [33].



documents [38]. Some of the main ideas introduced with the eIDAS include: enhancing
trust in electronic transactions by providing a common foundation for secure cross-
borderelectronic actions; providing key enablers across borders (such as electronic IDs,
documents, signatures and delivery services); creating public key infrastructure at pan-
European level; identifying different assurance levels to characterize the degree of
confidence of a party being identified; and establishing a general legal framework for
the use of trust services. It is important to emphasize thatthe regulation is technology-
neutral and does not seek to interfere with the electronic ID management systems and
related infrastructures, which are established in member states [36].

42 EES as the content that is changed. Possibilities for cross-border digital
cooperation

Estonia is unquestionably a pioneer of e-services [3, 28, 29]. Based on the EES, four
possible models for cross-border cooperation can be described, which are introduced in
following sections.

Thefirst option (Figure 1) is forming bilateral agreements between member states
to cooperate digitally across national borders. An example here would be the
cooperation agreement between the tax offices of Finland and Estonia [31], which
beganin 2013 with the first digitally signed intergovernmental contract [39].

Country X
with its IS

Country Y
with its IS

Figure 1: Forming bilateral agreements.

The Estonian e-residency project, which enables non-residents to access the same
electronic benefits as the residents of Estonia, can be seen as the second option (Figure
2). Estonian aimed to be the first country to startissuing e-residency, as it was believed
that the accessibility of digital services should not be dependent on the person’s
residency or citizenship. With digital residency, new e-residents (both from the EU and
outside) receive a digital ID with a smart card identical to an Estonian electronic 1D
certificate, which can be used in the digital environment to identify a person and give
digital signatures, using the same software as citizens do with their ID-cards [40].

A non-citizen with
an Estonian

A non-citizen electronic ID A no_ltqt;citizen
: - with an
with an Estonian Estonian
electronic ID electronic ID
Estoniane-
goverment
system with its
e-services
A n‘xift";cg'ﬁen A non-citizen
Estonian E";‘:gn?;n
electronic ID

electronic ID

Figure 2: Enabling non-citizens to access the national e-state and use e-services.



The third option is offering cross-border services through a neutral non-
gowernmental body (Figure 3). This has been done by a private sector initiative,
SignWise, which is a cloud-based digital identification service, enabling people and
businesses to digitally sign documents across borders by providing trusted and secure
cross-borderinfrastructure for authentication and validation [41].

SignWi -)
Aperson/company] - ‘gmitise ] A person/company

from Country X | === cloud-based e from Country Y
J environment J

Figure 3: Enabling people and companies to digitally sign documents across borders
by providing secure infrastructure.

The fourth option is a supranational framework (Fioure 4) where, based on a principle of
subsidiarity, transnational interference is seen as the most effective and efficient solution. The
example here is the eIDAS, which aims to create a system of mutual recognition of Member
States’ national identification systems, by creatinga comprehensive legal framework for both the
electronic identification and authentication services [42].

Y

Member State A
Member State B

N

[ Member State C ]

Figure 4: Supranational framework where member states recognize each other’s digital IDs.

4.3  The context surrounding the change processes

E-government applications are often seen as isolated technical artefacts, but it is
important to understand that their contents are always used in certain contexts [17]. In
the following sections, the reasons behind the adoption of new regulation and the
involved stakeholders are analyzed through the questions why and who.

Stakeholders. In the case of Estonia, a small circle of people deal directly with IS in
the EES. The EES is built on a bottom-up system, with each minister being responsible
for the ICT system and e-services of their field. Ministers consult public and private
sector stakeholders, and based on the collected information, proposals are then
presented at the national central level. [3] As the eIDAS requirements are set by the
EU, the bottom-up systemcannot be applied and the responsible network here is formed
by the Ministry of Interior, the Estonian Information System Authority, the Ministry of
Economic Affairs and Communications and the Certification Centre [3, 29]. Also, close
cooperation with the private sector needs to be emphasized: electronic identity was
developed clearly on the initiative of banks and telecommunication companies [28, 43],



certification services are provided solely by the private-owned SC, and most ICT
services are boughtin from the private sector [28].

As the networks are rather small, personalopinions and characteristics of individuals
have been very important. Ideologies are often carried on from one individual to
another, forming a symbiosis between personal opinions and organizational views [3].
(I6) From early on, there were pioneers who wanted to develop cross-border e-
cooperation, which meant that when the discussions about the eIDAS started, the
question was not whether to do it, but how [3, 29]. Charismatic leadership can be
helpful for supporting a clear vision and mission, but critics [44, 45] bring out that this
can also lead to people following ideas blindly, as they do not actually understand the
technical part of these solutions. Thus, the more extensive involvement of ICT people
and critics could be beneficial [45].

Reasons for the new regulation and for accepting or repulsing the change. When
adopting and implementing changes, it should be made clear why these changes are
needed in the given contexts and why are they accepted or repulsed [46]. IS serves a
purpose to simplify the work, enabling organizations to work better [14]. In the public
services, IS are used to provide for citizens faster, more conveniently and to reduce
costs [47]. In the Estonian case, efficiency has been the core driver of adopting IS [3].
Estonia has had paperless decision-making in the government cabinet since 2000, and
most of the public sectorservices are available digitally [30]. Using digital signatures
domestically has helped save 2% of GDP and governmental stakeholders believe that
this number could be higher once digital IDs are acknowledged throughoutthe EU [3].
Although Estonia does already have a cross-border digital initiative, this does not
necessarily mean thatthe eIDAS would be seen as a competing concept. It is clear that
the Estonian initiatives could not create open borders within the 28 Member States and
a two-speed Europe would not be the most desirable option. eIDAS sets the minimal
requirements for cooperation but does not limit greater cooperation between
strategically important counterparts [3]. Also, aligning after European principles could
significantly strengthen the EES, as there are stronger requirements on security,
privacy, openness and data protection at the EU level [45]. Thus, the question in Estonia
regarding the development of cross-border e-services has not been whether to do it,
rather how bestto do it [3, 28, 29].

Categorizing contextual dimensions. Contextual divisions (information, technology,
processes, objectives and values, staffing and skills, management and structures and
other resources) introduced by Heeks [17] are used here to map and compare the EES
and requirements introduced with the eIDAS. These divisions enable better
comprehension of the scope of changes for the EES.

As mentioned before, the goals of the elDAS coincide with the objectives and values
of Estonian digital policies [3, 28, 29], thus, although some additional obligations are
surely created for the EES [29], there are no substantial mismatches in the objectives
and values. Regarding the technology and processes dimensions, some changes are
needed. As the eIDAS aims to be technology-neutral [36] and Estonia participated in
the pilot project STORK, it is believed that existing Estonian technical solutions and
processes would not require significant change [3]. However, it should be noted that



the current systems were created and secured for the internal market and, when the
number of users multiples, these systems would need to be rebuilt accordingly. Some
auditing functions would also be required to strengthen the e-governing process [29].
At the same time, these development would also support the local cross-border
initiatives [3], and critics hope that implementing the eIDAS would motivate further
strengthening of the technical content [44].

More substantialchanges would be needed in the divisions of information, staffing
and skills and management systems and structures. The elDAS sets several new
requirements for data exchange, such as exchanging information about supervision
activities and best practice [36]. Also, requirements are set on the preservation of
information for electronic signatures and seals [36] and EU privacy measures are more
strict [3, 45]. As Estonia is a small state, the lack of specific resources is seen as a
significant barrier [3, 28, 29]. The main issue here is having too few people, but the
technical and legal competencies of the existing people would also need to be
developed to fulfil the eIDAS requirements [29, 45]. The lack of resources also
influences the division of management systems and structures. While the EES is
flexible and receptive towards change [3], the resources are lacking and the mental
willingness might be insufficient [29]. Implementing eIDAS certainly creates
additional tasks and financial obligations [3], but the key issue here is in the effective
use ofresources [29]. Also,the EU provides financial support, which should ameliorate
resources insufficiencies [28].

4.4  Process of change and factors of timing

For the EES, it was clear that the directive was not working [29] and most stakeholders
agreed that in order to develop cross-border cooperation, a new regulation was needed
[3]. It is believed that Estonia has had more influence on the European digital policies
than it would be assumed based on the size of the country [3, 29]. The same is
considered true in the chance process for the EES, where Estonia managed to defend
its interests well while the content of regulation was worked out. The goal was that the
change in Estonian domestic systems would be minimal [29]. If more had to be
changed, the resistance against the eIDAS due to large investment needs would likely
have been greater [43].

It has been an Estonian ambition to achieve cross-border identification measures and
cross-border e-services as fast as possible, but it is clear that comprehensive changes,
such as digital open borders, do not happen instantly. It is believed that the timing of
the eIDAS has been good [3, 48]. Implementation of the eIDAS and the e-residency
project are happening simultaneously, which makes it is easier for Estonia to use its
resources reasonably [3]. Simultaneous processes also create a better platform for
communication, especially since the stakeholders in Estonia overlap greatly [48]. At
the same time, it should be remembered that the older the systems become, the more
difficult it will be to implement changes [28]. Thus, had the eIDAS been implemented
earlier, there would likely have been greater flexibility [29].

Anotherimportant aspect of the change process is communication, often determining
the end result [8]. As the majority of people do not understand the technical processes



behind electronic services and digital identification means, trust is essential, as are
communication and branding [44]. In the case of the EES, branding has been mainly
been targeted outwards, to create a global e-state image [3]. Although a lack of domestic
communication has drawn criticism [45], the wider communication is planned for the
period of implementation [3]. The influence of the communication of the change
process cannot be evaluated at this point.

5 Discussion

By analyzing the Estonian case, we aimed to answer two research questions: 1) whether
the changes introduced by the eIDAS are complementary to or challenge the domestic
goals and e-government initiatives of Member States; and 2) whether Member States
should contribute to the fast implementation of the eIDAS, as the most effective
measure for achieving cross-border use of e-services [49]. The CCP framework was
used here to map and analyze the key aspects of the chosen case. In the following
sections, the research questions are answered based on the theoretical framework and
empirical findings.

5.1 Do the changes introduced by the eIDAS complement or challenges the
domestic goals and e-government initiatives of Member States?

The CCP framework allowed us to analyze, based on the EES, whether the eIDAS
complements or challenges the existing e-government solutions. It is important to note
that the content of change influences the attitudes towards the change, meaning that
when the core of the system is not affected, there is less resistance [18]. Also,
mismatches between contextual features can cause extensive instability [49], so that
comparing contextual dimensions is often key to evaluations of compatibility. If the
contexts do not match, contents should be changed [17]. However, in this case, the
content under observation is directly applicable. This means that any mismatches not
negotiated in the development phase, will require domestic systems (contents) to be
changed later. In the case of the EES, most of the identified mismatches were minor.
Although there were more requirements for substantial change in the divisions of
information, staffing, skills, management systems and structures, we expect that when
the necessity ofthese changes is accepted [3, 29, 45], major resistance will be unlikely .

The second aspect under investigation was the compatibility of the eIDAS with the
domestic e-government initiatives. The Estonian case shows that the eIDAS can be
compatible with local initiatives. However, it should be noted that resources can be
scarce (especially within a small state context), making it important to prioritize. In the
Estonian case, the changes introduced by the eIDAS also supported the domestic needs
and goals (e.g., the development of e-residency) [3, 28, 29]. Thus, it can be reasoned
that, although the eIDAS was enforced to fulfil wider goals of the EU, by creating an
open system, it also supports the development of local initiatives [3, 28, 29]. As the
contentdoes not conflict significantly with the EES, local initiatives can be developed
simultaneously with the eIDAS.



5.2  Should Member States contribute to the fast implementation of the eIDAS
as the most effective measure for achieving cross-border use of e-services?

As Directive 99/93/EC has proved to have substantial gaps, the eIDAS was introduced
to develop secure mutual recognition of cross-border electronic identification,
electronic trust services and electronic documents [38]. Developing cross-border e-
services should be in the interest of Member States. However, it should be evaluated
whether Member States should contribute to the fast development of the eIDAS as the
most effective solution. In the Estonian public sector, efficiency is a priority and digital
solutions are seen as a way to achieve it. On the domestic level, around 2% of GDP has
been saved due to the use of digital signatures. It is predicted that, if digital IDs were
acknowledged across borders, yet further improvements in efficiency could be made
[3]. It is clear that none of the domestic solutions have so far managed to create a
common digital market, sothe eIDAS can certainly support efficiency by doing so.

In any successfulchange, maximum outputshould be achieved with minimum input
[14]. 1t could be argued that, for countries that already have usable cross-border
solutions, developing new systemmight be an unnecessary additional use of resources.
Atthe same time, even Estonian e-governance visionaries agree [3, 28, 48] thatadigital
single market including 28 Member States would be impossible without the eIDAS,
thus justifying the use of additional resources [3].

With asupranational framework, impact can be greater, as the partners of the EU are
also influenced [29]. For example, when Directive 1999/93/EC was implemented,
many of the neighbouring countries were guided by it while developing their digital
signature acts. For example, Estonia passed its Digital Signature Act based on the
directive, while still outside of the EU [28]. As businesses are keen to cooperate with
the EU, the building ofa successfuldigitalcommon market should create the possibility
of expanding internationally. Thus giving the EU an opportunity to create something
innovative, giving stakeholders (e.g., the EES) the chance of reaching a significantly
bigger market. Theoretically, the eIDAS could create a systemwhere countries can use
the best available e-services (e.g., the tax system created by one country, a pension
system by another and a health register by a third) making e-governing remarkably
more effective and cost-efficient. [29]

6 Conclusion

By analyzing the dimensions of content, context and process, we concluded that,
despite some additional obligations imposed by the eIDAS, the regulation supports the
national e-government’s goals and domestic cross-border initiatives. Also, as the
creation of digital open borders among 28 member states would be unlikely without
supranational interference, we proposethat it is in the interest of the member states to
contribute to the fastimplementation of the eIDAS. Still, as only the Estonian case was
analysed, we cannot say that this would be the case in all member states. In future
research, more cases needto be covered to make comprehensive conclusions.
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