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Abstract. With the increasing importance and demand for wireless communications,
there is a spectrum crunch and there is no easy way to meet this increasing demand. Spec-
trum monitoring is a key enabler for understanding how the spectrum is currently used and
identifying opportunities for spectrum sharing. This paper focuses on analysis of a large
volume of complex spectrum measurements in the public safety band and involves modeling
spectrum sensors, public safety domain knowledge and events involving public safety. The
information models developed can be used to create labels for the complex spectrum data
and facilitate the analysis of the data needed for spectrum sharing.

1 Introduction

Wireless communication plays an increasingly important role across a variety of do-
mains. With the growing demand for new and expanded wireless services, one of the
key challenges is the scarcity of spectrum. Spectrum is a finite resource and in the
United States (as in most parts of the world) the spectrum has been fully allocated.
This means that there is no “free” spectrum that can be utilized to meet the growing
demands, thereby making spectrum sharing necessary.

An important step to determine the feasibility of sharing is to learn how the spec-
trum is currently being used. This involves understanding the occupancy of the spec-
trum in space, time and frequency and identifying where opportunities exist for shar-
ing. Characterizing the details of how the spectrum is used — e.g., the time-frequency
utilization patterns is fundamental to the design of dynamic spectrum access (DSA)
systems as it can significantly increase the opportunity for spectrum sharing by lever-
aging signal periodicity. Obtaining detailed spectrum utilization patterns is challeng-
ing, particularly when analyzing multiple bands.

Multiband spectrum measurements are highly complex spatio-temporal data sets
that require very specialized domain knowledge to collect, analyze and interpret.[1]
The entire process is extremely time consuming. To analyze and interpret the meas-
urements, a variety of contextual information ranging from the specific configuration
of the spectrum sensor and potential emitters to drivers of spectrum use is needed.
Current analysis is largely manual, and typically limited to one or a few bands.
Multiband analysis is usually based on visual interpretation of waterfall charts or
spectrograms. Although context is sometimes used anecdotally to interpret the dy-
namics of spectrum usage, it has not been integrated into the characterization. Decid-
ing what is normal or abnormal for each band requires domain expertise. These fac-
tors limit the amount of analysis that is done on spectrum measurements and thus
limit the understanding of existing spectrum use.



This work focuses on the analysis of spectrum measurements in the Land Mobile
Radio (LMR) bands that include the spectrum used for public safety in Chicago. Giv-
en the nature of public safety communication, it is important to be able to meet com-
munication demands whenever emergencies or other large-scale events occur. There-
fore it is critical to understand how the public safety spectrum is used in dynamic
situations, especially as these events are unfolding. More specifically, how do the
communication demands evolve over time and what triggers the demands. To under-
stand the triggers, it is necessary to understand the context of the demands.

Figure 1 was generated from two weeks of observation of Land Mobile Radio
(LMR) band data in 2009 and shows the difference in spectrum occupancy on week-
days and weekends. Figure 2 shows the increase in call rate in the 406 MHz LMR
band during the NATO Summit held in Chicago in May 2012. Both of these figures
show that there is a relationship between spectrum use and human activity.

Wkl Weekdays
55

A W}Hn
| i

Occupancy estimate (%)
5 &

2]

A
G

30
Jan 27 2000 jon 29 2009 jan 31 2000 Feb 02 2009 Feb 04 J0D0 Feb 06 2000 Feb 0B 2009

)

Fig 1. Two week plot of spectrum occupancy in the 450 MHz LMR Band
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Fig 2. Call rate in 406 MHz band

As illustrated above, context is necessary to fully understand the significance of the
patterns and anomalies in the spectrum measurements. More importantly, these pat-
terns and events need to be identified so they can be incorporated into demand mod-
els. In an urban environment like Chicago, events drive a significant portion of public
safety communication. These events may be planned (i.e. sporting or entertainment
events) or unplanned emergency events of different scales and at different locations.



The importance and role of human activity has been recognized in context-aware
services and networks. Context enhances understanding of spectral usage through
improvement in the process of spectrum data analysis as well as interpretation of the
results. One of the challenges with wideband monitoring efforts is identifying events
or time intervals of interest to analyze. Context may be utilized to identify potential
events of interest for near-term or offline analysis. As a first step toward automation
of spectrum analysis, this paper proposes to model configuration, domain knowledge
and other potentially relevant information with the use of semantic modeling in a way
that it can be fused with measurements for analysis and in particular can provide la-
bels for the spectrum data.

The rest of the paper is organized as follows. Section 2 describes the challenges of
measuring the spectrum and provides details on the measurements utilized in this
work and typical analysis techniques. Public safety communication and related work
is described in Section 3. Our approach and a case study during the Chicago Mara-
thon is described in Section 4. Finally, conclusions and future work is discussed in
Section 5.

2 Spectrum Measurements

The spectrum is organized into bands where a band is a contiguous range of frequen-
cies that are used for the same general purpose. Bands may be further subdivided into
channels. The frequency resolution is the sampling interval in the frequency domain
whereas the resolution bandwidth (RBW) is the bandwidth of a single spectrum
measurement obtained during a specific sampling interval in time at a specific loca-
tion in the spatial domain. If the RBW is too large, part of the adjacent channel power
is measured during the measurement of a certain channel leading to incorrect results.
This is an enormously challenging constraint and may lead to the use of multiple de-
tectors, each covering a specific portion of the spectrum to provide a small enough
RBW to ensure that all channels are correctly registered and at the same time the re-
visit time is positioned at a level where no signals are missed.

The band plan is also a critical part that is basically a division of the particular
range of radio frequencies of interest into bands with common parameter settings such
as resolution bandwidth. Typically band plans are relatively static, but if you need to
capture details with higher resolution measurements on a particular day for an event,
the band plan can be dynamic instead of static. For example, if we are aware of an
event such as a sporting event or protest, the band plan can be changed to gather high-
er resolution measurements in bands that might be impacted (e.g. public safety).

The IIT Spectrum Observatory has been monitoring the 30 - 6000 MHz radio spec-
trum of the city of Chicago since mid-2007 from its location on top of the 22 story
Tower on IIT’s Main campus on the south side of Chicago.[2] Energy detection sens-
ing is used in our measurement system and the resolution bandwidth is kept at 3 kHz
for all bands. This results in around 93 MB of data per day.

In the case of the public safety bands where channel bandwidths are narrow (< 30
kHz), due to the high sweep time, short transmissions cannot be detected. To address
these issues, a new measurement system utilizing a Tektronix RSA 306 spectrum
analyzer was added. This allows us to obtain higher time and frequency resolution



data with a focus on the LMR bands which include the public safety bands in Chica-
go. After conducting experiments, resolution bandwidth of 1 kHz for the Chicago
Police Department (CPD) frequencies is configured as CPD is a case study for this
research. This results in around 16 GB of data per day. The measurements are trans-
mitted to a local storage system daily.

2.1 Analysis With Spectrograms

The data files produced are transmitted from the data capture PC to a high perfor-
mance workstation. The data is processed to produce a variety of plots and usage
statistics. Spectrograms or waterfall charts are used to present much of the spectrum
occupancy data. For these charts, time is represented on the y-axis (days or hours),
frequency on the x-axis (MHz) and power (dBm) as color level, with the indicated
mapping. Higher power indicates higher occupancy. Several waterfall charts de-
rived shown below in Figures 3-5.
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Fig 5. 4.945 — 4.99 GHz Broadband Public Safety during 2013

The spectral occupancy was estimated based on the threshold method and different
thresholds were selected for each band by estimating the noise floor of the system.
The utilization of different bands can be found to range from highly utilized through
sporadically used to not used at all. A good example of highly utilized bands is the
TV bands shown in Figure 3 with their consistently high power. The obvious reason
for the high occupancy is that TV channels in a metropolitan market like Chicago are
always broadcasting and are well occupied. The interpretation of Figure 3 is quite
straightforward once you know how the band has been allocated. Notice that Figures
4 and 5 look different and explaining the visualizations shown in these figures is more
challenging. It is clear that one must be familiar with the band allocations, the meas-
urement system location and configuration, as well as usage behavior within the band
to accurately interpret the measurements.

3 Public Safety Background and Related Work

Public safety communication networks are typically designed with enough capacity to
handle “worst case” scenarios, with some channels largely unused under typical day-
to-day activity [3]. Studies [4] have noted this to be the case with occupancy figures
generally being fairly low, however during atypical periods of high activity — most
notably during disasters and other emergencies — channel capacities may approach or
even meet their limits.

There have been many studies of public safety traffic such as [5-8] and including
[9] utilizing the SDR-based spectrum monitoring system mentioned above to collect
measurements. These studies are focused on traffic in the deployed LMR systems.
They generally consider typical traffic along with traffic during large-scale disaster or
emergency events and generally separate these into two classes. Part of the challenge
with having richer models is the lack of events to study. [10]

Patterns of communication are identified [6] and models of heterogeneous net-
works are developed [11] and mobility on disaster sites is considered. [12] Accurate
traffic models are necessary for a service provider of emergency communications to
properly maintain the capacity planning of the network. To do so, good traffic models
need to be developed that can capture characteristics including occurrences of few
and large random incidents and accidents. These occurrences can be described as
unusual spikes and/or long tails in a probability model term of an actual network load.



Today's Public Safety agencies and organizations have started planning to evolve
their networks to LTE based public safety solutions [13]. With LTE, the first respond-
ers can access a wide variety of services, starting from high bandwidth to real time
communications. This will help the first responders in case of mission critical com-
munications such as natural disasters or terrorist attacks. In [14], a virtual Public
Safety (PS) operator is proposed that relies on shared infrastructure of commercial
LTE networks to deliver services to its users. Several methods of allocating spectrum
resources between virtual operators are compared at peak times and they examine
how this influences differing traffic services. They showed that it is possible to pro-
vide services to the Public Safety users reliably during both normal and emergency
operation. The authors of [12] focused on the performance evaluation of the commu-
nication systems in disaster scenarios.

4 Approach and Case Study

One of the challenges with wideband spectrum measurements, particularly long-term
measurements, is finding data of interest. For example, the IIT Spectrum Observatory
collects wideband measurements between 30-6000 MHz. This covers many different
frequency bands and channels over a wide variety of uses. There is a wealth of data
over many years, so how to choose a frequency band and time period to study? In the
context of dynamic spectrum sharing, the focus is on frequency bands that are not
fully utilized and we are generally interested in understanding the usage and how the
usage changes over various time periods. But it is not enough to understand changes
in the energy from a signal processing perspective, it is also important to understand
why the usage is changing. This is relatively straightforward for major events like the
NATO Summit shown in Fig. 2, because you can identify the days of interest and then
visualize the data. This can be quite challenging for many other types of events
though given the manual nature of visualization. Patterns can also be identified manu-
ally through visualization, but for the same reasons can be challenging to capture
without time-consuming visualization. This can be effective for small datasets but
does not scale well. To address this issue, this paper proposes to combine different
types of information from several different sources using both statistical and semantic
modeling techniques.

4.1 Case Study

A large city like Chicago has many different types of events occurring almost on a
daily basis providing a good opportunity to model spectrum use over a variety of
different scenarios. This case study focuses on the channels used by the Chicago
Police Department (CPD). The goal of this case study is to step through the analysis
of an event that results in noticeable changes to identify the information and steps
needed for automation. The event we studied was the Chicago Marathon on October
8,2017. The Chicago Marathon has a 26.2 mile course that covers 22 neighborhoods
in Chicago. Approximately 45,000 runners participate in the marathon and there are
many fans along the way. Public safety works to secure the course as well as to do
traffic management around the city. In this case study, as in the past, we traversed



backwards from events of interest to see if the impact on spectrum could be detected.
The first question was what frequencies to analyze. The frequencies used by CPD are
shown in Figure 7. CPD has organized the city into zones that cover one or more dis-

tricts as shown in Figure 6. [15] The Chicago neighborhood and district map is
shown in Figure 7. [15]
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Fig 6. Frequencies used by the Chicago Police Department [15]

As shown in Figure 6, there are both citywide channels for specific types of commu-
nication as well as location-specific zone channels. To determine the communication
channel and frequency for a given public safety event, it is necessary to determine the
type of event and also the location. Each location must be translated into the appropri-
ate district and corresponding zone to determine the channel and corresponding fre-
quency of communication related to the event.

Chicago Police
Districts and Beats

Fig 7. Chicago Police Department Radio Zone Map [15]

The relationship between neighborhoods, districts and zones shown in Figure 7 along
with the CPD radio communication information was encoded using SWI-Prolog.
Events from various City of Chicago event calendars were also encoded. For each
event, the neighborhood was included. The result of a query to the resulting
knowledge base for the date “October 8, 2017” is shown in Figure 8. The marathon
goes through several neighborhoods so the corresponding zones are listed. In addi-



tion, since the marathon is considered an “event” and citywide channels 1,5 and 6 are
used for events, they are also listed.

[ {8} checkEvent('October 8,2017)

Event Found:
Chicago Marathon
Check Channels:
zone_2

zone_5

zone_13

zone_4
citywide_ 1
citywide_5
citywide_6

Fig 8. Result of the query to knowledge database.

We analyzed the bands corresponding to the zone and citywide channels in the query
result. Citywide channel 6 showed unusual occupancy. The waterfall charts for
citywide channel 6 are shown in Figures 9 and 10. Figure 9 shows a sweep time from
11pm on October 7, 2017 to 11 pm on October 8, 2017. Figure 10 shows from 11pm
on October 8, 2017 to 11pm on October 9, 2017. These waterfall charts plot the
energy detected in the band on each sweep. The x-axis gives the frequency and the y-
axis gives the sweep number. There is one sweep approximately every 2 seconds.
The channel beginning at 460.25 MHz is clearly evident from the waterfall chart. The
yellow color indicates a higher level of power in the band. It is clear from Figure 9
that there is activity in the band starting very early in the morning of October 8 and
continuing through 11pm. Looking at Figure 10, one can see the activity continuing
until the early hours of October 9. This appears to be consistent with expected CPD
activity during the marathon.
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Fig 9. Waterfall chart for Chicago Police Citywide channel 6 (460.25 MHz)
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Fig 10. Waterfall chart for Chicago Police Citywide channel 6 (460.25 MHz)

It is clear that a significant amount of information is needed to put together this sim-
ple analysis. One of the reasons we chose to study the public safety spectrum is that
there are many publicly available sources of information that are relevant. This in-
formation and the relationships between various pieces of information can be modeled
using semantics. These models can be used to reason about potential explanations for
increased activity given unusual spectral activity. It can also be used to trigger analy-
sis of specific frequency bands due to a certain type of event.

5 Conclusion And Future Work

This paper describes the challenges of spectrum measurement analysis and motivates
the need for more in-depth analysis and fine-grained modeling for the purpose of
spectrum sharing. The necessary analysis is limited by the complexity of the meas-
urement, analysis and interpretation of the data. Analysis requires a substantial
amount of domain knowledge along with contextual information. Contextual infor-
mation can be derived from a variety of different information sources including
events.

This paper focuses on the public safety spectrum in the LMR band in Chicago.
More specifically, we study the CPD spectrum. Semantic models were developed and
coded in SWI-Prolog to describe the organization and use of the CPD allocated spec-
trum along with planned events in Chicago. The models were used to help identify
relevant channels used during the Chicago marathon. These models can be used to
label periods of unusual activity. Our case study uses visualization of the waterfall
charts to determine unusual activity. The contribution of this work is the use of se-
mantic models for labeling. Our long-term goal is to automate the analysis of spec-
trum data across frequency and time.

Ongoing work aims to create statistical models of typical activity and identify pe-
riods of unusual activity automatically. These periods of unusual activity can then be
correlated with events or vice versa. Public Safety spectrum behavior is challenging
to interpret and prediction of usage is driven by many factors such as planned and
unplanned events, weather and human protocols. Further development of the seman-



10

tic models is needed to capture the many different information sources as well as the
correlations across time and frequency bands.
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