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1 1 The next big thing is small

B Low-power Motes (TI MSP430, SensorTAG,
STM32xx, ARM-based, E)

B Arduino, Raspberry PI, Intel Quark SoC
B Motes with energy harvesting

1 1 10T Is one of the hot research topics, IET!
working on IoT protocols

1 1 loE (Internet of Everything) is coming soon

connecting People, Process, Data, and Thir
r

S

Source: extremeTech.com
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International Telecommunication Union (ITU) ITUBT Recommendation Y.2060,

3.2.2 Internet of things (IoT): A global infrastructure for the information society, enabling advanced
services by interconnecting (physical and virtual) things based on existing and evolving
interoperable information and communication technologies.

The Internet Architecture Board (IAB) begins RFC 7452,% OArchitectural Considerations in Smart Object
NetworkingOO, with this description:

The term "Internet of Things" (IoT) denotes a trend where a large number of embedded devices
employ communication services offered by the Internet protocols. Many of these devices, often
called "smart objects,Oére not directly operated by humans, but exist as components in buildings or

vehicles, or are spread out in the environment.

The Oxford Dictionaries offers a concise definition that invokes the Internet as an element of the 10T:

Internet of things (noun): The interconnection via the Internet of computing devices embedded in
everyday objects, enabling them to send and receive data.
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Lutron ZigBee Wireless Keypads
works with Cree and GE Bulbs

SmartyPans (smart cooking pans)

SmartyPans

Microbot Push

Jasco Avi-on

XJ

Microbot Push is
a wireless robotic
finger that can
push most
ordinary buttons
just like a human
ILQJHU GRI

DUMB - SMART

AromaCare
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"H$%8 &) VRB+S$. 7H#.+'B1*. GS(F,1$G3

IoT Elements
+#3$,&3P.R'B*$(,7R.#'B'.6(5+.($%'B$#.5"V$1BG.H P
B*$.7$BH5(&.'7#.G$7#,7R.,B."1&.B5. . #'B". SRR e m—
H'($*5@G$-.#B"'G$-.5(.1%5@#3. Sensing
*/0$&()%&*$ P.1577$1B.*$B$(5R$7$5@G.5"V$:
B5R$B*$(.B5.#%$%,F$(.GK$1,6,1.G+'(B.G$(F,1$G
*/10%)%&*F.Q(513$GG,7R.@7,BG. X$3R3-. Communication
+,1(6157B(5%%%(G-.+,1(5K(61$GG5(G-.:]IG-./QC
"7#.G56BH'($.'KK%,1'B,57G.($K($G$7B.B*$.M(,7
'7#.B*$.15+K@B'B,57'%." ,%,BD.BS BB*$. Hardware
+#23&(P.8#$7BYBEL'BS#..$(F,1$G-.8765(+'B,57. = Computation
IRR($R'B,57.:$(F,1$G-.15%% "' 5(BIKS.. $(F,1$G. S

T#T" @,B5@G.:$(F,1$G3.
+#1)$%&(P." %,BD.B5.$aB('1B.&75H%$#R$. G+ (
#.66$($7B.+'1*, 7$G.B5.K(5F, #$.B*$.($° @, ($#.
G$(F,1$G3.

Service
C

Semantic

Samples

EPC, uCode
IPv4, IPv6
Smart Sensors, Wearable
sensing devices, Embedded
sensors, Actuators, RFID tag
RFID, NFC, UWB,
Bluetooth, BLE, IEEE
802.15.4, Z-Wave, WiFi,
WiFiDirect, , LTE-A
SmartThings, Arduino,
Phidgets, Intel Galileo,
Raspberry Pi, Gadgeteer,
BeagleBone, Cubieboard,
Smart Phones
OS (Contiki, TinyOS,
LiteOS, Riot OS, Android);
Cloud (Nimbits, Hadoop,
etc.)
Identity-related (shipping),
Information Aggregation
(smart grid), Collaborative-
Aware (smart home),
Ubiquitous (smart city)
RDF, OWL, EXI
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Fundamentals of Wireless Sensor Networks: Theory and Practice
Waltenegus Dargie and Christian Poellabauer © 2010
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Main processing units of embedded devices

Special purpose and highly integrated

Integrated RAM, ROM, |/O, peripherals

Extremely good power to performance ratio

Cheap, typically 0.25 - 10.00 USD
Executes programs including embedded system control,
measurement & communications

Usually time-critical requiring guarantees

Real-time performance a common requirement
Pre-emptive scheduled tasks
Queues and semaphores
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Texas Instruments mixed-
signal uC

16-bit RISC
ROM: 1-60 kB
RAM: Up to 10 kB

Analogue

12 bit ADC & DAC
LCD driver

Digital
USART x 2

DMA controller
Timers
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Operating go é?: é g a ,‘.I? % = -_g § g
System = g o g £ O O
’ Sa |£§3%| 88| 22 | &3
— s 5:
TinyOS nesC 1 Yes Partial | Yes
Contiki C 2 Yes Yes Yes
LiteOS C 4 Yes Yes Yes
Riot OS C/C++ 1.5 No Yes Yes
Android Java . Yes Yes Yes
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Bluetooth, BLE, Mesh | "#$%&'
NFC zigBee 6L 0WPAN

Wi-FI

Wi-Fi HaLow (802.11ah) xlow-rate, low-power
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ZigBee ‘ 6LOWPAN (Over 802.15.4) Z-Wave Bluetooth Low Energy Classic Bluetooth
868/908 (all chips)
RF band (MHz) 868/915/2400 2400 (400 2400 2400
serie chin) |
.6/40 (f 2
o o e ¢ s
Bit rate (kbps) 20/40/250 P) £ 1000 Y ('5
(only 400 series
Ahin (V3+HS)
GFSK (v1.2),*)6. &
Physical layer . 4-DQPSK/8DPSK
Modulat BPSK/BPSK/GQPSK BFSK GFSK
oduration Q (V2+EDR),802.11
(V3+HS)
Sprea_dlng DSSS NG FHSS(2 MHz channel FHSS(1 MHz channel
technique width) width)
Receiver i RU EHWWHU *+] ED i DW "I UHTXLUHG
sensitivity (dBm) or better(868/915 MHz bands) i WR i WA\'S i W\SLFDO
T it
ransm i WR i WR i WR 20/4/0(Class 1/2/3)
power (dBm)
MAC TDMA+CSMA/CA (beacon mode)
mechanism and CSMA/CA (heaconless mode) CSMA/CA TDMA TDMA |
Message size 64 (max. MAC
(b tgs) 127 (maximum) payload in 200 81to 47 358 (maximum)
Link layer y series chip) |
. O-NIL LIXL (lleaucel ), FoiIt
8-bit check .
Error control 16-bit CRC. ACKs (optional) I checksum 24-bit CRC. ACKs CRC and 2/3 FEC
ACKs (optional)
(payload). ACKs
Latency (ms) <5 (beaconless mode, at 250 kbps) <39 (at 40 kbps) <3 <100
16- and 64bit MAC 16- and 64bit MAC 48-bit public devi
_ and baLILAY and 5abit VA 32-bit (home ID), 't public device 48bit public device
Identifiers addresses. 1bit addresses. 128it . Bluetooth address or
8-bit (node ID) Bluetooth address
IPv6 addresses random address

NWK identifiers

+1*-"4*.0%%1,2*346%) ("&( *7"8&)%1*9:;92*<"!
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ZigBee

6LoWPAN (Over 802.15.4)

Z-Wave

Bluetooth Low Energy

Classic Bluetooth

Device types or roles

Coordnator, Router,
and End device

Edge Router, Mesh Node
(mesh under), Router (routs
over), Host

Controller and slave

Master and slave

Master and slave

Multi -hop
solution

I"H$Y6&()*+"&(

Hop limit

Security

Implementation size

Mesh routing, tree
routing, and source
routing

30/10/5 (mesh
routing/tree
routing/source

RPL (other protocols
are not excluded)

255

routina)
Integrity, cont
(IEEE 802.15.4

loemalty, access control
security, using 1-b& AES)

Key managment

4528 kB (ROM),

Key management currently,
out of scope

24 kB (ROM),

2.742 kB (RAM)

3.6 kB (RAM)

Source routing

128bit AES
encryption (400
series chip)

3264 kB (Flash),

246 kB (SRAM)

Not currently supported

Security Modes/Levels.
Pairing. Key
Gener.Distribution.
Confidentiality,
Authentication, and
Integrity

~40 kB (ROM)
~2.5 kB (RAM)

Scatternet (routing
protocol out of the scope
of the Bluetooth

cnarifiratinne)

Outside scope of
Bluetooth specification:

rairing anda LINK Key
Generation.
Authentication.
Confidentiality. Trust
Levels, Service Levels,
and Authorization.
E alanrithme
~100 kB (ROM)
~30 kB (RAM)

0!.¥1"#23*2-*0h 4 5*ETB{" & (*:":8) Yo 4*<=><5*2"
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I N,($%$GG.K(5B515%. #$F$%5K$#."D.B*S.
15+K'7DL$7:DG7.=WWW-."1"@,($#."D.
. R+.d$G,R7G.,7.:<<>3

| 2'G$#.57.B*$.8. C3WW[W.GB'7# (#P
"@B.,B.,G."K(5K(,$B'(D.K(5B515%

| S$BH5(&P.157B(5%.754#$G. 7#.G%'F$
75#$G-.+$G*. 7$BH5(&

| d'B'.(B$G.XT:Y

I 87.0@(5K$.>c>3A;.9JL
I U7RS$.[<.+$B$(G

| QJb.:$(F,1$.d'B".T7,B.G,/$GP.=2<2.'B.
Ug.'7#.cA2.'B.U=.5(.U;.(B$G
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| 9$G*.7$BH5(&.H,B*.57$.K(,+'(D.157B(5%%$(.' 7#.@K.I
75#%$G
| |@B5+'B,1.B5K5%5RD.#,G15F$(D

| S$BH§£&.,71%@G,57.'7#.$a1%@G,57.#$F,1$G

)51'%R'B$H'D.'11$GG

(9 D) —_— .‘c

Ica C%5"%.R'BSH'D.'"11$GG
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PACKET RECEIVED
Packet: 01 00 00 00 00 00 00 00 de ad be ef 01 51 08 0d 18|25 {1 ff 49 |

###[ Gnuradio header J###

proto =ZWave
rful =0
channel =0

rfu2z =0
version =0
preamble =0 |
rf_psnr =0

extended =0
##H ZWaveReq |###
homeid = Oxdeadbeef
sr¢ =0x1
royted =0L
ackreq =1L

lowpower = 0L
pedmodified= 1L
adertype= 1L
erved_1=0L
am_control= OL

P+

&t
@

reserved_2=0L

sefn =8L
length = Oxd
dsf =0x18
cmd_class = SWITCH_BINARY
cr¢__ =0x49
###] ZWaveSwitchBin J###
cmd =SET
#H##] Raw [##H#
load  ="\«xff'

T.C,6")0%,@")"'G,@A9'L12D8UV1IW*BX

[ ]
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aH p2 BM#HmMbBQM

arBi+?BM; iQ BM+HmMbBQM KQ/2

<] - arBi+?BM; iQ BM+HmMbB

LA6 @ LQ/2 AM7Q K iBQﬁwzﬁ‘ K 2

/I bH p2 BM K2KQ v

34——|

~--7a2M/BM;: BM7Q K

AM+HmMbBQM BM7Q K| jBQM

LAG iQ +QM} K

LI AM+HM/2/ BM i?2|M2
222 aH p2 BM+HmM/2/ |
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S5#$.8d.P.>." BIB:[C.#$F,1$G

@ 5!
=
rf —:\\Eﬂh 41!
Hok KE®
o 1!
)
@ 3 \
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"8 ()" B
+1,-./0 >=3)D

G2%6!3'4:H(37D2"61$))#)H
<4 46+="T2" (#4'()"*

+1,->0>1+>

N ?@A-:('6>(&72$6J61+>6
G2%3*6<2$(K2C6/$)D6

5@ (1$P.G%, #3@606'#6B.'%-.J57$D-.8e+.J5+$P.J 1 &NHES. J5+$.| @B5+'B,57.:DGB$+G-.
29%'1&J'H:!.;<=g
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| LMI'F$.G$1@($.15++@7,1'B,57G
| :$1@(,BD.I5++7#.1%'GG.j=..
| O7T1'KG@%'B$.K'1&$BG.,7B5.G$1@($.157B", 7$(-. $F$(D. 15+
G.K(5B$1B$#."D.".G,7TR%$.S571$.X57%$.B,+$.K' GGH5(#Y
| 10:.=>." BG.$71(DKB,57.,7.B*$.1* K. X*(#H'($Y
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| ESHS5H7P.$aK%5,B'B,5TMEE.R'BSH'DG

I Q'1&%$B.,7V$1B,57.'BB'1&G
| O7"%$.'7.'BB'1&$(.B5.+'G @$(#$.'G.".%$R,B,+'B$.@GH(
| Q@"%,1%D.'F',%"%$. B55¢CH EB.5K$7.G5 @Y 1B
(‘#,5-.1/8E.:7,66$(-. O/'F$
| C'B$H'D.'BB'1&G.
| 0aK%5,B.F@%7$(",%,B,$G.#,G MBI FHBBH'DGP.%'1&.56.
@G$('@B*$7B,1'B,57-.%'1&.56.$71(DKB,57-.'7#.5K$7.K5(B
| 87G$(B..(5R@$.157B(5%%$(.B5.R', 7. W56 GIBHE (&
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| )5H.JEEQ.'@B*$7B,1'B,57-." 1&@K.6,%$G.B5.($,+'R$.B*$.C
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7.:<=[.8000.A<B*.)51'%.I5+K@B$(.S$BH5(&G.I576$($71$.N5(&G*5KG.X)IS.N5(&G*5KGY
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Generic Access Profile

Generic Attribute Pr

Attribute Protocol Host

Host Controller Interface

Controlle
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