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Abstract—Numerous medium access control (MAC) have been
proposed for Low-power Lossy Networks (LLNs) over the recent years. They aim at ensuring both energy efficiency and
robustness of the communication transmissions. Nowadays, we
observe deployments of LLNs for potentially critical application
scenarios (e.g., plant monitoring, building automation), which
require both determinism and security guarantees. They involve
battery-powered devices which communicate over lossy wireless
links. Radio interfaces are turned off by a node as soon as no
traffic is to be sent or relayed. Denial-of-sleep attacks consist in
exhausting the devices by forcing them to keep their radio on. We
here focus on jamming attacks whose impact can be mitigated by
approaches such as time-division and channel hopping techniques.
We use the IEEE 802.15.4e standard to show that such approaches
manage to be resistant to basic jamming but yet remain vulnerable
to selective jamming. We discuss the potential impacts of such
onslaughts, depending on the knowledge gained by the attacker,
and to what extent envisioned protections may allow jamming
attacks to be handled at upper layers.

I. I NTRODUCTION
Numerous Internet of Things (IoT) deployments have grown
in maturity. The typical sensor nodes that compose the sobuilt networks embed communication technologies along with
storing and processing abilities [1]. These objects offer a wide
variety of possibilities and numerous applications are now
relying on those solutions. The constantly increasing demand
for accurate monitoring systems imposes to collect the expected
measurements for long periods of time with minimal human
intervention. Their low cost and small size yet limit their
computing capacity, bandwidth, memory and energy. While
energy expense is critical for the overall network lifetime, these
devices also face demanding radio environments, inducing
radio links of highly varying qualities. These so-called Lowpower Lossy Networks (LLNs) benefit from a large variety
of solutions to fill the requirements of the end applications.
Physical transmissions, medium access control and routing
allow the deployed devices to report to a base station which
collects, stores and processes the received data.
More specifically, the main source of energy consumption
being the radio communications, much work has been done at
physical and medium access control (MAC) layers to limit the
energy expense while allowing efficient wireless transmissions.
Radio interfaces can be turned off or reduced to some basic
operations (i.e., idle) in order to save energy without endangering the deployment. The nodes thus operate according to a
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cycle of operation, which consists in alternating phases of sleep
and activity. The MAC layer allows to identify those periods,
either centrally or in a distributed fashion, the goal being to
minimize the duty cycle of the objects in order to save as much
energy as possible. MAC protocols classification depends on
whether nodes are time-synchronized or not [2]. In addition,
slow channel hopping has recently gained much attention as it
has been proved to combat efficiently narrow band noise [3],
thus becoming highly common in industrial networks.
As they allow to manage critical facilities (e.g., power grid,
water treatment plant), these so-called Industrial Internet of
Things (IIoT) networks require security at every layer of the
communication stack [4], while inheriting vulnerabilities of
classical IoT networks. Denial of service attacks are some of
the security problems that must be tackled once deploying such
IoT networks [5]. Thus, energy awareness and security have
become two interrelated challenges to be addressed [6].
Denial-of-Sleep (DoS) attacks consist in exhausting the batteries of the devices by increasing their duty cycle. By forcing
nodes to awake at unnecessary times or by inducing additional
duty (e.g., listening, retransmissions), these attacks aim at reducing the expected lifetime of the constituted IoT network [7].
Detecting abnormal uses of highly energy-consuming tasks
(e.g., idle listening, overhearing, retransmissions) yet remains
challenging [8].
In this paper, we focus on the vulnerabilities of MAC
solutions and the mechanisms they can embed to provide
security by nature. We especially investigate physical jamming
scenarios where attackers prevent communications from taking
place, thus leading to further retransmissions and additional
duty of the target devices. We detail some existing attacks
before focusing on communication technologies which are
being investigated by some of the main standardization bodies.
We consider time-synchronized and channel hopping (TSCH)
networks that are being designed for industrial wireless devices.
Those solutions minimize the risks of collisions and reduce
idle listening, while providing some cryptographic suites to
ensure authentication and encryption if needed. We describe
how some Denial-of-Sleep attacks could yet be successful over
such networks. We anticipate their potential impact, depending
on the knowledge an attacker would be able to gain. Some
preliminary simulation results show how various scenarios of
selective jamming can perform against TSCH networks.

Section II details some existing Denial-of-Sleep attacks and
countermeasures. Section III introduces the TSCH mode of the
IEEE 802.15.4e and details how jamming can be performed
against such networks which are resistant by design (i.e., due
to channel hopping). We present some preliminary results in
Section IV before discussing some conclusions and perspectives in Section V.
II. BACKGROUND AND RELATED WORK
Denial-of-Sleep attacks may target various IoT protocols [6].
Various strategies can be used, ranging from useless data
packets that receivers must process to jamming of radio channels that causes errors and thus costly retransmissions [9].
Furthermore, malicious control packets may lead to excessive
energy consumption due to e.g., illegitimate duty-cycle modifications. From the Medium Access Control (MAC) standpoint, those attacks target the main provided service, namely
energy-efficient point-to-point communications that allow IoT
networks to collect data for long periods of time.
MAC solutions for LLNs can be divided into two main families, depending on whether time synchronization among nodes
is a prerequisite or not. On the one hand, non synchronized
devices are required to send preamble before data in order
to awake periodically sampling neighbors for the upcoming
transmission [10]. Attacks would focus on waking up as many
nodes as possible while preventing from long periods of sleep.
On the other hand, time-synchronized objects must agree on
transmission periods to wake-up synchronously in order to send
and receive data [2]. Attacking the scheduling devices or even
adding malicious control traffic in the network would result
in nodes sending or receiving during wrong slots and thus
spending energy for potentially long periods of time. We here
review some attacks able to exhaust such networks.
A. Denial-of-Sleep over asynchronous IoT networks
ContikiMAC incorporates most of the innovative features
proposed for preamble-sampling mechanisms [11]. It however
lacks some defenses to counter denial-of-sleep attacks appropriately. In [12], authors identify three different DoS attacks that
can be made against ContikiMAC, namely ding-dong ditching,
collision attacks and pulse-delay attacks. They detail some
optimizations that allow to secure some critical operations.
For instance, a secure phase-lock optimization confines the
maximum length of sequences of unicast frames throughout a
session by sending a keep-alive frame to a permanent neighbor
whose wake-up time was not updated for a critical period of
time. Even though this solution comes at a low overhead,
authors acknowledge that some attacks could still lead to
some routing instabilities thus leading to an energy-consuming
reorganization of the routing topology.
In [13], replay attacks over preamble-sampling devices are
studied. Some anti-replay mechanisms are investigated e.g., a
Bloom filter to find out if a packet has already been received.
Each node includes a varying key in its preambles, whose value
depends on the transmission time. Receiving nodes can then
check that the packet is not being replayed.
The IEEE 802.15.4 standards includes a coordinated sampled
listening (CSL) mechanism that mimics preamble-sampling.

Although protected against basic eavesdropping, injection and
replay attacks, it offers no denial-of-sleep protection. In [14],
Krentz et al. apply some countermeasures in the context of
IEEE 802.15.4 and show that CSL can be made resistant to
most of DoS attacks.
Other kinds of asynchronous MAC layer solutions rely on
Wake-up radio where nodes are equipped with two interfaces,
one being responsible to wake up the receiver [15]. DoS
attacks can thus be led by generating control traffic intended to
wake up as many receivers as possible. In [16], the proposed
AntiDoS protocol counteract Denial-of-Sleep attacks by using
cryptographic primitives (i.e., hash, certificates) to provide
flexible and secure peers authentication and keys exchange.
This solution can be combined with some IoT standards (e.g.,
IEEE 802.15.4, 6LoWPAN).
B. Denial-of-Sleep over synchronous / hybrid IoT networks
Attacks can be categorized by taking into account the attacked layer and the attacker’s intelligence (e.g., knowledge
of the used protocol) [17]. Popular sleep-denial attacks consist
in either transmitting unauthenticated packets or replaying a
recorded traffic [18]. Even though unauthenticated packets
would be discarded due to failed authentication, their decoding
causes receivers to waste energy. Replaying a recorded traffic
allows to pass this authentication phase and can be used to
inject false information that endangers the network or increase
energy expense (e.g., false routing information, wrong increase
of duty-cycle). An attacker simply has to observe the ongoing
traffic in order to identify when to send which packets.
In [19], authors show that an attacker can discover some
of the nodes schedules by accessing the IEEE 802.15.4 Guaranteed Time Slots (GTS) descriptor. Such gained knowledge
allows to send fake packets to the concerned nodes at appropriate periods in order to create collisions. The attacker can
also wait for the completion of a reception task to keep a node
awake longer, by e.g., sending a stream of unicast packets to
this destination node.
The IEEE 802.15.4 synchronous protocol offers options for
securing the network against such network-fatal replayed packets. By checking the frame counter included in the Auxiliary
Security Header field, a node verifies that a data exchange
is taking place with a given transmitter. Such verification
does not come for free however. IEEE 802.15.4 uses AESCCM mode, whose usage would result in an increased energy
expense [20], due to the additional computation and communication tasks (e.g., data encryption/description, authentication,
attack detection and defending). In [21], Cao et al. evaluate
the vulnerability of such security primitives. They propose to
secure the access control by assuming a key known to all
nodes, which further use frame counters for every neighbor,
thus ensuring message integrity, confidentiality, and replay
protection.
C. Denial-of-Sleep with jamming attacks
As discussed above, numerous mechanisms exist to protect
IoT networks against most of DoS attacks (e.g., replay, packet
injection). Communication protocols handle operations at upper

layers which all eventually rely on the service provided by the
physical layer. Therefore, jamming attacks appear as the hardest
to protect against. As studied in [22] in the similar context of
IEEE 802.11 wireless networks, such attacks cannot be avoided
with traditional security methods since attackers do not need
to know about the employed protocols to continually transmit
on a wireless channel.
However, some smarter attackers would transmit traffic only
if the channel is busy, or use the knowledge of the deployed
protocols. Using the example of synchronized protocols (e.g.,
S-MAC [23], IEEE 802.15.4), an attacker would analyze the
traffic and recognize the active period thanks to the control
packets. It would then be able to alternate between phases of
attack and sleep and thus save its energy while endangering
the network. In the following sections, we investigate jamming
against networks robust by nature against such attacks.
III. JAMMING ATTACKS AGAINST TIME - SYNCHRONIZED
AND CHANNEL HOPPING NETWORKS

We here investigate to what extent time-synchronized and
channel hopping networks can be resistant to jamming attacks.
Such attacks are commonly assumed as impossible to prevent
since they target the communication medium, before any communication protocol can protect the endangered devices.
A. TSCH networks
We aim at focusing on the IEEE 802.15.4-2015 standard [24]. Its Time-Slotted Channel Hopping (TSCH) mode
is destined to challenging industrial environments where both
reliability and determinism are expected. The devices here deal
with harsh radio conditions (e.g., external interferences) by
using a Time Division Multiple Access (TDMA) and a slow
channel hopping. They agree on a transmission schedule that
guarantees enough transmission opportunities while avoiding
collisions. Nodes not involved in a communication are allowed
to turn off their radio to save energy. The channel hopping
feature is especially considered efficient against jamming attacks since communicating nodes constantly change the radio
channel used for their data exchange.
The TSCH slotframe is represented as a matrix. Each cell
corresponds to a timeslot and a channel offset which is translated into the radio frequency to use. The slotframe is repeated
as long as the network is running and cells are assigned to
communicating devices. Cells can be either shared or dedicated.
While dedicated cells are assigned to a given transmitter and
its receiver(s), the shared ones rely on a contention mechanism
(i.e., slotted ALOHA) to let nodes send and receive frames.
Figure 1 depicts a flow of three slotframes during which a
node A would have a dedicated timeslot and channel offset to
send frames to nodes B, C and D. Depending on the amount
of traffic to be sent, more cells could be requested by A, either
for all receivers or for a subset only. The Absolute Sequence
Number (ASN) denotes the number of timeslots since the
network started and X thus corresponds to the slotframe length
on this example. Note that the first timeslot of each slotframe
is here used for shared cells that convey control traffic (e.g.,
network joining).

Fig. 1: Repetition of slotframes in TSCH mode of
IEEE802.15.4e standard.

Most importantly, the channel offset (here ranging between 0
and N) results in a different radio frequency for each slotframe.
This frequency f is computed in a pseudo-random manner,
with a formula known to all devices:
f = F [(chOf f set + ASN ) mod N bChannels]

(1)

where chOf f set denotes the channel offset and N bChannels
the number of physical channels. The F [] function maps an
integer with a radio frequency.
B. IETF 6tisch working group
The IEEE 802.15.4e standard does not define how to build
the communication schedule. The IETF 6tisch working group
does, in addition to other tasks (e.g., network formation, multihop topology, resource management) [25]. Several scheduling
solutions have been proposed already [26]. Here, we assume
periodic traffic whose bandwidth requirements can be satisfied
with a basic static scheduling. Nodes in a TSCH network send
Enhanced Beacons (EB) frames periodically to announce the
presence of the network.
As mentioned in Section II, some security suites are available
at the IEEE 802.15.4 standard, allowing to enforce the frame
integrity, encryption and authentication while also providing
replay protection. Key management is however not addressed.
The 6tisch working group initially aimed at describing security
in the join process and data-frame protection.
C. Jamming TSCH networks
A potential attacker must first determine during which timeslots its attack should take place. Indeed, constantly jamming a
given channel would result in excessive energy consumption
and would also increase the chances to be detected. Similarly,
jamming all channels appears unrealistic thus the attacker
should gain knowledge about which channel to jam for a given
timeslot.
Therefore, TSCH networks are assumed to be resistant to
jamming attacks by nature (i.e., time-division and channel hopping). We here propose to investigate the robustness of 6TiSCH
networks against some jamming attacks. We especially focus
on jamming attacks performed by an attacker whose knowledge
ranges from blind to complete view of the neighborhood’s
timeslots and channels used, thanks to some observation.
More specifically, Table I summarizes the investigated scenarios. The knowledge of an attacker refers to its understanding
of the network upon aiming at the target.

TABLE I: Target of selective jamming attacks, required
knowledge and potential impact.
Target
Shared cells

Knowledge
Used channel and
slotframe length

Dedicated
cells

Timeslot
and
channel used by
the victim(s)

Impact
Jeopardized receptions of EBs,
endangered network formation and
maintenance
Jeopardized
receptions
of
data frames, endangered data
communications

In this paper, we assume three scenarios, depending on the
knowledge of the attacker:
• The random scenario relates to a blind attacker jamming
over random channels at random timeslots. In such case,
an attacker should select a jamming duration (the amount
of jammed timeslots depends on the transparency targeted
by the attacker) and one channel (out of 16 by default);
• The time-aware scenario involves an attacker able to
anticipate the timeslots used by its victim(s) in each
slotframe. The radio channel remains unknown however
1
probability to
leaving the attacker with a N bChannels
select the right one;
• the fully-aware scenario refers to a time-aware attacker
who would have also computed the channel hopping sequence for the upcoming slotframes. To do so, an attacker
should know N bChannels and listen for a given channel
during multiple slotframes. It then identifies the timeslots
during which this channel is used and can easily anticipate
the upcoming communications by using Equation 1.
IV. P ERFORMANCE EVALUATION
Our objective is to evaluate the impact of random, timeaware and fully-aware jamming against networks relying on
both time division and channel hopping mechanisms. We aim
at quantifying the potential of jamming attacks described in
Section III, depending on the knowledge of the attacker. More
specifically, we wonder to what extent random and time-aware
scenarios would endanger the network performances (e.g.,
latency, reliability) and how fully-aware jamming could be
set. Unlike previous studies that have focused on synchronized
protocols only (e.g., [19], [14]), we also considered the channel
hopping feature which should normally lead to more secure by
design medium access control protocols.
Our simulation campaign relies on the 6TiSCH Simulator [27] that was created as part of the standardization activity,
and which has been used extensively by the 6tisch working
group. Our simulation study involves two nodes trying to
communicate while an attacker is trying to selectively jam the
radio channels. Our simulation setup consists in runs of 1000
slotframes each, which serve a periodic application sending
a 90 byte packet per second. We use the Minimal Scheduling
Function (MSF). The slotframe consists in 101 timeslots whose
duration is 15 ms each. The packet delivery ratio over the
link varies over time, in accordance with the Pister-Hack
model [27]. Considered wireless links are configured with a
minimum packet delivery ratio of 0.95, in order to clearly
identify the impact of attacks. A total of 16 channels are

(a) No attacker.

(b) Random attacker.

(c) Time-aware attacker.

Fig. 2: Upstream reliability as impacted by random and
time-aware attackers.

assumed, in accordance with the standard. In this study, we
evaluated the jamming over dedicated cells (i.e., data traffic).
Our objective is indeed to clearly observe the impact of
such attacks only, i.e., without adding cascade effects with
interferences over control messages.
The presented results include the random and fully-aware
scenarios. In the former, we implement an attacker which
jams for a limited duration, up to half of a slotframe, thus
1×jammingDuration
reaching a success probability of N bChannels×slotf
ramelength
In the latter, we assume an attacker having gained knowledge
of both the used timeslots and the used channel sequence. Some
uncertainty is yet added to mimic both the duration of the
learning process and its potential failure.
Please note that some of the following figures represent
boxplots which depict the distributions of the values, and
the minimum and maximum values. Each box represents the
median value, the first and third quartiles for all these measurements, while the whiskers here represent the minimum and
maximum values. Dots indicate the outliers, i.e., the measures
distant from other observations.
Figure 2 depicts the upstream reliability observed for the
communication between the two simulated nodes. Upstream reliability is thus a simple computed ratio of the number received
packets over the number of packets initiated by the sender.
The reliability illustrated in Figure 2a is obtained when no
attack is run. Thus, losses are here due to the random variation
of link quality only. Figure 2b shows that a random attacker
rarely succeeds in affecting the communication reliability. As
identifying the timeslots used by a pair of nodes could be done
with a simple monitoring, it is also interesting to note that a
time-aware attacker is not impacting the communication quality
either, as illustrated by Figure 2c. This confirms the efficiency
of channel hopping to protect nodes against jamming attacks.
When a jamming attack succeeds, the packet is not received and thus no acknowledgement is sent, leading to a
retransmission. Note that a retransmission also happens if the

(a) Average upstream reliability.
(a) Average latencies.

(b) CDF of lost upstream packets.
(b) CDF of induced latencies.

Fig. 3: Comparison of latencies (s) induced by considered
scenarios.

(a) No attack.

(b) Random attacker.

(c) Time-aware attacker.

(d) Fully-aware attacker.

Fig. 5: Upstream reliability achieved with a fully-aware
attacker.

details the average latencies induced on the communication
link, for each considered scenario. Here, neither a random nor a
time-aware attacker induces a large amount of retransmissions,
as confirmed by the comparison between average latencies
achieved under no attack (Figure 4a) and induced by random
or time-aware attackers (Figures 4b and 4c).
However, once full knowledge is gained, the attack is
highly efficient and dramatically impacts the communication
reliability (see Figure 5a). In all simulation runs, the very
few upstream packets that reach their destination occurred
during the slotframes where no jamming was happening, due
to the channel hopping sequence yet unknown to the attacker.
Figure 5b depicts the cumulative distribution function (CDF)
of lost upstream packets. We can observe that numerous
losses occur, thus imposing costly retransmissions from the
sender. Consequently, the communication latency over the link
increases accordingly, as already shown on Figures 3 and 4d.

Fig. 4: Average latency (s) induced in considered scenarios.

V. C ONCLUSION AND PERSPECTIVES

expected acknowledgement is sent after a successful reception
but not received by the sender, due to jamming. Although
the latency is logically increased by time-aware and random
attackers, the results shown on Figures 3a and 3b confirm
the robustness of TSCH networks against random and timeaware jamming as anticipated in Section III-C. Figure 4 further

In this paper, we gave an overview of existing denial-of-sleep
attacks in the Internet of Things. After detailing some proposed
solutions, we focused on the vulnerability of time-synchronized
and channel hopping networks where attackers can jam the
channels either randomly or selectively by learning from their
neighborhood’s activity (i.e., timeslots and channels used).
Unlike previous studies that have focused on synchronized
protocols only, we considered the channel hopping feature

which should normally lead to more secure by design medium
access control protocols. We illustrated the anticipated impact
by using 6TiSCH networks as a target example. After confirming that those networks are more robust to basic jamming
(i.e., random, time-aware) by nature (i.e., due to channel
hopping), we exhibited the impact of smarter attackers, able
to perform selective jamming after anticipating the channel
hopping sequence. We confirmed that the latency and reliability
achieved under such attacks would totally prevent the network
from completing its monitoring task.
We are planning to extend this preliminary study over larger
and denser topologies where random jamming is expected to be
more efficient. We also aim at investigating the detection and
mitigation of such denial-of-sleep attacks. Several approaches
already exist to avoid channels of low quality and could thus be
used to detect ongoing jamming. Regarding mitigation, some
solutions are being proposed in the frame of 6tisch standardization activities [28]. We then plan to study other Denial-ofSleep attacks (e.g., replay) over such networks. Especially, the
injection of fake control information at MAC or routing layers
may dramatically impact those systems.
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