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Abstract. In order to study the resistance of a block cipher against
boomerang attacks, a tool called the Boomerang Connectivity Table
(BCT) for S-boxes was recently introduced. Very little is known today
about the properties of this table especially for bijective S-boxes defined
for n variables with n ≡ 0 mod 4. In this work we study the boomerang
uniformity of some popular constructions used for building large S-boxes,
e.g. for 8 variables, from smaller ones. We show that the BCTs of all
the studied constructions have abnormally high values in some positions.
This remark permits us in some cases to link the boomerang properties
of an S-box with other well-known cryptanalytic techniques on such
constructions while in other cases it leads to the discovery of new ones.
A surprising outcome concerns notably the Feistel and MISTY networks.
While these two structures are very similar, their boomerang uniformity
can be very different.
Keywords: BCT, S-box, Feistel, MISTY, Lai-Massey.
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Introduction

To evaluate the security level of a block cipher, cryptanalysts have designed
multiple techniques that aim at searching for undesirable patterns. One such
technique is the so-called differential cryptanalysis [2] which looks for pairs (a, b)
of input and output differences such that Ek (x ⊕ a) ⊕ Ek (x) = b, where Ek is (a
round-reduced version of) the studied block cipher.
Block ciphers—but also other symmetric primitives such as hash functions
for example—are often built using the so-called S-boxes as the source of their
non-linearity. These are small functions mapping n bits to m, specified by their
lookup tables. Typical values of n and m would be n = m = 8 and n = m = 4.
In order to study the resilience of a block cipher against differential attacks, we
first study the differential properties of its S-boxes. To this end, a key tool is
the Difference Distribution Table (DDT). It is a table defined for any function
n
m
S : Fn2 → Fm
and such that
2 which is of size 2 × 2
δS (a, b) = # {x ∈ Fn2 , S(x ⊕ a) ⊕ S(x) = b}

for all a 6= 0. The maximal coefficient in the DDT of a function is called its
differential uniformity and is denoted by δS . If the S-boxes of a block cipher have
a low differential uniformity, we can expect—and, depending on the properties of
its diffusion layer, prove—that it does not have any high probability differential
pattern.
Since its inception, many variants of the differential cryptanalysis have been
designed. In particular, the boomerang attack [15] considers both the encryption
and the decryption functions at the same time by looking for pairs (a, b) such
that
(
(
Ek (x)
=y
Ek−1 (y ⊕ b) = z
and
Ek (x ⊕ a) = y 0
Ek−1 (y 0 ⊕ b) = z ⊕ a ,
where Ek is the block cipher under consideration. In order to estimate the
probability of such an event in an S-box-based block cipher, we need to use the
DDT of its S-box. However, in order to properly take into account the coupling
between the different encryptions, we also need to look at another table called
the Boomerang Connectivity Table (BCT) introduced in [7]. For a permutation
S : Fn2 → Fn2 , it is a 2n × 2n table of integers βS (a, b) defined as



βS (a, b) = # x ∈ Fn2 , S −1 S(x) ⊕ b ⊕ S −1 S(x ⊕ a) ⊕ b = a .
The BCT coefficients are always equal to 2n (the maximum) when a = 0 or b = 0.
Thus, we define the boomerang uniformity of S, denoted βS , to be the maximum
value of βS (a, b) for a 6= 0 and b 6= 0. As with the differential uniformity, the lower
the boomerang uniformity the better. Note, that the boomerang uniformity could
also be defined, by a slight modification, for non-bijective functions. However, for
such functions the cryptographic interpretation of the property is not clear. As
we are interested in this article in S-boxes used in practice, we only concentrate
in the bijective case.
Unlike the DDT, little is known about the BCT of even the most common
cryptographic components. It is easy for example to prove (see e.g. [7]) that
for any function S, βS ≥ δS and that for permutations S providing an optimal
resistance to differential cryptanalysis, called Almost Perfect Nonlinear (APN)
permutations, βS = δS = 2. Then, Boura and Canteaut studied in [5] the
boomerang properties of the inverse mapping and of differentially 4-uniform
quadratic power permutations of F2n . They showed that both families have an
optimal boomerang uniformity when n ≡ 2 mod 4, where optimal means that
the boomerang uniformity equals the differential uniformity and is 4 in both
cases. However, besides these first results, determining the boomerang uniformity
of other cryptographically relevant families of permutations or constructions
remains an open problem.
In order to ease the implementation of their ciphers on constrained platforms,
cryptographers often use specific block-cipher-like structures for their S-boxes.
This technique permits the construction of large S-boxes from smaller, much
cheaper ones. In this paper, we investigate the BCT of several such lightweight Sbox structures, notably the 3-round Feistel, Lai-Massey and (unbalanced) MISTY
structures. These three classical constructions are depicted in Figures 1a, 1b
2

and 1c respectively. We then look at two 1-round structures: the 1-round SPN
and the specific structure used in the FLY block cipher [12].
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(a) 3-round Feistel.

(b) 3-round Lai-Massey.

(c) 3-round MISTY.

Fig. 1: The structures investigated in this paper.

For each of those structures, we derive a lower bound on the boomerang uniformity of S-boxes built using it. Table 1 presents the differential and boomerang
uniformity of several S-boxes from the literature. It also contains the lower bounds
derived in this paper.

Rounds

S-box Struct.

Cipher

3

Feistel
MISTY-like
Lai-Massey

Scream
Fantomas
Fox

1

SPN
Lai-Massey-like

Midori
FLY

Ref.

δS

βS

Lower bound

[6, 11]
[10]
[14]

8
16
16

256
160
256

256
64 (∗)
256

[1]
[12]

64
16

256
256

256
256 (∗)

Table 1: The boomerang and differential uniformity of various 8-bit S-boxes. (∗) The
bound depends on the inner components of these constructions.

Before going any further, we recall some basic properties of the BCT which
were established in [5, 7].
Proposition 1. Let S : Fn2 → Fn2 be a permutation. Then S has the same
boomerang uniformity as S −1 and B◦S◦A, where A and B are affine permutations,
and βS ≥ δS . Furthermore, denote by Sb the permutation x 7→ S −1 (S(x) ⊕ b).
Then,
βS (a, b) = # {x ∈ Fn2 , Sb (x) ⊕ Sb (x ⊕ a) = a} .
(1)
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3-round Feistel and Lai-Massey Networks

We study in this section the properties of the BCT of 3-round Feistel and LaiMassey constructions and show that the boomerang uniformity of both is the
worst one possible. The two proofs are similar and for this reason we provide
here only the proof for the Lai-Massey one. In both cases, the results we derive
are an inherent property of the structures used: even if the subcomponents are
chosen so as to have excellent properties, the boomerang uniformity will be the
worst possible.
2.1

The Feistel case

A popular way to construct large S-boxes from smaller ones is by using the Feistel
construction. This scheme was used for constructing the 8-bit S-boxes of multiple
ciphers including ZUC [9], and Scream [11]. All use 3 rounds. This number of
rounds is the smallest allowing the overall structure to have good properties. In
particular, if only 2 are used, a part of the output depends linearly on a part of
the input.
A 3-round Feistel network has the worst possible boomerang uniformity, no
matter the choice of the inner functions. Proposition 2 (whose proof will be given
in the full version) formalizes this statement.
n
m
Proposition 2. Let S : Fn2 ×Fm
2 → F2 ×F2 be a 3-round Feistel network and let
n
F1 , F2 and F3 be its inner functions as depicted in Fig. 1a, with F1 , F3 : Fm
2 → F2
n
m
n
m
and F2 : F2 → F2 . Then, for any b ∈ F2 × F2 ,

βS (b, b) = βS = 2n+m .
The property corresponding to Proposition 2 was known before. In fact, this
property was recently used by Biryukov et al. for performing guess and determine
attacks against Feistel networks [3]. We deduce that the knowledge of the BCT
can help the cryptanalyst in contexts different from boomerang attacks. We
discuss such applications later in Section 5.
2.2

The Lai-Massey case

We consider a variant of the structure depicted in Fig. 1b where the last application
of the linear orthomorphism σ is removed for two reasons. First, the S-box of
the cipher Fox is built in this way. Second, this version yields a simpler proof
but, since σ is linear and since the boomerang uniformity is constant in an
affine-equivalence class, the result still holds if the last σ is present.
Proposition 3. Let S : (Fn2 )2 → (Fn2 )2 be a 3-round Lai-Massey structure. Let
F1 , F2 , F3 : Fn2 → Fn2 be its inner functions and let σ be a linear permutation. For
any nonzero a ∈ Fn2 , consider a1 = (a, a) and b = (σ(a), σ(a)) ∈ (Fn2 )2 . Then,
βS (a1 , b) = βS = 22n .
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Fig. 2: The function Sb (x) = S −1 (S(x, y) + b), where S is a 3-round Lai-Massey
construction where the last application of σ is omitted.

Proof. Let b ∈ (Fn2 )2 be of the form b = (σ(a), σ(a)) ∈ (Fn2 )2 where a is nonzero.
Furthermore, let Sb be as defined in Eq. (1) (see Fig. 2). Our aim is to prove that
Sb (x, y) + Sb ((x, y) + (a, a)) = (a, a), for all (x, y) ∈ (Fn2 )2 .

(2)

The remainder of the proof consists in checking Eq. (2) by developing the
expression of Sb .
Begin with the input (`0 , r0 ) = (x, y) ∈ F2n
2 and denote
A1 (x, y) = A1 = x + y, A2 (x, y) = A2 = σ(x) + y + F1 (A1 ) + σ(F1 (A1 )),
A3 (x, y) = A3 = σ(σ(x + F1 (A1 )) + F2 (A2 )) + y + F1 (A1 ) + F2 (A2 ),
T (x, y) = T = F2 (A2 ) + F2 (A2 + σ(a) + a),
B1 (x, y) = B1 = A1 + σ −1 (a) + σ(a) + T + σ −1 (T ).
The output (`i , ri ) of the i-th round, i = 1, 2, 3 of S, is detailed below:
(`1 , r1 ) = (σ(x + F1 (A1 )), y + F1 (A1 )) ,
(`2 , r2 ) = (σ(σ(x + F1 (A1 )) + F2 (A2 )), y + F1 (A1 ) + F2 (A2 )) ,
(`3 , r3 ) = (σ(σ(x + F1 (A1 )) + F2 (A2 )) + F3 (A3 ), y + F1 (A1 ) + F2 (A2 ) + F3 (A3 )) .
Denote by (`00 , r00 ) = (`3 , r3 ) + (σ(a), σ(a)) the input of S −1 . Similarly, we have
(`01 , r10 ) = (a + σ(x + F1 (A1 )) + F2 (A2 ), σ(a) + y + F1 (A1 ) + F2 (A2 )) ,
(`02 , r20 ) = σ −1 (a) + x + F1 (A1 ) + σ −1 (T ), σ(a) + y + F1 (A1 ) + T ,
(`03 , r30 ) = ((σ −1 (a) + x + F1 (A1 ) + F1 (B1 ) + σ −1 (T ),
σ(a) + y + F1 (A1 ) + F1 (B1 ) + T ).
As A1 (x + a, y + a) = A1 (x, y) and A2 (x + a, y + a) = A2 (x, y) + σ(a) + a, it
holds that T (x + a, y + a) = T (x, y) and B1 (x + a, y + a) = B1 (x, y). Therefore,
Eq. (2) holds and we deduce the proposition.
t
u
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BCTs of 3-round MISTY Networks

The MISTY network mimicks a structure used in the MISTY cipher [13]. While
it might ressemble a Feistel network it requires all three inner functions to
5

be bijective in order for the whole function to be a permutation. As we will
show, the MISTY structure also differs from the Feistel one via its BCT: the
boomerang uniformity of a 3-round MISTY structure depends on the specifics of
the subfunctions used.
Though the results are similar in both cases, the case where the branches are
of the same size (balanced) and of different sizes (unbalanced) require different
analyses which we provide in Sections 3.1 and 3.2 respectively.
3.1

3-round Balanced MISTY Networks

Proposition 4. Let S : (Fn2 )2 → (Fn2 )2 be a 3-round balanced MISTY network
and let F1 , F2 and F3 be its inner functions as depicted in Fig. 1c, with F1 , F2 , F3 :
Fn2 → Fn2 bijective. Then,
βS ≥ 2n βF2 .
b1
F1

F3−1

F3

F1−1
F2−1

F2
b1
S

S −1

n
Fig. 3: The function Sb (x) = S −1 (S(x) + b), for x ∈ Fn
2 × F2 and b = (b1 , b1 ) where S
is a 3-round balanced MISTY structure.

Proof. The boomerang uniformity of F2 is βF2 meaning that there exists (a1 , b1 ) ∈
(Fn2 )2 such that βF2 (a1 , b1 ) = βF2 . If a = (a1 , 0), b = (b1 , b1 ) then we deduce from
Proposition 1 that
βS (a, b) = # {(x, y) ∈ Fn2 × Fn2 | Sb (x, y) + Sb (x + a1 , y) = (a1 , 0)} ,
where Sb is as depicted in Fig. 3. Since b = (b1 , b1 ), it can be simplified into

Sb (x, y) = F2−1 (F2 (x) + b1 ), F1−1 (F2−1 (F2 (x) + b1 ) + F1 (y) + x)
so we deduce

Sb (x, y) + Sb (x + a1 , y) = F2−1 (F2 (x) + b1 ) + F2−1 (F2 (x + a1 ) + b1 ),

F1−1 F2−1 (F2 (x) + b1 ) + F1 (y) + x +
F1−1

F2−1 (F2 (x

+ a1 ) + b1 ) + F1 (y) + x + a1

We now show that βS (a, b) = 2n |A|, where

A = x ∈ Fn2 | F2−1 (F2 (x) + b1 ) + F2−1 (F2 (x + a1 ) + b1 ) = a1
6

(3)


.

.

For any x ∈ A, the right hand side of Sb (x, y) + Sb (x + a1 , y) can be simplified:

F1−1 F2−1 (F2 (x) + b1 ) + F1 (y) + x

+ F1−1 F2−1 (F2 (x + a1 ) + b1 ) + F1(y) + x + a1

= F1−1 F2−1 (F2 (x) + b1 ) + F1 (y) + x + F1−1 F2−1 (F2 (x) + b1 ) + F1 (y) + x
= 0.
As |A| = βF2 (a1 , b1 ) = βF2 , we conclude that the boomerang uniformity of a
3-round balanced MISTY network is lower bounded by 2n βF2 .
Remark 1. We give here the minimal bounds for a 3-round MISTY network, for
some popular choices of n. All functions F1 , F2 and F3 are supposed bijective.
n = 4 As proved in [5], the minimal boomerang uniformity for a permutation of
F42 is 6. Therefore, by choosing F2 , with βF2 = 6, we get that βS ≥ 96. As we
will argue in Section 5 this is a high value for an 8-bit S-box.
n = 3 APN permutations exist for n = 3. Using one as F2 , we obtain βS ≥ 16.
Proposition 5. Let S : (Fn2 )2 → (Fn2 )2 be a 3-round MISTY network with inner
functions F1 , F2 and F3 . If F1 or F3 is an affine permutation, then βS = 22n .
The proof of this proposition will be given in the full version of this paper.
3.2

3-round Unbalanced MISTY Networks

In practice, all known MISTY constructions are unbalanced. More specifically,
they use branches of n − 1 and n + 1 bits. This is the case for the original
MISTY1 cipher [13], where some inner components follow a 3-round construction
with one 7-bit and one 9-bit branch. It is also the case of the 8-bit S-box of
Fantomas [10], where a 3-bit and a 5-bit branch are used. One reason for this is
that an unbalanced 3-round MISTY structure can potentially achieve a better
differential uniformity than a balanced one. For example, Canteaut et al. showed
in [6] that for n = 4, a 2n-bit permutation S following a balanced MISTY
structure has δS ≥ 16, while by taking a 3-bit and a 5-bit branch it is possible to
find a permutation S with δS = 8. Another reason is that taking branches of an
odd length of bits permits to use APN permutations for the inner components—as
was indeed done in MISTY1.
We studied the boomerang uniformity of 3-round unbalanced MISTY networks.
Our arguments differ slightly depending on whether the widest branch is on the
left or on the right. Let m be the size of the smallest branch and n the size of
the biggest one. If S1 is the construction with F2 applying to the smallest branch
and S2 is the other one then we get that
βS1 ≥ 2n βF2

and

βS2 ≥ 2m βF2 |Fm .
2

Both proofs will appear in an extended version of this abstract.
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Non-iterative constructions

Until now, we have only considered 3-round constructions. However, S-box
designers sometimes choose non-iterative structures. In this section, we look
at 1-round SPN (as used e.g. in Midori [1]) and at the ad hoc Lai-Massey like
structure used by the Littlun S-Box of the block cipher FLY [12]. It is composed
of a single Lai-Massey round followed by an S-box layer (see Fig. 4a). While
Littlun is such that F1 = F2 = F3 , we do not make this assumption.
The following straightforward proposition deals with the properties of a
1-round SPN.
Proposition 6. Let F1 , F2 be n-bit permutations and let S : (Fn2 )2 → (Fn2 )2 be
such that S(x1 , x2 ) = (F1 (x1 ), F2 (x2 )). Then we have
βS ((a1 , a2 ), (b1 , b2 )) = βF1 (a1 , b1 ) × βF2 (a2 , b2 ) ,
so that in particular βS = βS ((a, 0), (0, b)) = 22n .

t
u
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F1
F2−1

F2
F2

F3
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S −1

S
(a) Littlun S-box.

(b) The function Sb (x) = S −1 (S(x, y) + b), where S is the
Littlun S-box.
Fig. 4: Analysis of the Littlun structure

Let us now consider the Littlun construction. If F1 is an affine permutation,
then the corresponding Littlun-like S-box is a 1-round SPN structure which has
thus the worst possible boomerang uniformity. If not, the following proposition
relates its boomerang uniformity to that of its subcomponents.
Proposition 7. Let S be a generalised-Littlun structure with n-bit permutations
F1 , F2 and F3 (see Fig. 4a). Then βS ≥ 2n max{βF2 , βF3 }.
Proof. We define the two following functions H and G over (Fn2 )2 :
H(x, y) = (x + F1 (x + y), y + F1 (x + y))

and

G(x, y) = (F2 (x), F3 (y)) .

Both H and G are permutations of (Fn2 )2 , H is an involution, and S(x, y) =
(G ◦ H)(x, y). we claim that βS (a, b) ≥ βG (a, b), for a = (a1 , a1 ), a1 =
6 0 and
8

b = (b1 , b2 ). Indeed,

βS (a, b) = # X ∈ (Fn2 )2 | H(G−1 (G(H(X) + a) + b)) + H(G−1 (G(H(X) + b))) = a
= # Y ∈ (Fn2 )2 | H(G−1 (G(Y + a) + b)) + H(G−1 (G(Y ) + b)) = a
= # Y ∈ (Fn2 )2 | H(G−1 (G(Y ) + b) + G−1 (G(Y ) + b))
−1
+ a) + b)) + H(G−1 (G(Y ) + b)) = a
+G (G(Y
n 2
≥ # Y ∈ (F2 ) | G−1 (G(Y ) + b) + G−1 (G(Y + a) + b) = a = βG (a, b) .
By applying Proposition 6 to βG (a, b) with a = (a1 , a1 ), b = (b1 , b2 ), we obtain
that βS (a, b) = 2n βF2 (a1 , b1 ) when b2 = 0 and βS (a, b) = 2n βF2 (a1 , b2 ) when
b1 = 0. We deduce that βS ≥ 2n max(βF2 , βF3 ).
t
u
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Conclusion

Our results on the BCT and on the boomerang uniformity of permutations with
various structures have several consequences. First, by the fact that βS = 2 if
and only if S is APN, we can immediately see that 3-round Feistel, Lai-Massey
and MISTY structures can never be APN.
As mentioned in Section 2.1, the consequences in terms of cryptanalysis can
also extend further than boomerang attacks. The guess and determine of Biryukov
et al. [3] uses a property equivalent to the fact that the boomerang uniformity
of a 3-round Feistel network is always maximal. We can therefore expect the
same attack to work against Lai-Massey structures. Interestingly, our results
show that it is possible to construct a 3-round MISTY structure immune against
the existence of such probability 1 patterns, meaning that they seem to offer
some inherent resilience against these attacks. Not only are our results regarding
Feistel and Lai-Massey structures very similar, the arguments we used to derive
them are also very close—independently of the choice of the linear mapping σ.
While the similarity between these two structures makes intuitive sense, we find
it interesting to see it displayed in such a clear manner.
We have encountered several cases: for 3-round Lai-Massey, 3-round Feistel and 1-round SPN, the boomerang uniformity is maximal regardless of the
subcomponents used. In the 3-round MISTY case, the boomerang uniformity is
bounded by the differential uniformity of its subfunction and, in the Littlun case,
it is bounded by the boomerang uniformity of its subfunction.
Finally, another application of our results lies in S-box reverse-engineering [4].
In this context, the aim is to recover the hidden structure of an S-box using only
its lookup table. If an S-box has non-trivial differential and linear properties but
a boomerang uniformity equal to 2n then we can suspect that it is a 3-round
Lai-Massey or Feistel structure. Since the boomerang uniformity is preserved
under the composition with an affine permutation, this test would work even
if the S-box structure is obfuscated by such permutations—as is the case for
instance in the S-box of ZUC [9].
We generated 1000 different permutations for various block sizes n and
obtained averages of An with
A4 = 11.9, A6 = 16.5, A8 = 20.3, A10 = 24.0 .
9

This shows that a maximal boomerang uniformity is an extremely rare event
indicative of a very strong structure. In fact, the non-maximal but still very high
boomerang uniformity of the 3-round MISTY and Littlun structures can also be
leveraged to identify such potentially hidden structures.
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