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Chapter 2

IMPLEMENTING THE HARMONIZED
MODEL FOR DIGITAL EVIDENCE
ADMISSIBILITY ASSESSMENT

Albert Antwi-Boasiako and Hein Venter

Abstract  Standardization of digital forensics has become an important focus area
for researchers and criminal justice practitioners. Over the past decade,
several efforts have been made to encapsulate digital forensic processes
and activities in harmonized frameworks for incident investigations. A
harmonized model for digital evidence admissibility assessment has been
proposed for integrating the technical and legal determinants of digital
evidence admissibility, thereby providing a techno-legal foundation for
assessing digital evidence admissibility in judicial proceedings.

This chapter presents an algorithm underlying the harmonized model
for digital evidence admissibility assessment, which enables the determi-
nation of the evidential weight of digital evidence using factor analysis.
The algorithm is designed to be used by judges to determine evidence
admissibility in criminal proceedings. However, it should also be useful
to investigators, prosecutors and defense lawyers for evaluating potential
digital evidence before it is presented in court.

Keywords: Digital evidence admissibility, factor analysis, evidential weight

1. Introduction

The application of digital forensics in criminal justice has become
more relevant than ever because of the continuous evolution of cyber
crime and its impact on individuals, organizations and governments. It
is nearly impossible in today’s information-technology-driven society to
find a crime that does not have a digital dimension [7]. The relevance
of digital forensics is also influenced by the fact that computer systems
are being used to facilitate crimes such as fraud, terrorism and money
laundering. National information infrastructures have become targets
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for cyber attackers; this has rendered digital forensics an essential com-
ponent of national strategies for combating cyber threats.

Meanwhile, advancements in computer engineering and information
and communications technologies have led to novel sources of digital ev-
idence. Unmanned aerial vehicles, driverless automobiles and Internet of
Things devices have led to new developments in digital forensics because
of the digital evidence that resides in these systems [1, 9].

However, the question of digital evidence admissibility remains a key
issue when applying digital forensics in jurisprudence. The criminal
justice sector is confronted with the challenge of proffering evidence that
is admissible in court [12]. In addition to training in new legislation
and technology, judges require a scientific approach for assessing digital
evidence in court. These challenges have driven the research community
to develop standardized processes and approaches to ensure that digital
evidence is admissible in legal proceedings.

This chapter presents an algorithm underlying a harmonized model
for digital evidence admissibility assessment, which assists in determin-
ing the evidential weight of digital evidence using factor analysis. The
algorithm is designed to be used by judges in criminal proceedings, but
it should also be useful to investigators, prosecutors and defense lawyers
for evaluating potential digital evidence before it is presented in legal
proceedings.

2. Background and Related Work

Several models and frameworks have been introduced to standardize
digital forensic activities in order to address issues regarding the ad-
missibility of digital evidence. These include a framework introduced
by participants in the 2001 Digital Forensic Research Workshop [17],
an abstract model of digital forensic procedure introduced by Reith et
al. [18] and a harmonized process model introduced by Valjarevic and
Venter [25]. A good practice guide produced by the (U.K.) Association
of Chief Police Officers [3] and an electronic crime scene investigation
guide published by the U.S. Department of Justice [23] are examples of
efforts undertaken by law enforcement to harmonize digital forensics and
provide a common approach for conducting digital investigations. The
International Organization for Standardization has created the ISO/IEC
27037 Standard [13] and the ISO/IEC 27043 Standard [14] to support
incident investigations.

Despite significant developments in rationalizing the domain of digital
forensics, issues associated with the admissibility of digital evidence in
legal proceedings have remained largely unresolved. To address this
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Figure 1. Requirements for assessing the admissibility of digital evidence.

gap, Antwi-Boasiako and Venter [2] introduced the Harmonized Model
for Digital Evidence Admissibility Assessment (HM-DEAA). This model
specifies technical and legal requirements — called “determinants” — that
underpin the admissibility of digital evidence. Figure 1 presents the
various technical and legal determinants specified in the harmonized
model.

This existential foundation of digital evidence presents a techno-legal
dilemma — a challenge or gap that exists in establishing a balanced in-
terdependent relationship between the technical and legal requirements
when establishing digital evidence admissibility and determining the
weight of digital evidence in judicial proceedings. The harmonized model
of Antwi-Boasiako and Venter [2] leverages an operational interdepen-
dency relationship between the technical and legal determinants to es-
tablish digital evidence admissibility.

Figure 2 presents the harmonized model. The three phases of the
model are integrated, but they are distinct from each other due to their
functional relevance in assessing digital evidence admissibility. The digi-
tal evidence assessment phase establishes the legal foundations of digital
evidence. The digital evidence consideration phase focuses on the techni-
cal requirements that underpin digital evidence admissibility. The digital
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Figure 2. Harmonized Model for Digital Evidence Admissibility Assessment.

evidence determination phase underpins the judicial decisions regarding
the admissibility and weight of digital evidence.

The research described in this chapter builds on the previous work by
Antwi-Boasiako and Venter [2]. It presents an algorithm that underlies
the implementation of the harmonized model for digital evidence admis-
sibility assessment and enables the determination of evidential weight
using factor analysis.

3. Validation Survey Methodology and Findings

A survey of judicial experts with knowledge and experience in digital
evidence was conducted to validate the technical and legal determinants
of digital evidence admissibility. The respondents were asked to assess
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Table 1. Evidential weight impact description.

Score Impact Description

1 No Impact  Determinant has no effect on the digital evidence
in question

2 Minimal Determinant has very little effect on the digital
evidence in question

3 Moderate Determinant has some effect, but not significant
enough, on the digital evidence in question

4 Significant  Determinant has considerable effect on the digital
evidence in question

5 Very Determinant has exceptional effect on the digital

Significant  evidence in question

the impact of each determinant on the weight of digital evidence. Table 1
shows the Likert scale [4] used by the survey respondents.
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Figure 3. Survey respondent categories.

A total of 77 respondents participated in the survey. The respondents
were drawn from common law and civil law jurisdictions across Africa,
North and South America, Asia, Europe and the Middle East. Figure 3
shows the five categories of experts who participated in the survey.

An expert sampling method [10] used to obtain a scientifically-valid
sample for the survey. Expert sampling provides an optimal means for
constructing the views of respondents who are judged to be experts
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Figure 4. Responses related to the determinants of admissibility.

in the subject matter under investigation [10]. The survey was also
consensus-oriented, which justified the application of expert sampling
and the qualitative research approach [24]. The sample selection was
justified using consensus theory [8, 26]. The quantitative method was
instrumented through the use of statistical methods, including factor
analysis, to identify and explore the distribution of survey data.

The research instrument was subjected to a number of validity and
reliability tests, including questionnaire validity, face validity, content
validity and construct validity, which are essential to achieving validity
and reliability [22]. Questionnaire validity refers to the accuracy and
consistency of a questionnaire in providing reliable research data. Face
validity refers to the degree to which a measure appears to be related
to a specific construct in the research; according to Burton and Maze-
rolle [6], face validity establishes the ease of use, clarity and readability
of a research instrument. Content validity considers the extent to which
a survey is relevant and representative of the target construct; it es-
tablishes the credibility, accuracy and relevance of the subject matter
under investigation. Construct validity establishes a cause and effect
relationship in a research instrument [22].

Figure 4 highlights the responses related to the determinants of ad-
missibility. As an example, consider the chain of custody (CoC) determi-
nant. Fourteen survey participants (18% of the respondents) indicated
that chain of custody does not affect the admissibility of digital evidence
in a court of law whereas 62 participants (82% of the respondents) in-
dicated that it affects evidence admissibility. Several factors may have
contributed to these responses. Chain of custody is widely recognized by
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Figure 5. Likert scores assigned to the determinants of admissibility.

experts as one of the most important requirements for digital evidence
admissibility; this is confirmed by the high positive response rate of 82%
for the determinant. However, the understanding of respondents and
prevailing legal practices in their jurisdictions may have contributed to
the higher than expected 18% negative response rate for chain of cus-
tody.

The survey participants were also asked to rate the impact of each de-
terminant on the evidential weight using the Likert scale of 1 to 5 shown
in Table 1. Figure 5 shows the scores for the determinants. Once again,
consider the chain of custody determinant (CoC) as an example. Fifty-
nine survey participants (77% of the total) rated the impact of chain
of custody on digital evidence admissibility as very significant (Likert
score of 5); six respondents (8%) rated the impact as significant (score
of 4); nine 9 respondents (12%) rated the impact as moderate (score of
3); two respondents (3%) rated the impact as minimal (score of 2); and
one respondent (less than 1%) rated no impact (score of 1).

Figure 6 graphs the minimum, average and maximum scores for the
determinants. For example, the average rating of the impact of the chain
of custody determinant on digital evidence admissibility is 4.53. It is im-
portant to note that an analysis of the data revealed that no conspicuous
variations existed in the responses provided by judges versus other crim-
inal justice actors relative to the importance of the determinants. This
implies that all the criminal justice actors considered in the research
have common understanding and expectations of the application of dig-
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Figure 6. Distributions of scores for the determinants of admissibility.

ital evidence in criminal proceedings. However, the levels of technical
and judicial knowledge and experience appear to be important factors
that contributed to the variations seen in the scores.

4. Proposed Algorithm

The next step after validating the determinants and assessing their
impacts on digital evidence admissibility is to apply the algorithm pre-
sented in Figures 7 and 8. The algorithm flowcharts cover the three
phases of the harmonized model: (i) digital evidence assessment; (ii)
digital evidence consideration; and (iii) digital evidence determination.
The algorithm formalizes the sequential activities from the introduction
of digital evidence in court through the various stages of witness presen-
tation and cross-examination to the final determination of the case by
the court.

During the first phase, digital evidence assessment, the legal founda-
tions of digital evidence are established. The relevance of the evidence
to the case is determined by the court after legal authorization is estab-
lished. This phase covers pre-trial activities in most jurisdictions. The
trial could be terminated at this stage if a proper legal foundation is not
established.

If the proper legal foundation is established, the case moves to full
trial corresponding to the second phase — digital evidence considera-
tion. The prerequisite requirements, core requirements and evaluation
requirements, which are all technical determinants listed in Figure 2, are
assessed during this phase.
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Figure 7. Flowchart of the digital evidence assessment and consideration phases.

The third phase, digital evidence determination, forms the basis of
judicial decisions. In most jurisdictions, the decision could be acquittal
or conviction and sentencing. The sentence would be the maximum,
average or minimum based on the evidential weight established through
the operationalization of the harmonized model.

5. Evidential Weight Determination

This section presents the foundation for determining the evidential
weight of digital evidence using the determinants discussed in this chap-
ter.

Evidential weight is the weight that a judge would attach to a par-
ticular piece of evidence that is tendered in a court of law. According
to Mason [15], assessing evidential weight involves scrutinizing a piece
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of evidence and deciding whether or not it is acceptable and relevant to
arriving at a decision during a trial.

The research described in this chapter employed factor analysis [5]
to statistically analyze the survey data in order to determine evidential
weight. Factor analysis was selected because it is well suited to ex-
ploratory data analyses. In particular, it was used to obtain the weights
of the variables required to make judicial decisions. The survey con-
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ducted in this research provided the data used to operationalize factor
analysis [16].

In order for a dataset to be suitable for factor analysis, a correla-
tion must exist between the determinants and it must pass the Kaiser-
Meyer-Olkin (KMO) sampling adequacy test. The correlations between
the determinants were computed using the sample Pearson correlation
coefficient [21] as follows:

L N oy — (L)) "
VNS = (oINS - (L)

where r is the correlation coefficient between determinants x and y (z
and y are the individual survey responses); N is the number of survey
respondents; > xy is the sum of the products of paired x and y scores;
S is the sum of = scores; Y.y the sum of y scores; > 2 the sum of
squared z scores; and Y y? is the sum of squared y scores.

Note that the correlation is calculated for each pair of determinants.
Also, the numerator in the equation is the covariance between the two
determinants and the denominator is the product of the standard devi-
ations of the two determinants.

The Stata statistical software package [19] was used to compute the
correlations. For example, a correlation of 0.324962 was established
between the forensic tool (FT) and digital forensic model (DFM) deter-
minants, and a correlation of 0.500934 was established between the legal
authorization (LA) and technical integrity verification (TIV) determi-
nants.

The KMO sampling adequacy test was performed to ensure that the
dataset was suitable for factor analysis. The KMO sampling adequacy
varies from zero to one; a value close to one denotes well suited to factor
analysis whereas a value close to zero denotes inappropriate for factor
analysis. A KMO sampling adequacy value of 0.77 was obtained, sug-
gesting that the dataset is adequate for factor analysis [20].

Factor analysis assumes that a linear relationship involving the latent
factors exists in the survey data. In general, a factor factor,; in the
data is expressed as:

faCtOT‘nj = lelj + bQXQj + ...+ annj + = (2)

where the b; terms denote factor loadings (e.g., factor scores such as that
relating determinant FT to determinant DFM as computed by Stata);
Xij terms correspond to the determinants; j is an observation (i.e., fac-
tor); n is the number of variables (i.e., number of determinants); and e;
is an error term.
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The coefficient formula for the determinants is given by:

Factor Analysis of Determinants = b1 DFM + by F'T 4 bsCoC +
byFAC + bsDFL + bgTIV +
btDFEW + bsDFR + bgLA +
bioDERe +b11DEA +
bi12oDEIT 4+ bisDERI +
biaDEP + e (3)

The b; values in Equation (3) are used to compute the evidential weight
EW as follows:

EW = w DFM + wyFT + w3CoC +
Wy FAC + ws DFL + wgTIV +
wy DFEW + wsDFR +
woL A+ wigDERe +
w11 DEA 4+ w9 DET +
wisDERI + wi4sDEP +

€j (4)

where the w; terms correspond to the determinant weights Wd; com-
puted as:

bﬂlQ 5
~ Total Variance (5)
Note that i denotes a determinant; n is the number of determinants; b;
is a factor score generated by factor analysis; and the total variance is
the sum of the squares of the b; factor scores.
Table 2 presents the computed factor loadings b;n? and determinant
weights Wd; based on the survey results.

W,

6. Results and Discussion

The equations presented in the previous section were applied to a
hypothetical case involving digital evidence. Table 3 presents the results
obtained by applying factor analysis to evidence in the hypothetical
case. In the table, a determinant weight Wd; denotes the weight of
determinant ¢ as established by factor analysis. A determinant score
Sd; in the table, which corresponds to the score assigned to determinant
1 by the court for the case in question, is given by:
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Table 2. Evidential weight determination.

Determinant Factor Factor Determinant
Loading Score Weight

(bi) (bin?) (Wd;)
DFM 0.247633  0.061322 0.034
FT 0.412889  0.170477 0.095
CoC 0.344163  0.118448 0.066
FAC 0.372313  0.138617 0.025
DFL 0.212455  0.045137 0.077
TIV 0.371712  0.138170 0.077
DEFW 0.237606  0.056457 0.031
DFR 0.326640  0.106694 0.059
LA 0.240957  0.058060 0.032
DERe 0.193218  0.037333 0.021
DEA 0.495371  0.245393 0.136
DEI 0.611801  0.374300 0.208
DERI 0.332325  0.110440 0.061
DEP 0.375614  0.141086 0.078
Total Variance 1.801933

Table 3. Evidential weight determination and analysis.

Determinant Determinant Determinant Weighted
‘Weight Score Value
(Wds) (Sdi) (Wvi)
DFM 0.034 3.8 0.129
FT 0.095 4.5 0.428
CoC 0.066 3.0 0.198
FAC 0.025 2.5 0.063
DFL 0.077 3.4 0.262
TIV 0.077 2.3 0.177
DFEW 0.031 5.0 0.155
DFR 0.059 4.7 0.277
LA 0.032 3.7 0.118
DERe 0.021 4.2 0.088
DEA 0.136 4.0 0.544
DEI 0.208 2.4 0.499
DERI 0.061 3.6 0.220
DEP 0.078 3.5 0.273

Total Evidential Weight 3.431
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Sd — Sum of Assessment Scores
v Total Mark

where each determinant has a maximum mark allocation of five.

Each of determinants is assessed in court using different parameters,
which are essentially the key questions addressed during evidence pre-
sentation and cross-examination. For example, relative to the digital
forensic tool (FT) determinant, the following key questions are consid-
ered to determine the score:

(6)

»  Which forensic tool(s) was/were used in the forensic examination?
m Was the use of each tool licensed?

m  Was open-source or proprietary software used?

m  What are the implications of using each tool?

m  Was each tool tested or validated?

m  What is the error rate of each tool?

m What is the level of acceptance of each tool by the researcher and
practitioner communities?

m  Are there any scientific publications about each tool?

The answers to these questions are determined based on scientific
and industry requirements in order to accept a forensic tool in digital
investigations. While the questions are not exhaustive, they provide
key assessment parameters that would be used in court to provide a
score for the given determinant. A score of 4.5 for the digital forensic
tool determinant was obtained by applying Equation 6. This value was
computed for the determinant based on the assessment questions.

Using Equation 4 and the data in Table 3, the evidential weight is
computed as:

EW = 0.034DFM + 0.095FT +
0.066CoC + 0.025F AE +
0.077DFL + 0.077TIV +
0.031DFEW + 0.059DFR +
0.032LA + 0.021DERe +
0.136DEA + 0.208DEI +
0.061DERI + 0.078DEP (7)
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The weighted value Wu;, which corresponds to the evidential weight
of determinant ¢, is computed as:

Wo; = Wd; x Sd; (8)

where Wd; is the weight of determinant ¢ and Sd; is the determinant
score.
Thus, the total weighted value of all the determinants is given by:

Z Wd;Sd; = Wd1Sd1 + WdaSdy + WdsSds + ... + Wd,Sd, (9)
i=1
where n is the number of determinants.

Upon inserting the values from Table 3, the value of the evidential
weight is computed as:

EW

(0.034 x 3.8) 4 (0.095 x 4.5) + (0.066 x 3) + ... (0.078 x 3.5)
3.431 (10)

Expressing the evidential weight as a percentage EW % yields:

E
EW% = TW x 100

= 3’%,)31 x 100

= 68.62 (11)

The evidential weight of 3.431, which corresponds to 68.62%, is ten-
dered in court and provides the basis for a judicial decision. The percent-
age value of the evidential weight could guide the court on the sentenc-
ing level, which can be the maximum, average or minimum sentence.
However, it should be noted that judicial decisions are also impacted
by other mitigating factors. This is because judges have certain discre-
tionary powers under the law that they may exercise when they deem
necessary. The mitigating factors include the age of the accused, guilty
plea, number of years already spent in custody, demonstration of remorse
and other extenuating factors.

While there are limits to applying the harmonized model in judicial
proceedings, it is important to emphasize that mitigating factors are
considered after the model has provided a judge with scientific guidance
to make a judicial decision. Therefore, any mitigating factors and the
discretionary powers given to a judge as an arbiter of justice do not
affect the scientificness of the harmonized model as a judicial tool.
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7. Conclusions

The algorithm presented in this chapter operationalizes the harmonic
model for digital evidence admissibility assessment and customizes the
model to enable the determination of evidential weight. The algorithm
and evidential weight determination are designed to be used by judges
in criminal proceedings. They should also be useful to investigators,
prosecutors and defense lawyers for evaluating potential digital evidence
before it is presented in legal proceedings.

It is important to note that advances in digital forensics are expected
to impact the results of future surveys of the type conducted in this
research. Different results in future surveys would result in different
weights to the determinants as well as different sets of determinants.
Such changes are to be expected in the rapidly-evolving field of digital
forensics. Nevertheless, the harmonized model, survey research method-
ology and evidential weight determination framework are sound and ro-
bust, implying that surveys would have to be conducted periodically to
generate new data, determinants and determinant weights that will keep
up with trends in digital forensics and how digital evidence is used in
legal proceedings.

Future research will focus on developing an expert system that oper-
ationalizes the harmonic model for digital evidence admissibility assess-
ment. The expert system, which will draw on concepts from computa-
tional forensics [11], could be applied in real cases, including jury trials,
to establish the utility of the harmonized model across the various types
of criminal proceedings.
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