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Chapter 12

DIGITAL FORENSIC ATOMIC
FORCE MICROSCOPY OF
SEMICONDUCTOR MEMORY ARRAYS

Struan Gray and Stefan Axelsson

Abstract Atomic force microscopy is an analytical technique that provides very
high spatial resolution with independent measurements of surface to-
pography and electrical properties. This chapter assesses the potential
for atomic force microscopy to read data stored as local charges in the
cells of memory chips, with an emphasis on simple sample preparation
(“delidding”) and imaging of the topsides of chip structures, thereby
avoiding complex and destructive techniques such as backside etching
and polishing. Atomic force microscopy measurements of a vintage
EPROM chip demonstrate that imaging is possible even when sample
cleanliness, stability and topographical roughness are decidedly sub-
optimal. As feature sizes slip below the resolution limits of optical
microscopy, atomic force microscopy offers a promising route for func-
tional characterization of semiconductor memory structures in RAM
chips, microprocessors and cryptographic hardware.

Keywords: Atomic force microscopy, memory chip delidding, surface imaging

1. Introduction
Atomic force microscopy has been used to investigate the structures of

memory devices and to conduct detailed failure analyses of memory cell
structures. However, limited information is available about the use of
atomic force microscopy to read the memory content of packaged chips.
The published information suggests that atomic force microscopy and
related techniques should work – the open question is how well.

The initial results presented in this chapter reveal that, even without
custom sample mounting or modification of the atomic force microscope
itself, it is possible to obtain topographic data from a packaged chip
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Figure 1. EPROM memory circuits imaged by dark-field optical microscopy.

using a basic research-grade instrument (Figure 1). Should future work
prove the feasibility of the technique, it is easy to envision the creation
of a custom atomic force microscope that could accommodate integrated
circuits in situ on circuit boards. A key aspect of investigations in this
area would be to perform topside imaging and characterization, avoiding
the need for backside polishing and etching and, in principle, maintaining
the integrity of the chip as a working device.

There are some interesting prospects for the future. Micro-electro-
mechanical systems (MEMS) technology and other manufacturing pro-
cesses, which could produce smaller, lighter atomic force microscopy
structures with higher fundamental resonance, would enable an increase
in data access rates and crash-free investigations of surfaces with high
relief. These, in turn, would impact the practicability and security of
the applications discussed in this chapter. Further development of high-
speed electronics and microwave engineering may permit other advances
in surface characterization of semiconductor devices or simply make mea-
surements easier, cheaper and more reliable.

From the point of view of forensic investigations, atomic force mi-
croscopy offers a number of advantages: it is minimally invasive; it may
be performed in a wide variety of environments; and it can be used to
image almost any kind of sample. The problems in performing atomic
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force microscopy studies of working memory chips are mostly practical,
but are of sufficient severity to deter casual investigations. Whatever
the future may bring in terms of instruments and their capabilities, one
thing is clear: sample preparation techniques will continue to be very
important.

This chapter focuses on atomic force microscopy and related tech-
niques, and how future developments could make them more applicable
to forensic investigations of memory chips. The results of preliminary
experiments are used to illuminate the practical issues that limit suc-
cessful implementation.

2. Background
This section discusses probe microscopy and relevant issues related to

security and forensics.

2.1 Probe Microscopy
Probe microscopy has antecedents in various stylus-based surface pro-

filing tools, but the dramatic increases in sensitivity and resolution
provided by the invention of scanning tunneling microscopy (STM) in
1981 [4] have led to the explosive development of instruments and their
applications. Atomic force microscopy (AFM) was invented soon after-
wards [3], motivated by a desire to expand the atomic resolution of the
scanning tunneling microscope to investigations of non-conducting sam-
ples. Atomic force microscopy uses a force interaction between the probe
tip and the sample surface to measure the distance between them. Typ-
ically, the interaction involves the Van der Waals force, but in principle,
any force that varies with the relative positions of the tip and sample
may be employed.

The narrow focus on atomic resolution as the ultimate goal of probe
microscopy has ensured that the early literature in the field is full of
interesting experiments and phenomena that failed to make an impact
because of what was perceived as “poor resolution.” Many of these tech-
niques have been justifiably neglected, but some loiter at the margins of
respectability and are worth revisiting periodically to examine whether
or not they have acquired contemporary relevance. An example is using
microwave or radio-frequency signals to measure the electrical charac-
teristics of a sample surface. This was proved to be possible in the early
days, but the methods were not robust enough to be adopted widely.
However, novel measurements made recently using scanning microwave
impedance microscopy (SMIM) have rejuvenated the field, revealing spa-
tial variations in surface capacitance with nanometer resolution [15].
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In addition to scanning microwave impedance microscopy, two more
established techniques – electrical force microscopy (EFM) and scanning
capacitance microscopy (SCM) – are relevant to forensic investigations
of chip surfaces. All three techniques use the voltage on a conductive
tip to reveal additional information about a surface beyond its topogra-
phy. Electrical force microscopy measures the Coulomb forces between
the tip and any charge concentrations on the sample surface. Scan-
ning capacitance microscopy uses a modulated voltage to reveal changes
in the tip-surface capacitance that are related to local doping levels,
stored charge and metallization of semiconductor devices. Scanning mi-
crowave impedance microscopy investigates similar factors by regarding
the tip-sample junction as the termination of a transmission line using
the back-reflected signal to measure the complex tip-sample impedance.

2.2 Security and Forensics
Secure communications and computing have been important for many

years and their importance seems set to increase. Several techniques
have been devised to defend against attacks on confidentiality, integrity
and availability. These include the use of cryptography [22], information
flow analysis [23], and detection and estimation theory [1]. The vast
majority of these techniques depend on a secure “black box” to hide
the secrets or to perform computations. The concept takes different
names depending on how it is implemented, including trusted computing
bases in secure operating systems [20], bastion hosts in firewalls [19] and
trusted platform modules in hardware-supported security [12].

In the case of secure operating systems and firewalls, many types of
attacks are known, for example, those based on the exploitation of (in-
evitable) software flaws. Likewise, a number of attacks against hardware
have been devised, many of them based on observing, or affecting, the
hardware operating environment. The attacks include differential power
analysis [13], differential fault analysis [2], probing with light/laser exci-
tation [21], freezing of memory [10], electron microscope analysis [17] and
Van Eck/TEMPEST radiation analysis. All these attacks, with one or
two exceptions, require physical access to the hardware. Physical access
is becoming increasingly easy to obtain as secure electronic hardware
in the form of embedded and mobile devices is becoming commonplace.
As these devices, especially those in mobile phones, have become ubiq-
uitous, increased security requirements have led manufacturers to rely
on hardware-based cryptographic modules and ubiquitous encryption to
maintain the security of user data [9]. This has presented significant
challenges to law enforcement and other actors who need to access the
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stored data in order to investigate crimes and other incidents. While
there has been some success in leveraging software flaws in security im-
plementations of smartphones, it is unclear how long this avenue will
remain effective [8].

It follows that other techniques, including piercing the black box itself
using sophisticated analysis techniques, are probably the inevitable next
step in the evolution of digital forensics. However, it should be noted
that knowledge pertaining to such attacks is not only useful to would-
be attackers (e.g., law enforcement), but also to defenders, because it
is difficult to defend against unknown threats. One such threat that
should not be ignored is the question of whether or not the hardware
can be trusted, especially if backdoors have been introduced during the
manufacturing process [24].

3. Atomic Force Microscopy
Before examining more specialized techniques and how they have been

applied to investigations of semiconductor memory devices, it is instruc-
tive to summarize the benefits and problems of atomic force microscopy
because they are relevant to all derived technologies. Atomic force mi-
croscopy is a mature technique and the purpose here is not to reproduce
the wealth of information in the numerous textbooks, manufacturer ap-
plication notes and (surprisingly reliable) Wikipedia entries. Instead,
the technique is briefly described with an emphasis on key performance
metrics that are relevant to digital forensics as well as aspects that are
currently limiting, but where future developments could have significant
impact.

Figure 2 shows a generic atomic force microscopy setup in which a
laser is reflected from the back of a cantilever carrying a sharp tip.
A split photodiode measures the deflection of the laser beam, which
changes as the cantilever flexes in response to the forces between the
tip and the sample. The deflection signal is fed to a feedback loop that
adjusts the position of the cantilever mount to keep the force and, hence,
the height above the surface constant. As the tip moves sideways, its
position tracks changes in the surface topography while the feedback
loop maintains a constant height.

Most routine work has stabilized around the use of probes manufac-
tured via semiconductor microfabrication techniques, with the tip and
cantilever integrated in a standardized chip. The stiffness and other me-
chanical properties of the cantilever can be readily tuned; other aspects
of the tip can also be optimized for particular applications. For exam-
ple, conductive tips for the techniques discussed in this chapter can be
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Figure 2. Atomic force microscopy.

made by doping the semiconductor material used in their manufacture
or by evaporating metals onto the structure. Cantilevers typically have
force constants ranging from 0.1 to 100 N/m depending on their intended
modes of operation. Typical atomic force microscopy resolutions are 0.1
to 10 nm vertically (largely limited by noise) and 1 to 100 nm laterally
(largely limited by tip shape, and tip and sample quality).

Sensing position via the static flexing of the cantilever – the so-called
“contact” mode – is an option for most microscopes, but the forces be-
tween the tip and sample tend to be large, often leading to damage or
wear. It is more common to situate the tip farther away from the surface,
where the forces are weaker, using a modulation technique to recover sen-
sitivity. Such oscillation-based schemes are robust and reliable; because
the tip spends most of its time far from the surface, the potential for
wear or damage are reduced substantially. A high-amplitude oscillation
also ensures that strong interactions at close distances (e.g., adhesion
or attraction to an absorbed water layer in ambient conditions) do not
cause substantial dragging or friction, enabling rough and unpredictable
surfaces to be measured more easily.

Oscillatory schemes also enable forces other than the intrinsic Van
der Waals interaction to be distinguished, for example, by modulating
them with a different frequency, or because they operate out of phase or
have a different gradient with respect to the distance from the sample.
Thus, when measuring Coulomb forces in electrical force microscopy,
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it is possible to modulate the voltage on the tip at a frequency well
below that of the cantilever oscillation and, thus, use a second lock-in
measurement to assess the electrostatic force separately.

The most widely-quoted figures of merit for atomic force microscopy
and related techniques usually involve resolution. This, as mentioned
above, can be something of a distraction. Even a desktop atomic force
microscope operating in air at standard temperature and humidity can
readily achieve 10 nm resolution, provided that the sample surface is
clean and stable. Although gate lengths and some oxide thicknesses
in semiconductor devices are approaching these dimensions, the lateral
spacing of any likely two-dimensional storage structure is considerably
larger and it is not likely that the spatial resolution limit of atomic force
microscopy would present a significant obstacle to determining whether
or not a given memory cell is charged.

Other aspects of atomic force microscopy are likely to be more signifi-
cant than resolution, especially bandwidth and the time domain. There
are three key timescales that govern how an atomic force microscope
measurement may be made. Perhaps the least significant is the most
fundamental: all electromagnetic and chemical interactions between the
tip and surface operate on a timescale determined by the propagation
of electromagnetic energy in the near field and the response times of
electrons and other charges in the materials. Typically, this corresponds
to frequencies in or beyond the visible spectrum (1014 Hz or higher),
which implies a typical timescale of femtoseconds or less. Two firm
conclusions can be made because the timescale is so much faster than
any near-term developments in clock speed or phase-coherent detectors.
First, any experiment that is devised is unlikely to be limited by the fun-
damental electromagnetic properties of the materials, even at terahertz
frequencies. Second, if the response to higher frequency stimulation is of
interest, then a modulation scheme or some sort of heterodyne detection
would be needed to shift the signal into a measurable band.

The most significant timescale for practical experiments, including
digital forensic uses, is the pixel clock: the rate at which an atomic
force microscopy system can take individual pixels of the final image.
This is surprisingly slow: typical times for a raster scan are 0.1 to 1
seconds for each line of data, leading to acquisition times of an hour or
more even for low-resolution images. The slow response is set by the
fundamental mechanical frequency of the microscope as a whole. This
limits the response to positioning commands from the feedback loop
and scan drivers because operating above resonance with an unknown
mechanical phase shift quickly leads to unrecoverable damage to the
sample and/or tip. The rigidity of the microscope is determined by
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factors related to its intended use and special instruments can achieve
better performance by dispensing with easy tip exchange or the need to
accommodate a wide range of sample sizes.

This factor is also the one that may be most amenable to change and
where developments directly applicable to forensic imaging are expected.
For example, efforts are underway to use micro-electro-mechanical sys-
tems technology to make the entire atomic force microscope exchange-
able rather than just the tip [16]. Integrating the motion actuators,
cantilever and tip in a monolithic package can make the mechanical
loop between substrate and tip considerably smaller and stiffer, raising
its fundamental frequency and enabling faster scanning while still under
closed loop control.

Faster scan speeds will allow more rapid processes to be recorded
and studied, as well as make scanning more reliable and tip crashes
less likely. As discussed in the pilot study below, the slow response of
current microscopes is not only frustrating, but it leads to poor quality
data. Improving predictability and reducing the likelihood of damaging
the sample under study will only benefit digital forensic investigations
in search of presentable evidence.

The third important timescale is the fundamental oscillation frequency
of the cantilever. This is adjustable based on design and materials, but
the usual value lies in the 100 to 300 kHz range. At present, this is
not regarded as a limitation. Other signals can be modulated at 1 to
50 kHz and still be safely below the oscillation frequency while remain-
ing well above the pixel clock rate. There may, however, be difficulties
in the future. If, as is highly desirable, scan speeds increase and raise
the pixel clock rate, limited bandwidth will be available for interme-
diate frequency measurements in electrical force microscopy, scanning
capacitance microscopy and scanning microwave impedance microscopy.

One final property of atomic force microscopy is of relevance. Unlike
an electron microscope with its relatively high beam energy or even a
visible light microscope that uses photon energies capable of breaking
chemical bonds, an atomic force microscope has a very soft touch. It is
possible to use forces so low that any sample sensitive to them would be
impractical as a device. It is also possible to measure electrical charac-
teristics with extremely low applied voltages, currents and fields. This
makes atomic force microscopy excellent for non-destructive testing and
also makes it difficult to implement countermeasures in the chips being
investigated.
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Figure 3. EPROM memory chip with exposed die (approx. 4mm×8mm in size).

4. Memory Chip Layout and Structure
Like most semiconductor integrated circuits, memory chips are cre-

ated by cycles of lithography, deposition and reaction to produce fine-
scale patterns of various materials on the surface of a single-crystal semi-
conductor wafer, usually silicon. The basic chip or die is brittle and
sensitive to chemical and mechanical damage, so it is usually packaged
before being used in a device. First, thin wires are bonded to the chip
die to create more robust connections to metal pins than can be accom-
plished using conventional soldering techniques. Next, the die and cage
are encapsulated. Polymer resins are now used for packaging; sintered
ceramics used to be common and are still employed in some devices.

Figure 3 shows a 1,024 B Intel 2708 EPROM memory chip made in
1974. The exposed chip die is approximately 4mm×8mm in size. De-
spite its venerable age and low capacity, the chip illustrates the general
characteristics that are still shared by modern high density devices. The
quartz window that protects the chip die has been removed to show the
structure beneath it. Because the circuits etched into the chip surface
are so large, they are easy to see with a camera lens or microscope.

Figure 4 shows a close-up view of the die itself. The two large blocks
are the actual memory locations, which are surrounded by control cir-
cuitry and address lines used to write and read data. The figure also
shows the bonding pads to which thin bonding wires are attached.
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Figure 4. Close-up view of the chip die showing two arrays of memory cells.

The first lesson, which is also relevant to modern, high-density surface-
mount integrated circuits, is that the overall package is much larger than
the die itself. The second is that a substantial 3D structure surrounds the
planar circuits on the die; this means that access to the memory array has
to take place through a tunnel cut in the packaging and between the arcs
of the bonding wires. This is by no means trivial for probe microscopy
because non-standard or extended mounting of the cantilever impacts
imaging performance.

Figure 5 shows an optical microscope image of the individual memory
arrays. Charge is stored in the oval structures and electrical connections
are made to a single memory cell by addressing the appropriate com-
bination of white and yellow/gold lead-in traces. The spacing between
the bright white address lines is approximately 20 μm. Modern chips
are more complex and have structures that are an order of magnitude
smaller. Also, they often include more transistors and other active de-
vices as part of the individual memory cells. However, the general layout
of memory chips is very similar as is the packaging.

5. Prior Art
The three atomic force microscopy techniques – electrical force mi-

croscopy, scanning capacitance microscopy and scanning microwave im-
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Figure 5. Optical microscope image of individual memory cells.

pedance microscopy – all have potential for investigations of semicon-
ductor memory. They use a conductive tip to apply or sense electrical
signals and typically employ conventional atomic force microscopy height
sensing to control the tip position while measuring the electrical signals
independently.

The first technique, electrical force microscopy, measures the electri-
cal forces between a surface and a charged tip. An oscillating voltage
is often applied to the tip and a lock-in amplifier is used to isolate this
component of the signal coming from the split photodetector. Provided
a frequency is chosen that lies between the pixel clock and the funda-
mental frequency of the cantilever, this perturbation neither affects the
topographic image data nor the basic operation of the height stabiliz-
ing feedback. The lock-in signal represents the gradient of the electric
force on the tip with distance. This signal changes sign when the tip is
over positively or negatively charged regions of the surface. Although
absolute quantitative measurements require detailed 3D models of the
tip, surface geometry and materials, it is possible to map electric field
gradients due to local charges.

The application to semiconductor memory devices is obvious because
charges are mostly stored in capacitors or floating gate electrodes, which
produce fringing fields that affect nearby sensing electrodes. Typical
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charge and discharge voltages are much larger than the tip voltages
needed for good signal-to-noise in electrical force microscopy, so a mea-
surement can be made without erasing the charge structure on the sam-
ple surface. Measuring the difference between a memory cell with a
charged floating gate and a cell with a neutral gate is well within the
capabilities of most instruments.

There is little reported work on using electrical force microscopy to
image and read the contents of packaged semiconductor memory. An
application note by Park Systems [18], a commercial manufacturer of
atomic force microscopes, reports electrical force microscopy measure-
ments on bare, unpackaged, uncontacted memory cells. Reports are also
available about materials-science-oriented studies focused on developing
novel memory structures (see, e.g., [6, 11]). However, these works do
not describe successful top-down measurements of mainstream memory
devices. Konopinski [14] has conducted the most extensive electrical
force microscopy investigation of memory arrays, specifically flash mem-
ory EEPROMs used in SIM cards. While the electrical force microscopy
measurements in this study were inconclusive, they do not rule out the
utility of the technique.

The second technique, scanning capacitance microscopy, imposes a
DC bias on the conducting tip with an overlaid oscillatory voltage. The
currents on and off the tip are measured using a preamplifier placed
close to the cantilever; a lock-in technique is used to provide specificity
and noise rejection. The signal yielding the scanning capacitance mi-
croscopy measurement is proportional to dC/dV at the DC bias voltage.
The technique is most applicable to systems where dC/dV varies with
voltage, which includes many semiconductor structures.

Scanning capacitance microscopy has been used extensively to char-
acterize on-chip transistor and memory structures in cross-sectional and
top-down planar views. In fact, most manufacturers of commercial mi-
croscopes that offer scanning capacitance microscopy as an option pro-
vide an SRAM chip as a test sample. However, as in the case of the
Park Systems technical note [18], the emphasis is usually on imaging a
passivated planar sample with no actual connections to the doped re-
gions of the semiconductor instead of in situ measurements of connected
charged devices. The most attractive use of scanning capacitance mi-
croscopy is to assess dopant levels in semiconductors. It can reliably and
robustly detect the difference between n-type and p-type regions. With
suitable modeling, it is also able to measure doping levels as a function
of position across the surface.

Some studies have used scanning capacitance microscopy to read the
contents of memory cells. De Nardi et al. [7] have successfully used
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scanning capacitance microscopy to read memory devices that were ex-
tensively prepared for the scanning capacitance microscopy technique.
They were able to distinguish between cells containing bit values of 1
and 0, and to recreate word-length data from scanning capacitance mi-
croscopy images. They also emphasize the need to map the physical lo-
cations of the data as seen by scanning capacitance microscopy to their
logical locations within the conceptual data array. This is one area are
where countermeasures such as scrambling physical memory locations
on an individual chip could defeat read attempts. However, in cases
where a consistent layout is used, the mapping can be performed for a
single device (other than the device under test) and the results could be
applied to all the devices in the same batch or of the same type.

The scanning capacitance microscopy study by De Nardi et al. [7] and
the electrical force microscopy study by Konopinski [14] both involved
the extraction of the die from the memory device and thinning it from
the backside, reducing the chip thickness until the underside of the ac-
tive circuits was almost exposed. This is not a trivial procedure, but
is necessary, especially in the case of scanning capacitance microscopy,
which relies on band-bending induced by the electric field from the tip
to create a signal. In any case, it is essentially impractical to take mea-
surements from the topside through the arrays of addressing and control
lines.

The third technique, scanning microwave impedance microscopy [15],
uses matched transmission lines and filters to apply a microwave signal
to the conducting tip. A conventional RF network analyzer then records
the back-reflected signal, essentially treating the tip-sample junction as
an unmatched termination to the transmission line. From this, it is
possible to extract the complex impedance of the junction and map it
across the surface. As with scanning capacitance microscopy, the os-
cillatory signal enables the impedance measurement to be decoupled
from the topography; the output signal is proportional to dC/dV for
the imaginary part and to dR/dV for the real part. Scanning microwave
impedance microscopy provides similar information as scanning capac-
itance microscopy, but with greater reliability and signal-to-noise. The
published literature on scanning microwave impedance microscopy is a
little thin, but the technique has definite promise.

6. Vintage EPROM Chip Experiments
The experiments involved preparing and mounting a 1,024 B Intel

2708 EPROM memory chip in an atomic force microscope in order to in-
vestigate whether or not topside measurements are possible without the
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Figure 6. Innova microscope with the EPROM chip mounted.

extensive and destructive sample preparation described in the electrical
force microscopy and scanning capacitance microscopy studies discussed
above.

The experiments employed an Innova atomic force microscope, a low-
cost research-grade instrument, with scanning capacitance microscopy
capabilities [5]. The atomic force microscopy system has a built-in video
microscope that enables the tip position to be correlated with measure-
ments using other microscopes. The system can perform atomic force
microscopy on areas up to 100 μm×100μm in size.

Figure 6 shows the Innova atomic force microscope with its sound-
proof cover removed and the EPROM chip mounted on the sample stage.
The electronics for the scanning capacitance microscopy preamplifier are
housed in the gold-colored rectangular box on the right.

Figure 7 shows a close-up view of the chip mounted in situ in the
Innova atomic force microscope. The cantilever chip is mounted in the
white holder at the top center. The red laser used for deflection de-
tection can be seen reflecting off the cantilever itself, with some stray
light to the left and on the surface of the EPROM chip. It is clear that
space is extremely tight. Also, the rear of the atomic force microscope
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Figure 7. Close-up view of the mounted EPROM chip.

scanner head is tilted up at an extreme angle so that the cantilever chip
projects down into the well containing the chip die; this is not an optimal
configuration.

Note that Figure 7 shows the EPROM chip in Figures 5 and 6 with
its protective quartz window removed. The remainder of the packaging
is still intact.

In order to investigate whether or not additional processing would
facilitate atomic force microscopy, the top plate of the packaging was
removed by cleaving it with a straight sharp blade. This enabled the
microscope to be placed in a less contorted posture, but it was still not
in its normal configuration. However, imaging was possible and atomic
force microscope topographs could be taken.

Figure 8 shows an atomic force microscope topograph of the surface
of the memory cell array. The image area is 20 μm×20 μm and the
total height variation is 4.4 μm. The horizontal stripes and deep holes
correspond to the bright white address lines seen in the optical image in
Figure 5.

The topograph is remarkably clean and stable, although the uncleaned
surface of a 1974-vintage EPROM chip was imaged. Moreover, the sur-
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Figure 8. Topograph of the memory cell array in the EPROM chip.

face features can directly be related to those seen in the optical micro-
graph of the same chip shown in Figure 6. There is a great deal of tip
interaction, as can be seen from the sudden jumps and glitches at some
points in the image, but given the simplicity of the preparation tech-
nique, this is a very encouraging result. Note that although the package
had been delidded, all the bond wires were still intact and, in principle,
data could be written to the chip.

Experiments involving scanning capacitance microscopy and electrical
force microscopy were not conducted. However, it is clear that these
techniques would be entirely practicable, although delidding may be
more complicated for modern chips with resin packages. In fact, modern
chips with low-profile packaging and less surface relief on the die itself
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should be easier to investigate because there would much less tip-sample
interaction.

7. Conclusions
Atomic force microscopy has already been used to investigate the

structures of memory devices and to conduct detailed failure analyses of
memory cell structures. However, limited information is available about
its application to reading the memory contents of packaged chips. Nev-
ertheless, the published research suggests that atomic force microscopy
and related techniques should certainly be applicable to reading memory
– the only question is how well.

The initial results presented in this chapter demonstrate that, even
without custom sample mounting or modification of the atomic force mi-
croscope itself, it is possible to obtain topographic data from a packaged
chip using a basic research-grade instrument. If future research demon-
strates the feasibility of the technique, it is easy to envision the construc-
tion of a custom atomic force microscope that could image integrated
circuits in situ on their circuit boards. A key aspect of the research would
be to perform topside imaging and characterization, avoiding backside
polishing and etching and, in principle, maintaining the integrity of the
chip as a working device.

The prospects for the future are exciting. Micro-electro-mechanical
systems technology and other manufacturing processes that produce
smaller, lighter atomic force microscopy structures with higher funda-
mental resonance would allow for increases in data access rates and
crash-free investigations of surfaces with high relief. This would affect
the practicability of security and forensic applications discussed in this
work. Further development of high-speed electronics and microwave en-
gineering may permit other advances in the surface characterization of
semiconductor devices, or they may simply make measurements easier,
cheaper and more reliable.

From the point of view of forensic investigations, atomic force mi-
croscopy has a number of advantages: it is minimally invasive; it may
be performed in a wide variety of environments; and it can be used to im-
age almost any kind of sample. The problems in performing atomic force
microscopy investigations of working memory chips are mostly practi-
cal, but are of sufficient severity to deter casual investigations. Whatever
the future may bring in terms of instruments and their capabilities, one
thing is clear – sample preparation techniques will always be of the ut-
most importance.
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