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Executive summary

This documenexamineghe useof 10T technologyin contacttracingandintroduceghe concepiof
Asynchronou€ontactTracing (ACT). ACT identifiescontactswith IoT connectedbjectsthathave
beencontaminatedby the SARS-CoV-2 virus andworksin synergywith solutionsdesignedor
manualanddigital contacttracingto identify andalertpeoplewho may havebeeninfectedby the
virus.

This shiftsthe paradigmfrom synchronouslyracingthe contactsf the peopleinfectedby Covid-19
to asynchronouslyracingof contactsof materialgsuchasinfectedsurfacesyastewater,air-
conditionindfilters, etc.)thatarehostingthe SARS CoV-2 virus.

This enablespeoplewho havecomeinto contactasynchronouslvith thoseparticularmaterialsto be
alertedof a potentialCovid-19 contagionand,atthe sametime, it signalsthatoneor morepersons
havebeenin contactwith the materialwhich is now spreadinghe SARS-CoV-2 virus.

This processouldbe particularlyeffective,consideringhatthe SARS CoV-2 virus cansurvivefor a
significanttime on certainmaterial§15]. Thelevel of contaminatiordepend®n the natureof the
surfacetheconcentratiorof thevirus, theambienttemperaturethe seasorof theyear,thelevel of
humidity, andexposureo sunlight. The periodof contaminatiorcanspanfrom afew hoursto
severaldays.

The ACT processisesexisting,readyto-marketloT-basedechnologyandwell-establishedvireless
networktechniquesThe processs not dependenbdn achievinga certainnumberof tests,or of people
adoptingit, in orderfor theresultsto be useful.Moreover, it doesnotrequirethetransmissiorof any
personalnformationby the user thusrespectingpbothEU GDPRandpublic sensibilityto personal
privacy.

This procesavasinspiredby Occam$ Razor[5] or the Law of Parsimony(Latin: LexParsimoniag,
thatstateghatentitiesandtheoriesusefulto solvea problemshouldnotbe multiplied unless
necessaryOnthecontrary,simplerentitiesandtheoriesare preferabletco morecomplexonesbecause
theyareeasierto testandmorelikely to betrue.

Asynchronous Contact Tracing

Asynchronoug€ontactTracing (ACT) is a procesgnetworkprotocol+ appropriatdoT infrastructure
basedon SmartM2M/oneM2M+ mobile andwebapplications)conceivedor regular p S H OVALHP H
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use,asopposedo (SynchronousiontactTracingprotocols[6,7,8,9]which tendto be employed
whensocietyis puton anurgent,war footing in reactionto anacuteproblent [11].

The ACT processs notonly applicableto the currentpandemiovave The parametersanbe adapted
to anyothervirusin afuture pandemic.

ACT will besociallyandeconomicallyacceptabl¢o peoplewho shouldview it asa National Service
(i.e. offeredby, the Public Health Authorities)andnot be viewedasan obligatoryrequirement

ACT will promoteindividual testingonly in the unfortunatesventof the userreceivingofficial
notificationsthathe/shemay be potentiallyatrisk. It canbe appliedto all the contextswherepeople
sharethe samephysicalspace suchasa supermarketschoolsrestaurantdhotels,gyms,offices,
working plants,hospitalshospicesetc. It canalsobe appliedto anobjectthatis encounteringpeople
while it is in movementsuchasa public transportatiometwork.

ACT testsmaterialsthathavebeenin contactwith humansanduseswireless andloT technologiego
notify a particularcontaminatioreventto Public HealthAuthoritiesthat,in turn, will inform users
who werepotentiallycloseto thoseinfectedareas.

Theprocesss intrinsically asynchronoudecausét doesnot requirepeopleto bein the sameplace
andatthe sametime, and,moreimportantly,it doesnotrequireanyinformationexchangdetween
humanssincethevirus hasbeendetectedy Group Testingon materialsandnoton humans.

For manycommunitiesthis type of tracingwill supportanelaboratdorm of selectivdockdowni.e.
the surgicalclosureof specificareadollowing aforecastannouncinga newspikeof infection. It is
without doubta procesghatwill naturallybenefitmanysocialandindustrialorganizationsgities,
tourism,educationcommerceandtraveletc.

1" & 9 Hiv Wojet qui réponda une crise historique sanslaquelleil Q  H [ L Vpastetthldeld de
laquelleil Q TH[Lpaw DY P S L& Levidd9'. [11].
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Introduction
Lockdown

The mainweaponagainsiCovid-19 currentlyavailableis socialdistancingandit requires
full/partial/selectivdockdownof clusterareadsn theeventof a high peakin the spreadof the virus.
This createseveredamagdo aneconomyandto the personalife of its citizens.While we areall
waiting for a vaccine the otherrelevanttool in thefight againsthevirusis testing.Unfortunately,
widespreadestingof largepopulationsn avery shorttime remainampracticable A singletesting
would require somelML testsperweekandabout60 weeksfor a nationsuchasFrance Thisis
clearlyanunworkablesolutionto the problemsraisedby the currentpandemicandis commonto
mostcountriesacrosgheworld.

It is alsoclearthatmanypeopleareunwilling to be Covid-19 testedfor socialreasonssuchasjob
restriction,economicconsequencesijolation of privatelife, or evenfearof quarantinelt is now well
understoodhatwithout widespreadestingof the population the only weaponagainstCovid-19 is
lockdownandsubsequergevereeconomicandsocialdisruption

Contact Tracing

ContactTracing(CT) hasbeenactivelyusedin Europesincethe 16th centuryto containepidemic
diseaseThe principlesremainthe sametodaywhethercarriedout by phone,mail or personatontact.
Theaimis to identify the origin of theinfectionandto where,or to whom, it hasbeentransferredIf
receiptof thisinformationis followed immediatelyby isolation,treatmentandaggressive
decontamination canlead to containmenandthe gradualeliminationof the diseasatself.

Thisyearhasseenanexplosivedemandor informationaboutCovid-19. It rapidly focusedon the
possibleuseof newtechnology andparticularlyon the capabilitiesof the mobile phoneto automate
theprocesof p W ABdRNWU Dbfedugingmoreaccurateandtimely informationflows - to the
advantagef public health,governmentandthe patientandtheir personatontactsThe potentialof
5G andAl seemedo beckonto afuturewheresilent,rapidtransmissiorof datawould protectusall
from anunseervirus thatobserveso political or socialboundaries.

Therewasanimmediatecounterreaction- this degreeof protectionmightalsobeintrusive. |t
threatenedhe securityof our private lives, our right to movefreely andour right to confidentiality,
particularlyin the medicalfield. Therehavebeenmanypublic statementassertinghatcurrent
practiceof CT observesHumanRightsasexpressedy the EU, buttheresultingfocusonthe
individual subjectof CT hasled to muchconfusionasto the purposeanddirectionof theresulting
datacollection.

Who Needsto Know? And What do they Needto Know?

Thesearequestionghatinitially wereconsideredo haveobviousanswersDesignof ICT systemdor
CT wouldfollow thetraditional,manualmethodologybut shouldmakeit faster,moreaccuratemore
useful.Solutionswerefoundto protectthe L Q G L Y Ip&sodabigVits andfreedomsbutlittle
attentionwaspaidto the y E D I# Q-G ultimatedestinatiorof the dataandthe useto whichiit
would be put.

Putsimply, it hasalwaysbeentrue thatsecurityandtransparencgharea tradeoff. Onethreatenghe
other.If the potentialpatient,the userof the p W lADIRNWU Briabldibhoneis to befully protected
thenthe programmustnot storetheir nameor contactdetailsin anyway thatcouldleadto their
identification.

This debatehasdistractecdattentionfrom animportantissue . Trackandtraceexercisesn the past
havebeenusedprincipally to supportgovernmenandpublic healthinitiativesnot justto inform the
individual asto their potentialrisk. Our modernfocusontherightsof theindividual threatenshe
managemenf trackandtracedata,which couldseriouslyminimizeits usefulnesso central
authoritieswhich we holdresponsibldor containingthe infection.

Testingfor the SARSCoV-2 virus

Testingis essentiato thefight againsthe SARS CoV-2 virus andit mustbe accurateAt the present
momenttherearedifferentproductsbasedon two methodologiespamelyvirologic tests(e.g.RT-
PCR)andantibodiegdests.Unfortunatelythe accuracyof the testsis not absolute andthis leadto test
repetitionsandespeciallyto interpretinconsistentesults,e.g.VIRAL=POSITIVE and



ANTIBODY=NEGATIVE.

Thereis a furtherproblemcausedy the numberof commerciaproductsavailablewith varying
standard®f accuracyaswell asthe high costof sometestingkits. e.g.see[12]. Today, aswe write,
thereis a plethoraof testsoluions(ex: TUL, TDR, TROD, PCR...). This "abundancefs neither
helpful nor economicallysustainableSomeof the testsrequireaccesso specificprocessing
equipmentvhich maybeexpensiveor notgenerallyavailablein local hospitalsor laboratoriesThe
lastfrontier is the RapidAntibody Test(< 30 minutes)intendedfor the useasanaid in identifying
individualswith anadaptiveimmuneresponsd¢o SARSCoV-2, indicatingprior infection. This rapid
lateralflow testis intendedfor the professionalise in laboratoryandnearpatienttestingenvironment
andqualitativelydetectdgM andlgG specificto SARSCoV-2 in serum plasmaandwholeblood.

Dorfman's Group Testing Process

During the 2nd World War ProfessoDorfmaninventeda grouptestingmethodto screerfor syphilis
amongstAmericansoldiers Thetestingprocessve aim to useis inspiredby the principle of
Dorfman’'sGroupTestingdescribedn his seminalpaper,” Thedetectionof defectivememberof
large population"[1]. Therationaleof GroupTestingis simple.A sampleof bloodis takenfrom, say,
five people.Thesesamplesaaremixedtogetherandonetestfor the virus is madeon the combined
fluids. If thistestresultis negativethenall five individual samplesareconsideredo be negativethus
savingfour testkits. If theresultis positivethenthe original five samplesnustbetestedndividually.

Thetestingmethodologyappliedin the ACT processs asubsebf the DorfmanGroup Testing,
namely,we areinterestednly in the presencer absencef the SARS CoV-2 virusin orderto make

the ACT processwork; thereasorfor thisis trivial becausave cannotidentifythe uLQIHBW R U V
wastewater,or air-filtering or othermaterials(the wastewateror the air-filtering actlike anhash
function,i.e. it would be computationallyimpossibleto comebackto theinfectors Notethatinfector
hereis usedto denoteeitherhumansor thingshostingthe virus.

Useof this subkind of grouptesting(sometimegalledpooling testing) in combinatiorwith modern
digital loT technology canprovidea newandeffective u | R U Hfér Eheiirfiductionof gelective
O R F N GiRsAr@dhghatwhenevewe testaninfectedlocation,the ACT techniquewill
communicateo the populationa precisegeographicaareawhich canbe definedimmediatelyassafe
or un-safe.

AsynchronousContact Tracing

Today,Synchronou€ontactTracing (SCT)[6,7,8,9]protocolsareall beingdesignedo exploitthe
following digital information;namely physicalandspatialproximity, whilst preservingpersonal
anonymity,in orderto trackthe chainof transmissiorof thevirus.

Thechallengeof Asynchronou€ontactTracing (ACT) is to removethetimeandspaceimitation
andto traceonly surfaceghathavebeencontaminatedby thevirus, ratherthanjustthe persons
potentiallyinfected The SARS CoV-2 virus is knownto stayviable for a variabletime onahard
surface dependingrom the natureof the surface the virus concentrationthe temperaturethe
humidity conditions the expositionto sunlight. Thistime canvary from few hoursto severaldays,
someexamplesare 2-3 hourson paper4 houron copper 3-4 dayson plasticandsteel,7 dayson face
masks andevenmorein specificclimateconditions[2,3,4,15].

Typical hardsurfacestrisk includeitemssuchasa plasticdrink bottle,a canof beer,a milk carton,a
watertapor electrictowel in a public toilet, a parkbenchametro W U Ribdpsfs¥as andbuttons,
ATM machinetc.In reality thisincludeseverythingaroundus.

ACT is aprocesghatexploitsthe following digital information:

FThe possibility of testingmaterial (wastewater/ air-conditioningfilters / hardsurfaces)sing
standardreliable,testingtechniquesaindproducingresultsin reasonabléime [13]. By resultshere
we meanthe percentagef SARSCoV-2 virus on thatmaterialwithout addinginformationabout
whoinfectedit. Theaccenis thereforeon theinfectedobjectandnotonthe person.Thisis an
interestingapplicationof Dorfmaris GroupTestingtechniquesNote thatwe arenotinterestedo go
furtherin theinvestigationof who (asa person)eally is infected:herethefocusis onthefactthata
givenmaterialor locationis infectedand,assuch,it needto be closedto the publicandpeople
whosevisited thoselocationsor touchedthosematerialshouldbe informedandsuggestedo go fast
for aRT-PCTtest.



FTheresultof testingmaterialsarefirst interpretedoy the NationalPublic Healthauthoritiesnto a
preciseforecastwhichis geclocalizedandthenwidely communicatedo the populationusing
WiFi2 andwell-establishedebtechniguesAccesso the forecasimaybeachievedoy a mobile
applicationor by quering a Web-accessiblelatabase.

Notethatthe userdoesnot needto communicatenis positionnor his identity or pseudonym$ut has
justto listento theforecastbor querytheWeb-accessiblelatabase.

Thisis why we considerACT to beanintrinsically [DV\QFKURQRXV |
To resumethe mainobjectivesof ACT are;

ttotracetheloT that 3 K R MWg ¥ARS CoV-2 virus insteadof the peoplethatgotinfectedby the
SARSCoV-2 virus,

tto inform National(andInter-National)HealthAuthoritiessothatthey canestablishcommon
Policiesandlocal, selective surgicallockdownin atimely andeffectivemannerandavoidthe
severeeconomic socialandpsychologicatisadvantagesf full genericlockdown;

tto forecastfor the public informationon the clinical statusof areasvhich maybeinfectedandnew
clusterswherethevirusis spreading.

A Simple UseCasefor AsynchronousContact Tracing
Scenariol

Let usimaginethatAlice is infectedwithout knowingandgoesshoppingatthe supermarkeat
10:15amshetouchessomeitemsor sneezesr coughsonthemor justbreathe€loseto someitems.
Shethenleaveshe supermarketThe corridorsthatAlice walked,its caddyandthe goodsthatAlice
touchedaresurelyinfectedby SARSCoV-2 virus.

Now let usimaginethatBob, who is notinfectedatall, visit the samesupermarketorridors,
(unfortunatelytakethe samecaddy)andtoucheghosesameitemsat 11:00amunfortunatelyand
involuntarily infectinghim by SARS CoV-2 virus.

Thefollowing considerationgrenowin play:

$SynchronougontactTracingProtocolg6,7,8,9]cannotallow the exchangeetweerAlice andBob
of pseudonymshecauseheir respectivenobile phonesandcontactiracingappswere not present
andactiveat the sameplace(let'ssaylessthanl meter)andat the sametime (let'ssayfor atleast
15 minutes).

¥If Alice is latertestedCovid-19 positive,thenthereareno meansy which Bob will everbe
informedandyetthisis alikely to beacommonmeansof transmissiorof thevirus.

It is not necessaryo testAlice to inform Bob thathe waspotentiallyinfected:it would sufficeto
testtheitemsthatAlice touchedandthe corridorsthatAlice walked,becausdob did probablythe
same.

it is notevennecessarjor Alice to existasa physicalpersonbecauséhevirus couldtransferon to
asurfaceasaresultof cominginto contactwith othercontaminategurfacessuchasarticlesbeing
sentfrom aninfectedregion.

1If Alice were infectedin the sameconditionsasBob buttwo daysbeforein anothersupermarket,
andif Alice hadbeeninformedaboutthe potentialrisk of infection,thensheprobablywould have
doneaunitarytest(RT-PCR)and,if positive,shewould notthentouchtheitemsin the supermarket
becauseshewould havestayedathome andprobablynotinfecting Bob.

Scenarioll

Alice buyschocolatefrom the supermarkein Paris.The outerpackagings contaminateéndshe
may receivea doseof the virus. Thatsameday, Bob buysthe samechocolaten Lyon, from the same
supermarkethainasdoesMarie in AntibesandMario in Turin the day after. The supermarkethain
hasadoptedhe ACT technology t follows thatall four supermarketorridorssellingchocolateare
measuregbositivewith the SARSCoV-2 virus duringthe cleaningthattakesplaceeverytwo hoursin
thosesupermarketsThe consequenced thosefour measureareasfollows;

2 Itis awork in progress.



pisolatethe fourscorridor, stopsalesof chocolatdtemsin thefour supermarkes;

uVerify andwarnfactory,countryof origin andlogistics.

In conclusion ACT canbea practicalvirus-tracing tool, following the supplychainrelatedto
chocolaten thatsupermarkethain.

ACT in action
ACT performstestson all materialslif thetestis positive,thenthefollowing actionscouldbe

performed:

M Immediatepublishingof the testresulton a PublicWeb-accessibl®atabaseavith consequent
immediatepublishingof theisolation/closuref the potentiallyinfectedlocationon a Public
Web-aaessibleDatabase.

Thetasksperformedby the smartapplicationassociateavith ACT areto:
K listenandrecordall the PeripheraServiceandmemorizetheir identifier;

p matchall of theidentifierssentby the NationalControl Service eachof oneassociateavith a
preciseforecastwith the onehe/shehasrecordedand,in caseof non-emptyintersectionnotify
immediatelya potentialcontaminatiorto the ownerof thesmartphoneAt thatpointhe/shenay
decide(or not) to go to alaboratoryfor anindividual test;

p askits NationalControl Serviceto beinformedabouttheforecastoy otherforeignInter-National
ControlServices.

Thetasksperformedby the PC Applicationassociateto ACT areto:
paccessheforecastproducedoy the National Control Service;

pwith a simpleGUI, alsoto accesgpreciseforecastelativeto thelocal area,denotedvia suitable
coordinate®g.latitude,longitude,andradius.

Functional Units

AsynchronougContactTracingprocessanbe explainedasfollows by introducingthe following
SmartM2M/oneM2Mfunctionalunitsasdescribedn thefollowing Figuredescribingthe ACT
methodarchitecturg14].

Figure 1: ACT Method Architecture



TA PeripheralService placedin a specificlocation,suchasa supemarketcorridor,a public toilet, a
metrostation,a fithessroometc. hasthe capabilityto transmit,usingWiFi technologythe
following informationsuchasits uniqueidentifier (alsoknownasthe MAC identifier BSSID).

FThe Smartphond\pplication calledVirusSafeis the maindigital tool availableto the userto
monitorthelevel of contaminationlt collectstheidentifier from the oneor manyPeripheral
Servicesandperiodicallycomparest theidentifierrelatedforecastpublishedby the National
Control Serviceswith anassociatedime andforecastandaboutpotentialcontaminatedreasit
alsoreceiveghelocal forecastwhenapproachingneor manyPeripheraServicesandwill
periodicallywarnthe useraccordingto the Public HealthPoliciesreceivedby meansof the oneor
manyNationalControl Service. The VirusSafeapplicationalsooffersthe opportunityto requestnd
receiveforecasiaboutotherPeripheraBervicegnot necessaryhe onehe/shewvasclose)
informationalwayswithoutcommunicatingts X V Ha¢4t\én.The periodicity of therequeswill be
configurableby the AntiVirus application.

tThe PC Application calledVirusSafePC, is anuserconnectedlevice(tablet,personacomputer,
smartTV, etc.)thatcommunicatewith the NationalControl Servicego queryandreceiveback
informationaboutthe statusof the situationin specificgeographicatreasBy delegationit canalso
gueryotherinter-NationalControl Serviceslt basicallysupportghe useraboutthe discoverof its
own risk accordingio the pastvisited areasand/orto planhis movementndbehavioursn advance.
Thepurposeof VirusSafePCis similar to the Smartphoné\pplication,namelybe informedabout
theforecastof thevirus, butits UX/UI is ratherdifferent.

$The DetectionServiceinformsthe oneor manyLocal Servicesaboutthe detectionof the
contaminatiorin oneof the proximity areasassociatedo oneor manyPeripheraService.The
chemicalprocessaindthekind of testusedto checkthe materialfor contaminatior(e.g.air-filter,
wastewaterfilter, dirty cleaningtoolsandwater,etc.)arenot strictu sensypertinentto ACT
TechnicalSpecification EachDetectionServicecanbe associateavith oneor manyPeripheral
Servicesandit shdl communicatevith the oneor manyLocal Serviceghe detectionof a
contaminationlt will exchangeats monitoringandconfigurationinformationwith oneor many
Local Servicss, includingmeando exchangeheinformationnecessaryo the managemenif the
specificdetectiontool.

¥TheLocal Servicereceivegheinformationfrom oneor manyDetectionServiceshelongingto it
andpropagateshisinformationto the National Control Service It receiveghe necessary
indications,in orderto behaveaccordingo the NationalAuthoritiespoliciesfor the oneor many
PeripheraServicesonfiguration(e.g.for the broadcasfrequencyof theidentifier or for the
emissionof the forecastinformation). It will alsotransmitto the NationalControl Servicethe
identifiersof theoneor manyPeripheraServicesnvolvedin a positivedetectiontogethemvith
their locationandthe approximataangeof the detection Finally it will exchanganonitoringand
configurationinformationwith the NationalControl Service.

$The National Control Servicewill receivetheinformationfrom theoneor manyLocal Services
relatedto contaminatiorandwill provideto it informationaccordingto the Public Health
Authoritiespolicieson the oneor manyPeripheralServicescorfiguration (e.g.for the broadcast
frequencyof theidentifier or for the emissionof theforecasinformation).The NationalControl
Servicealsorepresents pointof interactionwith the userslt provides,onrequesttheidentifier of
the oneor seveal PeripheraServicesannouncingontaminatiorto the manySmartphone
ApplicationVirusSafeandadditionalinformationaboutindicationsandsuggestionaccordingto
the PublicHealthpolicies(e.g.the suggestiorof avoidingcertainareasor to performa humantest
verificationif certainconditionsof exposurearemet,accordingo the detectionof thevirusin the
areasoveredby oneor manyPeripheraServices)The NationalControl Servicewill exchangets
monitoringandconfigurationinformationwith the oneor manyLocal Serviceandwith the many
Smartphoné\pplicationVirusSafe.lt will alsocoordinateandcommunicateheinformationabout
theareasf detectionof the virus with oneor manyPeripheraBervicesn otherNationsor
RegionsFinally, the NationalControl Servicewill bein contactwith othersNationalControl
Servicesn orderto exchanges$orecastcommonPoliciessoinforming usersof differentNations,
Regionsor Municipalities,etc.,whentheyaretravelingfrom home.Thisenables ACT to bea
genuinejnternationaforecastool.



Conclusion

To resumehe maincontributionof ACT is to usea subkind of grouptesting,in combinationwith
moderndigital IoT technologyto providea newandeffective p | R U Hiér En¥ikitriductionof

gelectiveO R F N Giishr@dnghatwhenevemve testaninfectedlocation,the ACT techniquewill
communicatdo the populationa precisegeographicafreawhich canbe definedimmediatelyassafe

or un-safe We areinterestednly in the presencer absenceof the SARS CoV-2 virusin orderto
makethe ACT processwork; thereasorfor thisis trivial becauseve cannotidentifythe yLQIHBW R U V
wastewater,or air-filtering or othermaterials Note thatinfector hereis usedto denoteeitherhumans

or thingshostingthevirus.
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