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ABSTRACT
As an emerging field of aerial robotics, Unmanned Aerial Vehicles (UAVs) have gained significant
research interest within the wireless networking research community. As soon as national legislations
allow UAVs to fly autonomously, we will see swarms of UAV populating the sky of our smart cities
to accomplish different missions: parcel delivery, infrastructure monitoring, event filming, surveil-
lance, tracking, etc. The UAV ecosystem can benefit from 5G/B5G cellular networks, which can be
exploited in different ways to enhance UAV communications. Because of the inherent characteristics
of UAV pertaining to flexible mobility in 3D space, autonomous operation and intelligent placement,
these smart devices cater to wide range of wireless applications and use cases. This work aims at pre-
senting an in-depth exploration of integration synergies between 5G/B5G cellular systems and UAV
technology, where the UAV is integrated as a new aerial User Equipment (UE) to already deployed
cellular networks. In this integration, the UAVs perform the role of flying users within cellular cov-
erage, thus they are termed as cellular-connected UAVs. The main focus of this work is to present
an extensive study of integration challenges along with key 5G/B5G technological innovations and
ongoing efforts in design prototyping and field trials corroborating cellular-connected UAVs. This
study highlights recent progress updates with respect to 3GPP standardization and emphasizes socio-
economic concerns that must be accounted before successful adoption of this promising technology.
Various open problems paving the path to future research opportunities are also discussed.

1. Introduction
Unmanned Aerial Vehicles, abbreviated as UAVs, are

aircrafts without any human pilot onboard, mainly con-
trolled and managed remotely or via embedded autonomous
computer programs. UAVs are also popularly known as
drones. It is a new paradigm emerged from aerial robotics
with enormous potential for enabling new applications in di-
verse areas and business opportunities [1, 2, 3]. The global
UAV market was valued at US$ 20.68 billion in 2017 and is
expected to reach US$ 59.82 billion by 2026, at a compound
annual growth rate (CAGR) of 14.20% during a forecast pe-
riod [4].

Unique features of UAVs pertaining to high mobility in
three-dimensional space, autonomous operation, flexible de-
ployment tend to find appealing solutions for wide range
of applications including civil, public safety, Industrial IoT
platforms (IIoT), security and defence sectors, cyber phys-
ical systems, atmospheric and environmental observation
etc [5, 6, 7]. By leveraging other emerging technologies like
Artificial Intelligence(AI), Internet of Things (IoT), Aug-
mented Reality/Virtual Reality(AR/VR), UAVs have been
able to showcase substantial value proposition to a wide
range of civil and industrial applications across diverse ar-
eas. The UAVs are flying platforms with adaptive altitude
support and hence, the emerging use cases for each of the
mentioned applications demand a secure, reliable wireless
communication infrastructure for command and control, as
well as an efficient information dissemination towards the
ground control station [8, 9].
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On this advent, there are two main research directions
to be investigated. First, how to integrate a suitable wire-
less communication platform into UAVs for ubiquitous con-
nectivity and seamless service for the identified use cases.
Second, what are the scientific and technological challenges
that arise from such integration. We aim to focus on both the
directions in this paper and highlight several distinctive char-
acteristics, challenges with state-of-the-art solutions from
the viewpoint of aerial networking.

UAVs are inherently mobile in nature and hence, require
wireless support for communication needs [10, 11]. The
wireless communication infrastructure can be provided over
licensed or unlicensed spectrum. Unlicensed spectrum is
shared by multiple parties and are more prone to interfer-
ence/contention scenarios. On the other hand, licensed spec-
trum provides reliable channel allocation for UAVcommuni-

Figure 1: Integration opportunities of UAV with Cellular
Network
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Figure 2: Integration Opportunities of UAV to Cellular Network

cations and also requires regulatory decisions. The licensed
spectrum operations for UAV can be realized via several
ways, such as satellite technology, separate licensed spec-
trum allocated for UAV, or by existing cellular bands. Satel-
lite spectrum is well suited for wide area coverage, but often
limited by higher costs, higher latency and lower through-
put. Laying out a dedicated spectrum for UAV operations is
costly and requires substantial effort to build a system sup-
porting drone operations [12]. To this end, the UAV ecosys-
tem can benefit from cellular networks [13, 14] for commu-
nication and networking purpose.

Recently, the ambitious requirements of Fifth Genera-
tion and Beyond Fifth Generation (5G/B5G) wireless net-
works envision to cater to a wider variety of goals in terms
of higher coverage and connectivity, ultra-reliable low la-
tency communication (URLLC), support for massive num-
ber of devices via machine type communication (mMTC),
greater bandwidth and throughput (extreme mobile broad-
band or eMBB) [15, 16]. The new specifications in Third
Generation Partnership Project (3GPP) Rel-15 and improve-
ments for 5G radio interface (termed as 5G New Radio or
NR) is designed to offer the above mentioned features [17].
The UAVs are envisioned to be an essential part of 5G/B5G
networks with potentials of supporting high data transmis-
sion (∼10 Gbits/s), stringent latency (1 ms round trip de-
lay) and enhancements to radio access technologies (RATs).
Moreover, the licensed mobile spectrum provides wide ac-
cessibility beyond visual line of sight (BVLoS), secure and
reliable connectivity enabling cost-effective UAV operation
for a multitude of use cases [18, 19, 20].
1.1. UAV Communication Requirement

From the communication viewpoint, the requirements of
UAV can be classified into two broad categories [21]:

• Control and Non-Payload Communication
(CNPC) - It refers to the time critical control and
safety commands to maintain the flight operations.
CNPC includes the navigation, waypoint updates,
telemetry report and air traffic control (ATC) updates
to ensure secure and reliable UAV operation. CNPC
usually demands highly secure and reliable com-
munication with low data rate (few hundred Kb/s)

Table 1

UAV Cellular Communication Requirement [22]
Type CNPC Uplink CNPC Downlink Payload
Rate ∼100 Kbps ∼100 Kbps ∼50 Mbps

Latency - ∼50 ms Same as Ground UE

requirements. The reliability requirement for CNPC
is less than 10−3 packet error rate (PER).

• Payload Communication - It refers to all the in-
formation dissemination activities between UAV and
ground station pertaining to a UAV mission. For
instance, in a surveillance operation, UAV needs to
transmit real time video to the ground station/remote
pilot via payload communication. Payload communi-
cation demands the underlying transmission medium
to be capable of supporting high data rates (often
higher in full HD video transmission or wireless back-
hauling).

Table 1 summarizes the rate and latency requirements
for UAV cellular communication.
1.2. Integration Opportunities with Cellular

Network
The integration of UAVs to cellular network falls under

three broad paradigms [23, 24], as shown in Fig. 1:
• UAV-Assisted Cellular Communication - In this

paradigm, UAVs are realized as flying base stations,
relays or localization anchors, that can intelligently
reposition themselves to assist the existing terrestrial
wireless communication system to improve the user
perceivable Quality of Experience (QoE), spectral ef-
ficiency and coverage gains [25, 26]. This architec-
ture is shown in Fig. 2a. Due to dynamic mobility
and repositioning, the integration ofUAVbringsmany
advantages to existing terrestrial communication sys-
tem [10, 27]. The base station mounted on the UAV
(flying base station or relays) could be provisioned on
demand, which is an absolute appealing solution for
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disaster management, search and rescue or emergency
response. The coverage and data rate of existing cel-
lular networks can be improved by optimal 3D place-
ment and coordination of flying base stations to cater
the users need in hotspot areas. These benefits defi-
nitely cope well with diverse, dynamic and increasing
data demands in 5G/B5G cellular systems.

• Cellular-Assisted UAV Communication - This is
also known asCellular-connected UAVs1. As shown
in Fig. 2b, flying UAVs are realized as new aerial User
Equipments (UEs) coexisting with terrestrial UEs that
access the cellular network infrastructure from the sky.
This paradigm has gained significant interest in recent
times, because of the effective solution for establish-
ing reliable wireless connectivity with ground cellular
stations [28].

• UAV-UAV Communication - In this paradigm, a
group of UAVs reliably communicate directly with
each other sharing the cellular spectrum with ground
users in order to facilitate autonomous flight be-
haviours, cooperation in a UAV fleets, and collision
avoidance. This architecture is shown in Fig. 2c.
In [29, 30], the authors investigated reliable and direct
UAV-to-UAV communications that leverage same fre-
quency spectrum with uplink of cellular ground users.

In this work, we prioritize the focus on the promising
features of cellular-connected UAVs. In the next section, we
survey the existing classification works, in order to highlight
the key contributions of this work.

LIST OF ABBREVIATIONS
3GPP Third Generation Partnership Project
5G/B5G Fifth Generation/Beyond Fifth Generation
AI Artificial Intelligence
ANN Artificial Neural Network
AR/VR Augmented Reality/Virtual Reality
ATC Air Traffic Control
BDMA Beam Division Multiple Access
BVLoS Beyond Visual Line of Sight
CAGR Compound Annual Growth Rate
CNPC Control and Non-Payload Communication
COTS Commercial off-the-shelf
CPS Cyber Physical System
DPDK Data Plane Development Kit
EARFCN Absolute Radio Frequency Channel Number
eMBB Extreme Mobile Broadband
ETSI European Telecommunications Standards

Institute
G2U Ground-to-UAV
GCS Ground Control Station
GPRS General Packet Radio Service
GSM Global System for Mobile Communications

1In literature, it is also referred as UAV-UE, drone-UE, 5G-connected
drone, or aerial user.

HAP High Altitude Platform
HD High Definition
ICIC Inter-Cell Interference Coordination
IIoT Industrial Internet of Things
IoT Internet of Things
KPI Key Performance Indicators
LAP Low Altitude Platform
LoS Line of Sight
LTE Long Term Evolution
MANO Management and Orchestration
MEC Mobile Edge Computing
MIMO Multiple Input Multiple Output
ML Machine Learning
mMTC Massive Machine Type Communication
mmWave Millimetre Wave
NF Network Function
NFV Network Function Virtualization
NLoS Non-Line of Sight
NOMA Non-Orthogonal Multiple Access
NR New Radio
OMA Orthogonal Multiple Access
PCI Physical Cell Identity
PER Packet Error Rate
PRB Physical Resource Block
QAM Quadrature Amplitude Modulation
QoE Quality of Experience
QoS Quality of Service
RACH Random Access Channel
RAT Radio Access Technology
RLF Radio Link Failure
RSRP Referenced Signal Referenced Power
RSRQ Reference Signal Reference Quality
RSSI Received Signal Strength Indicator
SAR Search and Rescue
SC-OFDMA Single Carrier OFDMA
SCADA Supervisory Control and Data Acquisition
SFC Service Function Chaining
SINR Signal-to-Interference and Noise Ratio
SOA Service Oriented Architecture
U2G UAV-to-Ground
U2U UAV-to-UAV
UAS Unmanned Aerial System
UAV Unmanned Aerial Vehicle
UE User Equipment
ULA Uniform Linear Antenna Array
URLLC Ultra-Reliable Low Latency Communica-

tion
UTM UAV Traffic Management
VNF Virtual Network Function

2. Related surveys and tutorials
There are growing research efforts to investigate the in-

terplay of UAVs with cellular networks. During the last few
years, novel solutions have been proposed to solve scientific,
technical, socio-economical and security challenges. Sev-
eral surveys, demonstrations and tutorials are also presented
in the literature to provide the unified view of this research
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domain. These works not only helps the research commu-
nity to track ongoing research efforts, but also consolidate
the necessary knowledge for the interested practitioners and
researchers in the community.

A majority of the surveys and tutorials mostly focus on
the (i) integration opportunity of UAV with 5G/B5G cellu-
lar networks from the perspective of UAV-assisted cellular
communication [10, 31, 32, 33] or (ii) highlight recent ad-
vances, future trends, challenges for UAV cellular communi-
cation [8, 13, 23, 24, 34], or (iii) present detailed analysis and
performance study with respect to a specific communication
challenge, such as channel modelling, physical layer tech-
niques, security etc [18, 35, 36, 37, 38]. However, our work
aims at focussing on the paradigm of cellular-assisted UAV
communications. In order to emphasize the relevance and
uniqueness of our current survey work compared to existing
surveys, first, we plan to summarize the existing surveys and
tutorials along with works pertaining to cellular-connected
UAVs in Table 2.

As summarized in Table 2, majority of existing surveys
are based on UAV-assisted cellular communication and dis-
cusses them in-depth. There are few surveys that focuses on
cellular-connected UAV paradigm, but these existing works
are largely fragmented and do not provide a holistic view
of this paradigm. In other words, only few selected as-
pects of cellular-connected UAV like UAV-ground channel
modelling or trajectory optimization or MIMO are studied
in depth so far. These works do not present an extensive
study including all kinds of research highlights dedicated to
cellular-connected UAVs, rather present a singular topic in
depth. Thus, a unified work providing the broad picture of
all kinds of research developments is still missing.

With this survey, we aim at addressing this gap and
focus solely on cellular-connected UAVs. The research
highlights pertaining to state-of-the-art advancements, syn-
ergistic integration challenges of UAVs as aerial users in
5G/B5G cellular networks, underlying network architec-
tures, physical layer enhancements of 5G, field trials, sim-
ulations and testbed developments are some of unique con-
tributions made in this survey. The cloudification and soft-
warization of network resources portrayed as the interplay
of Network Function Virtualization (NFV) and cloud com-
puting technologies for the cellular-connected UAVs is also
presented from the architectural context of enabling 5G/B5G
innovations supporting them.
2.1. Key Contributions

The key contributions of this work are the following. The
final column of Table 2, bearing the heading “This Work",
also summarizes the contributions made in this work:

• To present an overview of emerging applications and
taxonomy of use cases for cellular-connected UAVs;

• To highlight the state-of-the-art trends of communica-
tion requirements of UAVs and detailed discussion of
design challenges, which must be accounted for suc-
cessful integration of this technology within 5G/B5G
cellular systems;

• To showcase the emerging 5G technology innova-
tions in network architectures such as virtualization &
softwarization of network resources, slicing & phys-
ical layer improvements in the interest of cellular-
connected UAVs;

• To present the detailed efforts for design and develop-
ment of experimental testbeds, trials and prototyping
carried out by academia, industries and standardiza-
tion bodies to understand the gap of theoretical analy-
sis and realistic deployments;

• To identify a fairly exhaustive outline of features
for realization of an ideal experimental prototype for
cellular-connected UAV & existing works to achieve
them;

• To discuss about the ongoing standardization ac-
tivities, regulatory frameworks, market and socio-
economic issues that must be thoroughly investigated
before successful andwidespread adoption of cellular-
connected UAVs;

• To present insights to future research opportunities.
The high level organization of this work is summarized

in Fig. 3.
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First, we begin with the detailed taxonomy of appli-
cation domains and corresponding use cases for cellular-
connected UAVs, and then highlight the key integration
challenges of UAVs being supported from cellular 5G/B5G
systems. For seamless integration, the recent technical inno-
vations of 5G/B5G mobile network architectures and phys-
ical layer improvements are also presented. Then, we high-
light the testbeds, field trials and measurement campaigns
that showcase some early efforts to develop working proto-
types of cellular-connected UAV. Furthermore, the ongoing
standardization works, regulatory and socio-economic con-
cerns are also discussed that must be accounted before suc-
cessful adoption of this new technology.

3. Taxonomy of UAV Applications and Use
cases
Cellular-connected UAVs find their applicability in a

wide range of emerging applications with varying demands
and goals. In this work, we showcase some of the attrac-
tive researched domains as a starting basis for the following
discussion. A bird’s-eye view of this section is presented in
Fig 4.
3.1. Earth and Atmospheric Observations

As an innovative and efficient platform for gathering
data, UAVs have become a preferred choice over traditional
geomatics mechanisms of data acquisition. UAVs could au-
tonomously fly in a defined trajectory and could precisely
capture real-time measurements of the ongoing geophysical
processes for abnormal hazards, such as volcanoes, land-
slides, sea dynamics, earthquakes, etc. Furthermore, the
UAVs are equipped with various sensors to capture atmo-
spheric temperature, pollutant levels in the air, carbon emis-
sions, terrestrial biomass characterization, precipitation dis-
tribution in industrial zones, etc. As an efficient mechanism,
the deployment of a fleet of UAVs, equipped with onboard
sensors can perform the sensing for the presence of pollutant
levels or any hazardous chemicals in the target areas [45, 46].

In a disaster situation, first 48 to 72 hours are very cru-
cial to perform any kind of mitigation to the damage or out-
age and to restore the normal state of the environment. The
response time is the key in saving lives in the affected re-
gions. The major problems in these initial hours are: lack of
proper communication infrastructure, massive or often un-
predictable losses of lives and property. Thus, the situation
forces the first responder teams to implement and improvise
the search and rescue (SAR)mission to be conducted quickly
and efficiently. Latest advancements of UAVs and sensor
networks are capable to meet this need in terms of disaster
prediction, assessment and fast recovery. UAVs can gather
the information (e.g., situational awareness, early warnings,
persons movement) during disaster phase and these infor-
mation are helpful for first responder teams to react effi-
ciently [47]. UAVs can re-establish the communication in-
frastructure (i.e., UAV-assisted paradigm) destroyed at the
time of disaster.

3.2. Civil and Commercial Services
Government constructions and public infrastructures

such as highways and railways are greatly benefited by these
flying platforms for efficient surveillance, land surveying,
tracking workers and employees, on-site construction and
demolition [39, 48, 49, 50]. Furthermore, UAV-based de-
livery systems are gaining wide popularity in logistics do-
main to achieve faster and cost effective good delivery ser-
vice [51]. Such a system handles consumer orders, manages
autonomous flight and status tracking using real time con-
trol. Google’sWing project [52] andAmazon PrimeAir [53]
are the some of the efforts to realize such a use case of UAVs.
In precision agriculture, UAVs are capable of observing the
agricultural fields for health monitoring, spraying pesticides
and perform hyper spectral imagery [54]. Such activities by
humans are time consuming and prone to risks. Unmanned
aircrafts are well suited for such use cases enhancing produc-
tivity and cost efficacy. The cellular operators have started
envisioning UAVs as backup wireless infrastructure (flying
base stations or relays) in the absence of terrestrial commu-
nication infrastructure to boost network capacity [55, 56].
Google’s Loon project [57] aims to provide ubiquitous Inter-
net services &wireless connectivity to both remote and rural
areas by employing high altitude platform (HAP) UAVs as
balloons.
3.3. Disaster management & Security

UAVs are an effective means of surveillance and mon-
itoring of areas stricken by a natural disaster [58]. For in-
stance, autonomous UAVs are sent to landslide, fire, earth-
quake and flooding areas to help with assessing the risks,
the damages and support first responders teams as well as
providing connectivity to isolated people [59, 60, 61]. Sim-
ilarly, low cost UAVs revolutionize the conservation and
management of forest and wildlife ecosystem by assisting in
counting animal populations, tracking illegal activities, etc.
UAVs are also an effective means of surveillance and control
for the homeland security and public safety [62, 63, 64]. In
case of anti-terroristic operations, UAVs are used to develop
and prepare for situational awareness of threat, carrying out
pre-emptive strikes or reconnaissance mission. UAVs assist
in speeding up the rescue and recovery (search and rescue)
missions in certain disastrous and crime control situations in
a target area.
3.4. Industrial IoT platforms (IIoT)

Industry 4.0 is an emerging paradigm embracing next
generation industrial developments with the ideas of us-
ing Internet of Things (IoT) to industrial automation, cy-
ber physical systems, smart production and service systems.
This industrial revolution is a gateway to boost economy and
operational excellence under the umbrella term of “Smart
Factory”.

UAVs have already begun to become a vital component
of Industrial IoT platforms [65, 66]. Practical usage of UAVs
in industrial settings include monitoring terrains of manu-
facturing sites or regions that are impenetrable for humans
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Figure 4: Taxonomy of UAV Cellular applications & use cases

due to hazardous exposures. The manual on-site inspec-
tion carried out by humans are time-consuming and often
include very challenging terrains with inaccessible/unsafe
zones. Such human-driven inspections pose threats to hu-
man lives. On the bright side, not only industrial UAVs
can penetrate complex and inaccessible areas, but also are
equipped with a multitude of sensors with cognitive com-
puting to facilitate on-demand real-time bidirectional com-
munication with industrial control stations. UAVs used in
industrial settings can measure many parameters for the re-
gion under study via onboard sensors, such as electric and
magnetic field strength, humidity, temperature, pressure in
the atmosphere, methane or toxic pollutants. The commu-
nication could occur the same way as an IoT sensor send-
ing signals to the Supervisory Control and Data Acquisition
(SCADA) system.
3.5. Emerging Technologies

Some emerging technologies such as augmented reality
(AR) and virtual reality (VR) combined with capabilities of
UAV open up novel possibilities [67, 68]. Real life videos
from high altitude or high quality aerial photographs bring a
great look and feel experience for users [69, 70]. Also, in the
enterprise markets, the VR technology clients can accelerate
buyer’s decisions by presenting them best scenery and view-
ing of the real estate. AR- and VR-enabled UAVs are also

used for virtual tour of the real environments, 3D models of
buildings, graphical overlays of maps, streets, gaming, etc.
3.6. Consolidated summary of lesson learnt and

rationale of this work
The important lessons learnt in the previous Sections can

be summarized in the following two main items:
• The popularity of UAV is growing day-by-day and it is

considered as a preferred technology to cater to a wide
variety of emerging real-world use cases. UAVs can
be autonomous, intelligent, adaptive and highly mo-
bile. From communication and networking perspec-
tive, UAVs play an important role in cellular domain.
The cellular ecosystem can benefit fromUAV technol-
ogy. UAVs can be efficiently integrated to existing cel-
lular networks as a flying base station or a relay or an
aerial UE. These different types of integration show-
case several promising applications and use cases.

• Owing to the implicit benefits of cellular networks
in terms of ubiquitous accessibility, large coverage,
scheduled and safe information exchange protocols,
cellular-connected UAVs are well suited and find their
applicability in many real-world applications such as
earth and environmental observation, civil infrastruc-
ture and surveillance, defence and security, industrial
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IoT platforms, etc. Integrating UAVs to 5G/B5G cel-
lular systems proves to be a win-win situation for both
the parties.

This work aims at presenting an extensive study of
cellular-connected UAVs, where the UAVs are integrated
into the existing cellular networks as new aerial UEs. In
order to carry out a mission specific task, UAVs require
support from ground infrastructure (base station/control sta-
tion), with which they exchange CNPC commands in down-
link direction, and both CNPC & payload data in uplink.
Cellular-connected UAVs bring several open challenges and
operational complications that need to be thoroughly inves-
tigated and motivate our work to offer researchers and prac-
titioners a handful guide to approach this field.

4. Integration Challenges of UAVs over 5G
The aerial communications and networking of cellular-

connected UAVs pose several challenges to thoroughly in-
vestigate. For instance, a reliable and low latency commu-
nication for efficient control of the UAV is of utmost im-
portance. Existing cellular infrastructures are primarily de-
signed and developed to offer enhanced communication ser-
vices for the terrestrial users. Also, the geographical terrains
with limited coverage from terrestrial Base Station (BS) may
not provide the required connectivity services to the cellular-
connected UAVs, thereby demand promising solutions for
successful adoption of this technology.

Various studies and research efforts have shown tremen-
dous potential for the support and operation of low altitude
UAVs using cellular networks [71]. The benefits of cost-
effective cellular spectrum in terms of low latency and high
throughput connectivity services, make it a suitable candi-
date for integration of UAVs. Moreover, this technology
is scheduled, robust, secure and offers reliable services. In
terms of the security aspects of data communication, exist-
ing mobile networks already encompass the needful security
and authentication features in their protocol layers. A work
item to study and evaluate LTE as a potential candidate for
UAV operation is carried out in 3GPP Rel-15, and the results
are summarized in TR 36.777 [17]. In addition to existing
cellular spectrum bands (600 MHz - 6 GHz), 5G ecosystem
is also considering the use of spectrum in millimeter wave
(mmWave) bands (24-86 GHz). As a foundation of cellular
operations, the licensed spectrum provide scheduled, reli-
able and wide area connectivity that can potentially be lever-
aged for UAV operations in BVLoS range.

There are a lot of challenges to be tackled in order to
make the cellular-connected UAVs as an attractive solution
for a plethora of emerging use cases. In the following sub-
sections, we highlight the primary design challenges and
perspectives to be considered for cellular-connected UAVs,
as well as the studies and solutions already available.

4.1. Three Dimensional (3D) Coverage Model
4.1.1. Preliminary

The existing radio access technologies are not primar-
ily suited for supporting flying radio devices as their de-
ployments are mainly focused to optimally serve the ground
UEs (or terrestrial UEs). The base stations (eNodeBs) are
typically designed and developed to provide optimal perfor-
mance to the ground users. The current eNodeBs are down-
tilted to serve above purpose. Down-tilting the antennas pro-
duces radiation patterns that are not useful to serve aerial
UEs, which are expected to be positioned at different alti-
tudes with respect to the ground surface. The inherent as-
sumptions made for the ground UEs are quite different from
aerial UEs. The aerial users typically fly higher than the BS
antenna height and therefore, need 3D coverage suitable for
varying UAV altitude [73, 74]. The BS antennas of LTE net-
works may provide weak channel gain by using their antenna
side lobes. In the 3D space, the coverage criterion of UAVs
are functions of BS antenna height, UAV altitude, antenna
pattern, and association rules. Hence, the network model
for aerial users coexisting with ground users necessitates a
3D coverage model [75].
4.1.2. Associated Works and Illustrative Results

In [72], the authors present 3D coverage and channel
modelling of cellular-connected UAVs in the downlink and
uplink directions. The BS antenna pattern tremendously im-
pacts the coverage distribution that affects the UAV oper-
ation and mobility. As the down-tilt angle increases, the
ground BS offers smaller gains to UAV above the BS height,
thereby impacting the uplink and downlink coverage proba-
bilities. In Fig. 5 (a), the power gain pattern is illustrated for
a synchronized uniform linear antenna array (ULA) with 10
co-polarized dipole antenna elements and BS down-tilt an-
gle �tilt = −10°. (b) and (c) are the 2D elevation pattern for
BS with down-tilt angle for �tilt = −10° and �tilt = −20°,
respectively.

The authors in [76]studied the impact of BS antenna
down-tilt angle on the achievable performance of cellular-
connected UAVs co-existing with several groundUEs. In or-
der to enhance the cellular spectral efficiency (SE)for UAVs,
a MIMO-based conjugate beamforming (CB) spatial multi-
plexing scheme is proposed with analytic characterization

Figure 5: Power gain and elevation pattern of ground BS [72]: (a)
Power gain pattern at �tilt = −10°, (b) Elevation pattern at �tilt =
−10°, (c) Elevation pattern at �tilt = −20°
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of the successful content delivery probability. The results
conclude that, the BS down-tilt angle pose a performance
trade-off when UAVs co-exist with ground UEs. In [74],the
authors investigated the performance of cellular-connected
UAVs under practical antenna configuration considering key
system parameters such as BS density, UAV altitude and as-
sociation criteria, antenna properties etc. The observations
conclude that larger number of antenna elements improve
the coverage of UAVs and practical antenna patterns tend to
perform poor in contrast to the simple antenna model.
4.2. UAV-Ground Channel
4.2.1. Preliminary

One of the primary design challenges in realizing
the cellular-connected UAVs is to ensure harmonious co-
existence mechanisms between ground users and aerial
users [77]. Proper UAV-ground interference management
is central to realize this coexistence. Also, the interfer-
ence patterns in ground BS to UAVs communication link
experiences remarkable difference than that of link between
ground BS to ground UE [35]. The higher altitude of UAVs
than base stations results in LoS links, which are more re-
liable than the link with ground users. Additionally, they
exploit large macro diversity gains being served from sev-
eral BSs. On the other hand, the dominant LoS links create
more uplink/downlink interference as compared to ground
users, thereby making the interference management (ICIC)
highly difficult. Other relevant effects to take into account
are fading, shadowing and path-loss. Existing ICIC mech-
anisms may be well suited for current cellular designs, but
fail to handle UAV interferencemanagement, which involves
many BSs and impose limitations due to high complexity.

Therefore, there is a need for efficient interference man-
agement techniques for harmonious coexistence of ground
users and UAVs. There are several works in literature [78,
79, 75] that investigate this problem considering downlink
and uplink interference.

The communication channel mainly involves two types
of links, namely Ground-to-UAV (G2U) link and UAV-to-
Ground (U2G) link. In cellular-connected UAV, the G2U
link serves the downlink purpose of control and command
for proper UAV operations, whereas U2G link serves the up-
link purpose of payload communication. Rayleigh fading is
the commonly used small-scale fading model for terrestrial
channel model, whereas due to the presence of LoS propa-
gation characteristics, Nakagami-m and Rician small-scale
fading are usually preferred for U2G channels. The large-
scale fading is affected because of the 3D coverage region
and varying altitude of UAV. The large-scale fading mod-
els used can be based on a free-space channel model or al-
titude/angle dependent channel model or probabilistic LoS
models:

• Free-space model - In free-space channel model, there
is no effect of fading and shadowing with very lim-
ited obstruction. This model is typically suited for ru-
ral regions where the LoS assumption holds valid be-
tween high altitude UAVs and ground station. How-

ever, in urban environment, the low altitude UAVs
may encounter non-LoS links, therefore need other ap-
proaches to properly map with the propagation envi-
ronment.

• Altitude/Angle dependent model - In this case, the
channel parameters such as shadowing and path loss
exponents are functions of UAV altitude or elevation
angle. These models find their applicability in urban
or sub-urban regions depending upon the deployment.
However, if the altitude does not change or UAVs fly
horizontally, altitude dependent models may not be
found suitable. The elevation angle based models are
mostly used for theoretical study purpose and existing
literatures are also limited in this regard.

• Probabilistic LoS model - The models based on this
approach are typically suited for urban environment
where the LoS and NLoS link between UAV and
ground are considered, due to buildings, obstacles or
blockages. Moreover, the LoS and NLoS compo-
nents are separately modelled based on their occur-
rence probability in urban environment. The nature
of urban environment with respect to building heights
and density are key factors that statistically determine
the LoS and NLoS propagation characteristics.

4.2.2. Associated Works and Illustrative Results
The study item of 3GPP TSG on the enhanced LTE sup-

port for aerial vehicles [22] highlights the channel modelling
between ground base station and UAV flying at different al-
titudes. The study includes the modelling of small scale
fading, path loss, shadowing and LOS probability (Plos)for three 3GPP deployment scenarios, namely Urban-Micro
(UMi), Urban-Macro (UMa) and Rural-Macro (RMa). The
LoS probability is specified by:

• 2D distance between UAV and ground station (d)
• Altitude of UAV (ℎu)
The existing terrestrial communication channel model

can be directly used for low UAV altitude (height below cer-
tain thresholdHlow) to model the LoS probability. For alti-
tude greater than a certain threshold Hℎigℎ, 3GPP suggests
to use 100% LoS probability. For height in between Hlowand Hℎigℎ, the LoS probability is a function of d and ℎu.Hence, for the three deployment scenarios, Plos is given by,

Plos =

⎧

⎪

⎨

⎪

⎩

UE_Plos, if 1.5 meter ≤ ℎu ≤ Hlow
f (ℎu, d), ifHlow ≤ ℎu ≤ Hℎigℎ
1, if ℎu ≥ Hℎigℎ and ℎu ≤ 300 meter

UE_Plos is the LoS probability for groundmobile termi-
nal in conventional terrestrial communication in Table 7.4.2
of [80]. f (ℎu, d) is given by,

f (ℎu, d) =

{

1, if ℎu ≤ l1
l1
ℎu

+ exp(−ℎup1 )(1 − l1
ℎu
), if ℎu > l1
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The variables l1 and p1 are given as the logarithmic in-
creasing function of UAV height ℎu as specified in [22].
The values of Hlow, Hℎigℎ, p1 and l1 are also defined
with respect to different 3GPP deployment scenarios. Ta-
ble B-2 and B-3 in [22] provides detailed path-loss and
shadowing standard deviation, respectively. The authors
in [81]demonstrated a BS selection scheme based on a su-
pervised learning approach in order to maximize the signal
strength of wireless link between UAV and BS. The UAV in-
telligently associate with the most appropriate BS depending
on a trained neural network model to minimize the interfer-
ence and maximize the received signal from BSs.
4.3. System Operations & Mobility
4.3.1. Preliminary

UAVs are inherently mobile in nature and section 3 high-
lights many use cases of cellular-connected UAVs that im-
plicitly demand BVLoS [82]. The mobility and handover
characteristics of terrestrial cellular users are quite differ-
ent from the 3D aerial mobility of cellular-connected UAVs.
With increase in height, the radio environment changes and
mobile UAVs face connectivity challenges. In this case, the
performance of the system depends on the handover rates,
including failed and successful handovers and radio link fail-
ures. Radio link failures occurs when the UAV is unable
to maintain a successful connection with the serving cell.
This could be because of the problematic RACH or expiry
of timers or after a certain maximum number of retransmis-
sions is reached [83].

In cellular-connected UAV, the protocol operations and
regulatory needs of UAVs as aerial users are quite different
from the ground user. Hence, the network must first detect
if the user device is aerial or not [84]. This detection can be
driven by the ground BS by estimating:

• the elevation angle of the reference signal;
• vertical location (altitude) or velocity of user device;
• path loss/delay spread measurement of user devices.

4.3.2. Associated Works and Illustrative Results
The handover characteristics vary significantly between

ground UEs and aerial UE due to the nature of cell selec-
tion, as shown in Fig. 6. In [85], the authors demonstrated
the impact of UAV flight path on handovers. The results
show that UAVs are prone to frequent handovers, and ping-
pong handovers, due to varying altitude and speed. Even
smaller flight distances can have a large impact on handover
rate. Also, the handover frequency increases when flight al-
titude increases. Table 3 summarizes the number of han-
dovers occurring per minute for UAV, as compared to ter-
restrial users. Scenario1 is equivalent to a ground user hav-
ing one handover per minute. However, in scenario4, UAVs,
at an altitude of 150m, experiences 5 handovers per minute.
Many of the handovers are unnecessary and generate high
signalling overhead. Handover decisions are mainly made
depending upon received RSRP (Referenced Signal Refer-
enced Power) values from different BS antennas. Ground

Figure 6: UAVs being served from side lobes [85]

users are benefited by this approach, because the radio trans-
mission power are directed to ground from the main lobes
of the antenna, thereby improved radio power and every re-
ceived RSRP is well separated from others. However, the
aerial users are served primarily by the antenna side lobes,
whose RSRP tends to be very similar to the radio power from
other surrounding BS. Hence, the UAV connects with more
cells (distant cells), as there is a small difference in the RSRP
values resulted from BS antenna side lobes.

Hence, integration of cellular-connected UAVs with fu-
ture 5G/B5G networks necessitates enhanced solutions for
cell selection and handovers that seamlessly cover chang-
ing altitudes of UAVs and support their 3D mobility pat-
terns. The authors in [86]studied the 3D coverage prob-
ability of cellular-connected UAVs using analytical mod-
elling to quantify the handover rate and impact on mobil-
ity performance. They proposed a coordinated multi-point
(CoMP) transmission scheme to improve the system perfor-
mance coping with dynamic mobility of UAVs where BSs
coordinate their transmissions in order to improve the cov-
erage for UAVs. The proposal improves the achievable cov-
erage performance for cellular-connected UAVs from 28%
to 60% using CoMP technique. Another work [87]also pre-
sented the improvement in UAV coverage via CoMP tech-
nique dealing with dynamic mobility and high altitude of
UAVs. In [88], the authors highlight and propose solutions
to ensure robust wireless connectivity and mobility support
for cellular-connected UAVs by leveraging tools from rein-
forcement learning. The goal is to provide efficient UAV
mobility support in sky with enhanced handover decisions
optimized byQ-learning algorithm. This algorithm is shown
to reduce the number of handovers by 80% as compared to

Table 3

Rate of handovers with varying UAV altitude [85]
Scenario Height (Meters) #Handovers/Minute

1 10 1.0
2 50 1.9
3 100 4
4 150 5
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Table 4

Reference works on trajectory optimization for cellular-connected UAVs
Key Considerations Approach Taken Goals of Optimization
Disconnectivity
constraints [93]

Dynamic Programming based approxi-
mate solution with low complexity

Minimize the UAV trajectory distance without
staying out of coverage for certain threshold

Connectivity
constraints [90] Graph connectivity-based approach Minimize the UAV’s mission completion time

by optimizing the trajectory

Interference-aware [89] Deep reinforcement learning algorithm
based on echo state network (ESN) cells

Maximize the energy efficiency, minimize the
wireless transmission latency and interference
on ground network, minimize the time needed
to reach destination

existing handover scheme.
4.4. Trajectory Optimization
4.4.1. Preliminary

UAV trajectory or flight path refers to the path through
which UAV completes its mission for a specified use case.
It involves a pair of locations that need to be covered, con-
sidering communication requirements of payload and CNPC
links. The flying direction of UAV is usually optimized to
meet the application requirements, based on some cost func-
tion involving BS locations, association sequence, energy
limits and mission type [89, 90, 91, 92]. A UAV trajectory
is optimized to minimize the UAV flight time by ensuring
that the UAV is always connected to at least one BS, of-
ten with some discontinuity tolerance limit [93]. An opti-
mization of flight path with above assumption is known as
communication-aware trajectory design.

The rural and unpopulated areas with poor or no cellular
connectivity impact UAV trajectory, as the persistent con-
nection controlling the UAV might be interrupted. Addi-
tionally, UAVs operations in mmWave bands of 5G suffer
from greater path loss and blockages leading to interrupted
connections during mission path. Fig. 7 demonstrates the
need for communication-aware trajectory design in cellular-
connectedUAVs consisting ofmany groundBSs and a single
UAV. Assume that the UAV has to cover a path from start po-
sition S to final position F. As shown in the figure, the cov-
erage from all the ground stations does not fully meet the

S

F

Figure 7: UAV trajectory with cellular discontinuity

connection requirement and may suffer from discontinuity.
Following are two main observations that complicate this
mission path and must be accounted in the communication-
aware trajectory design:

• The flight path may not be a linear or straight path
from S to F, although it is distance-optimal. The UAV
must exhibit persistent connection with cellular net-
works during flight path, thereby making it non-linear
or curved.

• The optimal path may pass beyond cellular coverage
and hence, proper tolerance limits have to be applied
before the UAV connection is interrupted. The cases,
where the discontinuity duration exceeds beyond the
acceptable tolerance limit, the UAV fails to accom-
plish the givenmission being unable tomaintain a suc-
cessful connection to cellular network.

4.4.2. Associated Works and Illustrative Results
Table 4 highlights the existing literature for UAV tra-

jectory optimization. The authors in [93] formulate an ap-
proximate optimum trajectory finding problem for cellular-
connected UAVs without exceeding a given discontinuity
tolerance limit between a pair of locations. The problem
is solved by a dynamic programming approach having low
computational complexity and is shown to achieve close to
optimal results. Fig. 8 demonstrates the UAV trajectory for
two different cellular layouts with respect to a discontinu-
ity threshold. It is clear that, the UAV respects this thresh-
old limit to generate the flying coordinates for trajectory.
Threshold value of zero (i.e., continuous connection) gener-
ates a trajectory that must pass through the cellular coverage,
as shown by a dark black line in Fig. 8a. When the thresh-
old value is 15 time units (shown by a red line in Fig. 8a),
then the trajectory tries to minimize the distance covered
and nearly follows a straight path for distance optimization.
Similar justifications are also valid for second cellular layout
shown in Fig. 8b.
4.5. Security Challenges
4.5.1. Preliminary

Cellular-connected UAVs are usually equipped with a
multitude of sensors that collect and disseminate data. This
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(a) UAV trajectory with first cell layout (b) UAV trajectory with second cell layout
Figure 8: UAV trajectory for two different cellular layouts with respect to a discontinuity threshold [93]

provides numerous opportunities to expose them to vulner-
abilities. These flying platforms are prone to cyber phys-
ical attacks, with an intention to steal, control and misuse
the UAV payload information by reprogramming it for un-
desired behaviour. For instance, in business use case such
as goods delivery, the attacker can gain physical access to
the customer package as well as to the UAV device [94].
Existing information security measures are not well suited
for cellular-connected UAVs, because these measures do not
take into account possible threats imposed on numerous on-
board sensors and actuator measurements of UAVs [95, 96].
An attacker can manipulate the UAV’s communication and
control system, thereby making it very difficult to bring it
back online. Thus, it is crucial to develop new protection
methodologies to avoid aforementioned intrusions and hack-
ing procedures [97].
4.5.2. Associated Works and Illustrative Results

Inspired by the efficacy of the AI and ML-empowered
approaches, in [97], the authors presented various security
challenges focusing from the viewpoint of three different
cellular-connected UAV applications. They are - (i) UAV-
based delivery systems (UAV-DS), (ii) UAV-based real-time
multimedia streaming (UAV-RMS) and (iii) UAV-enabled
intelligent transportation systems (UAV-ITS). In order to
solve this challenge, the authors proposed an artificial neural
network (ANN) based solution approach which adaptively
optimizes the network changes to safeguard the resource and
UAV operation.

• UAV-DS: These systems are vulnerable to cyber-
physical attacks where the delivery of goods is com-
promised. The malicious intruder takes control of the
UAV with an intention to destroy, steal or delay the
transported goods. Even the UAVs can be physically
attacked to acquire the goods being transported along
with physical UAV assets.

• UAV-RMS: UAV-enabled VR, online video transmis-

sion and online tracking are some of the use cases in
this type of application. An attacker can manipulate
the identity of the UAV and transmit disrupted infor-
mation to the control station using their identities. In
a large-scale deployment of UAVs, the control station
must process the multi-media files incurring a large
delay and burdening high utilization of computational
resources.

• UAV-ITS: This application ensures road safety, traffic
analysis to monitor accidents, track compromised ve-
hicles, etc. Such benefits are achieved by a swarm of
cellular-connected UAVs cooperating to capture need-
ful data during mission. An attacker can choose to
send an unidentified UAV to join the swarm of UAVs
to steal the information or initial self-collision to dis-
rupt the UAV-UAV communication. Such attacks can
bring serious consequences to the entire mission.

In [96], the authors have presented a brief survey of
state-of-the-art intrusion detection system (IDS) mecha-
nisms for networked UAVs. It highlights existing UAV-IDS
approaches and areas that need attention for building a se-
cure UAV-IDS system.
4.6. Summary of Lessons Learnt

In this Section, we have seen that, despite of the benefits
and wide popularity of cellular-connected UAVs, there are
several challenges and operational complications that needs
to be investigated to realize their true potential. The impor-
tant lessons learnt from this Section are listed as follows:

• The varying altitude of UAV necessitates a 3D wire-
less coverage model for base stations, because the cur-
rent design of terrestrial base station is highly op-
timized for ground users. Typically, the UAVs fly
higher than base station creating LoS links that are
prone to be interfered from other neighbouring base
stations. Proper interference management becomes
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challenging and critical in terms of harmonious co-
existence between aerial UEs and ground UEs simul-
taneously.

• UAVs are highly mobile and mainly served by the side
lobes of existing base stations. This produces a pe-
culiar cell association and increased handover rates,
completely different than that of ground users. The
mobility of UAV in 3D space necessitates enhanced
cell selection and seamless handover patterns to opti-
mize its operation.

• The battery life of a UAV is limited. During the mis-
sion, UAV must intelligently plans its trajectory from
initial to destination location considering application
and use case. The key performance metrics, such as
maximum allowed time to complete the mission, per-
sistent cellular connectivity, QoS guarantees, energy
consumption, etc. are some of the factors the UAV
must respect during its mission. Hence, trajectory op-
timization is an essential aspect of UAV mission.

• While carrying out sensitive and real-time critical
tasks, UAVs are prone to security threats and cyber
physical attacks. Any malicious attempt to steal, mis-
use or control the UAV, can trigger undesirable situa-
tions and cause loss of confidential and private assets.
Such security threats require stringent protection mea-
sures, guidelines and regulations by the operator.

• Before 5G/B5G cellular systems can really benefit
from the UAV technology, above mentioned technical
integration challenges demand a thorough investiga-
tion and practical solutions.

5. Synergies of 5G/B5G innovations for
Cellular-connected UAVs
By design, cellular-connected UAVs are expected to

be controlled and managed remotely by a Ground Control
Station (GCS). Depending upon the UAV application and
use case, the UAVs carry out different missions, which re-
quire unique networking characteristics. In general, these
networking requirements are very tightly coupled with the
use case and hardware infrastructure support. Especially,
multi-UAV systems comprising many functional and coor-
dinated UAVs, establishing the reliable and secure commu-
nication path as well as the design and development of ef-
ficient reconfigurable network architectures is a challenging
issue [98, 99, 100].

The key innovations of 5G/B5G systems are the cloud-
ification and virtualization of network resources through
NFV technology, Service Function Chaining (SFC), network
slicing, Software Defined Networking (SDN), Cloud Ra-
dio Access Network (CRAN), LTE-Wi-Fi integration [101]
and physical layer improvements. SDN segregates the con-
trol functions and forwarding functions of a device. It al-
lows softwarization of the control functions, thereby mak-
ing the network programmable. NFV transforms the tradi-

tional network services into software based solutions (Vir-
tual Network Functions i.e., VNFs) that can be dynami-
cally deployed on a general purpose hardware platforms.
SFC is a chain of simple and smaller network functions
that must follow an execution sequence to realize a com-
plex and large network function. CRAN focuses on soft-
warizing the baseband functions from site resident radio
units [102] to cope with the tidal traffic pattern of ground
users [103] and to keep the total cost of network deploy-
ment under limit [104, 105]. Future 5G-centric networking
applications and services are driven by programmable net-
work architectures, where softwarization and cloudification
of network functions are the key enablers [106]. Therefore,
the above-mentioned 5G innovations are envisioned as a part
of the cellular-connected UAV applications and will be de-
tailed in this Section. Specifically, Section 5.1 focuses on
the envisioned network architectures for cellular-connected
UAVs. The hardware and physical layer improvements are
discussed in Section 5.2.
5.1. Network Architectures

Based on the key enablers of future 5G-centric network-
ing applications, the cellular-connected UAV network archi-
tectures can be summarized in the following groups. They
are (i) NFV Oriented, (ii) MEC Oriented, (iii) IoT Oriented,
(iv) Service Oriented (SOA). In next subsection, we high-
light the respective architectures and existing works. Table 5
shows the glossary of relatedworks for each of these network
architectures.
5.1.1. NFV Oriented Architectures

In [107], the authors present the feasibility of an agile,
automated and cost-effective UAV deployment architecture
carrying out heterogeneous missions with the help of NFV
technology. This work proposes an adaptable way to achieve
a reconfigurable UAVmanagement system, which is capable
of carrying out missions with varying objectives. For exam-
ple, some UAVs could incorporate a VNF that provides ac-
cess point connectivity services, another VNF for network
layer routing functionalities, a third VNF for flight control
system that can be easily upgraded as per the changing needs
of the mission. The work is validated by a prototype built
upon open-source technologies. The high-level architecture
of such a system is shown in Fig. 9. As shown in the figure,
the communication infrastructure formed by a set of UAVs,
where the mission planner used a MANO NFV framework
(defined by ETSI), installed at ground station to flexibly de-
ploy a set of VNFs over the set of UAVs. Overall design of
such a system consists of the following components:

• Management and Orchestration (MANO):- It is lo-
cated with the GCS and realized by Open Source
MANO (OSM) Release TWO. It contains all the
necessary functionalities of service orchestration and
VNF manager as per ETSI NFV reference architec-
ture [118]. OpenStack Ocata is used for VIM. Both
OSM and VIM were deployed in mini-ITX computer
having 4 Gb Ethernet ports, 8 GB RAM, Intel Core i7

D. Mishra et al.: Preprint submitted to Elsevier Page 13 of 32



A Survey on Cellular-connected UAVs: Design Challenges, Enabling 5G/B5G Innovations, and Experimental Advancements

Table 5

Envisioned Network architectures of Cellular-connected UAV
Technology Principle Benefits

NFV-Oriented
[107], [108], [109]

Decouples the hardware and software
that exists in traditional vendor network
setting

• Greater flexibility for NF deployment
• Dynamic service provisioning
• Easily deployable and well scalable
• Efficient allocation to general purpose hardware

MEC-Oriented
[110], [111], [112], [113]

The cloud computing capabilities are
placed close to edge of mobile network

• Significant reduction in data exchange cost
• Computational offloading to local servers
• Improvement of QoE for end users

IoT-Oriented
[41], [62], [66],
[58], [114]

Connecting massive number of diverse,
smart devices to 5G/B5G cellular net-
work

• Assists efficient decision making on huge data
• Extracting meaningful information for end users
• Control automation without human intervention
• Information sharing and communication

Service-Oriented
[115], [116], [117]

Network services are provided over a
communication protocol that is inde-
pendent of vendors or product

• Improves the modularity of application
• Transforms monolithic networking application into a set

of microservices
• Each microservice is a basic unit of functionality

Figure 9: NFV based achitecture for UAVs [107]

Ground Control Station 
for Management 
& Orchestration

UAV

UAV

UAV UAV NFs
Flight Control

NFs
Flight Control

Router

Data Collection

NFs
Flight Control

Router

NFs
Flight Control

Access Point

IP Telephony Service

Figure 10: UAVs with diverse network functions

2.3 GHz, 128 GB SSD with DPDK support.
• UAV hardware and software:- It provides the infras-

tructure support for execution and deployment on
light-weight VNFs. It is realized by Parrot AR.Drone
2.0 carrying single board Raspberry Pi 3 Model B.

• Mission Planner:- It is located at the GCS and defines
the nature and characteristics of different network ser-
vices or network functions (NFs) to be deployed along
with their placement policies. It also interfaces with
MANO component to call for the light-weight VNF
deployment on set of UAVs.

In order to carry out routing of VNFs to different target
UAVs, LXC Linux containers on Ubuntu OS are used. Each

routing VNF requires resources of 1 vCPU, 128 MB RAM
and 4 GB storage.

The authors in [108] have presented a practical NFV
based approach to support UAV multi-purpose deployment,
which can be rapidly configured according to the need of the
civilian mission. They have considered the UAVs to provide
infrastructure and hardware that enable agile integration of
network functions at deployment time by a network operator.
As shown in Fig. 10, a set of UAVs could be used for pro-
viding communication infrastructure (virtual access points)
in case of disaster or can be used in SAR operation in a re-
mote area. The mission specific UAV behaviours are soft-
warized as network functions and installed to UAV infras-
tructure (hardware) at the time of deployment. Some net-
work functions pertaining to mandatory features of any UAV

D. Mishra et al.: Preprint submitted to Elsevier Page 14 of 32



A Survey on Cellular-connected UAVs: Design Challenges, Enabling 5G/B5G Innovations, and Experimental Advancements

Figure 11: Deployment on multi-domain UAV services [109]

such as flight control and telemetry are installed on all UAV
hardware, irrespective of the mission. The implementation
of the system prototype and the light-weight VNF is done
using open-source software technologies. The orchestration
and life-cycle management of light-weight VNF is done by
OSM Release FOUR. OpenStack Ocata version is used for
realizing the virtual infrastructure layer (VIM). The virtual
machine environment runs mini-ITX computer which con-
sists of Intel Core i7 2.3 GHz processor, 4Gb Ethernet ports,
16 GB RAM, 128 GB SSD. The UAV hardware platform
consists of DJI Phantom 3 carrying a Raspberry Pi 3 Model
B computing board and serves the platform for execution of
light-weight VNFs needed for specific mission.

A software based service architecture running on a dis-
tributed cloud environment is demonstrated in [109]. In this
demonstration, an Industry 4.0 application controlling the
indoor drones is considered for study. The application is
implemented using SFC orchestrated by a multi-domain or-
chestrator known as ESCAPE. The orchestrator is able to
setup and configure VNFs onto the physical UAV boards
according to mission’s policies and requirements. The pro-
posed implementation is shown in Fig. 11. The deployment
occurs when the service requests are triggered to ESCAPE
as per requirement. OpenStack is used for running the cloud
environment and few laptop hosts are used as edge execu-
tion machines by Docker platform. High level commands
such as take-off, land, fly are used for controlling the UAV
behaviour from factory controller.
5.1.2. MEC Oriented Architectures

In general, UAVs possess physical constraints in terms of
computational capability, storage and battery capacity. MEC
has been identified as one of the promising techniques to deal
with the limitations of low computational capability and re-
stricted battery capacity of flying UAV. Some examples of
resource-intensive tasks are trajectory optimization, object
recognition, AI processing in crowd-sensing. Due to the lim-
ited onboard resources of the UAVs, computation of above
resource intensive tasks are not very efficient. Hence, in such

case, edge-cloud based network architectures provide sub-
stantial improvements for operations of cellular-connected
UAVs.

In [110], the authors presented a UAV-enabled MEC ar-
chitecture applicable for cellular-connected UAVs. Fig. 12a
illustrates this architecture, where the UAV has some com-
putational task to be executed. This task can be offloaded
to the MEC server located with the ground station and, after
the computation, obtained results can be sent back to UAV
for their exploitation. Depending upon the volume of the of-
fload, there can be two modes of operation: (i) partial mode,
and (ii) binary mode. In partial offload mode, the whole task
is split into two parts. One part is executed locally and the
other part is executed by the MEC server (e.g., face recog-
nition use case). In binary offload mode, each task is exe-
cuted as one unit, irrespective of whether it is done locally
or at the MEC server (e.g., channel state information (CSI)
estimation). Both of these offload modes have advantages
and drawbacks. The selection of the suitable mode depends
on the nature of computational task being performed, UAV
structure and characteristics.

Considering the use case of trajectory optimization and
computational offloading in cellular-connected UAV, the
work in [111] presents a novel MEC setup, where the UAV
needs to offload some of its processing task to the ground
station. The UAV flies from an initial location to a desti-
nation location and offload the task to selected ground base
stations during the trajectory. The goal of the MEC setup
is to minimize the total time for UAV mission considering
the maximum speed and ground station capacity constraints.
This setup is shown in Fig. 12b.

In reference work [112], the authors proposed a 5G net-
work slicing concept extend to video monitoring with UAVs
having MEC facilities. The surveillance area is divided into
multiple zones and a set of UAVs are assigned the task to
monitor a specific zone. The MEC enabled UAVs could of-
fload the captured data and video streams with acceptable
quality and performance.
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Figure 12: Network Architectures of Cellular-connected UAV

5.1.3. IoT Oriented Architectures
In [41], the authors envision a heterogeneous UAV net-

work architecture, where UAVs are used to deliver value-
added IoT services from the sky. The UAVs are considered
as key enabler of IoT framework that are deployed by follow-
ing a specific vision. Each UAV is equipped with various
IoT sensors or camera to gather data. The deployment spans
across a large area, where UAVs are grouped to form UAV
clusters (because of close geographical proximity or mission
type or altitude). A fixed UAV is designated as cluster head
(CH), and is mainly responsible for disseminating collected
data to the other UAVs or orchestrator via core network. The
core network performs the intelligent decisions and employs
algorithms for efficient processing the data gathered from
UAV sensors. The high level architecture schematic of this
proposal is shown in Fig. 12c.

In [58], the authors presented the network architecture of
a UAV-enabled IoT framework developed for disaster miti-
gation. In this case, the UAV not only acts as a flying base
station in emergency situation, but also behaves as a cellular-
connected UAV for information dissemination in scenarios
such as wildfire or environmental losses. The framework
consists of three main components, (i) ground-IoT network,
(ii) connectivity of UAV and ground-IoT network and (iii)
data analytics.

The authors in [62] demonstrated a UAV-based IoT
framework for crowd surveillance application which collects
the data and performs facial recognition to track and identify
suspicious activities in a crowd. The fleet of UAVs are man-
aged by a centralized orchestrator component.
5.1.4. Service Oriented Architectures (SOA)

The work in [115] demonstrates the design and develop-
ment of a UAS Service Abstraction Layer (USAL) for UAV
which implements different types of missions with minimal
re-configuration time. USAL contains a set of predefined
useful services that can be configured quickly according to
the requirements of civil mission. The architecture is ser-
vice oriented, and the service abstraction layer provides the
re-usability of the system. The mission functionalities are
split into smaller parts and are implemented as independent

services. USAL replies on a middleware that manages the
services and their communication needs. USAL may con-
tain a large number of services, however, all of them need
not be present. Depending upon the mission, suitable ser-
vices can be loaded and activated to meet the objective of
mission.

In [116], the authors presented Dronemap Planner, a
service-oriented cloud based UAV management system,
which performs overall management of UAVs over Internet
and control their communication and mission. It virtualizes
the access mechanism of UAVs via REST API or SOAP. It
uses two communication protocols: (i) MAVLink and (ii)
ROSLink. The objective of designing such a system is to
provide seamless control to monitor UAVs, offload compute
intensive tasks to cloud platform, and dynamically schedule
the mission on demand. The cloud computing model cre-
ates an elastic model that scales well with the numbers of
UAVs as well as with the offered services. Fig 13 shows the
schematic of system architecture developed in this study.
5.2. Hardware and Physical layer consideration

The performance of cellular-connected UAVs in 5G net-
works significantly depends on the underlying physical layer
signal processing. In this section, we highlight the candi-
date physical layer techniques that influence the UAV com-

Figure 13: Service Oriented System Architecture of UAV [116]

D. Mishra et al.: Preprint submitted to Elsevier Page 16 of 32



A Survey on Cellular-connected UAVs: Design Challenges, Enabling 5G/B5G Innovations, and Experimental Advancements

Table 6

Candidate waveforms for 5G
Scheme Short Description
Generalized Fre-
quency Division
Multiplexing
(GFDM)

It is a block-based modulation approach
where the available bandwidth is either di-
vided into several narrow bandwidth sub-
carrier or few subcarriers with high band-
width for each.

Universal Filter
Bank Multi-carrier
(UFMC)

Multicarrier signal format to handle loss
of orthogonality at receiver end. It uses
sub-band short duration filters.

Filter Bank Multi-
carrier (FBMC)

It uses a preamble burst based approach to
ensure flexible resource allocation.

Biorthogonal
Frequency Divi-
sion Multiplexing
(BFDM)

It uses a relaxed form of orthogonal-
ity where transmitter and receiver are bi-
orthogonal. In other words, the transmit-
ted and received pulses have to be pairwise
orthogonal. BFDM is more robust than
OFDM.

munication. The key techniques are massive MIMO (Mul-
tiple Input Multiple Output) antenna, mmWave communi-
cation (3-300 GHz), beamforming and beam division mul-
tiple access (BDMA), as well as some new modulation
schemes. In 4G LTE, Orthogonal frequency division mul-
tiplexing (OFDM) and Orthogonal frequency division mul-
tiple access (OFDMA) are predominantly used for multi-
plexing and multiple access method. 5G/B5G networks is
considering new waveforms to support efficient air inter-
face [119]. These new waveforms are superior than OFDM
and no longer require strict orthogonality and synchroniza-
tion. Table 6 provides a brief categorization of different
waveforms for 5G from implementation perspective.
5.2.1. 5G NR

5G new radio (NR) is a new radio interface and radio ac-
cess network which is designed and developed for advanced
cellular connectivity. It utilizes novel modulation schemes
and access technologies that help the underlying system to
cater to high data rate services and low latency requirements.
The first version of 5G NR started in 3GPP Rel-15. 5G NR
supports the frequency ranges in sub 6 GHz or in mmWave
range (24.25 to 52.6 GHz). It has greater coverage and en-
hanced efficiency because of beamformed controls, MIMO
and access mechanisms. 5G NR is expected to cater to three
broad categories of services i.e., (i) extreme mobile broad-
band (eMBB), (ii) ultra-reliable low latency communication
(URLLC) and (iii) massive machine type communication
(mMTC) [120]. Specifically, the expectations for each of
the mentioned scenarios are as follows [121, 122]:

• For eMBB use case scenario, the data rate is promised
as 100 Mbps and three time more spectral efficiency
than 4G systems. It will be able to support a device
that moved with a maximum speed of 500 km/h.

• For URLLC use case scenario, the goal is to achieve
1 ms latency with reliability 99.999%. It means, the
reliability of the wireless link will not be met, if more
than one data unit out of 105 data units does not get
delivered within 1 ms.

• For mMTC use case scenario, the density of de-
vices that 5G will be able to handle will reach nearly
1000000 per square kilometer.

URLLC ensures strict latency and reliability require-
ments for the application. 5G NR focuses on framing,
packetization, channel coding and diversity enhancements
for achieving URLLC. One of the most vital scenarios of
URLLC is the remote piloting of cellular-connected UAVs
in BVLoS range. Package delivery, remote surveillance and
border patrolling are some of the use cases that demandUAV
operations in BVLoS range. Due to the changing altitude,
velocity and distance between remote UAV and ground sta-
tion, the URLLC requirements may vary. URLLC is the key
use case scenario to enable BVLoS UAV operations, which
assist in safe UAV piloting to avoid crashes, obstacles etc.
Cellular-connected UAVs can benefit from 5G NR design as
it offers dominant uplink data transmissions from UAV to
ground BS, especially for many demanding use cases per-
taining to streaming, surveillance, imaging etc. The down-
link data transmission requirement is much smaller in con-
trast to uplink. Moreover, the sub 6 GHz and millimetre
wave spectrum could potentially be used for the downlink
and uplink respectively, considering the asymmetric traffic
requirements.
5.2.2. Massive MIMO

Massive MIMO is a promising technology that con-
sists of a large number of controllable antenna arrays. It is
supported by 3GPP in Rel-15 for 5G NR. 5G will exploit
full benefits of MIMO by leveraging the uncorrelated and
distributed spatial location of cellular-connected UAVs, as
well as ground users. Massive MIMO enhances the signal
strength, where multiple data streams can include unique
phase andweights to thewaveforms to be constructively gen-
erated at the UAV receiver [123, 124]. It minimizes the in-
terference to other cellular-connected UAV receivers.

The work [123] presents an evaluation of a massive
MIMO system for cellular-connectedUAVs. It demonstrates
that, massive MIMO assists in harmonious coexistence of
cellular-connected UAVs with ground users, supports large
uplink data rates and results in consistent CNPC link be-
haviour. The test uses 20 MHz bandwidth in sub-6GHz li-
censed spectrum operating in TDD mode. Massive MIMO-
enabled systems are useful to restrict the impact of interfer-
ence to the existing terrestrial users. Such system requires
frequent and accurate CSI updates.
5.2.3. Millimeter-wave communications

Millimeter-wave (mmWave) spectrum has been exten-
sively investigated in UAV cellular communication that
offers high bandwidth services using frequency spectrum
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above 28 GHz. The channel between cellular-connected
UAVs and ground BS is typical LoS dominant and mmWave
having high bandwidth are favourable for communications.
However, the mmWave signals are affected by any kind of
blockage, which poses several implementation challenges.
Therefore, efficient beamforming and tracking are needed for
cellular-connected UAV operation.

The work [125] presents a simulated study to showcase
the feasibility of using 28 GHz 5G link for public safety
use case. The results claim that, it is feasible to achieve 1
Gbps throughput with sub ms latency using mmWave links
when the grounds base station is situated close to themission
area. In [126], the authors conducted an analysis on the air-
to-ground channel propagation for two different mmWave
bands at 28 GHz and 60 GHz using ray tracing simulations.
During experiment, the UAV speed was kept at 15 m/s and
limited to a flight distance of 2 km. A total of four scenarios
are validated such as urban, sub-urban, rural and over-sea. It
is observed that, received signal strength (RSS) follows the
two ray propagation model as per UAV flight path at higher
altitudes. This two-ray propagation model is impacted in ur-
ban scenario due to high rise scattering obstacles.
5.2.4. Beamforming and BDMA

Beamforming is a technique by which a beam (signal el-
ement directed to the users) is transmitted from the ground
base station and directed to a specific user to minimize inter-
ference to other neighbouring users and maximizes the use-
ful signal for the given user. In 5G NR, the antennas can
create and exploit beam patterns for the specific cellular-
connected UAV [127, 128]. This is of great importance,
because of aerial mobility of UAVs and high LoS channel
conditions from ground BSs. Beam division multiple access
(BDMA) is capable to handle large number of users and to
enhance the communication system capacity. In this case, a
separate beam is allocated to each user. This access technol-
ogy is dependent on the user positioning, location and speed
of user movement.

Beam forming requires the base station to have more
than one transceiver RF chain and the user (both aerial and
ground) to have single RF transceiver. In order to support a
greater number of users, the beam should be split. The key
challenge is to find a way to group users that are served by
a single beam without causing interference to other users at
the same time. Strategies like angle of departure (AoD) or
angle of arrival (AoA) help to measure the steering angle
from BS to mitigate interference to some extent [129, 130].

In [131], the authors presented a study on using steer-
able directional transmitters on UAVs to evaluate the co-
existence of cellular-connected UAVs with ground user.
This work jointly optimized the flight path and antenna steer-
ing angle to improvise uplink throughput while minimizing
interference to other neighbour base stations. The proposal
is validated by a testbed setup involving 2 × 2MIMO where
wide beam transmitters are employed half-power beams at
60° on azimuth and elevation planes and 6 dBi forward gain.
Fig. 14 shows the performance variation with respect to the

Figure 14: Coexistence performance of aerial UE and ground UE,
700 MHz in rural setting [131]

throughput in presence of both ground users and aerial users.
The results show that such techniques are of utmost impor-
tance when the ground and aerial users coexist at such scale.
5.2.5. NOMA

Non-orthogonal multiple access (NOMA) is a promising
candidate technology for 5G wireless communication, as it
leads to higher spectrum utilization than orthogonal multiple
access methods (OMA). NOMA has been widely explored
in UAV-assisted wireless communications, where UAV is
deployed as a flying BS to serve the ground users [132].
Few studies [133, 134] also investigated the applicability of
NOMA in cellular-connected UAV network.

OFDMA and single-carrier (SC)-FDMA are conven-
tional orthogonal multiple access methods (OMA) adopted
as a natural choice of 4G LTE/LTE-Advanced wireless sys-
tems. The basic principles of OFDMA is to transmit the
different user signals over different frequency resources,
not to produce mutual interference among users. Cellular-
connected UAVs coexisting with ground users benefit from
such orthogonal multiple access methods, because the UAVs
within a given coverage can avoid any interference to ground
users by transmitting in those resource blocks that are not
assigned to any ground users. Thus, the resource blocks
can be allocated within the coverage area in a non overlap-
ping manner. However, increased user density and the fre-
quency reuse result in poor spectrum performance from such
OMA methods, due to resource block scarcity. On this ad-
vent, NOMA methods allows the cellular-connected UAVs
to reuse the resource blocks. In other words, NOMA is ca-
pable to serve many users at the same time/frequency re-
sources. NOMA employs two techniques for multiple ac-
cess:

• Power domain: Multiple access is based on different
power levels.

• Code domain: Multiple access is based on different
codes.

NOMA with interference cancellation (IC) is an appeal-
ing solution to the cellular-connected UAVs because the
UAVs can reuse the resource blocks that are allocated to
ground users. Moreover, at high altitude, UAVs experience
stronger LoS channel condition than ground users, so that BS
can use IC to decode strong signal from UAVs, then subtract
it to decode ground user signal [91].
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5.3. B5G Innovations for Cellular-connected UAVs
B5G cellular systems (6G in general) bring additional

benefits and opportunities for cellular-connected UAVs. In
following subsection, we briefly introduce some of the novel
concepts pertaining to B5G innovations benefiting UAV
technology.
5.3.1. Terahertz Communication

Terahertz (THz) communication is envisioned as a
strong candidate technology tomeet reliable and robust com-
munication need of different cellular-connected UAV appli-
cations [135]. THz frequency band (0.1-10 THz) provides
very wide bandwidth beyond mmWave bands. The doppler
spread is minimized in THz bands as the frequency range is
very high allowing high speed communication link between
two dynamic locations. It also offers high capacity UAV-to-
UAV communication backhaul and cope well with highly
mobile UAVs [136]. Due to the high link directionality
and lower potential of eavesdropping, THz assists in safety-
critical information exchange betweenGCS andUAVaswell
as establishing secure communication within a swarm of
cellular-connected UAVs. High speed UAV-to-UAV com-
munication can be achieved using THz band in a swarm of
cellular-connected UAVs. Additionally, the localization and
positioning accuracies are improved significantlywithinmil-
limetre level for UAV operation in THz band as compared to
centimetre range in the mmWave band (30 GHz).
5.3.2. Cellular Internet of UAVs

In B5G systems, cellular Internet of UAVs is an emerg-
ing field that supports various sensing application. As part
of the airborne communication network in B5G, different
types of transmissions are envisioned in the name of UAV-
to-Everything (U2X) communication [137]. It consists of
UAV-to-Infrastructure (U2I), UAV-to-UAV (U2U), UAV-to-
Device (U2D) type of communications depending on the na-
ture of wireless link. U2I denotes the information exchange
between GCS and UAV. U2U denotes the inter-UAV com-
munication in a multi-UAV deployment forming swarm of
UAVs. U2D denotes the UAV to UE wireless link for trans-
mission of sensory data. Achieving robust coordination and
cooperation among UAVs in Cellular Internet of UAVs in
real-time is a challenging issue that has gained a lot of atten-
tion by researchers.
5.3.3. Mobility and Handover Intelligence

The dynamic behaviour and high mobility of UAVs re-
sult in frequent handovers impacting the radio link qual-
ity. Moreover, dealing such frequent handovers in uncer-
tain locations while performing various missions with high
data rate, reliability and low latency increases the complex-
ity of handover processing efforts. An AI-based novel B5G
technique known as DRL offers great advantage in solving
the complex decision making, optimizing handover strate-
gies and guaranteeing reliable connectivity [138]. DRL is a
combination of downlink (DL) and reinforcement learning
(RL) that intelligently learns to enhance the handover de-
cisions in an online manner coping with dynamic mobility

behaviours of cellular-connected UAVs. In this setup, each
UAV is treated as a learning agent that learns environment
states (radio link quality, position information, speed) and
outputs desirable action pertaining to efficient handover de-
cision, communication latency and capacity.
5.4. Summary of Lessons Learnt

The important lessons learnt from this section are listed
as follows:

• Classical cellular network infrastructures are not well
scalable for the diverse and growing use cases of
cellular-connected UAVs. The improvements of
5G/B5G cellular networks present many candidate in-
novative technologies and PHY layer improvements
that complements to efficient UAV operation in 5G
spectrum.

• Based on the principles of softwarization and cloudifi-
cation of networking resources, the network architec-
tures involving cellular-connected UAV solve several
practical limitations with respect to performance and
scalability issue.

• The notable 5G advancements and trends in deploying
NFV, MEC, SOA, IoT driven network architectures
helps UAV technology to establish a reliable and safe
communication link between ground-UAV or UAV-
UAV during mission.

• 5G-and-beyond hardware (NR) and software upgrades
by cellular network operators along with the technical
advancements by UAV manufacturers suitably caters
to application specific latency, rate and reliability de-
mands arising from the use cases, thereby improv-
ing overall performance of applications using cellular-
connected UAVs.

• The physical layer enhancements further supplement
to the effectiveness of applications encompassing
cellular-connected UAVs.

• B5G (6G, in general) innovations will further continue
to enhance the performance as well as the applicability
for seamless integration of UAVs to cellular networks.

6. Design Trials and Prototyping
Experimental assessment and prototyping are time con-

suming and relatively complex, because they must take into
consideration the deep technical aspects of any realistic de-
ployment. There are several ongoing efforts from industry
and academia that focus on experimental frameworks for
cellular-connected UAVs. These efforts provide more prac-
tical insights about the underlying behaviour and complexi-
ties involved in integration of UAVs into cellular networks.
Field trials and measurement campaigns are a cost-effective
and powerful step towards the prototyping, as they help in-
vestigating the solutions to potential research problems. In
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the following subsections, we shed some light on these ef-
forts and classify them into two broad groups such as (i) ex-
perimental testbeds and (ii) field trials.
6.1. Experimental Testbeds

There is hardly any complete real-world testbed that
fully characterizes the challenges and benefits of cellular-
connected UAVs. The literature in this regard is scarce.
However, several ongoing efforts are being actively pursued
by researchers from both industry and academia to advance
the working prototypes. It is worth mentioning that, re-
alization of working prototypes of cellular-connected UAV
mainly differ with respect to (i) the main objective for which
they are built, and (ii) the features being implemented, which
are also dependent on the main objective. For example, one
prototype may completely focus its prototype development
on investigating 5G/B5G network support to efficient UAV
operations. Another prototype may prioritize its develop-
ment on achieving a fail-safe, reliable communication with
desired QoS guarantees. Furthermore, each prototype may
utilize different hardware and software flight stacks to real-
ize the goal. The chosen hardware and software platforms
may be open-source or proprietary in nature. Hence, the ex-
isting efforts tend to be very specific to the goal being pur-
sued, thereby providing unique characteristics or behaviours
to the prototype being developed. There are no formal de-
velopment guidelines available so far in order to harmonize
available features for these prototyping efforts.

An ideal view of cellular-connected UAV prototype is
still missing. This ideal prototype can be thought of pos-
sessing a non-trivial list of mandatory features and should
be adaptable to varying needs of the mission. Our current
work attempts to foresight such an ideal prototype and enu-
merates the list of encompassing features. Table 8 illustrates
a feature-oriented comparison of existing testbed works in
literature with the desirable set of features from an ideal pro-
totype point of view. Note that, this list of features is not ex-
haustive, rather provides a use-case driven analogy to con-
solidate the basic set of mandatory features. New features
may arise in future with evolution of emerging use cases for
cellular-connected UAVs.

In this subsection, we aim at investigating the existing ef-
forts to design and develop working prototypes for realizing
some UAV operations over LTE/4G/5G/B5G cellular net-
work infrastructure along with their implemented features.
They are presented as follows.

An open-source 4G connected and controlled self-flying
UAV is demonstrated in [139], defining a new, light-weight,
secure and open-source class of cellular-connected UAV.
This work utilizes open-source hardware and software stack
to design and develop fully autonomous and fail-safe flight
behaviour. This work provides a comprehensive and de-
tailed discussion on the possible hardware and software op-
tions for flight controllers, radio receivers, sensors, micro-
controllers and 4G cellular modems. Fig. 15 summarizes the
hardware and software components used in the prototype de-
velopment. The detailed hardware avionics schematics and

equipment models are highlighted in Fig. 16 and Table 7,
respectively. The performance of the prototype is tested for
endurance, terrain alignment, autonomous flying behaviour,
wind speed and real-time video quality. The important ac-
complishments of this work are summarized as follows.

• The entire prototype setup is done by open-source
hardware and software components with Commercial
off-the-shelf (COTS) components.

• The UAV shows longest demonstrated flight time i.e.,
over one hour.

• This work provides clear, concise and step-to-step
guidelines for entire prototype design and devel-
opment along with the programming of individual
pieces. This also includes an onlinemanual (wiki) and
supplementary information.

Figure 15: Prototype design and configurations in [139]

Table 7

List of avionics components used in [139]
Component Model
Flight Controller Omnibus F4 Pro
GPS BN-220
Radio Rx TBS Nano
Camera & Video Tx TX05
Computer Raspberry Pi Zero W
4G Modem Verizon USB730L
4G Antenna TS9

Figure 16: Schematic of the avionics components in [139]
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Table 8

A feature-oriented comparison of prototypes of cellular-connected UAVs from viewpoint of idealistic baseline
References→→
Features ↓↓ Short Description [139] [140] [141] [142]
Cellular
Network

Cellular network generation type to which the prototype is con-
nected and tested

4G
LTE

4G
LTE

GSM/
GPRS

3G/4G
LTE

Open-source Constituent hardware and software components of the prototype
being developed 3 3 3 3

Autonomous Whether the UAV can fly autonomously without human inter-
vention (self-flying nature) 3 7 7 7

Fail-safe Ability to be resistant against lost link and returning to home
location after UAV control is interrupted 3 7 7 7

Encrypted
Communication

Use of encryption mechanism to secure the message exchanges
from potential attackers 3 7 7 7

BVLoS
Capable

Being able to command and control the UAV, even not in the
direct view of the remote pilot 3 3 7 7

QoS-Aware UAV successfully fulfils the application demands with respect
to quality metric such as packet loss, latency, rate and jitter 7 3 7 7

Internet
Connectivity

Being able to control and steer UAV from persistent Internet
connection 3 7 3 3

Ground
Control

UAV being remotely controlled by ground control station for
command and control, or payload communication 3 3 3 3

Light-weight Light-weight of UAV to enhance the prototype performance 3 7 7 7

Terrain
Following

UAV maintains a fixed altitude and follows the terrain that is
useful in unknown terrains like mountains 3 7 7 7

Flight
Longevity
(∼1 hour)

Higher flight time of UAV indicating energy efficiency and neg-
ligible interruption during missions 3 7 7 7

Endurance Robustness and integrity of UAV in extreme environment 3 7 7 7

Energy
Efficient

Consumption of very less power to maintain persistent flight op-
eration to accomplish the mission 3 7 7 7

Network
Virtualization

Ability of the prototype to be hardware platform independent
and softwarization of UAV network functions 7 7 7 7

Adaptable
Being responsive to current situation and the ability to reconfig-
ure the UAV as per changing requirement and mission in mini-
mum time

7 7 7 7

AI/ML-
Powered

Ability to leverage efficient AI or ML based approaches to self-
learn and apply the learnt knowledge to improvise the mission
performance over time

7 7 7 7

Swarm
Cooperation

Ability to properly coordinate information with other cellular-
connected UAVs in a multi-UAV deployment scenario 7 7 7 7

• The prototype shows self-healing internet architecture
and utilizes the fail-safe protocols for the lost links in
communication.

• The UAV cellular to ground control is secure by en-
cryption and can pass through several firewalls.

• As compared to other UAV industry verticals, the
significant advantages are light weight (UAV weighs
nearly 300 grams) and longer flight time (> 1 hour).

A working prototype of LTE controlled drone was
demonstrated in [140] proving the control of UAV via LTE
connection and then tested as a 3D measurement platform.
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The goal of this prototype development was to investigate
and evaluate LTE as a potential candidate of communica-
tion infrastructure for controlling a UAV. The experimental
goals are to provide answer to below mentioned questions.

• whether existing LTE network infrastructure is an ef-
ficient means of controlling UAVs?

• whether the LTE connection is good enough in terms
of providing low latency, jitter and bit error rate?

• whether the bit rate is sufficient to perform the use case
of live video streaming in BVLoS range?

The prototype is tested with respect to above mentioned
goals and found that LTE is an efficient technology for UAV
operations in BVLoS range satisfying the required the bit
rate, latency and jitter. However, this prototype has several
shortcomings and may not be considered as a full-fledged
cellular-connected UAV testbed. Many features are either
missing or not considered to keep the prototype simple in
this development, thereby leaving enough scope for further
enhancements. Some of the important features worth high-
lighting which are lacking in the prototype are listed below.

• The design did not consider cellular network cover-
age holes and discontinuity problem which may lead
to failure of UAV operation. Flight fail safe mecha-
nism is lacking.

• The UAV mission specific investigation with respect
to trajectory, interference from neighbouring base sta-
tions, handover criteria are missing from the design.

• The QoS delivered by the UAV application must take
into account diverse real-world use cases in presence
of obstacles and variation of signal strength. Such
study is missing.

• It did not consider the factors and performance penal-
ties when UAV coexist with other ground UEs.

The work presented in [141] proposes an arduino-based
low-cost, flexible control subsystem for controlling UAVs
and ubiquitous UAV mission management by GSM/GPRS
cellular networks. The ground control station transmits con-
trol signals to UAV present in LoS or beyond LoS over GSM
or GPRS cellular network, through which, it is shown that is
possible to connect to Internet, send/receive text messages
or voice calls utilizing a GSM antenna and a SIM card. The
experimental setup includes the following components: (i)
UAV is an IRIS+ quadcoptor by 3DRobotics, (ii) Pixhawk
autopilot, (iii) Arduino Mega ADK Rev. 3 microcontroller
board, (iv) GSM/GPRS module by Arduino GSM shield
with Quectel M10 modem, (v) Mission Planner, an open
source software for ground control station software. The
field tests are conducted by sending basic control commands
from smartphone or laptop to UAV and they are success-
fully executed by the UAV. The subsystem initialization time
is high, but occurs only once when the subsystem is pow-
ered ON. Fig. 17 shows the high level system schematics of

Figure 17: High level shematics of the prototype setup in [141]

the working prototype. Following are the key observations
drawn from above experiment.

• Communication via GPRS using a Mission Planner
software has faster response time.

• The Internet connectivity of GRPS is very fragile
which make the GSM text message mode to be an
efficient way for command and control message ex-
change.

A flexible open-source long-range communication
solution for UAV telemetry based on cellular data transfer
service is presented in [142] which is implemented on
Raspberry Pi 3 model B (also known as rpi3) and Gentoo
Linux control. The UAV is equipped with a Huawei 3372h
dongle to get the cellular data services.

6.2. Field Trials
In this subsection, various efforts on field trials and mea-

surement campaigns of cellular-connected UAVs are dis-
cussed. Based on the measurement environment where the
trial is conducted, we have segregated the descriptions of
this section into four broad categories. They are (i) Urban,
(ii) Suburban, (iii) Rural and (iv) Mixed Environment.
6.2.1. Urban Environment

Authors in [143] focuses on aerial communication field
trial, where a radio scanner is attached to construction lift
and radio signal was measured with heights up to 40 metres
in urban scenario. The measurement was carried out in three
LTE carriers such as 800, 1800 and 2600 MHz in northern
Denmark. The experimental study aims at providing propa-
gation models of UAVs connected to cellular networks. The
key findings from the trials are as follows:

• Increase in the received power from neighbour sources
even in height of 40 meters that contributes to heavy
interference for the aerial user.

• The observed path loss approximated to free space
path loss after a UAV height of 25 meters.
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6.2.2. Suburban Environment
Authors in [144] conducted a field measurement in a

commercial LTE network for cellular-connected UAV oper-
ation. An LTE smartphone mounted on a consumer grade
DJI Phantom 4Pro radio controlled quadcopter is used to
gather the UAV flight results. The smartphone has TEMS
Pocket 16.3 installed for wireless measurement and analysis.
The field trial results include distribution and measurement
of signal quality metric such as Reference Signal Received
Power (RSRP), Reference Signal Received Quality (RSRQ),
Signal to Interference and Noise Ratio (SINR) in the serv-
ing cell and neighbouring cells with respect to UAV move-
ment. The results show the feasibility of UAV operations
in commercial LTE network and also highlight the imple-
mentation challenges for dynamic radio environment. The
simulations are also conducted to supplement the field trial
results in terms of network performance involving a higher
number of cellular-connected UAVs.

Following observations are drawn from the experiments.
• The aerial propagation conditions are close to free

space propagation and hence, the aerial UEs experi-
ence stronger RSRP than the ground UEs.

• The RSRQ and SINR at higher altitude is lower than
the corresponding ground UE because of the strong
downlink interference from neighbour non-serving
cells to the aerial UE.

• The uplink throughput for aerial UE is observed to be
better than ground UE due to free space propagation
condition. Note that, this uplink performance also de-
pends upon many other factors like scheduling mech-
anism and network load.

• In the downlink command and control traffic, higher
altitude results in lower spectral efficiency due to
increased interference and higher physical resource
block (PRB) utilization.

• Considering the mobility of aerial UEs at higher alti-
tudes and LoS propagation conditions, a greater num-
ber of radio link failures (RLF) occur due to poor
SINR and large interference. Also, they may connect
to far-away cells instead of the closest cell.

6.2.3. Rural Environment
In [145], the authors demonstrated an experimental plat-

form where UAVs are connected to a commercial 5G NR
base station for radio link measurements. The 5G BS is de-
veloped by Magenta Telekom in Austria and operates be-
tween 3.7 and 3.8 GHz frequency, using 100 MHz band. It
has 64 × 64 massive MIMO setup with beam forming ca-
pabilities. An Asctec Pelican quadcopter is flown near this
BS and the test measurements are performed by a Cellular
DroneMeasurement Tool (CDMT). This UAV carries a non-
standalone Wistron NeWeb mobile test platform based on
Qualcomm Snapdragon X50 5G modem. It supports sub-6
GHz 5G NR using 4 × 4 MIMO and 256-QAM. The goal

of the study is to investigate the communication behaviour
and performance characterization of flying UAV when con-
nected to a commercially operated 5G base station. The
communication aspects for 5G-connected UAV measured in
this test are 5G connectivity, RSRP, SNR, throughput and
number of handovers. The UAV flight includes both verti-
cal lift-off and horizontal trajectory. Following observations
are drawn from above testbed driven study of 5G connected
UAV.

• The UAV connectivity to 5G cannot be always guar-
anteed and fall back to 4G network. This situation is
even worse at higher altitudes with more handovers
towards 4G network.

• The UAV is able to receive enough data rate (several
hundredMbps) from 5GNRbased deployment, which
is adequate for many applications and use cases.

• The handovers to 4G network could be reduced by de-
ploying a larger number of 5G NR base stations, and
downlink rate would be improved. However, the ex-
periment did not yield much benefit in the uplink as
compared to 4G. The authors assume that uplink rate
analysis needs further investigation.

The work in [146] presents the field trial done at a small
airport in vicinity of Odense, Denmark and results were col-
lected in an LTE network operating in 800MHz and theUAV
altitude is maintained between 20 to 100 meters. The cel-
lular network data was collected by a Samsung Galaxy S5
smartphone which was placed inside the flying UAV cav-
ity. It was equipped with Qualipoc software for reporting
the radio measurements. The UE was programmed to use a
20MHz carrier with centre frequency at 810MHz. The mea-
surement field had no obstruction between UAV and BS and
was an open area to prevent significant signal attenuation and
reflected paths. For every second interval, the software ra-
dio reports include RSRP and RSRQ. The goal of the exper-
iment was to understand the effects of altitude on the radio
performance of an aerial user. It is observed that the SINR
degrades when the UAV flies high. The steepest degradation
is seen in height variation between 20-40 metres indicating
that the increase in interference is more prominent at lower
altitudes, and smaller variations at higher altitudes due to
improved gain. The study reveals that, expanded radio hori-
zon at higher altitudes, high LoS probability and clearance
of first Fresnel zones are key radio factors in modelling the
path loss between aerial users and ground stations.

In [147], the authors used machine learning algorithms
in order to identify the cellular-connected UAVs in the net-
work based on LTE radio measurements. The measure-
ment was conducted in a rural location of Northern Denmark
where the airborne aerial UAV users are realized by mount-
ing a QualiPoc android smartphone on commercial UAV at-
tached to an 800MHz LTE carrier. The height is maintained
at 4 different levels and UAV is flown in 4 rectangular routes.
This work claims the use of supervised learning algorithms
for efficient detection of aerial users in the network solely
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based on LTE radio measurements with small number of
training samples.

The authors in [148] have demonstrated the feasibil-
ity of UAV operation via commercial cellular network for
high data connectivity in low altitude and BVLoS operations
throughout different times of the day.
6.2.4. Mixed Environment

Qualcomm also tested the UAV operation in commer-
cial LTE networks in September 2016 and produced a trial
report in May 2017 on LTE unmanned aircraft system [149].
The focus of this test was to understand the operation of low
altitude UAV platforms being supported by terrestrial cel-
lular networks. The overall test encompasses both field tri-
als and simulations. The field trials aim to capture datasets
by performing hundreds of flights and then complemented
by extensive system level simulations to understand the
performance of UAV operation. The flights and measure-
ments were performed by custom designed 390QC quadro-
tor drone. Note that, these results are collected in a subur-
ban/residential zone which was having good cellular cover-
age, hence, cannot be generalized for other zones like urban
or rural areas. Moreover, the performance results are ap-
proximate in nature rather than accurate. The key results
obtained from the trail report are summarized as follows.

• The aerial UEs experience higher received signal
strength than ground UEs despite of the down-tilted
BS antennas. This is because of the better free space
propagation condition at higher altitude.

• The SINR in the downlink for aerial UEs is lower as
compared to ground UEs due to the interference expe-
rience from neighbour cell.

• The UE transmit power is more for ground UEs than
aerial UEs in the uplink, because good free space
propagation condition at higher altitude enhances the
interference energy from neighbour cell. The field re-
sults depicted that aerial UEs experience nearly three
times more interference than ground UEs in 700 MHz
band.

• Handover performance in terms of lower handover
frequency and success rate of handovers is superior
for aerial UE than ground UE due to signal stability at
high altitude.

• The optimization in the power control scheme are ap-
plied by simulation and was shown to eliminate the
excess uplink interference.

In [131], the authors experimentally evaluated the ter-
restrial users’ performance in the presence of UAV as aerial
users on LTE testbed. The performance measurements are
conducted to measure the throughput degradation. The LTE
network is considered to operate over 2300 MHz carrier fre-
quency with 20 MHz operational bandwidth spanning an
area of 160000 square feet. The setup includes 2 eNodeBs,

4 LTE cells each having 2 × 2MIMO capability. The down-
link and uplink bitrates are kept as 150 Mbps and 50 Mbps,
respectively. The UAV hovers at a height of 50 meters. To
analyse the performance, both groundUE and aerial UE gen-
erate uplink traffic at full buffer capacity for one minute in
each experiment run. It is observed that the ground UE suf-
fers a throughput degradation up to 21.75 Mbps because of
the inter-cell uplink interference by aerial users. The aver-
age reduction in throughput is nearly 52% i.e., equivalent to
11 Mbps.

Unknown Environment - The work in [150] presents
the experimental evaluation of cellular-connected UAVs
communication performance connected to an LTE-
Advanced network running 3GPP Release 13. An Asctec
Pelican quadrocoptor carrying a smartphone (Sony Xperia
XZ2 H8216) flies in the coverage of an LTE-A network
within the premises of University of Klagenfurt campus.
The experiment is performed in open-field and obstacle-free
areas ensuring LoS link with at least one BS. The UE
supports LTE carrier aggregation and a 2 × 2 MIMO
antenna setup is used. The base station has a transmit power
of 20 Watt and 256 QAM and 64 QAM in downlink and
uplink, respectively. The UE was able to report various LTE
parameters such as RSRP, RSRQ, SINR, serving PCI, TCP
uplink and downlink throughput, EARFCN etc. The UAV
followed a straight path spanning 300 meters with a speed
of 3 meters/second. The broad goal of this experimental
study was to understand the impact of varying UAV altitude
on achievable throughput and performance measurement of
handovers by aerial user without any specific change in the
network. The keys findings are as follows:

• The achievable throughput of UAV is sufficient
enough to cater tomany applications and use cases. At
an altitude of 150 metres, the UAV’s average through-
put is 20 Mbps and 40 Mbps in the downlink and up-
link, respectively.

• The number of handovers increase with increasing
height of UAV. The reason for high handover fre-
quency is the high RSRP and high interference values
from neighbour base stations.

Table 9 presents a comparative analysis of different ex-
isting works in literature with respect to field trials and mea-
surement campaigns. Existing field trials vary greatly in sev-
eral aspects, such as type of environment, deployment sce-
nario, modelling platform, goal of experiment, performance
metric, etc.

Note that, large-scale benchmarks and real-world
datasets pertaining to the UAV mission are highly influ-
ential to study and evaluate the characteristics of various
applications. Such datasets can be readily utilized for vi-
sualization and deriving predictive decisions using AI and
learning algorithms. In [151], the authors provide a re-
view of datasets and benchmarks for object detection and
tracking enabling extensive evaluation and investigation of
visual analysis algorithms on the UAV platform. A de-
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Table 9

Comparison of existing works on field trials and measurement campaigns
Reference Work Cellular Network Trial Environment Performance Metric

[131] 4G LTE Rural, Suburban, and Urban Throughput degradation, Interference, Uplink signal power
[143] 4G LTE Urban Channel propagation models
[144] 4G LTE Suburban RSRP, RSRQ, SINR, downlink latency, resource utilization
[145] 5G New Radio Rural RSRP, SNR, Throughput, 5G connectivity
[146] 4G LTE Rural RSRP, RSRQ, SINR, Effect of altitude on UAV
[147] 4G LTE Rural Cellular-connected UAV identification
[148] 4G LTE Rural RSSI, RSRP, RSRQ, uplink/downlink throughput
[149] 4G LTE Mixed Suburban Cellular connectivity for low altitude UAVs
[150] 4G LTE-A Unknown RSRP, RSRQ, SINR, PCI, UL/DL throughput, EARFCN

tailed collection of datasets and benchmark are available at
“http://aiskyeye.com/” and “https://github.com/VisDrone”.
6.3. Summary of Lessons Learnt

The important lessons learnt from this section are listed
as follows:

• The solutions proposed to the technical synergistic
challenges of 5G/B5G systems with UAV technology
must be validated and tested for correctness. Hence,
the key design considerations of cellular-connected
UAV necessitate soundmeasurement campaigns, field
trials, simulations and working prototypes to study the
behaviour with real-world scenarios. The experimen-
tal testbeds and field measurements have significant
practical relevance, because these are very conducive
for realistic evaluation of the system under study.

• Most of the existing literature relies on software sim-
ulations to evaluate the technical aspects of proposed
solutions. Few works have shown to conduct field
measurement campaigns to observe and study the be-
haviour of cellular-connected UAV such as handovers,
cell association, signal strength reduction, radio link
status, interference mitigation etc. Very few works fo-
cus on design and development of real-world working
prototypes of cellular-connected UAV, because such
efforts are time-taking and highly complex. Prototyp-
ing works are still in its infancy stage and hence, call
for more contributions in this regard.

7. Standardization & Socio-economic
Concerns
Cellular-connected UAVs can pose serious risks in terms

of socio-economic operational capabilities. Therefore, ut-
most care must be taken by the policy makers and legislation
in order to integrate UAVs into national and international
aviation systems. To this end, in this section, we outline the
perspectives of standardization, regulatory activities, market
and social challenges, which the UAV service providers and

cellular operators must take into consideration before suc-
cessful roll-out of use cases pertaining to cellular-connected
UAV applications.
7.1. Standardization

Third Generation Partnership Project (3GPP) is a
standardization body that governs the specifications for
the technical platforms used by the cellular networks.
The global partnership 3GPP develops standards to which
almost all commercial cellular network providers and
operators adhere to. In order to cater to the present and
future needs of UAV communication, 3GPP aims to layout
a unified platform for design and development of wireless
innovations by gaining wider consensus from various
contributors from industry and academia. The evolutions
in the standards are published in the name of “3GPP
release". From the perspective of UAV operations over
cellular networks, we are interested in 3GPP Release-15,
Release-16 and Release-17. In Release-15, the study mainly
concerns with the radio level aspects for supporting UAVs.
In Release-16 and 17, the study is in the perspective of
System and Application layer aspects.

7.1.1. Release-15
3GPP led a study item (SI) in Release-15 to investigate

various prospects of utilizing an LTE network for UAV com-
munication. The key outcomes of this study are summarized
in the technical report TR 36.777, which was approved in
January, 2018. This study focuses on two broad goals: First,
how the aerial users (cellular-connected UAVs) impact over-
all LTE performance in the presence of terrestrial (ground)
users. Second, to investigate on whether an LTE network is
able to provide good support low altitude UAVs? The com-
prehensive list of items studied in this release are: channel
modelling between aerial UEs and ground BSs, uplink and
downlink interference problems due to LoS channel propa-
gation characteristics, identification of aerial UE for legiti-
mate cellular usage and subscription information, mobility
performance, and flight path signalling. The result of the SI
shows that existing LTE networks are able to support UAV
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Figure 18: High level architecture of 3GPP Release 16 work on
remote identification of UAS

communication and there is no notable impact in coexistence
of small number of aerial and ground users (low density or
rural regions). However, increase in the number of aerial and
ground users have adverse impact on uplink/downlink per-
formance due to interference. To some extent, existing LTE
standards are found useful to mitigate the interference situa-
tion. After the completion of aforementioned study, a work
item (WI) is pursued and got approved for enhancement of
LTE standards. They are as follows:

• Introduction of new radio events and enhanced height
dependent reporting for aerial UEs;

• Support of signalling in subscription based aerial user
identification;

• Improvement of mobility and interference detection,
uplink power control, airborne status and flight path
plan.

7.1.2. Release-16
This release plan started in September, 2016 and

the approval for stage-3 development was conducted on
December, 2019. This release work is mainly on System
and Application layer aspects. A study item on “Remote
Identification of Unmanned Aerial Systems” is pursued on
this release and it led to the approved report 22.829. This
study aims at the identification of UAV over the command
and control data via a 3GPP network exchanged between
UAS and centralized UAV Traffic Management (UTM)
component. A UAS comprises of UAV and UAV controller.
Fig. 18 depicts above model. 3GPP standards must make
provisions for UAS to send the application data traffic
to UTM along with various radio network information,
identification and tracking details for UAS. After this study,
a WI was agreed by 3GPP to advance the work on service
requirement for identification of UAV.

7.1.3. Release-17
In this release, 3GPP proposes a number of study items.

The idea is to come up with diverse scenarios and metrics
to cater to wide variety of UAV applications and use cases.
The study items are as follows:

• 5G Enhancement for UAVs :- It includes several Key
Performance Indicators (KPIs) relevant to UAV ser-

vices. The KPIs are provided for command and con-
trol, and payload communication.

• Study on application layer support for Unmanned
Aerial System :- This includes the UAS service re-
quirements that may have impact on the UAS appli-
cation layer. These requirements are in terms of gen-
eral requirements, UE capability identification, loca-
tion, security etc.

• Study on supporting Unmanned Aerial Systems Con-
nectivity, Identification, and Tracking :- This study
item deals with a mechanism that enables the UAS
tracking and identification within 3GPP systems and
UTM.

7.2. Regulatory Concerns
Ubiquitous accessibility and rapid emergence of UAV

technology mandate development of regulatory frameworks
for harmonious operation of cellular-connected UAVs in the
national and international airspace. Although, each country
has a specific set of internal rules for UAV operation, few
global bodies tend to harmonize their operation across inter-
national airspace. The regulatory framework mainly target
around three key aspects [152]:

• To regulate and control the use of unmanned aircraft
in the airspace to prevent danger to manned aircraft;

• To ensure proper operational limitations to the flight;
• To manage and control the administrative privileges

such as pilot licenses, flight authorizations and data
handling techniques.

7.3. Market Concerns
The UAV ecosystem leveraging the emerging technolo-

gies such as IoT, AI, AR/VR are not much explored by
the manufacturers and their usages are also researched by
a handful of organizations. Real-time surveillance is one
of the major use case that has been widely explored by the
UAV industry for relaying live information to target audi-
ence. The ecosystem is still in its infancy to showcase di-
verse capabilities of cellular-connected UAVs. Additionally,
the skills necessary for UAV industry to roll out interesting
use case demand sufficient domain training to the equipment
providers and technical users. It is key to eradicate the bot-
tleneck in setting up the ecosystem. Extracting the right set
of specifications and requirements from the users is needed
to maximize the benefit of the use case and to generate large
scale development of cellular-connected UAV applications.
7.4. Social Concerns

TheUAV operationmust be properly regulated to protect
the privacy of business organizations as well as individuals.
Advancement of drone technology with aerial surveillance
and photography with high definition images and streaming
can easily violate the privacy, even when it is unintentional.
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The existing regulations to protect privacy may not be suf-
ficient due to rapid evolution of UAV technology and its in-
creasing capability, thereby further legislation is needed to
be formulated to protect privacy.

Most of theUAVuse cases deal with gathering a lot of vi-
tal data depending upon the application and processing them
to extract useful information for taking decisions. During
a mission, the onboard sensors collect personal or business
data can be transmitted to a remote location or made live
from the present location. The data collection capabilities
may infringe data protection rules and abuse personal infor-
mation without the knowledge of data subject. Additionally,
if someone obtains the control of the UAV, the sensors or
data processing circuitry could be tempered for data misuse.
Hence, strict guidelines must be governed to protect the per-
sonal and business data.

In the due course of flight or mission control, any sort
of discontinuity in proper command and control poses se-
rious safety risks. This may lead to collisions and causes
harm to civilians and other UAVs in the vicinity. Colli-
sions with manned aircraft can pose serious risks in terms of
catastrophic consequence and loss of assets. In case of high
density urban regions, collisions of UAVs with the ground
terrain pose threats to human lives and assets. Hence, the
challenges with respect to public safety must be taken into
account and researched thoroughly.
7.5. Summary of Lessons Learnt

The important lessons learnt from this section are listed
as follows:

• Cellular-connected UAVs not only impose technical
challenges, but also require solutions pertaining to pri-
vacy, security, licenses, public safety, administrative
procedures governing them. Standardization bodies
such as 3GPP have put together study items and work-
ing groups in order to harmonize the development
efforts from industry, academia and independent re-
search bodies.

• Operation of UAVs over cellular spectrum requires
strict regulations to operate in national and inter-
national airspace without causing trouble to other
manned or unmanned aerial vehicles. There are rules
applied to control UAV operation that varies with
countries. However, a unified set of rules governing
UAV operation in cellular spectrum is still far away.

• The commercial production of cellular-connected
UAVs must consider the true requirements and speci-
fications to maximize the benefit of a use case.

• Care must be taken to safeguard the data collected by
the sensors of UAV and ensuring that it does not in-
fringe the privacy of unwanted individuals and orga-
nizations. It must be guarded against hackers and ma-
licious intruders, whose intent is to control the UAVs
for unauthorized activity, e.g., during aerial surveil-
lance and photography.

8. Future Outlooks
In earlier sections, we have outlined integration chal-

lenges and highlighted candidate 5G/B5G innovations to ad-
dress some of those challenges for cellular-connected UAV.
Despite of several studies, there is still considerable areas
of open problems that needs to be investigated. The current
section aims to bring out such future opportunities for re-
searchers and shed light on interesting open research topics.
8.1. Accurate Channel Models

UAVs are expected to be deployed in a wide variety of
indoor and outdoor environments such as stadiums, urban,
rural, sub-urban, industrial, over water, highways etc. All
these environments require unique air-ground propagation
conditions, measurement campaigns and channel models for
cellular-connected UAVs. However, accurate modelling and
characterizing each of these unique channels is a non-trivial
task that remains largely unexplored. In addition, introduc-
tion of 5G-oriented technologies such as mmWave and mas-
sive MIMO systems bring additional factors and scope for
improvements in design and development of effective chan-
nel models for cellular-connected UAVs.
8.2. Energy/Battery Power Limitations

Onboard energy is a bottleneck in UAV. Recent devel-
opments to rechargeable battery cells and use of solar cells
are some of the ways to extend the flying time of UAV. The
UAVs require continuous power source to operate as they use
a huge percentage of battery power in flying. Different ac-
tions such as transmission, reception, execution of software
function, path planning optimizations consume the battery
power. Most of the existing works on cellular-connected
UAV do not factor this energy limitation during the study.
There exists a lot of scope to investigate the performance
of cellular-connected UAVs considering the limited energy
constraints especially in areas of VNF deployment on UAVs
for automated operation, trajectory optimization, learning-
based methods, and longevity calculation of the mission in
a use case.
8.3. Security and Privacy

Due to open communication links, the cellular-
connected UAVs are vulnerable to cyber-physical or
malicious attacks to spoof the control signals. Such at-
tempts pose tremendous threat to the UAV system in terms
of loss/stealing of confidential information or failure of
mission. The signal spoofing of control signal might have
adverse effect on the UAV mission and making it difficult to
bring it back online. Hence, in order to avoid such malicious
modifications, a relevant open issue is to improvise the
security and privacy aspect of UAV cellular communication
that demands in-depth study of security issues spanning all
layers of the protocol stack.
8.4. Cell Selection and Network Planning

The UAVs are typically served by the side lobes of cur-
rent base stations in 4G and 5G cellular networks and there-
fore may easily establish cell selection with far away base
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stations. Furthermore, the high mobility of UAVs increases
the failure rates of radio link due tomore frequent handovers.
The design of antennas to supports flying UAV in high alti-
tude and enhanced solutions for radio network planning are
required by network operators and equipment vendors.
8.5. 3D Mobility and Handovers

Typically, ground UEs are mobile in 2D space and base
station antennas are optimally designed for ground users.
UAVs are typically served by the side lobes of current base
station and their aerial patterns are different resulting in
unique handover characteristics, different from ground UEs.
The frequent handover pattern is largely dependent on block-
age, mobility, altitude variations. There is a need for im-
proved handover mechanisms that suit the characteristics
of high mobility UAVs. Additionally, the cell selection
schemes based on nearest or strongest RSRP may no longer
be an appropriate method for cellular-connected UAVs.
8.6. Testing platforms

Simulations and measurement campaigns are not suf-
ficient to fully characterize the performance and working
principles of cellular-connected UAVs. The proposed solu-
tion approaches to the integration challenges must be com-
plemented by extensive field trials and real-world testbed-
based evaluation. However, there are not enough working
prototypes to study and evaluate the behaviour of cellular-
connected UAVs from practical standpoint. Additionally,
there are no experimental or open-source simulator platform
available till date to assist in a wide range of functionality
testing of UAVs. Such works need to be pursued in future
to fill in the gap between theoretical proposal and practical
evaluation.
8.7. AI and ML-based methods

AI and ML-based approaches have been considered as
powerful tools to solve many real-world wireless network-
ing problems revolutionizing 5G/B5G networks. On this
advent, the UAV cellular communication has opened up
new possibility for autonomous UAV operation consider-
ing the security, performance and dynamic complex deploy-
ment scenarios. Numerous research issues exist in study-
ing and evaluating AI/ML-empowered techniques to solve
challenges of UAV-ground interference management, power
control, multi-UAV cooperation etc. Moreover, Q-learning
approaches are helpful for UAVs to tackle security issues by
adaptively controls the UAV transmission as per the mali-
cious type of attacks.
8.8. Computational Offloading

Due to moderate computational capabilities and limited
onboard energy of UAVs, MEC can be helpful for offload-
ing computationally heavy tasks from cellular-connected
UAV to edge nodes to improve endurance and life time of
UAV. Some examples of such intense tasks are real-time
face recognition in a crowd surveillance use case. For such
use case, leveraging MEC capabilities along with UAV, the
recognition task can be offloaded to complete the job in a

timely manner. Additionally, to save the information from
eavesdropper, proper security mechanisms needs to be inte-
grated to theMEC-UAV platform for optimum performance.
These research areas are largely unexplored so far and nu-
merous scopes exists for design and development of UAV-
MEC frameworks for cellular-connected UAVs considering
its diverse use case.

9. Conclusions
In this work, we provided a comprehensive study on the

Cellular-assisted UAV communication paradigm (Cellular-
connected UAV) where UAV is integrated to 5G/B5G cel-
lular systems as a new aerial UE. The detailed taxonomy of
various application domains with emerging use cases as well
as the technical synergistic challenges of UAV integration
with cellular network are discussed first. Then, we focus
on the promising network architectures and physical layer
improvements in 5G/B5G systems considering the hardware
and software design challenges of Cellular-connected UAVs.
The key innovative 5G technologies are elaborated enabling
the seamless integration and support of UAV communica-
tion over cellular spectrum. In order to characterize the de-
sign performance benefits and study the realistic deployment
issues, we also highlighted the efforts to develop working
prototypes as well as the field trials and simulations. The
progress on standardization activities by 3GPP, national and
international regulations and concerns pertaining to socio-
economic barriers are also discussed which must be ac-
counted before successful adoption this new technology. We
believe this work will be a very useful and motivating re-
source for researchers working on cellular-connected UAVs
in order to unlock a holistic view and to exploit its full po-
tential.
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