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Abstract. Formulation of mandatory requirements in procurement projects has 
significant influence on opportunities for development and deployment of Open 
Source Software (OSS). The paper contributes insights on a widespread practice 
amongst public procurement projects which causes problematic lock-in effects 
and thereby inhibits opportunities for use of OSS solutions. Through a system-
atic investigation of 30 randomly selected procurement projects in the software 
domain the paper highlights illustrative examples of mandatory requirements 
which cause lock-in and presents five recommendations for how requirements 
instead should be formulated in order to avoid causing lock-in. Findings show 
significant lock-in caused by current procurement practices with a stark prefer-
ence for proprietary software and SaaS solutions amongst procuring organisa-
tions. 

Keywords: Open source software projects, procurement projects, IT-standards, 
open standards, lock-in effects. 

1 Introduction 

Investigations of a large number of IT procurement projects have identified wide-
spread practices amongst public sector organisations that cause different lock-in ef-
fects which in turn inhibit Open Source Software (OSS) usage [29]. Further, it is far 
from uncommon that procurement projects express mandatory requirements which 
refer to specific IT standards that prevent implementation in OSS projects [17, 25, 
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29]. In turn, if an organisation expresses a requirement for an IT standard which in-
hibits implementation and use of OSS such a practice causes lock-in that inhibits 
competition. As stated by Katz [23]: “Lock-in has been recognized as distorting the 
market process, creating unfair monopolies for the participants.” 

With increased adoption and use of proprietary licenced Software as a Service 
(SaaS) solutions, researchers and policy makers have recognised lock-in effects as a 
significant concern [19, 20, 33]. For example, the GAIA-X initiative states that lock-
in effects “can be of a technical-functional kind (dependence on the specific features 
of certain providers); they can arise from contractual agreements (e.g. license models 
and penalty costs), but also result from a high, customer-specific degree of personali-
sation, from familiarisation effects, or from the sheer data volume that is to be migrat-
ed.” [19] 

Amongst policy recommendations for an organisation that seeks to avoid lock-in 
related to usage of a SaaS solution, the importance of conduct of a careful review of 
all contract terms for the solution has been stressed with a recommendation to avoid 
accepting terms which allow the provider of the solution to unilaterally change con-
tract terms and ensuring availability of an effective exit strategy [13]. Further, con-
cerning procurement of software applications it has been recommended that “compat-
ibility with proprietary technologies should be explicitly excluded from public pro-
curement criteria and replaced by interoperability with products from multiple ven-
dors.” [21] 

The overarching goal of the study is to illuminate how current practice in pro-
curement projects impacts on opportunities for development and deployment of OSS 
that implement IT standards. The study investigates the following research questions: 

RQ1: How do public sector organisations express mandatory requirements on de-
velopment and deployment of software which impact on opportunities for use of 
OSS? 

RQ2: How are requirements on IT-standards expressed in public procurement pro-
jects and how should they be modified in order to avoid lock-in effects and allow for 
strategic use of OSS? 

2 On lock-in effects in the software domain 

Related to different technologies several studies have addressed different types of 
lock-in effects [1, 5, 16]. For example, previous research shows that ‘historical 
events’ can lead to lock-in [1]. One historical example being touch typing that ‘gave 
rise to three features of the evolving production system which were crucially im-
portant in causing QWERTY to become “locked in” as the dominant keyboard ar-
rangement. These features were technical interrelatedness, economies of scale, and 
quasi-irreversibility of investment.’ [5] 

OSS projects and IT standards, and in particular the role of OSS for implementing 
standards, have been recognised as important enablers for addressing lock-in effects. 
For example, outcomes from an EU study claim that contributing “to OSS is per-
ceived as a strategy to prevent proprietary software solutions, which might create a 
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vendor lock-in and consequently closes markets instead of opening them” [2]. Fur-
ther, the study stresses that when an organisation contributes its own code of high 
quality to OSS such work practices are perceived as a contribution to a common good 
and that such work practices also promote the own organisation’s autonomy and con-
trol of its own software development [2]. 

Policy makers in different countries have presented a number of policy recommen-
dations related to use of IT standards [31, 34, 35, 36, 32, 6, 7, 8, 9, 10, 12]. Further, 
the EU has presented a catalogue of ICT standards which are recommended for use in 
20 different European countries [9, 12]. Several of the standards included in these 
recommendations allow for implementation in OSS as they fulfil the definition of an 
open standard which is presented by the European Interoperability Framework ver-
sion 1.0 [6]. For example, all standards included in the recommendation presented in 
Sweden are open IT standards [32], whereas research shows that some standards rec-
ommended for use in some other countries (e.g. the JPEG 2000 standard and several 
MPEG-standards) are closed standards which inhibit implementation in OSS [27]. 
Further, all framework contracts for public procurement projects established by the 
Swedish National Procurement Services (a governmental agency) at Kammarkollegiet 
[32] require that any reference to a standard in a mandatory requirement in a pro-
curement project must conform to the EU definition of an open standard [6]. Re-
quirements for open standards with the same [31] or similar [34, 35, 36] definition 
have been included in national policy established in other countries in order to allow 
for use of OSS and promote software interoperability. 

3 Research approach 

The study addresses how current practice in procurement projects impacts on oppor-
tunities for development and deployment of OSS that implement IT standards through 
investigation of 30 randomly selected procurement projects undertaken by Swedish 
municipalities in 2019. The investigation considered procurement projects that have 
been publicly announced in Tenders Electronic Daily (an EU public procurement 
service) if it included at least one of the two Common Procurement Vocabulary 
(CPV) codes (in divisions 48 and 72) for ‘software package and information systems’ 
and ‘IT services: consulting, software development, Internet and support’.  

Central government has limited influence on Swedish municipalities’ public pro-
curement projects as municipalities have significant autonomy with respect to conduct 
of public procurement. The vast majority (94%) of the 290 Swedish municipalities 
have fewer than 100,000 citizens and the median sized municipality has approximate-
ly 16,000 citizens. Hence, many public procurement projects are undertaken by rather 
small, independent municipalities, even though many challenges related to digitalisa-
tion and IT are very similar amongst municipalities. 

For each investigated procurement project, we reviewed tender documents and 
analysed each mandatory requirement with a view to identify any explicit (or implicit) 
reference to IT standards which may impact on opportunities for a potential supplier 
to provide a bid which includes an OSS solution. The coding of documentation from 
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each procurement project was conducted in a manner which follows Glaser’s ideas on 
open coding [24]. We specifically considered the formulation of each mandatory re-
quirement which may cause any (intentional or unintentional) lock-in and thereby also 
restrict competition as an unintended consequence for the procuring organisation by 
inhibiting some potential suppliers from submitting bids.  

Amongst the 30 investigated public procurement projects we found that documen-
tation from the vast majority of the selected procurement projects refer to a range of 
different technologies and explicitly refer to specific proprietary software. For exam-
ple, amongst procurement projects municipalities request solutions, such as: a student 
administration system and learning platform for public schools; a scheduling system 
for public schools; an IT-solution for digital tests; a document and case management 
system with an e-archive solution; a system for health and social care; a video confer-
ence system with support for e-voting; a system for distribution of invoices; a debt 
collection system; a cloud based web platform for a website; a Customer support sys-
tem; a HR and salary system; consultants for software development related to Geo-
graphical Information Systems (GIS); and a GIS-system. 

For a selected set of the problematic mandatory requirements, as identified from 
the outcome of our analysis of each mandatory requirement, we present five recom-
mendations for improved (alternative) formulations of the mandatory requirements 
which we claim will significantly improve the situation and (most likely) avoid prob-
lematic lock-in effects. The evolved recommendations are grounded in a comprehen-
sive analysis of current practice concerning expression of mandatory requirements in 
procurement projects and supplemented by a literature analysis which informed the 
formulation of each recommendation. The formulation of the recommendation also 
benefited from that several authors of this study have extensive prior experiences and 
insights from analysis of, and direct involvement in procurement projects in different 
roles, including previous research which has analysed and contributed to procurement 
projects. 

4 Results 

This section presents results concerning how public sector organisations express 
mandatory requirements on development and deployment of software which impact 
on opportunities for use of OSS (subsection 4.1). Thereafter, the section presents re-
sults concerning how mandatory requirements expressed in public procurement pro-
jects cause lock-in effects which impact on opportunities for strategic use of OSS 
(subsection 4.2). Specifically, illustrative examples of how mandatory requirements 
that cause lock-in effects are expressed in procurement projects are presented, togeth-
er with suggested modified alternative formulations for expressing each requirement 
in order to avoid lock-in and allow for strategic use of OSS. 
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4.1 Development and deployment of software impacting on opportunities for 

OSS usage 

Software development projects can provide software under a number of different 
conditions, including terms which fulfil the Open Source Definition (OSD) that have 
been recognised as OSS licences by the Open Source Initiative (OSI). Further, soft-
ware provided under other terms is often referred to as proprietary software (and 
sometimes closed source software). Software can be deployed in a number of differ-
ent ways, for example through internal deployment which may involve installation 
and use of a software application on a local computer (on premise). Further, a soft-
ware application which is deployed and installed on a server that is controlled by 
some external organisation may provide the application as a public SaaS solution. In 
this latter scenario the procuring organisation typically uses the externally deployed 
public SaaS solution via a web browser.  

A conceptualisation of four principal ways for development of software (open or 
closed) and deployment of software (internal or external) is presented in Figure 1. 
From the perspective of the procuring organisation, development of software which is 
provided as OSS may be internally deployed (lower left quadrant of Figure 1) or be 
externally deployed (lower right quadrant of Figure 1). Similarly, development of 
software which is provided as proprietary software may be internally deployed (upper 
left quadrant of Figure 1) or be externally deployed (upper right quadrant of Figure 1). 
To further clarify the conceptualisation, illustrative examples of software applications 
of each type are presented in Figure 1. From the perspective of a procuring organisa-
tion it should be noted that several OSS projects develop and provide OSS (e.g. Next-
cloud) which can  be deployed both internally and externally. For example, the SaaS 
solution Nextcloud can be provided to the procuring organisation through internal 
deployment (e.g. Nextcloud can be internally used by the procuring organisation 
through provision by the organisation’s own IT department). Further, Nextcloud can 
also be provided to the procuring organisation through deployment by an external 
organisation as a public SaaS solution (e.g. Nextcloud can be provided by a global 
company). 

 

Figure 1. Conceptualising four principal ways for development and deployment of software 

Concerning development of software applications, procurement projects express 
stark preference for proprietary software solutions. The vast majority (90%) of the 
investigated projects express one or several mandatory requirements which discrimi-
nate against provision of OSS solutions. We find a widespread practice of explicitly 
(or implicitly) referring to specific vendors, specific proprietary software applications 
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which are provided and controlled by specific companies. Further, we also find a 
widespread practice amongst procurement projects to include mandatory requirements 
which request compatibility (instead of interoperability) with specific technologies. 
For example, procurement projects include compatibility requirements with reference 
to one (or several) of the following: AD (Active Directory), EPIserver DXC (a cloud 
based CMS solution), iPad, Microsoft Office 365, Oracle DB, and Stratsys (a cloud 
based strategic planning solution). In addition, several projects express mandatory 
requirements which request integration with proprietary software applications and 
technology. For example, amongst analysed projects we find mandatory requirements 
for integration with one (or several) of the following: iipax (a proprietary e-archiving 
solution), Microsoft BizTalk 2016, Phoniro’s locking solution (for Senior Care), 
Sharepoint, Stratsys, and TEIS (an integration platform server). Overall, we find that 
such procurement practices inhibit opportunities for potential suppliers to offer OSS 
solutions. 

The remaining (10%) procurement projects lack explicitly expressed mandatory 
requirements related to software. One of these remaining procurement projects (which 
requested an administrative system for primary schools, expressed only (high-level) 
functionality requirements. In another procurement projects (requesting a system for 
invoice distribution), the procurement project made reference to several proprietary 
software applications from which data should be processed by the procured applica-
tion (and based on the limited information provided it is unclear if it is possible for a 
potential supplier to offer a bid for an OSS solution). Further, in yet another case, the 
procuring organisation expressed requirements for IT consultants which are focused 
on one specific global provider. 

Concerning deployment of software applications, we find that almost half (47%) of 
the analysed procurement projects do not express any requirements for how a pro-
cured application shall be deployed. Further, amongst the procurement projects which 
express requirements for how a procured software application shall be deployed we 
find a clear preference for deployment of the procured application in an external or-
ganisation as a cloud or SaaS solution.  

Specifically, amongst the analysed procurement projects we find that more than 
one out of three (37%) projects include a mandatory requirement which expresses that 
the software application must be deployed as a cloud or a SaaS solution in an external 
organisation (e.g. expressed as that the system ‘shall be provided as a cloud solution’ 
or as ‘the application shall be of the type SaaS solution’ with the requirement that the 
operation shall be included), whereas only one out of ten (10%) require that the soft-
ware application must be internally deployed in the procuring organisation as an on 
premise solution (e.g. expressed as the ‘system shall be installed locally’). Hence, 
amongst (almost half of) the procurement projects which actually express a require-
ment for how the procured software application shall be deployed we find a clear 
preference for deployment of the procured application as a cloud or SaaS solution at 
an external organisation.  

In addition, some (7%) of the analysed procurement projects require that a pro-
cured software application must be both internally and externally deployed. This im-
plies that for those projects the procured application will be both internally provided 
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in the procuring organisation and also as a cloud or a SaaS solution that is provided 
by an external organisation. 

Almost all procurement projects which procure a SaaS solution do not consider li-
censing and legal aspects (including the GDPR) when expressing mandatory require-
ments concerning processing and maintenance of the procuring organisation’s data. 
This is despite procuring a SaaS solution which, when used, will process personal 
data. Only one procurement project requires that maintenance and processing of per-
sonal data must take place in the EU/EES by a legal entity which is represented in the 
EU/EES. However, none of the procurement projects express any mandatory re-
quirements related to applicable laws for contracting parties (e.g. if a procuring organ-
isation requires that all parties involved with the data processing are bound by Swe-
dish law) and under which law (e.g. only Swedish and EU law) data processing are 
allowed to take place when a procured SaaS solution is used (e.g. if processing of 
personal data in certain third countries are disallowed). 

4.2 Requirements on IT standards impacting on lock-in effects 

Some procurement projects make reference to open standards and open formats when 
expressing mandatory requirements. For example, we find one procurement project 
which requires that all integration between IT systems use open standards and another 
project expressing a mandatory requirement for ‘open and standardised formats’ re-
lated to provision of personal data in connection with a future exit from a procured 
SaaS solution. Further, several procurement projects refer to specific IT standards 
when expressing mandatory requirements. Several projects refer to specific IT stand-
ards (e.g. ODF, PNG, PDF/A-1, XML, HTML5, and CSV) which comply with the 
definition of open standard [6, 32]. However, there are several projects which refer (in 
some cases in a somewhat unclear way) to specific IT standards and file formats (e.g. 
MPEG, MPEG4, DWG, PDF/A-2, and Microsoft formats) that do not constitute open 
standards [6].  

Amongst analysed procurement projects which include explicitly expressed man-
datory requirements related to software we find many implicit and indirect references 
(in many cases referenced via specific implementations in software) to a range of 
different IT standards. Amongst implicit references to specific IT standards we find 
many projects which include mandatory requirements expressed by reference to spe-
cific file format standards through its filename extension, such as: ‘docx’, ‘dwg’, 
‘jpeg’, ‘png’, and ‘mpeg4’. Further, amongst indirect references to specific IT stand-
ards expressed via implementation of the standards in specifically referenced software 
applications (including several SaaS solutions) we find several unclear mandatory 
requirements.  

Several procurement projects include mandatory requirements which refer to spe-
cific proprietary technologies that by some procuring organisations are perceived as 
‘standards’ even though these are not recognised by any standards setting organisa-
tion. In many cases such proprietary technologies are controlled by a specific compa-
ny, such as for example ‘AD’ (Active Directory, a directory service developed for 
Microsoft Windows). On the other hand, we also find some procurement projects 
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which refer to OSS projects (e.g. Apache Tomcat and LibreOffice) and projects which 
express a mandatory requirement for the availability of OSS that can interpret files 
that need to be maintained and processed by a procuring organisation.  

Many procurement projects express mandatory requirements with reference to spe-
cific implementations in software. For example, one project expressed a mandatory 
requirement which required ‘PDF from Raindance’ (based on the information provid-
ed by this procurement project it is unclear how, and which version of the PDF file 
format is used by this specific SaaS solution for creation of PDF files). Similarly, 
another project expressed that support for exporting data from the procured applica-
tion ‘to the Google docs format’ in a mandatory requirement (without providing any 
details concerning how ‘the’ technical specification for the format used internally by 
the SaaS solution is actually specified and implemented). Further, several procure-
ment projects express (in many cases rather vaguely formulated) mandatory require-
ments that request integration and compatibility with the file formats used by ‘iWork’, 
‘Office 365’, and ‘MS Office’. 

Overall, from analysis of all mandatory requirements expressed in the investigated 
procurement projects, we observe stark confusion related to the difference between 
software application on the one hand, and IT standards (and file formats) on the other. 
Some procurement projects include mandatory requirements which make explicit 
references to formal standards. For example, one project referred to a withdrawn 
standard (ISO/IEC 10646:2003) when expressing a mandatory requirement. In this 
case, we note that several successive editions of the standard (i.e. ISO/IEC 
10646:2011, ISO/IEC 10646:2012 and ISO/IEC 10646:2014) have also been with-
drawn and that the fifth edition of this standard (ISO/IEC 10646:2017) is under re-
view. 

Based on our analysis of the investigated procurement projects we present five ac-
tionable recommendations for preventing lock-in effects for any procuring organisa-
tion that expresses mandatory requirements in procurement projects. 

First, a procuring organisation needs to express requirements for interoperability 
with open IT standards (instead of compatibility with a specific proprietary technolo-
gy which is controlled by a single provider). We find that if an organisation expresses 
a requirement for compatibility with a specific proprietary software application such 
practice contributes to lock-in. There is strong support for this recommendation in EU 
law and previous studies [17, 21, 25, 29, 33]. 

Second, a procuring organisation needs to express requirements for open IT stand-
ards (instead of closed IT standards) in order to avoid lock-in. There is strong support 
for this recommendation in previous research [2, 11, 19, 21, 26, 27] and reports from 
policy makers at different levels [7, 8, 10, 34, 35, 36]. Further, if an organisation ex-
presses a requirement for a closed IT standard, it may (for both legal and technical 
reasons) be impossible to implement this standard in OSS [27]. 

Third, a procuring organisation should express requirements for an IT standard on-
ly if it has been implemented by one or several OSS projects. If sustainable OSS pro-
jects faithfully implement a specific IT standard in OSS this minimise the risk for 
being unable to interpret digital assets previously created in the specific IT standard. 
We find that if there is no publicly available OSS implementation for a specific IT 
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standard this imposes significant risks for lock-in, and it may be a sign that there are 
technical and legal issues with the standard itself. There are many technical, legal and 
business related challenges which impact on the possibility to develop software appli-
cations which conform to technical specifications of specific IT standards [2, 4, 11, 
19, 21, 26, 27, 30]. 

Fourth, a procuring organisation needs to avoid expressing requirements for spe-
cific proprietary software applications that cause problematic lock-in for the procur-
ing organisations. There is strong support for this recommendation in Swedish and 
EU law [25]. We find that if an organisation expresses a requirement for a proprietary 
licenced software application this imposes risks for the procuring organisation (e.g. 
risks related to long-term maintenance and reuse of digital assets created through use 
of the procured software application) which need to be carefully considered in each 
case. 

Fifth, a procuring organisation needs to develop an effective exit strategy which 
allows for abandoning the procured software application (and in particular if the ap-
plication is deployed as a SaaS solution provided by an external organisation) on short 
notice with preserved data and digital assets which can be reused in open file formats. 
There is strong support for this recommendation in policy recommendations [13] and 
previous research [28]. For example, one of the policy recommendations included in a 
checklist presented by eSam states: “Is there a strategy that allows or abandoning the 
cloud service in the future (an exit plan)? [13]. Further, lock-in and availability of an 
effective exit strategy is considered as one of the “top concerns with the cloud” [22]. 
We find that if an organisation expresses a requirement without considering the pos-
sibility to undertake an effective exit from day one, this imposes risks for the procur-
ing organisation which need to be carefully considered in each case. 

5 Discussion and conclusions 

Based on analysis of the mandatory requirements expressed in the investigated pro-
curement projects, we find widespread lack of clarity and significant scope for im-
provement related to expressing competition neutral, relevant and unambiguous man-
datory requirements amongst procuring organisations. For example, several procure-
ment projects have confused specific software applications with specific IT standards 
when expressing mandatory requirements. Further, many projects have expressed 
mandatory requirements without having understood the fundamental difference be-
tween a technical specification of a specific IT standard which is implemented in a 
specific software application (that is provided by a software project), and the same 
specification (of the same IT standard) as documented in a standard document (that is 
provided by a standard setting organisation, e.g. ISO). When comparing to previous 
studies undertaken in the Swedish context which have identified problematic pro-
curement practices that cause lock-in [25, 29] we find that previously identified prob-
lematic practices remain and even have become even more problematic. We conjec-
ture that this, at least partly, may be explained by an increased proportion of problem-
atic mandatory requirements expressed in relation to procurement of SaaS solutions.  
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Related to the evolved recommendations for preventing lock-in when undertaking 
procurement projects, we find that providers of SaaS solutions may cause a range of 
lock-in challenges for a customer which consequently may need to recover its exter-
nally maintained data on short notice, perhaps due to that the provider decides to 
change the contract terms or in case of serious problems for the provider which leads 
to a discontinued solution. For example, we note that a cloud solution provider gave 
its customers “two weeks to get their data back” [3] 

For these reasons it may be unsurprising that a number of policy recommendations 
which seek to address these, and related, challenges have been presented over the 
years. For example, eSam (a collaboration between 29 central government agencies 
and the Swedish Association of Local Authorities and Regions, which represents all 
290 Swedish municipalities [15]) has presented recommendations related to use of 
cloud and SaaS solutions, including a legal analysis [14] in addition to its checklist 
which contains recommendations to an organisation related to procurement of cloud 
solutions [13]. 

Further, an analysis undertaken by Swedish legal experts argues that, under normal 
conditions, it is unlawful for a Swedish public sector organisation to enter into a con-
tract with a supplier, for example for procurement and use of a SaaS solution, in cases 
where any foreign law may impact the public sector organisation’s ability to ensure 
official tasks are performed according to Swedish law [18]. Further, this may, inter 
alia, concern data processing and official duties to ensure information is preserved in 
data formats suitable for archival purposes, or that rules governing public access to 
information and secrecy are in fact observed so that information can not improperly 
be given to a third party such as a foreign government. The authors argue that it 
would in these cases be in contravention of the obligation in the Swedish legal order, 
for authorities to give rules in a foreign jurisdiction precedence over the Swedish legal 
order [18]. Based on these arguments, we find that this should be the case regardless 
of whether the authority enters into a contract directly with an international cloud 
service provider, or whether the authority enters into a contract with a Swedish SaaS 
provider which in turn relies on an international IaaS provider, as the same fundamen-
tal issue can persist in either case. 

In conclusion, based on analysis of all mandatory requirements in the investigated 
procurement projects we find a widespread practice amongst procuring organisations 
to include explicit references to specific proprietary technologies and IT standards 
which do not comply with the EU definition of an open standard that is also used by 
the National Procurement Services in Sweden. Consequently, to avoid lock-in effects 
and promote software interoperability we find that procuring organisations need to 
promote use of open IT standards which can be (and already are) implemented in OSS 
by sustainable OSS projects. For reasons of sustainable digitalisation, we find im-
proved public procurement practices to be critical for avoiding an unintentional dis-
crimination against development and deployment of effective OSS solutions. 
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