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Abstract—Existing methods for wireless-sensor network (WSN)
topology optimization employ simplifying assumptions of a fixed
communication radius between network nodes, which is ill-suited
for IoT networks deployed in complex terrain. This article pro-
poses a data-driven approach to WSN topology optimization,
employing a Bayesian link classifier trained on LIDAR-derived
terrain characteristics and an in-situ survey of link quality. The
classifier is trained to predict where good network links (packet-
delivery ratio, PDR>0.5) are likely to form in a region given
complex terrain attributes. Then, given numerous candidate wire-
less node placements throughout the domain, the classifier is used
to construct an undirected weighted graph of the potential con-
nectivity across the domain. Edge weights in the connectivity
graph are proportional to the probability of forming a good
link between the nodes. A novel modified cycle-union (MCyU)
algorithm for generating a 2-vertex-connected, Steiner minimal
network is then applied to the undirected weighted graph of
potential network element placements. This ensures a surviv-
able network design, while maximizing the probability of good
links within the final network. The total number and spatial
distribution of network elements produced by the algorithm is
compared to an existing WSN, deployed for environmental mon-
itoring in remote regions. In addition, the MCyU algorithm has
been evaluated in three graph test cases to compare with state-of-
the-art solutions, where MCyU outperforms in terms of weight
minimization and computation time.

Index Terms—Bayesian approach, experimental validation,
machine learning, topology optimization, wireless sensor
networks (WSNs).

I. INTRODUCTION

ADVANCES in low-power wireless communication are
enabling large-scale deployments of wireless sensor

networks (WSNs) in increasingly complex and remote
regions [1]–[10]. An example of such deployments is large-
scale wireless mesh networks designed to monitor water
resources from snow in mountain regions [11]–[13]. The
remote nature of these deployments prevents network main-
tenance for much of the year, necessitating a mesh network
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topology that is robust to node failure. Moreover, it is
necessary to estimate the required number of network elements
prior to field deployment as accessing remote regions repeat-
edly is cost-prohibitive.

Existing methods for optimizing mesh network topology
typically rely on assumptions of a fixed isometric transmission
range among network elements [14], [15]. This assumption is
violated for wireless deployments in complex terrain, as terrain
and vegetation characteristics result in significant variability in
the path length of the network links between each node.

Consequently, such networks must be structured using a
heuristic process in which field teams iteratively deploy and
adjust network elements, aiming to connect the sensor nodes
to a base station with a satellite or cellular uplink [13].
This process is labor-intensive and can produce wireless mesh
topologies in which a single-node failure can result in a dis-
connected graph, resulting in loss of real-time data [13]. An
improved methodology is needed which does not rely on sim-
plified assumptions of node connectivity, in order to reliably
construct survivable WSNs in complex terrain.

The design of survivable networks has gained attention in
the last two decades due to the potential consequences of com-
munication disruptions from natural or man-made causes [16].
Survivable networks are constructed by selecting links and
nodes that minimize a cost function given certain require-
ments in terms of the subset of nodes that need to be
connected and the maximum number of simultaneous node
or link failures that the network can withstand [17]. In par-
ticular, when the objective is to design low-cost networks
that survive a single-node failure, the problem of construct-
ing the minimum 2-vertex connected Steiner (2VCS) network
arises. In general, finding the minimum 2VCS networks
is an MAXNP-hard combinatorial problem. Few algorithms
that find approximations of the optimal solution have been
developed [18]–[20]. Coullard et al. [18] proposed a linear-
time algorithm for two special types of graphs: 1) the W4-free
graph and 2) the Halin graph. Chimani et al. [19] trans-
formed the 2VCS problem into a related one for directed
graphs that share the same solution and proposed an inte-
ger linear programming (ILP) approach. Shen and Guo [20]
also used a directed-graph transformation and derived a greedy
approach to add disjoint paths that iteratively improve the
solution.

Although the above approaches offer theoretical compu-
tation guarantees, implementing several of the subroutines
in real applications with a large number of nodes (>5000)
becomes computationally intractable.
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This article proposes and evaluates an efficient, structured
method for optimizing wireless mesh networks in complex
terrain, which does not rely on fixed path-length assump-
tions in order to optimize the network topology. Instead, the
proposed method leverages LIDAR remote-sensing data of ter-
rain characteristics and employs a Bayesian link-classification
approach, in which a link classifier is trained on in-situ
observations of link quality and remote sensing of terrain
characteristics. The classifier is used to evaluate the poten-
tial connectivity across the region in which the wireless mesh
network will be deployed.

In order to efficiently compute the minimal survivable
network from the potential connectivity graph, we develop a
modified cycle-union (MCyU) algorithm which expands the
ear-decomposition methodology [21] (also known as a simple
cycle-union (SCU) algorithm) and offers low implementa-
tion complexity when compared to previous approaches. The
algorithm finds a 2VCS from the connectivity graph while
prioritizing the expected link quality [i.e., packet-delivery
ratio (PDR)]. The novelty lies in penalizing the links between
wireless nodes such that, at each iteration, they are added only
if necessary and then employing a simple edge removal pro-
cedure that removes unnecessary connections. If all Steiner
nodes are evaluated but some of them have not been added,
then the threshold will increase until all Steiner nodes are
part of the network. Finally, a simple routine removes possible
redundant links.

The proposed method is applied to an existing network [13],
and the number and distribution of nodes is compared to those
determined manually. The proposed method consists of four
steps overall:

1) LIDAR and in-situ PDR data collection;
2) Bayesian link classifier training;
3) connectivity graph construction;
4) 2-vertex Steiner minimal graph construction.
The remainder of this article is organized as follows.

Section II describes the LIDAR and in-situ PDR data col-
lection methods. Section III introduces the Bayesian link
classification algorithm. Section IV explains the connectivity
graph construction. Section V details the approximation algo-
rithm used to generate a 2-vertex-connected graph. Section VI
compares the number and spatial distribution of network
elements against an existing network. Finally, Section VII
summarizes the present study and discusses limitations and
opportunities for future research.

II. METHODS

A. Study Location

This study focuses on an existing WSN designed to mon-
itor remote water resources. It is located in the Southern
Sierra Nevada, California, and is part of the NSF Critical
Zone Observatory [13]. First deployed in September 2009, the
network consists of 23 sensor nodes, 34 repeater nodes, and a
base station containing a cellular data uplink.

Each sensor node consists of a suite of sensors that are
designed to provide representative measurements of key horo-
logic variables across the landscape:

Fig. 1. In-situ PDR measurements overlain on the 1-m2 LIDAR-derived
terrain and canopy data used to train the Bayesian link classifier described in
Section III.

1) snow depth (ultrasonic distance sensor);
2) temperature;
3) relative humidity;
4) soil moisture;
5) soil matric potential;
6) radiation.
The locations of the sensor nodes are determined using

expert field surveys (designed to capture spatial heterogeneity
of the above variables), and are therefore at fixed locations
with the domain. The base station location is also fixed, con-
strained to where there is high signal strength for cellular
Internet connectivity. Real-time data from the sensor stations
are transmitted from the sensor stations to the base stations
through an IEEE 802.15.4e low-power mesh network. For a
more detailed description of the existing network (see [13]).

With the sensor stations and base station in fixed loca-
tions, the objective of the topology optimization algorithm is to
determine both the required number and optimal locations for
signal repeaters such that the resulting wireless mesh topology
is robust to the failure of a single node, and that the expected
link quality of the final mesh network is maximized.

B. LIDAR Data

LIDAR terrain and vegetation data (Fig. 1) were collected
for the region around the existing WSN using a Gemini
06SEN/CON195 and 08DIG017 digitizer system installed on a
PA-31 aircraft (see [22] for additional details). These data were
collected at a point density of 11.65 pts/m2, and used to make
1-m2 digital elevation and canopy models. The LIDAR sur-
vey was conducted from August 5, 2010 to August 15, 2010.
Point-cloud data were processed and classified by the National
Center for Airborne Laser Mapping (NCALM), which is
hosted on the NSF OpenTopography server.1

The study area is clipped from the point-cloud data set
for calculating the above 1-m vegetation density. The point
clouds are first grouped as ground returns or vegetation

1https://www.opentopography.org/



returns. Second, the elevation difference between each point is
calculated by iterating through all vegetation data points and
measuring the height to the nearest neighbor among all the
ground returns. Vegetation data are filtered such that only the
points above 1 m are retained (creating a binary feature that
indicates the presence of vegetation in a grid cell, ignoring
low-lying brush).

C. Packet-Delivery Ratio Data

PDR measurements (Fig. 1) are manually collected at points
near the existing network. Antennas (L-COM HGV-2404U)
with Metronome Systems repeater modules are placed on
lightweight poles that are measured to be the same height as
the poles in the existing network (3 m). The data are collected
on four channels (2.405, 2.425, 2.445, and 2.465 GHz) using
the radiotest module for Analog Devices SmartMesh IP
products.2

The transmitter mote is set to continuously send a 40-B
frame every 5 ms. The transmitter and receiver are placed
in strategic locations throughout the observatory, with the
intention of sampling across a representative range of path dis-
tances, vegetation characteristics, and angles. The maximum
number of packets received is 973, which is taken as 100%
PDR. Each transmitter and receiver location are measured with
a handheld GPS unit. Fig. 1 shows the transmitter and receiver
locations (red and black points, respectively), along with the
average PDR along each path (line color).

Line of sight between the two antennas results in high PDR
on all channels, even for long links (>100 m). For eaxm-
ple, in Fig. 1, the link on the far right receives [639, 876,
929, 881] packets on each channel for the 2.405, 2.425, 2.445,
and 2.465-GHz channels, respectively. Removing line-of-sight
conditions at large distances strongly affected PDR: moving
the receiver by 5 m (thereby introducing more vegetation along
the path, see center right of Fig. 1) causes the packets received
to go to zero on all channels. PDR is found to be variable
when there is significant vegetation along the path: while long
links are occasionally observed, high PDR measurements are
rarely seen for links longer than 50 m when dense vegetation
is present on the path.

III. BAYESIAN LINK CLASSIFIER

A Bayesian link classifier is trained using the in-situ PDR
measurements and LIDAR data. The LIDAR data are used to
compute path properties of each measured point based on the
GPS locations of the transmitter and receiver (see Table I).
Vegetation, distance, and terrain intersection are used as the
primary path properties affecting the path quality.

First, the 3-D Euclidean distance between the two points
is computed (i.e., the line-of-sight distance between the two
points based on the coordinates and digital elevation model).
Then, Bresenham’s line algorithm [23] is used to compute
all the grid cells between the transmitter and the receiver.
The amount of canopy is integrated along the path to cal-
culate the total amount of vegetation on the path. Terrain

2https://www.analog.com/en/applications/technology/smartmesh-pavilion-
home.html

TABLE I
SUBSET OF LIDAR-DERIVED PATH DATA USED TO

TRAIN THE BAYESIAN LINK CLASSIFIER

Fig. 2. Connectivity graph overlain on 1-m2 LIDAR terrain and vegetation
data. Sensor and base station (fixed) are shown as green and black dots,
respectively. Potential repeater placements shown as red dots. Good network
links shown as blue lines. Note high connectivity in flat, unvegetated regions
(e.g., upper right); low connectivity in vegetated and/or regions with complex
terrain (e.g., lower left).

intersection is computed by comparing the straight line of
sight of the transmitter and receiver against the DEM profile
between them. If the two intersected within a 0.5-m tolerance,
the link was set to zero PDR. For computational efficiency,
only links shorter than 200 m are considered.

The PDR classifier is created using a Gaussian Naïve Bayes
classifier. Given an input feature space x (the LIDAR-derived
path features), the Gaussian Naïve Bayes classification rule is
given in

ŷ = arg max
y

P(y)
n∏

i=1

P(xi|y). (1)

The model is implemented in Scikit Learn version 0.22
using the GaussianNB module.

IV. CONNECTIVITY GRAPH CONSTRUCTION

The Bayesian link classifier is then used together with the
LIDAR data to construct a connectivity graph in the region
around the existing WSN (Fig. 2). Sensor nodes and the base-
station uplink—whose locations are predetermined based on
hydrological considerations—are shown in green and black,
respectively.



Potential signal repeater locations are then placed at even
spatial intervals throughout the domain and links between each
element are computed based on the Bayesian link classifier. To
minimize the computational burden in the 2-vertex connectiv-
ity algorithm, we consider only links with a high probability
of forming a good link (greater than 90%). Intuitively, there
are dense, long-range links between elements with an unob-
structed line of sight (e.g., upper right region of Fig. 2). Links
are more sparse where terrain features obstruct line of sight
between nodes (e.g., upper left region).

For clarity, Fig. 2 shows the results of this process for the
10-m interval for the potential repeater placements, whereas
the interval used in subsequent steps is 5 m. The connectivity
graph is undirected and edge weights are proportional to the
probability of forming a good link between each element.

V. 2-VERTEX CONNECTIVITY ALGORITHM

After obtaining the weighted graph with all possible
interconnections between transmitters and receivers, it is nec-
essary to find the optimal location of repeaters that guarantee
specific properties of the network. This problem corresponds
to the minimum 2VCS graph, which consists of finding the
subgraph 2VSN of minimum cost (i.e., minimum weight) that
guarantees that a group of nodes remain connected even when
one node is removed. In addition, we also want to enforce that
each node has at least three neighbors. This type of network
offers several advantages for our IoT scenario: 1) we can find
the minimum number of repeaters; 2) the network is able to
survive the removal of any node (one at a time); and 3) we
can guarantee that the links with higher PDR are connected.

Let G(V, E, W) denote an undirected graph with vertex set
V , edges E , and weight matrix W. Let S ⊆ V be the set of
terminals, which corresponds to the minimum set of nodes that
are part of the 2-vertex Steiner Network 2VSN. Let Ps,u =
{P1

s,u, P2
s,u, . . .} denote the set of all possible paths from s to

u, and let f (Pi
s,u) denote the aggregated weight of path Pi

s,u.
We say that path pair Pi

s,u and Pj
s,u are vertex disjoint if they

do not have any common vertex, except by s and u. Similarly,
we say that the path pair Pi

s,u and Pj
s,v are vertex disjoint if

they only share the vertex s.
Following the notation in [24], for vertex s, we denote by

VSPPG(s, u) the shortest vertex-disjoint path pair in graph G
from s to u, and by VSPPG(s; u, v) the shortest vertex-disjoint
path pair from s to u and from s to v. The term “shortest” refers
to the pair of paths with minimum aggregated weight, i.e.,

VSPPG(s, u) = min
Pi

s,u,P
j
s,u∈Ps,u

{
f
(
Pi

s,u

)+ f
(
Pj

s,u

)}
.

Similarly, we have that

VSPPG(s; u, v) = min
Pi

s,u∈Ps,u,P
j
s,v∈Ps,v

{
f
(
Pi

s,u

)+ f
(
Pj

s,v

)}
.

Our proposed algorithm to compute 2VSN is based on the
“cycle-union algorithm,” which consists of repeatedly adding
a cycle containing at least two terminals until all terminals
are at least 2-vertex connected. In the first iteration, we com-
pute the function VSPPG(s, u) between the pair of terminals
s, u ∈ S that results in the minimum weight. Then, the

Algorithm 1: MCyU Algorithm
Input: Weighted graph G(V, E, W), terminal set S ⊆ V ,

non-terminal extra weight ω, path threshold T ,
and path threshold increment �T .

Output: 2-Vertex connected Steiner network 2VSN
1 Add extra weight ω to all edges connected to

non-terminal nodes in G
2 P0 ← mins,v

{
VSPPG(s, v)|s, v ∈ S, s �= v

}

3 2VSN ← P0
4 i=0
5 Remove extra weights in G associated to P0
6 while not all terminals are in 2VSN do
7 N = set of nodes in 2VSN
8 i+ = 1
9 if i ≥ |S| then

10 i = 0, T = T +�T

11 if si not in N then
12 Pi ← minu,v{VSPPG(si; u, v)|u, v ∈ N, u �= v}
13 if f (Pi) ≤ T then
14 2VSN ← Pi

15 Remove extra weights in G associated to Pi

16 N = set of nodes in 2VSN
17 for all x ∈ N do
18 Nx = ordered set of neighbors of x
19 for all y ∈ Nx do
20 2VSNTemp = 2VSN with no edge x to y
21 if VSPP2VSNTemp(x, y) �= ∅ then
22 Remove edge x, y from 2VSN

following iterations consist of connecting a terminal s outside
of 2VSN with two distinct vertices of 2VSN, u, v, where u, v
corresponds to the vertices that result in the minimum weight.

In order to guarantee that the algorithm focuses on creat-
ing paths that contain as less nonterminal nodes as possible,
we add several modifications. First, we add an extra weight
ω ≥ 0 to all edges that connect at least one nonterminal node.
As a consequence, the algorithm prioritizes existing nodes and
terminal nodes instead of adding many nonterminal nodes.
Second, we add a threshold T that filters heavy paths, i.e., it
only allows paths that satisfy f (Pi) ≤ T . Therefore, if the min-
imum path pair associated with si has a weight greater than
T , the path is not added and si is not connected in the current
iteration. When all terminal nodes are evaluated, the itera-
tions restart, the threshold T increases, and the terminal nodes
that were not added before are evaluated again. This allows
to find disjoint paths using the set of nodes and edges added
in previous iterations, preventing the addition of nonnecessary
nodes. The resulting graph 2VSN has a vertex and edge sets
V2VSN and E2VSN, respectively. Once a 2-vertex Steiner con-
nected graph 2VSN is found, nonnecessary edges and vertices
are removed by evaluating for each edge if its removal does not
affect the 2-vertex connectivity. The MCyU algorithm is sum-
marized in Algorithm 1. Finally, to guarantee that each node
has at least three neighbors (different to 3-edge connectivity),



(a) (b) (c)

Fig. 3. Test graphs introduced in [20]. (a) Test graph with a single central
node. (b) Test graph with two central nodes. (c) Test graph with non-terminal
nodes.

TABLE II
COMPARISON OF THE TOTAL WEIGHT OBTAINED BY DIFFERENT

2-VERTEX STEINER CONNECTED ALGORITHMS

new paths from the original graph are added, giving
priority to those paths formed by the nodes already existing
in 2VSN.

The benefits of Algorithm 1 lie in the simplicity of its
formulation and in the fact that, by adding weights to
those edges connected to nonterminal nodes, it is possible
to increase the efficiency of the computation of the pair
u, v that minimizes VSPPG(si; u, v). It is worth noting that
selecting a small threshold T may incur additional com-
putation time, but leads to a smaller set of nonterminal
nodes in 2VSN. Therefore, there is a tradeoff between the
computation time caused by T and the number of nodes
of 2VSN.

In order to illustrate the viability of the MCyU algorithm,
we compare its performance with the SCU algorithm, with
the efficient algorithm (EFA) presented in [20], and with the
optimal solution. Three different test graphs depicted in Fig. 3
are utilized. Recall that EVSN ⊆ E denotes the set of edges
of the resulting graph for each algorithm, and for each edge,
there is an associated weight We. Then, fT = ∑

e∈EVSN
We

denotes the total weight of the 2-vertex Steiner connected
graph. The total weight of the resulting graphs is summa-
rized in Table II. Note that the graph obtained with the SCU
algorithm always contains a significant amount of unnec-
essary nodes. However, our proposed MCyU algorithm in
all three cases leads to a lower number of edges, very
close to the optimal solution. Particularly for Graph (b),
our solution outperformed EFA by having 36% less nodes
(see Fig. 4). On the other hand, the average runtime in
an Intel Core i7 computer of the SCU algorithm for the
three graphs is 1.25 s, whereas for the MCyU algorithm is
0.15 s, showing that the proposed MCyU is about 8× faster
than the SCU. Clearly, MCyU not only leads to a lower
number of nodes and edges but also to low computational
time.

Fig. 4. Solution of different 2VCS algorithms for Graph (b).

Fig. 5. Left: Transmitter location and LIDAR data. Right: Predicted link
quality from the machine-learning algorithm at every 1-m2 grid cell.

Fig. 6. Output of the proposed algorithm: sensor nodes (green points)
and base station (black point) are fixed. The algorithm determines the sig-
nal repeater placements (red points) that ensure a minimal 2-vertex connected
mesh network.

VI. STUDY RESULTS

A. Link Classifier

Fig. 5 shows the probability output of the trained
GaussianNB classifier for every 1-m2 grid cell in the
domain, given a transmitter (black dot) at the center of the
image. Good links (dark green regions) can exist at long dis-
tances when the canopy does not intersect the path. If the
significant canopy intersects the path, the PDR is not likely to
be high at links greater than approximately 50–75 m (light-
green to red regions), where the path intersects the terrain,
the good link probability is set to zero (dark-red regions).
The accuracy of the Bayesian link classifier is determined
to be 74% using tenfold cross-validation within the 81 PDR
measurements (Fig. 1).

B. Network Topology

Fig. 6 shows the output of the proposed algorithm for
the WSN in the study region. The algorithm identified



Fig. 7. Distribution of edge weights in the final network (i.e., probability of
forming a good link between each node).

34 repeater locations (red points), which generate a 2-vertex
connected graph of the sensor nodes (green points) to
the base station (black point). Edges are shown as blue
lines.

Note that the algorithm prioritizes line-of-sight connections
(upper right and center regions of Fig. 6) to minimize the num-
ber of repeaters in the final network. An alternative topology
could be constructed by building the network across the lower
boundary of the region to the farthest sensor nodes. Although
the distance between the base station and nodes is shorter
along this path, the region has denser vegetation and fewer
line-of-sight pathways, resulting in lower predicted PDR and
shorter possible links.

The number of required repeater elements, as well as the
overall spatial structure of the network, are similar to the same
network structured manually (see [13, Fig. 9]). The distribution
of edge weights in the final network is shown in Fig. 7.

VII. CONCLUSION

This study develops and assesses a method for opti-
mizing WSN topology in complex terrain based on
LIDAR data, limited in-situ observations of link qual-
ity, a Bayesian classification algorithm, and a 2-vertex
connectivity algorithm, MCyU. The proposed MCyU
algorithm can potentially outperform state-of-the-art solu-
tions in terms of weight minimization and computation
time, as it was demonstrated with three different test
graphs.

Our research indicates that remote IoT networks may be
able to be designed in an automated manner based on remote
sensing and data-driven predictions of link quality, rather
than heuristically in the field. Future work could consider:
1) placing repeaters in the proposed locations and evalu-
ating the long-term topological evolution of the network;
2) improving the Bayesian link prediction algorithm with more
extensive observations of link quality, particularly ones that
capture temporal variability; and 3) employing more sophis-
ticated machine-learning algorithms (e.g., tree-based classi-
fication models, such as random forest or neural networks)

to improve the accuracy of the link classifier (though this
would likely require more data and increase the computational
burden).
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