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Abstract— Performing global node mobility requires to support  system based on a pair of Client-Server modules at the
seamless vertical and horizontal handovers between different application layer. These modules interface the communication

network providers and technologies. The optimization of the han- patwveen the actual Client and Server applications hiding the
dover processes requires not only continuous network services

but also continuous service performance. In this paper we present mobility to them, by letting them “believe” that they run on

a novel design approach based on autonomic components andthe same machine.

cross-layer monitoring and control to optimize the performance While these core characteristics of the WiOptiMo approach

of the WiOptiMo system, which provides seamless internetwork have been left unchanged, in this paper we present several
roaming by handling mobility at the application layer. We also  jnrovements of the system in terms of self-tuning and adapta-
distinguish from past work, in that we pragmatically followed .. Lo . .

the approach to rely only on existing technologies, deployed tlon_of paramete.rs_anc.i optimization strategles_, _coIIected infor-

protocols and lightweight calculations, such that our system can Mation, and optimization of the adopted decision procedures

be straightforwardly implemented as it is on most of the currently on the basis on this same information. The proposed modifi-

available mobile network devices. We report results from some cations are the result of a novel design approach based on the
simple real-world experiments showing the benefits of using a |, ofautonomic[3], [4] components andross-layer[5], [6]

cross-layering approach. We also describe a first version of the Lo . ..
new Wi%)ptil\%o Fl?)glsed on the innovative design. Results from Monitoring and control. We claim that this is the way the go

preliminary tests in real-world scenarios indicate the effectivness t0 deal effectively with the challenges posed by the dynamic,

of our pragmatic approach. The system is still under development probabilistic, and technological aspects of the multiobjective

and testing, and we plan to integrate in it several autonomic optimization problem at hand. More specifically, the proposed

components, which are presented and discussed in the paper. pqye| approach, which is based on the collaboration among
|. INTRODUCTION physical network and application layers to act efficiently at

e network layer, is expected to boost-up system performance,

. . . h
In forthcommg_ scenarios for heterogenous mob|!e networg% well as to show a good level aflaptivity, which is a key
users can benefit of ubiquitous coverage by roaming betwee

; X . I in the highl i
different access networksn{ernetwork roaminyy The chal- ccﬂnponent o properly act and react in the highly dynamic

4 . L . scenarios of interest. Furthermore, the architectural innovation
lenge consists in providing seamless and continuous conngec-

- : : o .18 supported by autonomic components: the system is able
tivity with the QoS requ_lred by the user applications gl\_/e};? self-configureand to self-optimizeits internal parameters

. . - .tvvhen introduced in a novel hardware/network context, and
cost, etc.) of the different available networks. The optimizatio

- . AlUOR the future it is expected to use past experience to show
of the decisions and procedures of intermnetwork roaming ticipatory behaviors and/or learn about user preferences.

a key issue for the successful deployment of pervasive ap opposite to what hase been proposed in the past for the

ublqwtous_ network serwces._WhlIe severgl solutlo_ns have bel?] krnetworking roaming problem, in theiOptiMosystem we
proposed in the past for the internetworking roaming problem

) - . tagmatically followed the approach to rely only eristing
usually t_hey are either too cpmplex to be efficiently Im|0|e?echnologies, deployed protocols and lightweight calculations
mented in real-world applications, or they assume the acc

. ; . . C&XReh that our system can be straightforwardly implemented as
to parameters and information wh|ch are hardly available 9V§s on most of the currently available mobile network devices.
current standard protocols and devices. Clearly, our approach has the “drawback” that we have to face

The solutions we present in this paper, integrated in ﬂ3‘?\allenging limitations in terms of information available to

WiOptiMo [1], [2] SyStem’ have bee_n d¢5|gned to overcomgy e statistically sound and optimized decisions, and in terms
the drawbacks of previous work. WiOptiMo is a mlddlewar%f complexity of the implemented algorithms

1This work was partially funded by the CTI Swiss programme under the _ThiS_ paper has to be seen as Q_bridge bgtween the original
KTI-7640.1 ESPP-ES Optimised always-on solution project. WiOptiMo system, based on traditional design, and the new



version of it, based on cross-layering and autonomic coraxisting differences in the information available to the MT at
ponents. In fact, the new system is still under developme¢cision time and in terms of coverage, bandwidth, cost, and
and testing. Such that in this paper, we introduce the genesagjnal strength between the two different types of networks.
motivations and characteristics of the novel approach, discus8uilding-up on previous work for handover in GSM net-
the envisaged solutions, and report some experimental resultgks, the majority of the approaches for horizontal handover
supporting our point of view. We also describe in some details WLANS reason on the “quality” of a connection making use
the current status of the new implementation. of simplethreshold-based schemesually includinghysteresis
The main contributions of the paper are: (1) the introductiamargins [7] and dwell timersto enhance overall robustness
of a novel cross-layering and autonomic approach for seamléssy., see [8]). The quality of a connection can be expressed
and efficient internetwork roaming, (2) a set of experimentlly means of any desired combination of metrics related to
results from real-world scenarios providing a first validation #HY measures of the quality of the received signal and/or
the soundness of the approach, and (3) the description of a hetaAC/TCP/APP measures of the available bandwidth. It
implementation of the new WiOptiMo, based on a minimaliss common practice to restrict the use to the signal strength
cross-layering and autonomic design to allow the effective aadd/or the signal-to-noise ratio of the received signal, and to
portable implementation on commercial platforms. measure the amount of packet losses. A handover is executed
The rest of the paper is organized as follows. Next sectiomly if the new AP seems to provide better connection quality
reports a short summary of the general characteristics of #ner some stability/dwell period, avoiding a "ping-pong” effect
internetwork roaming problem and of the proposed solutiomhen the MT crosses the overlapping edges of two cells and
approaches. Section Il and its subsections describe the genthral signal from the connected AP usually shows significant
architecture and the specific components of the original WiOfuctuations. Considering that each AP switch involves time-
tiMo system. Section IV provides the generalities about ttnsumingauthenticationand reassociationprocedures (e.g.,
cross-layering and autonomic design approach. Subsection $&e [9]), it is important to avoid unnecessary handovers by
A discusses the proposed solutions for cross-layer monitoriogrefully assigning the values of all the used parameters and
and control at the physical and application layers. Subsdbresholds.
tion IV-B describes the autonomic components of WiOptiMo, Also in the case of vertical handover from WLAN to
while Subsection IV-C discusses the components of the systéWWAN and vice versa, a threshold-based scheme (sometimes
dealing with user interaction. Section V reports results @ombined with additional adaptive or fuzzy mechanisms) has
real-world experiments aimed at showing the effectivenessliden adopted in the majority of the studies(e.g, [10], [11],
application layer active measures to infer traffic load infof12], [13], [14]). Using dual-mode or multiple NICs, it is
mation. Section VI describes the new implementation of th@ossible to monitor alternative connection points while using
Check Activity, one of the main components of WiOptiMothe current network connection (even if this has a negative
redesigned according to the cross-layering and autonormgpact of the on-board energy consumption). Due to the
point of view. Finally, Section VII draws some conclusiondandwidth and coverage differences existing between WLANSs
and discusses future work. and WWANSs, as rule of thumb most of the decision schemes
tend to always favor WLAN to WWAN handoversiggward
Il. DEFINITIONS AND GENERAL CHARACTERISTICS OF  |ink handovers) in case of high speed, while tend to favor
THE INTERNETWORKROAMING PROBLEM WWAN to WLAN handovers ackward linkhandovers) for
The problem of internetwork roaming is also referred to dew speeds. Often, load/bandwidth information is not even
the problem of networkandover(or handoff). The switching took into account, relying on the fact that WLAN’s bandwidth
between two different types of networks is callgdrtical outperforms WWAN'’s bandwidth even under quite high loads
handover while horizontal handoverrefers to the case of such that it is always preferable to switch to a WLAN (see [12]
networks of the same type. The handover can be eibéir for an argument against this strategy). This approach is also
(or alternativg when it is executed for the sole purpose ofotivated by the intrinsic difficulty for an MT to derive sound
optimization of the connection cost or QoS, drard (also estimates of thevailable bandwidth(see also [15], [16] for
termedimperativg, when it is executed due to imminent orrelated work in wired and wireless environments). On the other
present loss of connectivity. hand, for the connection points it is relatively easy to measure
The handover of the mobile terminal (MT) isetwork it, such that they could provide this information to help the MT
executedf it is done by the network connection point (e.g.to take its decisions (realizing a mobile executed fetivork
as it is the case between UMTS/GSM/GPRS celpbile assisted handovexsUnfortunately, given the current status
executed handovas the case in which the handover decisioand practical implementations of the IEEE 802.11 standards,
is autonomously taken by the MT. This is the modality prén current WLANsS MTs cannot rely omany feedback from
scribed by the currently deployed 802.11 standard for WLANRe APs. Indeed, this fact puts strong limitations on the actual
and this is the main focus of our work. For mobile executeaptimization of mobile executed handovers (the activities of
handovers the strategies for horizontal handovers betwdbe IEEE 802.11k working group are precisely addressed to
WLANSs, and vertical handovers from WLAN to WWAN andremove these limitations in the deployed standards). However,
vice versa, have slightly different characteristics due to tliee work is still in progress and it is still unclear how soon and



if the new specifications will be formally adopted (see [17] foor a new connection becomes available again (obviously,
a discussion about problems related to disclosing user/netwdrkhe reestablishment exceeds the application timeout, the
information in both network and mobile assisted handoversjpplication may detect a network problem).

Using the same terminology adopted in [13], the whole In the following subsections we briefly describe the main
handover process can be practically decomposed in to thobmracteristics of the original WiOptiMo system. From Sec-

functional blocks: tion IV onward, we discuss the rationale behind the design of
« Handover Initiation the new version of WiOptiMo, and we present the already im-
« Network Selection plemented modifications as well as the general characteristics
« Handover Execution of the modifications that are still under implementation and

Handover Initiation consists of theroactive monitoringof ~ t€sting.
the current connection and/or of possible alternative conneg- WiOptiMo Application Layer Solution
tions in order to: (i) effectivelyanticipate or explicitly deal o ) o
with imperative handovers, or (ii) trigger alternative handovers The WiOptiMo system does not require any modification
in order to optimize costs and performance. In our casedf the layers of the OSI protocol stack and it does not
the CNAPT Searchand Check Activities(see Section I-B) introduce any additional sub-layer. The seamless handover is
both participate to the Handover Initiation process, whicpPtained by a pair of applications (OSI Layer 7), @BAPT
is however mostly focused on the treatment of imperatikelient Network Address and Port Translator) and $APT
handovers. Network Selection comprises the procedures(%’rver Network Address and Port Translator), which deceive
select the new connection point accordingitzision metrics the communicating Client and the Server applications letting
like quality of the signal, cost, bandwidth. etc.. Informatiothem believe that they are running on the same device, or
about these metrics can be gathered either proactively and?Br different devices belonging to the same network. The
reactively according to the proposed scheme and to the liffilient and the Server applications do not realize that they
tations imposed by the used protocols and technology. In Gl communicating via the Internet. The CNAPT and the
case, Network Selection is supported by the results provideQ!APT collectively act as aniddlewareand interface the
by the Search Activity. Handover Execution stands for tHe@mmunication between the Client and the Server applications
set of procedures to be carried out for the authenticati®¥fing the mobility to them. The CNAPT is an application that
and reassociation of the MT. This pertains to the WiOptiM6an be installed in the same device as the Client application or
CNAPT/SNAPT switching procedure (see Section II-A). in a different device in the same mobile network (e.g., in the

Assessing the goodness of the current and alternatk@Se of a team of consultants or auditors that require mobility
network connections requires, for both Handover Initiatioyyhile working together, the CNAPT can be installed in only
and Network Selection, the proactive and/or reactive passiie of the mobile devices of the mobile network and the whole
gathering of PHY data concerning the behavior of signi§am can share the seamless handover provided by it). The
quality and/or MAC/TCP/APP layer data about the effecoNAPT is an application that can be installed in the same
tive bandwidth and latency associated to the wireless liflevice as the Server application or in a different device of the
(e.g., [10], [18]). More complex approaches consider also mg@Me network or in any Internet server (e.g., in a corporate
bility/location information [19], or learning user preference§ont-end server, in the home PC, or in any Internet node or
and behavior [20]. The use of active monitoring based dRuter). Thanks to this flexibility, the mobility of multiple users
probing packets to estimate load conditions has also receifé be handled either using a star topology, with central servers

some attention [16]. with large computational capabilities and large bandwidth and
managed by telecommunication companies or ISP, or using a
. THE WIOPTIMO SYSTEM distributed topology, in which every user manages its mobility

WiOptiMo [1], [2], [21] is a solution for seamless handoveby installing the SNAPT on the accessible nodes (e.g., in the
among heterogeneous networks/providers. That is, it transpgasme PC if directly connected to the Internet), saving in terms
ently provides persistent connectivity to users moving acrosk transmission costs. With the distributed topology, WiOp-
different wired and wireless networks. WiOptiMo detects theMo can provide a sort of "democratic” seamless handover.
available network access points and provides, in automatic o )
or semi-automatic/assisted way, the best Internet connectfonWiOptiMo Handover Initiation and Network Selection:
in terms of estimated QoS (e.g., bandwidth, reliability, angearchand CheckActivities
security) and/or cost effectiveness among all the availableThe CNAPT application acts as an application relay system,
connections at a certain time and location. The optimizexhd also activates a decision task in order to provide persistent
handover is executed without interrupting active network apnd optimized Internet connectivity. The decision task consists
plications or sessions and avoiding or minimizing user inteof two main activities: theSearch Activityfor soft handovers,
vention. Furthermore, if the current connection becomes mdich proactively searches for new network providers and
longer available and if no other connections can be establistmmhnectivity, and theCheck Activity for hard handovers,
(e.g., inside an uncovered area), the system hibernates whech continuously monitors reliability and performance of
applications to perform re-establishment when the currethie current connection. Moreover, at any time, the user can



manually ask the decision task to switch to another availabyer data are necessary to collect the information necessary
network connection. This can be useful when the user wamtsdeal with the intrinsic variability and uncertainty associated
to use a specific network that would be not selected otherwise.the physical measures of interest like the Received Signal
1) Search Activity: The Search Activity periodically Strength (RSS) and the available bandwidth. On the other
searches for other available network connections. In thand, autonomic components are based on the proactive mon-
forthcoming new version of the system, this will be doné#oring of the system’s performance and behavior which, in
without disturbing the current connection, even in the casern, results in the self-optimization of internal thresholds and
that both the current and the checked connection are WLANthe continual adaptation of the delivered Quality of Service
(the new behavior builds on the results reported in [22]). THEO0S) to the ever changing external conditions. Adopting this
handover to a new network can be triggered in either manwgiproach, the user can experience seamless connectivity in a
or automatic mode. Imanual modewhen the Search Activity fully transparent way, letting the system to adapt to his/her
finds at least one network that could provide an Internaeeds and to struggle to provide the required QoS.
ponnection better thr?m the current one (based on the parametefg, g general architecture of the new WiOptiMo system con-
input by the user), it asks the user whether she/he wantsgigs of three main functional componentsiofiyss-layer mon-
switch. Inautomatic modgthe Search Activity autonomously jioring, that performs active and passive monitoring activities
decides whether to execute or not the handover (again, §igy data collection at the physical, network, and application
decision is made on the basis pf a set of lparameters assig rs, (ii) self-optimization and learningcarried out by an
by the user). In some cases, in automatic mode, the Seagimization modulavhich makes use of a repository of past
Activity might still require some minimal user interaction togyperiences to adapt internal parameters and derive statistical
the complete the network association procedures. In all casgasures of trend, (iiinteraction with the userintended to
from the running application point of view, the Search Activityet yser's feedback for the selected handovers and to allow

avoids any interruption of the service during the handovghe yser to input its preferences’ profile through an intuitive
After the handover has been performed, the user can chogsgrface.

to keep the old Internet connection, otherwise it will be closed
in order to reduce power consumption.

2) Check Activity:Following a periodic activation scheme,
the Check Activity verifies reliability and performance of the
current connection. In the current implementation the chegk
interval is a parameter set to one second. If the reliability @r Application Layer

WiOptiMo CNAPT

performance index go below some specified critical thresholgls

(possibly set by the user), or the current network connectign

is experiencing an interruption, the Check Activity tries tq Search | a Transport Layer
switch to a new network provider, or tries to set up a ney Activity Cross-Layer

Internet connection from the same provider if the signal ! . Network Layer
comes back (i.e., the disconnection was only a temporafy Check || Hitieie)

problem, like when crossing a small uncovered area durit gH Activity {[ Datalink Layer
a UMTS connection). If the Check Activity does not find I l

Physical Layer

any available network providers, it notifies the user that the —

. . . Optimization
current connection will be no longer available and changgs Module
its operational mode t@unneling modewhich consists of a
continuous search for an available network connection. When
it eventually finds at least one available connection point, fit
automatically establishes the connection and comes back to
its normal operational mode. During the switch, the Check Fig. 1. Functional components in the WiOptiMo CNAPT module
Activity avoids any interruption of the service. After the switch
has been performed, the user can still choose to close the old
Internet connection, if it is still alive, in order to reduce power Both the original Check Activity and Search Activity com-
consumption. ponents have been re-designed according to this combination
of cross-layering and autonomic approach. In the following we
provide a general discussion on cross-layering and autonomic

Given the complexity and the multiple dynamic aspecissues in WiOptiMo, as well as a description of their imple-
of internetwork roaming, a design based owmrass-layering mentation in the new version of WiOptiMo. However, since the
architecture [5] interleaved withutonomiccomponents [3] is new release of the system is still undergoing full development
almost an unescapable choice to achieve adaptive behavior and testing, we keep the discussion at a rather general level
performance optimization. As it is also witnessed by other afer those aspects that have not been fully implemented and
proaches to handover optimization (e.g., [10], [23], [6]), crossarefully tested.

Past
Experience

Repository

IV. CROSSLAYERING AND AUTONOMIC DESIGN



A. Cross-Layer Monitoring of Network Connections 2) the effective loadof the connection, which would
not be possible to infer from the measures available
at physical layer. We are aware that ICMP traffic
is controll traffic. However, as we are not trying
to quantitatively measure the throughput, but we

Simple PHY monitoring, while necessary to understand the
physical status of the connection, is unable to offer information
on the connection traffic load. On the other hand, we could
not take into account LINK monitoring of variables related X . 2
to frame count, since apparently some NICs do not allow simply want to hgvg a d)_/n_amlc estimation of the
to read these values using standard APIs. Therefore, in our WLAN charge, this is sufficient for our purpose.
novel design, we integrated the application layer approach ofs Avoid to improperly react to temporary fluctuations of
WiOptiMo system with the access to information and protocols ~ Physical parameters. While a negative indication from
belonging to other layers, and in particular to the physical Physical monitoring (e.g., a very low RSS level) corre-
layer. From one side, this solution introduces interdependen- SPonds to a high probability that the physical connection
cies of the WiOptiMo system with other layers, which create  (and consequently the CNAPT/SNAPT connection) is not
additional complexity at design and implementation time. On ~ @nymore valid, this can be due just to some temporary
the other side, we observed in practice that this solution can cause. On the other hand, if a short train of ping messages
really allow to optimize system performance without having a  €Xperience a timeout, this evidence can provide a more
negative impact on the overall efficiency of the system. robust confirmation of the fact that a link is down.

1) Physical Layer Monitoring:;From our experiments, weg - aytonomic Design

derived that physical monitoring is significant and reliable only |

for few parameters, namely the RSS and FCS, and we decided' Previous wo.rk [21], [24] we conducted e_xtgns_we ex-
. perimental tests in real-world scenarios to gain insights on
o use the RSS, as the FCS does not offer more |nformat|t & possible metrics and strategies that can be adopted to
than the RSS [21], [24]. In the original WiOptiMo system, we . P aley . P
timize the procedures of internetwork roaming. One of

. . . . 0
decided to perform periodic (every second) sampling of ﬂ%é)e results that has emerged from our experiments is that

RSS. The R lue i ithout furth hing. .
SS € RSS value is used raw, without further smoot mt%e goodness of a metric or of a parameter value, strongly

The use of raw values and such a low sampling rate wgs . . .
piing gepends on the wireless scenario at haRdr instance, the

justified by the need of keeping as low as possible the . .
computational load on the mobile device. However, due to thgha_mor of the RSS. can be a _good or bad p_redlctor of th?
ality of the connection depending on the considered scenario

high and frequent fluctuations of the raw RSS, we realiz&ly o .
that we need richer and better information to derive prop Pd on the specific hardware used. Therefore, this tells us

conclusions on the evolution of the RSS. At this aim, in the at an optimization mechanism based on static parameters

new version the system will read RSS information for eac%nd strategies is not apt to deal satisfactorily with the large

received frame. In this way, it will have sufficient data to b2 1€l Of wireless scenarios of practical interest. Our ap-

able to robustly smooth the sampled values through simrﬁ{aoaCh to solve this issue is ®mpower the cross-layering

weighted moving averages, and at the same time calculat r%hltecture with an _aqtonomp d_esngnur system is able
0 adapt and self-optimize/tundts internal parameters and

simple trend indicator to be used in cross-validation with the . .
: T erformance according to an understanding of both the current
moving average (both the chosen statistical indicators can'Dé . L : o

- i : . . ontext (wireless scenario inclusive of the specifically used
efficiently implemented using elementary integer calculations):

2) Application Layer Monitoring: WiOptiMo conveys all gquipment) and the user preferences and mobility patterns. In

. . rder how a trul ivi havior, and in some exten
the traffic exchanged between the client and the server app?llfje to show a truly adaptive behavior, and in some extent

. . edict and anticipate changing in the environment and in
cations on the CNAPT/ SNAPT conne_ctlon, and the CNAP.ﬂfue user activities/mobility, it is necessary learn from past
knows at each time whether there is or not some traffic,

Therefore the system can easily monitor the connection at I)épenence Al this aim, the new WiOptiMo will include a
Y y . . _repository of the most significant information (trends, failures,
layer, perform further check on the quality of the connection, . . ; !
: . ; PR : .~ ~trajectories, user choices, etc.) about past experience. For
and derive useful information. While it is not feasible to inter- . . :
. . . ) . nstance, if an on-board GPS is available, the system can

act with the information contained in all the exchanged datg_ . . e

ecide to store and learn maps identifying good coverage

packets, as it WOUId be too expensive, we founq appropraig »s together with the characteristics of the network access
to carry out active measurements at this layer by injecting f.Wat can provide the coverage. This might result quite useful

I, . ;
o . I I I h f I
More specifically, we senging messagedCMP packets) to Pand relatively easy to learn) in t € case of users constant'y
. ) travel along the same routes, as it is the case for people daily
the access point, for the purpose of: . .
_ o _ commuting between their homes and work places.

- Estimate the connection in terms of available through- The WiOptiMo system is intended to run unchanged on the
puton the basis of the experienced Round-Trip-Tim@ajority of the portable devices in commerce. This is reflected
(RTT). This gives some indication on: in the fact that the system can self-detect the characteristics of

1) theeffective statusf the connection (if it is active the on-board hardware and take the appropriate action flows
or not), as the status detected at the physical laygee Section VI). This is a fundamentaglf-configuration
could be not correct, as discussed in Section VI feature already present in the system, that, together with



the discussed properties of self-optimization and and seffegative consequence of this consists in the fact that it is really
tuning, support even more the view of WiOptiMo modulebtard to assess the validity of the proposed simulation-based
as autonomic modules. approaches in the perspective of the implementation in real-
1) A concrete example: Self-tuning of the RSS thresholdvorld networks [26]. On the other hand, as already pointed
The default RSS threshold value that we used in the originatt, our choice is to face the real-world challenges. In this
WiOptiMo system to check connection reliability (in bothperspective, and we the aim of gathering experience for a first
the Check and Search activities), does not always refla@tidation for the use of cross-layering monitoring, we realized
the characteristics of the current context in terms of signalset of real-world experiments focused on the use of ping
characteristics at the specific location, and hardware amkssages (see IV-A.2) for the establishment of the effective
software configuration. In order to achieve adaptive contextatus of the connection, and for channel load estimation.
dependent tuning, we designed a simple adaptive componenthe soundness and performance of the (original) WiOptiMo
for the self-tuning of the RSS threshold according to th&stem in the case of using only simple physical monitoring
current context. We continuously check if the system, whemas assessed in previous work [1]. In [21] we reported
it looses the connection (i.e., an IP address is not anymaeensive results concerning the effectiveness of a number of
available), has reached an RSS value lower than that different metrics at the physical and MAC layers. Here we
the currently stored RSS threshold value. If so, we assumpkesent a set of experiments aimed at assessing the utility and
that this new lower value is the inferior limit for successfuthe usability of integrating physical layer controls with appli-
communications at the current location, given the hardwatation layer controls. The results of these experiments gave us
and software configuration. Therefore, we take this new valaefurther motivation to proceed along the way of integrating
to adapt the value of the variable containing the RSS threshatdgss-layer monitoring and control in the WiOptiMo system,
and we start using it. This behavior can be started either by it is discussed in the next section.
the system, under reception of an event of loss connectionAll the experiments were conducted in favorable conditions
or by the users, for example when she/he installs a ne@f strong and stable RSS, to see if, given good physical
hardware. The current implementation, which can be ongpnditions for the connection, we could observe different
started manually, requires that the user moves around foindications at the application layer in relationship to variations
while, in order to gather the required information. However, im the wireless scenario. More specifically, we report the
the final release of the next version we intend to fully automatesults concerning the use of ping messages to derive load
the procedure. estimates at the application layer as a function of variations
in the load offered to the wireless environment.
Ping messages are proactively sent to the access point
An important part in the definition of the context that thén order to evaluate the connection status in terms of: (i)
optimization strategy has to take into account, is played Itiyroughputon the basis of the observed RTTs, anddfizpnnel
the user itself, with its current preferences. In many casesngestionaccording to the number of experienced timeouts.
in practice it is not possible to assume that the system c&ounderstand whether or not the RTT of ping messages can be
infer/learn user’s preferences in relationship to its needs at tinged as a robust indicator of channel congestion, we performed
current time and location. In order to provide a satisfactotyaffic-intensive experiments with an increasing load offered to
service some user interaction must be assumed. For instaitike, WLAN. We considered the following four scenarios: (1)
if a specific download is very urgent, bandwidth might ban increasing humber of laptops (from 1 to 10) continuously
more important than cost, but this cannot be known in advandewnload data from one PC connected via LAN to the AP,
to the system without additional information from the usewhile another laptop sends the ping messages to the AP; (2)
who has to input is current QoS requirements in uter an increasing number of laptops (from 1 to 7) continuously
profile. Moreover, some additional information concerning fodownload data from each other passing through the AP, while
instance the “typical” current speed of the user (e.g., vehiculanother laptop sends ping messages to the AP (in this way
pedestrian, etc.) might be of great help to the system, evre network load was doubled with respect to the previous
if this information might be inferred from lower layer datacase); (3) an increasing number of laptops (from 1 to 10)
At this aim, we are realizing an intuitive and user-friendlgontinuously download data from the Internet through the AP,
user interface, to facilitate the input and the updating efhile another laptop sends the ping messages to the AP; (4) 11
profiling information. We are also considering mechanisms taptops with an increasing number of downloading processes
trigger requests of user-assistance in case of very ambigu@iissm 1 to 5 on each laptop) from the Internet through the AP,
situations. while another laptop sends the ping messages to the AP. In
each scenario a continuous train of 1000 ping messages (size
of 32 bytes) was generated during the experiment. The size of
each single download was of 1.5 Gbytes. The WLAN is based
Experimental results concerning work in the domain ain 802.11g devices.
vertical handover optimization are mainly restricted to simu- As shown in Figures 2 and 3, in the first two scenarios
lations (a notable exception is reported in [25]). An importathe average RTT and the number of experienced timeouts

C. User Interaction

V. EXPERIMENTAL RESULTS FORMEASURES OFLOAD
ESTIMATION AT THE APPLICATION LAYER



increased each time that a new laptop joined the network wahde, that was lower than that available in the WLAN. In the
a new download. Moreover, the number of timeout rose uast scenario we overloaded the WLAN with a large number
very fast when the number of laptops in download grew frowf downloads (11 up to 53) from the Internet. As shown in
7 to 10 in the first scenario, and from 3 to 7 in the secorfeigure 5, the average RTT remained more or less the same but

scenario. the number of timeouts rose up very fast reaching more than
10% of the total number of ping messages sent in the worst
20 60 case. Therefore, in these last two scenarios, the advantage
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Fig. 2.  Experimental results for the first load estimation scenario. An 61 2 3 4 5 6 7 8 9 10
increasing number of laptops download data from one PC connected via LAN Number of Dowloading Laptops
to the AP while another laptop sends ping messages to the AP.
Fig. 4. Experimental results for the third load estimation scenario. An
increasing number of laptops download data from the Internet through the
AP while another laptop sends ping messages to the AP.
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Fig. 3. Experimental results for the second load estimation scenario. An
increasing number of laptops download data from each other passing through Number of Dowloading Sessions
the AP while another laptop sends ping messages to the AP.
Fig. 5. Experimental results for the fourth load estimation scenario. 11
. .. laptops with an increasing number of sessions download data from the Internet
In these scenarios, the RSS was always above the critig@dugh the AP while another laptop sends ping messages to the AP.

threshold. Therefore, no handover indications could have been

derived from this physical measure. However, from Figuresa? a cross-layering approach have been less evident, but still

and 3, it is clear that the throughput was significantly decreagseful to estimate the quality of the connection throughput.

ing, and the channel congestion increasing, with the increase

of the active users in the WLAN. Therefore, the combined VI. THE NEW CHECK ACTIVITY

analysis of the RSS and RTT values seems to be necessary f6he experimental results discussed in the previous section

become aware of a situation of pure traffic congestion. seem to indicate that the information obtainable at the applica-
On the contrary, in the third scenario (Figure 4) the both thien layer can fruitfully complement the information from the

average RTT and the number of timeouts remain low almgshysical layer to derive more robust estimations of the status

independently from the number of laptops in download. ThiE a connection link. As shown by the previous experiments,

was probably due to the available bandwidth on the Internee can have discordant indications between physical and



CIT = Check Interval Time (usually 1
second)

application layer monitoring of the connection, such that they
should be used in cross-validation. This is one of the maj
reasons behind our choice to adopt a cross-layer approach
and modify the Search and Check Activity according to the
design ideas presented in IV. Here we present the basic Dial-Up Networking modem=a PCMCIA.USS ¥
structure of the new Check Activity, which includes both T Seror Cae o Biatoot irat san be sonrated
passive monitoring at the physical layandactive monitoring oy e andarg AT commands
at the network/application layein the new Check Activity,
the use of ping packets, even if not fully exploited, resulted
very useful, as discussed below. The new Check Activity
repeatedly interacts with the user, and tries to learn from
past experience, to adapt and self-tune internal parameters and
derive trend measures (for the RSS). However, we are still i

testing and improving these mechanisms, such that they are%

not further discussed in the following.

Strength less than
the critical
threshold?

Sleep for CIT ms

connection wired,
i.e. Ethemet LAN,
Wireless WAN=GPRS EDGE,UMTS HSDPA,CDMA 1x and EV-DO
Programmable Device=a PCMCIA,USB,CF device providing an
API SDK (e.g. Nokia D211/311 and Sierra Wireless PC cards)

nnection wirele:
WAN and done with
Programmab|

Is the current nnection wirele:
WAN and done with

ion wireless N
LAN, i.e. Wi-Fi a Dial-Up
Networking
Yes

Is at least one
service active?
Yes

Check W-Fi signal
strength

The flowchart of the actions of the new Check Activity
based on cross-layering design ideas is reported in Figure 6.
The flowchart shows only the stable core of the function
omitting the parts still under developments.

S the signa
Strength less than
the critical
threshold?

The Check Activity first checks the presence of the IP
address for the current connectiddefwork Layer chedk If
the IP address is present (i.e., from the operating system point,
of view, the communication device miniport is connected), It
verifies that the current connection is a wired connection, (e.g.,

Check Wi-Fi signal
strength with an active

active service
exchanging data o
e networ

S the signa
strength less than

No
Ethernet LAN, ADSL, Token ring, FDDI). This phase is calleg Ping Timsout - o P
. . . . .. WAN_PING_TIMEOUT
First Physical checklf this is the case, no additional checks No
are needed, as the wired connections are considered as always Is e at leadboqe
. . - . . active service
good and reliable connections. Otherwise, if the connection Yo ~eehanuing dats o
is a wireless one and it is in use that is, there is at least N Ping Timeout =
one application or service that needs to access the Internet LA PING TEOUT @’E
PingCheck

(First Application Layer chegk the Check Activity performs

a number of additional actions which depend on the type

devices used to make the wireless connections. These devi
are grouped in three categories:

No

Is PingCheck OK?

Fig. 6. Flowchart of the Check Activity function
1) Wireless WAN Programmable devices: GPRS, EDGE,

BI\S/I;S 'éIS:%PA.’ CDMA EX or E\ZI;IOSFIS?(MCIA’ I?lns' system to provide the WAN connectio. Therefore, the
D211;)?Ell gvg:_es pr\(/)\>{| llng agc d t(r?? 0 IfCheck Activity cannot perform any further physical check.
and sierra WIreless cards), that gives Eﬁ‘l the contrary, for the Wireless WAN Programmable devices

possibility to establish/destroy the wireless connectio‘,gqd for the Wi-Fi devices, a check on the signal strength is

aqd gontrpl al! Its parameters; performed Second Physical Layer chgck the RSS is greater
2) Wi-Fi devices; : _than acritical RSS thresholdor if a Wireless WAN Dial-Up
3) Wireless WAN Dial-Up Networking (DUN) modems: Networking modem is used, the Check Activity controls the
GPRS, EDGE, UMTS, HSDPA, CDMA 1x or EV-DO network activity for the active applications or servic&g¢ond

PCMCIA, USB, CF devices or mobile phones acces;, . . ; ;
sible via USB, Serial Cable or Bluetooth that can b%\pphcatlon Layer chedk If an exchange of data is going

controlled only via standard AT commands. 2 As already discussed, WiOptiMo is intended to run unchanged on
the majority of the portable devices in commerce, thus it has a modular

architecture, with the core module being platform-independent (JAVA). The
other modules are platform-dependent. Considered that as a matter of fact,

In general, for the third category, once the DUN connectiahe majority of portable devices rely on the use of some version of Windows

has been established, it is not anymore possible to acc@:ts§perating system, the other modules has been developed in Windows
vironment, assuming the Windows’ NDIS driver for the communication

the connection parameters (e-g_-, th_e signal strength), as mﬁ the NIC. Therefore, in the following all the references to the operating
COM port used for the interaction is held by the operatingstem and related issues have to be thought as referred to Windows.



on, the current connection is considergdod Otherwise, a design. Considering several scenarios, we found that cross-
ping checkis started Third Application Layer chegk The layering monitoring and control can be very beneficial, as
ping check sends three ICMP ECHO REQUEST packets tatacan allow to discover situations requiring handovers that
reachable host (or if it is not possible, it establishes three T@Eherwise would go unnoticed. We also point out that we made
connections with a reachable host), and starts a timeout timast specific assumptions, and that we are working for a system
If all the three attempts are not echoed within the requestttht can work in any context.

timeout, the connection is considered lost and a handover iGiven the preliminary encouraging results, which validated
requested. Actually, since it is expensive in terms of time andir approach, we are designing new components for quanti-
cost (e.g., in case of GPRS connections), the ping check is mative analysis that will enhance the autonomy of the system
performed at every single run of the Check Activity, but wittand the interaction with the user.

a frequency modulated by the number of timeouts observedn our current work, we are including statistical evaluations
during previous runs. This simple but rather effective strategyr the results, the use of different type of traffic in the
is similar to that adopted in [27], where the authors showireless network (to ensure the generality of our solution with
some empirical evidence that the fall of a connection can bgspect to the traffic generated) and the monitoring of other
robustly assessed after three consecutive frame losses (withsdtameters to further improve the response of the system.

considering any additional metric). . ~ Furthermore, we are also investigating the use of techniques
We performed some tests with this new implementation amgk efficiently smoothing the noisy RSS and for the calculation
observed that the new design is very beneficial for: of trend measures to be used in cross-validation with the RSS

1) DUN connections. Cross-layer monitoring allows tto add robustness to Handover Initiation decisions. Moreover,
bypass the impossibility of physical monitoring, as exwe will explore the use of learning techniques based on the
plained above, and is the only way to check if an IRse of past experience to improve the overall autonomy of the
connection is still alive or not. system. This work is expect to further improve the already

2) WLAN connections. If the RSS suddenly drops, someery satisfactory performance and flexibility of the system.
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