
HAL Id: inria-00072334
https://inria.hal.science/inria-00072334

Submitted on 23 May 2006

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Noninterference for Concurrent Programs and Thread
Systems

Gérard Boudol, Ilaria Castellani

To cite this version:
Gérard Boudol, Ilaria Castellani. Noninterference for Concurrent Programs and Thread Systems.
RR-4254, INRIA. 2001. �inria-00072334�

https://inria.hal.science/inria-00072334
https://hal.archives-ouvertes.fr


IS
S

N
 0

24
9-

63
99

   
   

 IS
R

N
 IN

R
IA

/R
R

--
42

54
--

F
R

+
E

N
G

ap por t  


de  r ech er ch e 


THÈME 1

INSTITUT NATIONAL DE RECHERCHE EN INFORMATIQUE ET EN AUTOMATIQUE

Noninterference for Concurrent Programs and
Thread Systems

Gérard Boudol — Ilaria Castellani

N° 4254

Septembre 2001





Unité de recherche INRIA Sophia Antipolis
2004, route des Lucioles, BP 93, 06902 Sophia Antipolis Cedex (France)

Téléphone : +33 4 92 38 77 77 — Télécopie : +33 4 92 38 77 65

�����������
	��

�	���	�����	�
����������������
��	��������
�����
�! #"$����%'&)(��
	���%
*,+ "-�
	� #"
.

/10325462�798,:6;<7<:>=@?BAC=D462�EF4HGI46JLK5MN=O=D46P<E

Q�RTSLUIVIWYX[Z�\�]^V�_a`cb�Vedf]^gc]hdiSLUIV�]
jBkilnmhVLdYoqpsrYt
uLv

Z�_awxwyl3kzdf{xVYkiV�|}RTVLk}|}RxV)~6�
���a����X ��V�wcd^V�U��xkiV��n�a�TW�X��a��wT_n�3V�]

���
���L���x�a�a�Y� Vfwxk^l3wylN]zV�_�dhgNw6Vf]^gc]hdiVLU�d^l�V�~T]z`Tk^V�diRxV�wxkilaw6VLk^dhg�la�B�6���y�s�T���e���e�L�^�L�6�}�B ¡~�_�]^gc]hdiVLU
la��|el3~T|e`Tk^kiVL~Nd¢wTk^l3�ak}_nU£]L¤>{cV¥]^|Lk^ ¡�yV¥{1 ¡~¦_§]hd}_n~T{T_nk}{¨ ©UIw6VLk}_�di ©ª3V!«¬_n~x�3`T_n�3V�VL~Tk^ ¬|}RxV�{®­� ¯diR¦wy_nk}_n«©°
«¡VL«¡ ¬]zU²±�³¢`Tk�wxkilaw6l3]i_n«´ ¬]� ©~²diRxV�«¡ ©~TV�ln�B]zl3UIV�k^V¥|eVL~Nd�­µlaki¶·��g�¸�kiª� ©~xV3¤x¹Bla«¡wT_a~xl·_n~T{¨��UI ©d^R-±f³¢`xk
dhg�w6V�]zgc]zd^VLU�]zV�VLU£]�UIlakiV¢~T_nd^`xk}_n«-_a~T{�«©V¥]^]µkiV�]zd^ki ¡|ed^ ¡ªaV¢d^RT_a~�diRT_�d�l3k^ ¡�a ¡~T_n«¡«¡g,wTk^V¥]zV�~3diV�{���g£d^RxV¥]zV
_a`cd^RTlak}]º��l3k»diRxV�|ela~y|e`xkik^V�~Nd�|L_3]zV3±B¼¨lakiVLl�ªaV�k�¤3­�VY]zRTl�­½Rxl�­½d^l,Veb�diVL~T{·d^RxV@«¬_n~x�3`T_n�3V� ©~�lak}{cVLk�d^l
��l3k^U£_a«© ¬]zV¢]^|}RxV¥{c`x«¡ ©~T��wyl3«© ¬|e ¡V�]º��lak�]zgc]zd^V�UI]»ln�¾]^V�¿N`xV�~3di ¡_a«xdiRxk^V¥_a{x]�±<Q�RxV�dhg�w6V¢]^g�]zd^V�U$ ¡]�Veb�d^V�~T{cV¥{
dil§d^RxV·~TVL­$|ela~y]hdik^`T|edi]�¤¾_n~y{®­µV·]zRTl�­)d^Ry_�d�~xl3~x ©~NdiVLk^��VLkiVL~T|LVI]zd^ ¡«¡«ºRxla«¬{x]�¤-­�Rx ¡«©V£kiVLU£_a ©~x ¡~x�² ¡~À_
~Tla~xwxkila�y_n�x ¡«© ¬]zd^ ¬|¢]^Ved^d^ ¡~x�T±
Á¨ÂNÃ>ÄiÅ�Æ ��Ç��a� |Lla~T|L`xkik^V�~T|eg3¤�]i|}RxV¥{c`x«¡ ©~x�y¤c~xla~T ©~Nd^V�kz��V�k^V�~T|eV3¤�dhg�wyV¥]

È¢É¾ÊhËFÊzÌ}ÍOÎÐÏ,Ñ5Ì}ÍOÒDÓÔÌ}ÕÖÕ ×�Ø¡Ù5Ú¥Û5ÊhÛ!Üe×�ÒFÏ5Ê�ÝyÞ�ß�àCÍDáLÓÖÚ5â�ã�ÍOàCÙ5Ñ£ä-å<æ
çTÝyÉÀèDè�Ì}Ú5Û,Üe×�ÒFÏ¥Ê�Ø¡ÍOÊhÚ5ÎÐÏIÉ¾æ�Écé�êyÍOà}ëDÊhÎ�Ò
ì@í É3î<Ýyï6ð
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��� ����� � ��� l3`T]�wxkilaw6l3]^la~T]�`x~§~xla`TªaV�_a`�]^g�]zd^S�UIVY{cVYdhg�w6V�]�w6la`xk�_a]i]^`xk^V�k�«¬_!wxk^l3wxki ©\Ld^\@{cV¢~Tla~c°
 ¡~Nd^V�kz��\�k^V�~T|eV�{x_a~T]�«¡V�]¢]zgc]zd^SLUIV¥]f{cV�wTk^l3�ak}_nUIUIV�]µwT_nk}_n«¡«¡SL«¡V�]�¤T{c\�|Lk^ ©di]¢{x_n~y]�`x~¨«¬_n~x�N_n�aV� ¡UIwy\�ki_nd^ ©�
]zdi_a~T{x_aki{,\ediVL~T{x`�wT_akº`x~·l3wy\�ki_nd^VL`Tk�{cVf|LlaUIw6l3]^ ¯di ©l3~£wT_nk}_n«¡«©S�«©V3±���V¢]zgc]zd^SLUIVY{cV�dhg�wyV¥]L¤� ¡~T]^wx ©ki\f{cV
|LVL`cb�wxkilaw6l3]^\�]-k^\¥|eVLUIUIVL~Nd�wT_nk
¸�k^ª� ¡~xVa¤5¹Bla«¡wT_a~xl�VedB��UI ¯diR-¤nwT_aki_a ¯d
wx«©`y]¾~T_nd^`xkiVL«3Ved<UIla ¡~T]-kiV�]zd^ki ¡|ed^ ©�
¿N`xV�|LVL`cb�°�|e F¤aV�~I|LV�¿N`x y|Lla~T|LVLki~xV�«©V¥]Bwxkila�ak}_nUIUIV�]�wT_aki_a«©«¡SL«¡V�]�±��¢V�wx«¡`T]�¤a~xl3`T]BUIla~Ndik^l3~T]B|el3U,UIV�~3d
l3~ w6VL`xd�\ediVL~T{ckiV²«©V¨«¬_n~T�3_n�3Va¤ºVLd·«©V1]^gc]hdiSLUIV1{cV§dhg�wyV¥]·|el3k^kiV�]^w6la~T{x_a~Nd�¤»{cV²�O_��el3~ ����l3k^U£_n«¡ ¬]zV�k
{xV�]�w6la«¡ ©d^ ¬¿3`TV�]f{"! l3ki{cl3~x~T_a~T|eV�U,V�~Nd�± � l3~¨U,l3~Nd^kila~T]�¿N`xV�«¡_£wTk^l3wxk^ ¡\edi\�{cV�~Tla~c°Ð ©~NdiVLk^��\LkiVL~T|LV�k^V¥]hdiV
�N_nk}_n~Nd^ ¡V¢{T_n~T]�|LV�|L_a]�¤�d^l3`cd�VL~§kiV�]zdi_n~Nd�{x_a~T]�`x~¨|L_3{ck^V$#ewylN]^]^ ©�T ©«¡ ¡]zd^V%#�¤�Ved�~Tla~§wxk^l3�T_n�T ©«¡ ¡]zd^V3±
&�Æ �¥� Ä �(' � �§� wT_aki_a«©\�«© ¬]zUIV3¤Nl3ki{xla~x~T_a~T|eV�UIVL~Nd�¤�~xl3~c°F ¡~Nd^V�kz��\�k^V�~T|eV3¤3dhg�w6V�]
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Q�RTV@_a ©U�ln�
d^Rx ¬]�wT_awyV�k� ¡]�dil£]hdi`T{cg·diRxV�wxkilaw6VLk^dhg£ln�<]zV¥|e`xkiV@ ©~c��l3k^U£_nd^ ¡la~"!Tl�­�¤x_n~T{�UIlakiV�]zw6V�|L ¯�s°
 ¬|L_a«©«¡g²ln�f�>���y�s�T���e���e�L�^�L�6�}�$#O_�~xlndi ©l3~&%Tk}]zdY ¡~Nd^kil�{x`T|eV¥{¨��g('Yla�a`TVL~¦_a~T{®¼²V¥]zV��a`xV�k¢ ¡~*) +-,/.f ©~¦d^RxV
]^Ved^d^ ¡~x��la��|el3~T|e`Tk^kiVL~T|Lga±10�V�k^V!~xla~x ¡~Nd^V�kz��V�k^V�~T|eV!U,V¥_n~T]fd^Ry_�d@ª5_ak^ ¬_n�T«©V¥]�ln�µ_·�a ¡ªaV�~®]^V�|e`Tk^ ©dhg�«¡VLª3VL«
{xl¨~xlnd� ¡~Nd^V�kz��V�k^V·­� ©d^RÀdiRxl3]^V·la�µ«¡l�­�V�k�lak� ©~T|LlaUIwT_aki_a�x«©VI«¡VLª3VL«¬]L±¨¼²lakiV£wxkiV�|L ¡]^VL«¡ga¤
d^RxV�ª5_a«©`TV�]�la�
ª�_ak^ ¬_n�x«¡V�]
_�dB]zl3UIV»«¡VLªaV�«N_ak^V�~xlndB{cV�wyV�~T{cVL~Nd<la~�d^RxVµª�_n«¡`xV�]
ln�Tª�_ak^ ¬_n�x«¡V�]
ln�xRT ©�3RxVLk<lak
 ©~y|elaUIwT_aki_a�x«¡V
«¡VLª3VL«F± � l3~x ©~NdiVLk^��VLkiVL~T|LVY ¬]�UIV�_a~Nd�d^lIUIl�{xVL«´diRxV�_n�y]zV�~T|eV@ln�< ¡~c��lakiU£_�d^ ¡la~"!Tl�­ ��k^l3U�_n~�g�]^V�|L`xki ¯dhg
«¡VLª3VL«32�4£dil®_n~xlad^RxV�k�la~TV�2�5n¤
VLbx|eVLwxd�­�RxVL~qd^Rx ¬]� ¬]�VLb�wT«© ¬|e ©d^«¡g�_a«©«¡l�­µV�{´¤¾d^RT_nd! ¬]�264&782955±®��`y|}R
 ¡~c��l3k^U£_�di ©l3~:!Tl�­  ¡]�|ela~y]z ¬{cVLkiV�{§�s�6
e�}���c�^�L¤3_a]» ¯dµ_nUIla`x~Nd}]Bd^l�d^RxVf{x ¡]i|e«¡l3]^`xkiV�ln�-]zV¥|ekiVed» ¡~c��l3k^U£_�di ©l3~
 ¡~Nd^l�d^RxVIwx`T�x«© ¬|I{claU£_a ©~-±�¸�~®diRx ¡]Y ¡~Nd^kil�{x`T|Cdi ©l3~-¤¾_n~y{1 ¡~®diRxV!VLbx_nUIwx«¡V�]Y�a ¡ªaV�~® ¡~®diRxVIwT_nw6VLk¥¤>d^RxV
]^V�|L`xki ¯dhg,«©V�ªaV�«¡]�­� ©«¡«´]z ¡UIwx«¡g,�6VYRx ©�3R(#<;�.C¤clak=
L�i�L�^�L�D¤c_a~T{£«¡l�­>#<?@.e¤�lak@A���B�CÔ�O�e±D0fl�­�V�ªaV�k»_n«¡«>k^V¥]z`x«©di]
­� ¡«¡«-�yV��a ¡ªaVL~���lak¢_n~¨_nki�x ©d^k}_nkig£«¡_ndzd^ ¬|eV�ln�B]zV¥|e`xki ¯dhg�«©V�ªaVL«¬]�±3Exl3kf]zl3UIV�|ela~y|ekiVed^V@VLbc_aUIwx«©V¥]�`T]^ ©~x�·_
UIl3k^V�]^lawxRx ¬]zd^ ¬|L_�diV�{�«¡_ndzd^ ¬|eV�la�<]^V�|L`xki ¯dhg£«¡VLª3VL«¬]L¤x]^VLVY��lak� ¡~T]zdi_a~T|eVF) ��,Ð±

³¢`xk@]zdi_nk^d^ ¡~x�·w6la ¡~Nd¢ ¬]�diRxV,wT_nw6VLk�) �xWG,B�Ng²¹Bl3«©wT_a~xlT¤´��UI ©d^R¦_a~T{¨¸�kiª� ©~xV3¤6_a~T{²diRxV!]^`x�T]^V�¿N`xV�~3d
wy_nw6VLk:)©WIH-,B��g®��UI ¯diR�_a~T{1¹Bl3«©wT_a~xlT¤>­�RxV�k^V,~xl3~x ©~NdiVLk^��VLkiVL~T|LV� ¬]¢V�~c��lak}|eV¥{¨��g¨UIV�_n~y]¢la��_§]z ¡UIwx«©V
dhg�w6V¢]^gc]hdiVLU$ ©~§_n~· ¡UIwyV�ki_nd^ ¡ªaV¢«¡_a~x�a`T_a�aV�­� ©d^R§]zV¥|e`xki ¯dhgI«¡VLª3VL«¬]L±<Q�RxVf«¬_n~T�a`T_a�aVf|Lla~T]^ ¡{xVLkiV�{I ¡~()Ö�cWG,
 ¬]ºwT`xk^V�«©g,]zV¥¿N`xVL~Nd^ ¬_n«F¤3_a~T{I ¬]ºVeb�diVL~T{cV¥{I ©~$)¡WJH-,6­� ©d^R·_3]zg�~T|}Rxkila~Tla`T]<wT_aki_a«©«¡VL«¡ ¬]zUK#O ©~NdiVLki«©V¥_5ªN ¡~x�L.C±�¸�~
]^`T|}R�_·«¬_n~x�3`T_n�3Va¤> ©~y]zV¥|e`xkiVM!Tl�­�|L_n~®�yV1��N�A�CÔ�O�L�s�D¤-­�RTVL~¦_3]^]^ ¡�a~x ¡~x�·diRxV,ª5_a«©`TV!la��_�RT ©�3R®ª�_nki ¡_a�x«¡V
dil�_£«¡l�­�ª�_nki ¡_a�x«¡Va¤Tl3k!�O�PA�C¯�O�e�s�F¤´­�RxVL~1d^V�]zd^ ¡~x��d^RxV,ª�_n«¡`xV�la�»_£Rx ¡�aR1ª�_nki ¬_n�x«¡V�_n~y{²d^RxV�~¦_3]^]^ ©�3~x ¡~x�
dil·_£«¡l�­ ª�_nki ¬_n�x«¡V�_£ª�_n«¡`xV�{cVLw6VL~y{c ©~T�·la~§d^RTV�kiV�]^`x«¯d�la�<d^RxV�diV�]zd�¤T��lak� ¡~T]zdi_n~y|eVa±µ¸�~²d^RTV�_nwxwTk^lN_a|}R
la�Q) �xWn¤¾WIH�,F¤6Vebcwx«¡ ¬|e ©d=!Tl�­9 ¡]fwxkiVLªaV�~Nd^V�{§��g§k^V¥¿3`T ©ki ©~T�Id^RT_ndfd^RTV�«©V�ªaV�«¾ln�<diRxV!_3]^]^ ©�3~xV�{�ª�_nki ¡_a�x«¡V��yV
_nd�«¡V�_a]zd,_3]�Rx ¡�aRH_3]�diRT_�d,ln��d^RTV�]^la`xk}|eV£ª�_nki ¬_n�x«¡Va¤�­�Rx ¡«©V� ©UIwx«¡ ¡|L ¯d:!Tl�­$ ¬]�wxkiVLª3VL~Nd^V¥{À�NgÀ_a]^¶� ©~T�
diRT_�d�diRxV·«¡VLª3VL«ºla��diRxV�|el3UIUI_a~T{x]@ ¡~Àd^RxV��xki_a~T|}RxV¥]@ln��_¨|ela~y{c ¯di ©l3~T_n«R#�d^RxV�«©V�ªaVL«»ln��_¨|elaUIU£_n~y{
�6VL ¡~x�!d^RT_ndµla�¾ ©di]µ«©l�­µV�]zdµ_3]^]^ ¡�a~xV¥{£ª�_nki ¡_a�x«©V¥]�.º�yV@_�d�«¡V�_a]zd�_a]�Rx ©�3R�_3]ºdiRT_�d�ln�-diRxVYd^V¥]hdiV�{·ª�_ak^ ¬_n�x«¡Va±
¸�UIwx«¡ ¬|e ©dS!Tl�­ |�_n~À_n«¬]zl¨_ak^ ¬]zV, ¡~ ­�Rx ©«¡Ve°Ð«¡lNl3wT]�¤¾_n~T{� ¬]@wxkiVLªaV�~Nd^V�{¦��g¦_²]^ ©UI ¡«¡_ak�|ela~y{c ¯di ©l3~Àla~�d^RxV
dhg�w6V�ln�
d^RxV��6lc{cg�la�¾d^RTV�«©l�law¾±

¸�~��O_a|Cd¥¤��yV¥|L_a`T]zV�ln�x­�Rx ¡«¡Ve°Ð«©l�lawy]L¤¥d^RTVµ{cV�%T~x ©d^ ¡la~!ln�x~xl3~x ©~NdiVLk^��VLkiVL~T|LV» ¬]¾UIlakiV»wTk^V¥|e ¬]zVBdiRT_n~!­�RT_�d
 ¬]B]zdi_�diV�{I_n�6l�ªaVUT- ©d»]^_5gc]
d^RT_ndº~xl�|}RT_n~T�aVµ ©~,d^RTV�ª5_a«©`TV�]Bla�y«¡l�­�°F«¡VLª3VL«�ª�_nki ¡_a�x«©V¥]<]zRxl3`x«¬{!�6V�la�y]zV�k^ª3V�{
_3]@_�|Lla~T]^V�¿N`xV�~T|eV,ln��_²|}RT_a~x�aV! ©~�Rx ¡�aRc°Ð«¡VLªaV�«<ª5_ak^ ¬_n�T«©V¥]L¤�Ay�i�-V¥�<�a���1�W�L	n���W���1A6�^���n�
	�� ���e�G�,�s��	n�Ð��
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�
����XCOCY��±&Z¢]z ¡~x�®]^`x�T]i|eki ©wxdi]�dil1Vebcwx«¡ ¬|e ©d^«¡g¦ ¡~T{c ¬|L_nd^V·diRxV�]^V�|L`xk^ ©dhg�«©V�ªaVL«»ln�f_¨ª�_nki ¬_n�x«¡Va¤
«©VLd!`T]
|Lla~T]^ ¬{cVLkBdiRxV���l3«©«¡l�­� ©~T��wxk^l3�ak}_nU²¤�diRT_�dºdiVLkiUI ©~T_nd^V¥]º ©��[9\^]_a` _n~T{I«¡l�lawT]º��lakiVLª3VLkR#O{xla ¡~x��~xlad^Rx ¡~x�b.
lad^RxV�k^­� ¬]^V�T

cLdfe�gUh [f\ _i`FjXk�lfm�nporqbs&tu_wv #hWI.
�cRxla`x«¬{ÀdiRx ¡],wxkila�3ki_aU �6V�_3|L|eV�wcd^V¥{´¤<d^Ry_�d! ¬]�¤º]zRxl3`x«¬{  ¯dI�6V�dhg�wT_a�x«©V�xKy�|�|el3ki{c ¡~x�¨dil1diRxV�_a�yl�ª3V
{xV�%T~x ©d^ ¡la~®ln�»~xl3~x ¡~3diVLk^��VLkiVL~T|LV�d^RTV,_a~T]z­µVLkf ¡]QzzgaV�]|{C¤y]^ ©~T|LV�­�RxV�~xVLª3VLk¢d^RxV!wxkila�ak}_nU�d^V�k^UI ¡~T_�diV�]¢ ¯d
wTk^lc{c`T|LV�]�d^RxV,]^_aU,V!ª�_n«¡`xV q s _8v ��lakY ©di]¢«©l�­�°Ð«©V�ªaV�«-ª�_nki ¡_a�x«©V3±�¸�~T{cV�V�{´¤6diRx ¡]Ywxkila�3ki_aU  ¬]�dhg�wT_a�x«©V
 ¡~¨diRxV!l3k^ ¡�a ¡~T_a«¾]zgc]zd^V�U la�º¹Bla«¡wT_n~TlT¤´��UI ¯diR¦_n~y{¨¸�k^ª� ¡~xV�)Ö�cW�,F¤´]^ ©~T|LV�diRxV�«¡l�law1 ¬]�dhg�wT_a�x«¡V!_n~y{²d^RxV
]^V�¿N`xV�~Nd^ ¬_n«-|el3UIwylN]z ©d^ ¡la~�ln��dhgNwy_n�x«¡V@wxk^l3�ak}_nU£]� ¡]�_a«©­�_5gc]ºdhg�wT_a�x«¡Va±

0fl�­�V�ªaVLk¥¤c_a|�|eVLwxd^ ¡~x�,]^`T|}R²_,wxk^l3�ak}_nU$«¡V�_a{T]µd^lIwxkila�x«¡VLU£]�­�RxV�~�wT_aki_a«©«¡VL«¡ ¬]zU  ¬]� ¡~3dik^lc{c`y|eV�{� ¡~
diRxV�«¬_n~x�3`T_n�3Va±<Q�RxV�]^V@wxk^l3�x«¡VLU£]�|L_n~²�6V�|ela~y|e ¬]zV�«©g�{xV�]i|eki ©�6V�{§_a]Dz^{c ¬]z�3`x ¡]^ ¡~x�! ¡~c��l3k^U£_�di ©l3~�!yl�­ _a]
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