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LNMKOP1QRP�S�TVUXWPIYZPI[]\_^`Pba�YZc_Yda OP1QRPeY
f	gih�j P1a�k h]lnmno_hpg

U�[]qrq h]g a o P g Pes M P g s M PutBvpwrS]SIx9Tzy{WP1| gim P g SI}]}�~�TV�]��q�[��pPIY

���+�I�1���r�]�]��� tRa h_o [�c!� Y+�DP l�oRh���o_m Y�a gimn� \_aZP o Y h]� ad�,[ g P�[ g s Mrm aZPes�ai\ g PeY+a M P g P m Y	[�trPIP o���hpg P1t�| m�gih t_�
QRPItpa�YB[ l�lnh � m t��Xa M P�Pe[]YZc o PI|]P lnh q�Q�PItFa h�� [�q�q l�m s1[�a mnh t�YBs h tDY m Yda m t�� h���M PbaiP gih �pP1trP h \�Y$Y h�� ad�N[ g P
Q h_o \ l PIYN[]t o`M [�| m tr�{|�[ gimnh \�Y���\�[ lnm adc h]� k�P g | m sbP g Pe�p\ m�g P1QRP1tFa�Y���Pp� �D�� �a m QRP l�m trPIYiYI �[�|�[ m�l [ �rmnlnm adc h]g
YZPIs1\ gim adcr¡��Rk�c_YdaiP1Q¢s1\�Y�a h Q mn£ [�a mnh t9\�Y m tr�¤Q mnororl PI�,[ g P1�¥YZP g | m s1PIY m Y�[¤q gih Q m Y m tr�¤Y h]l \_a m�h tHa h*o Pe[ l
� m a M a M P¦s h Pb^ m YdaiP1t�s1P h]� QB\ l a m q l P¦[]qrq lnm sI[�a mnh tDY	� m a MXorm¨§ P g P1tFa���\�[ lnm adc h�� k_P g | m sbP g Pe�F\ m�g P1QRPItpa�Y1�

y gZh Q�a M PRY�Pesb\ gim adc¤q h]m tpa h�� | m P1�$ a M P�� h [ l©��h]g YZc_YdaiP1Qªsb\DYda h Q m�£ [�a m�h t m Y�a h qDP g Q m a�a M P m t_�
aiP gih qP g [�a m�h t`[�Q h tr��[�qrq lnm s1[�a m�h t�Y M [�| m tr� o_m¨§ P g P1tFae Fq h YiY m��rl c m t�s h t�Y m Y�aZP1tFaNY�Pesb\ gim adcRs h t�Y�a g [ m tpa�Y1�
LNM�m Y�q�[�qP g�o PIQ h t�Y�a g [�aZPeY M�h �«a M P�Y h]� ad�,[ g PB[ g s M�m aiPIs�ai\ g P{q�[ g [ orm �pQ m Y � PItrPb�Ds m [ l+��h]g [ oro_g PIYiY��
m tr��Y�Pesb\ gim adc m YiY�\rPeY m t o_m Y�a gimn� \_aZP o YZc_YdaiP1Q¬Y�a Mrgih \r� M YZc_YdaiP1Q'sb\DYda h Q m�£ [�a m�h tK� LNM PRY h]� ad�,[ g PB[ g �
s M�m aiPIs�ai\ g P�q�[ g [ o_m �]Qª[ lnl�h ��Y�a M P¬[�qrq lnm s1[�a m�h t o PI|]P l�h qDP g a h [ � Y�a g []s�a l c*YZqDPes m�� cYZPIsb\ gZm adcF� g P l [�aiP o
g PI�F\ mng P1QRP1tFaiYI� LNM P1tK  h \ g	��g [�QRP1� h]gi® ai[ ® PIY m t¤s M [ g �]PNa M P¦YZc_YdaiP1Q¯sb\DYda h Q m�£ [�a m�h t¬a h Q�PIPba,a M PeY�P
g PI�F\ mng P1QRP1tFaiYI� LNM P$q g []s�a m sI[ l \�YZP h��°h \ g [�q�q gZh []s M`m Y�[ l Y h [ oro_g PIYiY�P o`� c o_m Yisb\�YiY m tr� m a�Y m tpaiP1� g [��
a m�h t m t*[*±i²�³I´+µ�¶_·Z¸�¹;º»²�³�¼�½�¸�¾1¿�À o_m Yda gZmn� \_aiP o q gih � g []Q�Q m tr��P1t�| m�gih trQRPItpae�
Á*ÂFÃ!ÄiÅBÆ ��Ç+�]� k�PIs1\ gZm adc] !k�c_YdaiP1QÈsb\�Y�a h Q m�£ [�a mnh t© k h]� ad�,[ g P$[ g s Mrm aZPes�aZ\ g Pp k�qPIs m �DsI[�a m�h t¤Q¬[�ais M �
m tr�D�
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���Â ����� �Â ��� P o_h Q¬[ m trP o PIY�[ g s Mrm aZPes�aZ\ g PeY lnh � m s m P l�l PIY¦[�[]\ jdh \ g�o � M \ m�� PeY hpm t o � \�tP1t�| mngZh trtrPb�
QRPItpa � []s m�lnm ai[�tFa l P o WPI|]P l�h qrqDPIQRP1tFa o PeY�[]qrq lnm sI[�a m�h t�Y�s h QRq h Y_WP1PeY o P¤Q h_o \ l PeY lnh � m s m P l Y M WP1arWP gZh �
� OP1t�PIYI �Pba [�cF[�tFa orm¨§ WP g P1tFaiPIY�Pb^ m �]PIt�sbPeY�P1tRaZP g QRPeY o P��F\�[ lnm arWP o P�YZP g | m s1PIY���Pp� �D�� ]aZPIQ�qDY o P g WP1q h tDY�Pp 
orm YZq h t mn�rm�lnm arWP h \�Y_WPIs1\ gim arWPe¡b� � [�Y�qNWPIs m [ l�m YZ[�a mnh t o PeY YZc_Yda OP1QRPIY o � Pb^ WPIs1\_a mnh t��eº»¸ l � \_a m�lnm Yi[�a m�h t o P�Y�P g �
| m sbPeY���º»ÀpÀ ��¿�!)¸�·Z¿BPIY�a{\rtrP`Y h]l \_a mnh t q gih QRP1a�aZPI\�YZP�q h \ g Y�\�qrq hpg aiP g$l [�s h Pb^ m YdaiP1t�s1P o P¬QB\ l a m q l PIY
[]qrq lnm sI[�a m�h t�YN[�|]PIs o_m�§ WP g P1tFaZPeY,Pb^ m �pP1t�s1PIYNPIt�aiP g Q�PeY o P{�F\�[ lnm arWP o P$YZP g | m sbPeY1�

" \ q hpm tFa o PR|�\rP o P l [�Y_WPIs1\ gZm arWP m t ��h]g QR[�a m �F\rP]  l � h]�_j Pes�a m��,o P l [�Y�qNWPIs m [ l�m YZ[�a mnh t o P`YZc_Yda OP1QRPeY
PeYda o P¤qDP g QRP1a�a g P l � m tFaiP gih qNWP g [�a mnh t PItpa g P�[�q�q l�m s1[�a mnh t�Y�[�cp[]tFa o_m�§ WP g P1tFaZPeY�s h tFa g [ m tFaZPIY o P*Y_WPIsb\r�
gim arWP WP1|pP1tFaZ\�P lnl PIQ�PItFa m t�s h QRq�[�a m��rl PIYI�$# PRq�[�q m P g Q h tFa g PRs h QRQRP1tFa l PIY$[ g s Mrm aZPes�aZ\ g PeY lnh � m s m P l�l PIY
qP1\�|]P1tFa$%Pba g P`\ra mnl�m Y_WP1PIY�q h \ g�l � m tparWP1� g [�a mnh t o P l [ Y_WPIsb\ gZm arWP o [�t�Y l PeY�YZc_Yda OP1QRPeY o_m Yda gZmn� \NWPIY$�Iº»¸ l [
YZqNWPes m [ lnm Yi[�a m�h t o PIY�YZc_Yda OP1QRPeY o � Pb^ WPIs1\_a mnh t � � PIY�[ g s Mrm aiPIsbaZ\ g PIY lnh � m s m P l�l PIY�qDP g QRPbaZaZPItpa�[�\_^ o WPI|]P1�
lnh q�qDPI\ g Y o � [�qrq l�m s1[�a mnh t�Y o P YZqNWPes m ��P g+o P)Q¬[�t m;OP g P [ � Y�a g [ m aZP l P1\ g Y°Pb^ m �]P1tDsbPIY©P1t$aiP g QRPIY o P Y_WPIs1\ gim arWP
m t ��hpg Q¬[�a m �F\rPp�'& h a g P,P1t�| m�gih trt�P1QRP1tFa°qP1\ra�[ l�hpg Y+YZq,WPIs m [ l�m YZP g©l PNY�c_Y�a OPIQ�P o � Pb^ WPIs1\_a mnh tBq h \ g �p[ g [�tr�
a m�g s1PIY+Pb^ m �]P1tDsbPIYI� � � \ra mnl�m YZ[�a mnh t�q g [�a m �F\rP o PNt h a g P []qrq gih s M P PeYdaBWP1�F[ l P1QRP1tFaKa g [ m arWP1P P1t�q gZh q h YZ[]tFa
Y h t m tparWP1� g [�a mnh t o [�t�YN\rt�PItF| mngZh trtrPIQ�PItFa o P$q gZh � g [�QRQ¬[�a m�h t o_m Yda gZmn� \NWPIP�qD[ g s h t_���p\ g [�a mnh tK�
( Æ �e� Ä �*) �Â � k WPesb\ gim arWP m t ��hpg Q¬[�a m �p\�P] �YZqNWPes m [ lnm Yi[�a m�h t o P{YZc�Y�a OP1QRP] r[ g s Mrm aZPes�ai\ g P lnh � m s m P l�l P] r[]qrq�[��
gim P1QRP1tFa o P{YZq,WPIs m �s1[�a m�h t�Y ��h]g Q�P l�l PIYI�
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" \rP9a h a M P9q gZh � g PIYiY m t s h QRqr\_aiP g YZs m PIt�sbPp  h qDPIt o_m Y�a gim�� \raZP o s h QRqr\_a m tr� Y�c_Y�aZPIQRY�[ g P9t h �
P l�m � mn�rl P ��h]g Y�\rq�q hpg a m tr�{[{� mno P�s l []YiY h�� [�q�q l�m s1[�a mnh t�YI  M [�| m tr� o_m�§ P g P1tFaN��\�[ l�m adc h]� k_P g | m sbP{�¥� h kr¡
g PI�F\ mng P1QRP1tFaiYB�»YZ\�s M []YNa m QRP l�m trPIYiYI D[�|�[ mnl [ �rmnl�m adc hpg Y�Pesb\ gim adc_¡b����trP$q gih Q m Y m tr�`[�qrq gZh []s M a h�o Pe[ l
� m a M a M P s h Pb^ m YdaiP1t�s1P h�� Q�\ l a m q l P [�q�q l�m s1[�a mnh t�Y�� m a M?o_m�§ P g P1tFa*� h k g Pe�p\ m�g P1QRP1tFa�Y m YXYZc_YdaiP1Q
s1\�Y�a h Q mn£ [�a mnh t \�Y m tr� Q m�oro_l P1�N[ g Pb� Y�P g | m sbPIY�� x��¥� � t hpgio P g a h Mrm�o P*a M PHsb\DYda h Q m�£ [�a m�h t q gZh sbPeYZY
��gih Q'[]qrq lnm sI[�a m�h t o P1|pP lnh qP g Y1 !�,P�t�P1P o [ ��g []Q�PI� hpgZ® a h YZqDPes m�� c9� h k g PI�F\ mng P1QRP1tFaiY�a M [�a�ai[ ® PIY
m ts M [ g �pP¦a M P�Y�c_Y�aZP1Qªs1\�Yda h Q mn£ [�a m�h t � c¤YZP l PIsba m tr��[�q�q gZh q gim [�aZP$Q mno�o_l PI�,[ g P1�¥YZP g | m s1PIY���S����¥� LNM P
Y h�� ad�N[ g P�[ g s Mrm aiPIsbaZ\ g P��DP l�o q gZh | m�o PIYN[�t�[ o PI�F\�[�aiP � []Y m Y,a h Y�\�qrq hpg a�YZ\�s M [ ��g [�QRPI� hpgZ® �

LNM P{Y h�� ad�N[ g P¦[ g s M�m aiPIs�ai\ g P��DP l�oXM []YNP1QRP g �pP oXm t h]g�o P g a h PI[pY�P¦a M P o P1|pP lnh qrQRPItpa h]� s h QRq l Pb^
[]qrq lnm sI[�a m�h t�Y�� h]g Y h]� ad�,[ g P�Y�c_Y�aZP1Q¬Y�¡ � c ��h YdaiP gim tr��Y h]� ad�,[ g P g P1�3\�YZP] FP1| h]l \_a mnh t© �[]t�[ l c_Y m YI F[]t o Q¬[��
tD[��]PIQRP1tFa{��P]� ���n �� ���r D������¡���� l a Mrh \r� M a M PBY h�� ad�N[ g P¦[ g s Mrm aZPes�ai\ g P¦��P lno¤m Y�s h tFa m tF\ h \�Y l c�P1| hpl | m tr�� 
a M Ps l Pe[�t Y�PIq�[ g [�a m�h t � Pbad�,P1PIt Y h]� ad�,[ g P*s h QRq h trP1tFaiY��P]� ���«s h QRqr\_ai[�a mnh t�[ l \rt m aiY�¡`[]t o a M P m�g
m tFaZP g [ps�a mnh tDY m Y�� m�o P l c[]sIsbPIq_aZP o � � t9a M [�a ��g [�QRP1� h]gi®  ![]t���·i±�
_º ¹¥¿�±1¹;¶_·Z¿���¿b¾1±b·�º  !¹;º»²�³"!°¸�³Fµ]¶�¸1µF¿
��#%$'&p¡,[ l�lnh ��YNY�c_Y�aZP1Q Y�qPIs m �s1[�a m�h t�Y m t�aiP g QRY h�� a M P�a M�g PIP ��h]lnl�h � m tr�R[ � Y�a g []sba mnh t�Y(� �����*)
+ º ,.-	² �� r²�³¿1³�¹;¾�a M [�a�[ � Y�a g []s�a l c o P1��trP¬s h QRqr\_ai[�a mnh t�[ l \�t m a�Y�� gZm a�aiP1t m t [�t�c�q gih � g [�QRQ m tr�

l []tr�]\D[��]Pp 
+ º º ,.-	²�³�³!¿�±b¹ ²�·�¾Ka M [�a	[ � Yda g [ps�a l c o P1��trP,adc�qDPeY h���m tFaZP g []sba mnh t�Y,��Pp� �D�� ]q m qP] ps lnm PItpaZ�¥YZP g |]P g ¡©[�Q h t��

s h Q�q h t�P1tFaiYI r[�t o
+ º º º ,.-	²�³I´+µ�¶_·i¸�¹3º»²�³�a M [�a o Pb�DtrPIY$[¤Y�c_Y�aZPIQ¢Yda g \Ds�aZ\ g P*� m � P]�n ©[�Y h]� ad�,[ g P�[ g s Mrm aiPIsbaZ\ g Pe¡ m t aZP g Q¬Y

h�� a M P m tFaZP g s h trtrPes�a m�h t h]� s h QRq h trP1tFaiY,a Mrgih \r� M s h trtrPes�a h]g Y1�
# h trtrPes�a hpg Y{QR[�c � PX| m PI� P o [pY$a M PXµ*� ¶�¿$a M [�a �rm t o Y{a M P�s h QRq h trP1tFa�Y0/�a M P1c o P1��trP¬a M PXYZPba h]�
·i² ��¿b¾�a M [�a�a M Ps h QRq h trPItpa�Y¬QB\DYda`q l [�c a h s h QRQB\rt m s1[�aZPp )a M [�a m Y¬a h YZ[�cp )a M PYZPba h]�  !·Z²� �¿1·�¼
¹3º»¿b¾ h]�  N[]t o ·Z¿���¸�¹3º»²�³�¾1
�º  []Q h tr�D  a M Ps h QRq h trP1tFa�Y2� ���_ ,�3�� �S��4�¥� U�Pe[]Y h t m tr� [�a�a M P l P1|pP l�h]�
Y h�� ad�N[ g P�[ g s Mrm aZPes�ai\ g PeY{q gih | mno PIYBa M P�[ o Pe�F\�[�aiP¤[ � Yda g [ps�a m�h t�Y ��hpg YZc_YdaiP1Q sb\DYda h Q m�£ [�a m�h t \�Y m tr�
Q m�oro_l P1�N[ g Pb� Y�P g | m sbPeY0)*� h k q gZh qDP g a m PeY¬s1[]t � P*q gih | m�o P o � c [ sbP g a�[ m t adc�qP h�� s h t�trPIsba h]g Y m t
� M�m s MXgZhpl PeY m t�s l \ o P$YZqDPes m �Ds1[�a mnh t�Y h]� � h kF� g P l [�aZP o s h trtrPes�a hpg � P M [�| mnh]g YI�'5 h]gi®Rm tXa M P$Y h�� ad�N[ g P
[ g s M�m aiPIs�ai\ g P g PeY�Pe[ g s M �DP l�o M []Y � P1P1t s h tDsbP1tFa g [�a m tr� h t a M P�Y�qPIs m �DsI[�a m�h t�Y h]� s h QRQ�\rt m s1[�a m�h t
[ g s M�m aiPIs�ai\ g PIYI �a M [�a m Y�a h Yi[�c] Da M P¬s h QRQB\rt m sI[�a mnh tq gZh a h s hpl \DY�P o���h]g�M []t o_lnm tr�¤s h Q�q h t�P1tFa m t_�
aiP g []sba mnh t�Y��»P]� ����q m qDPp 76�8:9© �Y M [ g P o Q�PIQ h]g c_¡;� ���� �S0�3�<5 M P g PI[pY�a M P g P � P g PIt�sbP o � h]gi®{��h s1\�Y�PeY h t
[]qrq lnm sI[�a m�h t{s h QRQ�\rt m s1[�a m�h t$q�[�aZaZP g t�YI �� P [ g P)s h t�sbP g trP o � m a M a M PN� h k�a M [�a m Y©�p\�[ g [�tFaZPIP o � M PIt
\DY m tr��[`� m |]PIt s h trtrPes�a h]g �{� h kF� g P l [�aZP o sb\�Y�a h Q mn£ [�a mnh tsI[�t � PR[]s Mrm P1|pP o [pY ��h]lnl�h ��YI�{y m�g Ydae !a M P
[]qrq lnm sI[�a m�h t � h k g PI�F\ mng PIQRP1tFaiY$[ g P o P1��trP o � m a Mrm t9a M PXY�qPIs m �DsI[�a m�h t�Y h�� s h trtrPIsba hpg Y¦q gih | mno P o
a M [�a¦PI[ps M*m tFaZP g [ps�a m�h t m Y¦s M [ g [ps�aZP gZmn£ P o¤� c*[¬\�t m �F\rPRs h trtrPes�a hpg � " \�[ l�l c] 	½�¸�¾1¿¬±�²�³D³¿�±1¹¥²�·�¾$� m � P]�n 
s h trt�PIs�a h]g Y+a M [�a [ g P�[�|�[ mnl [ �rl P,� m a M�m t¬a M P�PItF| mngZh trQRP1tFa�¡�[]t o ¾=��¾�¹ ¿���¼ ��¿���¿��D¾1²>��¹ !)¸�·Z¿$±�² �� �²�³¿1³�¹;¾
� m � P]�n rQ m�oro_l P1�N[ g Pb� Y�P g | m sbPIY�¡ o PIs l [ g P¦a M PB� h k`q gih qP g a m PIY,a M P1cXq gih | m�o Pp� LNM PItK r� m |pP1tXa M P ��hpg Q¬[ l
YZqPIs m �DsI[�a mnh tDY h�� � h k�q gih qP g a m PIYI pY h�� ad�N[ g P�Y�qPIs m �DsI[�a m�h t�Q¬[�ais Mrm tr�?� wp�4� m Y�\DY�P o a h$g Pba gim P1|]P�[$YZPba
h]� Y�c_Y�aZPIQ�� l P1|]P l Y h�� ad�N[ g P{s h QRq h trP1tFaiY�a h �]P1a M P g � m a M � � [pY�P�¡�s h trtrPes�a h]g Y1 !Y h a M [�a�a M P�s h t j \�t�s��
a m�h t h�� a M P m�g � h kRq gZh qDP g a m PeY)Q¬[�a�s M PIY)a M P¦[]qrq lnm sI[�a mnh t g PI�F\ mng P1QRP1tFaiY	��S1x@�¥� LNM P¦s h trt�PIs�a h]g � \ mnl a
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a Mrgih \r� M a M P m tpaiP g s h trtrPIsba mnh t�Y h�� YZP l PIsbaZP o Y�c_Y�aZPIQ�� l P1|]P l s h QRq h trPItpa�Y�[]t o � � []YZPe¡�s h trtrPIsba hpg Y m Y
sI[ lnl P o [*±1¶�¾�¹¥² ��º
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Component C1

Security Requirements of C1

Security Requirements of C2

Component C2

Security requirements of the components

Customized connector

Component C1 Component C2

Customized connector for interacting components
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