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ASPECTS OF DATA SECURITY IN GENERAL-PURPOSE DATA BASE MANAGEMENT SYSTEMS

ABSTRACT

With the ever-increasing use of computers for storing large volumes of
vital data, the problems involved in providing data security have been
receiving very great attention from researchers.

In this paper,we try to investigate the various aspects of data
security in a general-purpose Data Base Management System (DBMS)

Data security concerns data manipulation which encompasses two phases :
retrieval and access (read/write).

Privacy protection is associated with the retrieval phase and integrity
is attached to the modification phase,

In this paper, we detail both parts of data security and give an overview
of the potential solutions to each feature. '

ASPECTS DE LA SECURITE DANS LES BASES DE DONNEES DU TYPE "GENERAL"

S. M, MIRANDA

RESUME

D4 & 1'utilisation toujours croissante des ordinateurs pour stocker
de grandes quantités de données vitales, les problémes concernant la
sécurité des données ont regu une attention particuliére de la part des
chercheurs,

Dans cet article nous essayons d'approfondir les différents aspects de
la sécurité dans les bases de données du type 'général",

La sécurité des données est associée aux deux aspects de la manipulation
des données : la rerherche et la modification.

La confidentialité est liée &4 la phase de recherche alors que 1'intégrité
est liée a la phase de modification.,

Nous détaillons cés deux composants de la sécurité des données et
faisons un survol des solutions potentielles/existantes,
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Introduction

In the history of data processing to date,
we can clearly distinguish two particu-
lar trends, the trends toward :

- data independence

- data usability
In every area involving user/system in-
teraction we can trace a steady improve-
ment in the quality and level of the
human interface. The trend is always away
from the irrelevant complexities of the
underlying machine and physical data or-
ganization and toward a higher and more
casual user-oriented level of expression.
An obvious example is the progression
from machine code to simple assemblers,
to macro assemblers, to high level proce-
dural languages, to high level non-proce-
dural languages, to object-oriented lan-
guages (using the abstract data type
concept), and to program generators. At
the same time the cemputation power kept
on increasing in a wide range as a result
of the introduction of computer networks
which offer a number of advantages in pro-
viding efficient and economical computing
to the users. The time is ripe for the

CH1522-2C/80/0000-0046$00.75 © 1980 IEEE

next step in this progression which leads
to a cross-section namely distributed data
bases.

These evolutions have had a huge impact on
the design of security systems in the DBMS.
Initially, the security system was not an
independent module of the DBMS. It relied
heavily on the security system of the
underlying operating system (it was also a
parallel evolution with the access-methods
of the information systems). Then the need
for more powerful controls,for a finer
grain of protection,and the inadequacy of
identification/authentication schemes,led
to the design of security systems as acomve
nent of a DBMS., An intermediate step was
associated with the advent of logical data
independence in information systems. This
feature has led to the concept of subsche-
ma or view used in DBMS to give the users
some restricted pictures of the schema
("sensitive" segments in IMS...). This con-
cept is of primary importance for security
purposes(non-data-dependent security)since
users cannot see and have access to the
hidden data. Subsequently the advent of
high level non-procedural languages made
it possible to define control systems
which were no longer "non-discretionary-
oriented." This trend is in general noti-
ceable in relational-system research (in
SYSTEM-R, the "user is" the data base
administrator (DBA)).

A DBM3 will he said to be "general-purpo-
se" when it offers a high-level non-proce-
dural interfac=2 to the users;i.e. it
appends a new degree of data independence
-independence with regard to the access

strategies-.
Presentation of Data Security

Definitions

Data security is a major concern in com-
puter systems today and this is reflected
in current literature. Data security is a
crucial issue in the data management sys-
tems (DBMS),more important than in any
other type of software. As a matter of
fact,data are the most sensitive part of
any system and its loss or compromise can
have disastrous consequences.

Reprinted from PROCEEDINGS OF THE 1980 SYMPOSIUM ON
SECURITY AND PRIVACY, April 1980



A data base,in contrast with a file,may
be viewed as a dynamic model for some
real-life system which can be shared by

a large population of users having dif-
ferent needs,rather than a passive
collection of data. Because of the possi-
bility to retrieve large amounts of inte-
grated and ‘rterrelated data via a power-
ful and convenient user interface,data
security needs to be clearly defined and
designed as a component module of a
general-purpose DBMS.

Data security is intrinsically twofold;
it includes the privacy protection and
the soundness of the stored information.
Maintaining the security of the data base
can be viewed as protecting the data
against illegal or invalid retrieval or
modification. The first aspect of data
security concerns access control in
direct access and in "indirect™ access to

eve only the data structures or values
for which they receive authorization.The
second aspect is called integrity,which
basically encompasses two major features:
the update synchronization of shared data
by concurrent users ("external integrity")
and the correctness of data modification
depending on predefined constraints
("internal integrity"). Both aspects re-
quiré system routines for surveillance,
threat monitoring,...(privacy protection),
journaling,dumping,resiliency,..(inte-
grity).

Moreover, the unique identification and
authentication (based on properties of
the requesting or requested entities are
needed before performing security controls.
We shall not consider here these aspects
of data secnrity and assume these infor-
mations are provided by the underlying
operating system (given to the DBMS in

the form of a user profile.)

To summarize, let us say that data secu-
rity mechanisms must ensure that a user
is authorized to have access to data for
the performance of specified operations,
that any changes resulting from a user's
alteration of the data base are valid
without affecting the consistency of the
whole data base.

Discretionary versus non-discretionary

security systems,

It is important to specify the kind of
user interface we want for a DBMS, Most
of the existing security systems are
"non-discretionary", non-discretionary
in the sense that the DBA(s) define the
security system ‘and its protection data
which cannot be changed at tie discretion
of users. Examples of such systems are
"transaction-oriented" systems,where
application designers define application
Programs and decide what information
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should be avajlable and accessible to the
applications 75 , An extreme example is a
military security system where a double
hierarchy is defined,

sincluding a hierarchy of objects
associated with "rights",and a hieraighx
of subjects related to "clearances" 137,
t6. Such systems enable a security forma-
lization and the confinement problem is
argued to be decidable 47, What is inte-
resting about these systems which can
model many real time environments is their
simple implementation (with some restric-
ting provisions limiting the communica-
tions between sensitivs levels like the
Yproperty" defined in 42 and their strict
security policies which could be required
in some particular situations. However
these systems,which embody policies,
(instead of mechanisms) are not flexible,
and do not meet the basic goals of general
-purpose which must be reflected in the
security system,such as ad-hoc processing,
casual user orientation,and powerful user
interface, Therefore,casual oriented sys-
tems ("discretionary" systems)1 ye been
considered in the literature ’ esoIn
the remainder of this paper we do not
make distinctions between discretionary
and non-discretionary systems (except in
explicit cases). We want to pay particular
attention to security mechanisms in which
different policies (hierarchies...) could
be embedded.

Granting/revocation of access rigts

Generally speaking,authorization is the
responsibility of the DBA or someone
delegated by the DBA. The ability to
delegate security functions and access
rights is of practical importance. Any
user in a general DBMS should poten-
tially be authorized to create new data
structures,selectively grant and revoke
authorizations for his objects to other
users as ge}%. he interested reader can
refer to 7,20,38 for the detailed descrip-
tion of mechanisms which tackle this issue.

Consideration of the objectives of a
general-purpose DBMS for data security

General-purpose DBMS represent the current
step in the evolution of the information
system. These are characterized by the
following objectives which are presented
with their consequences for the security
system :

Jata independence(logical and physica1,14'
o, regarding access-paths

This basic objective implies a clear dis-
tinction between the functional levels of
the DBMS (external,conceptual,access-path,
internal levels). Since a user only mani-
pulates logical entities contained in the
schema or subschema,the representation of
the security features must be done at the
logical level (protection of logical




entities,,.). Logical independence imples
the definition of views or subschemas,which
are manipulated by the end-users. The in-
trinsic property of subschemas is that
they offer a direct protection of the hid-
den data (value-independent security).
However,a consequence of the definition
of complex subschemas(as in the relatio-
nal data model) is the existence of in-
tricate mapping involved between the two
logical Tevels (schema-subschema),and the
logical level-physical level. This mapping
is very important for security purposes
since the modifications or security con-
trols(locking...)which are performed at

e logica evel,must correctly propaga-~
te down to the physical level for protec-
tion to be maintained. This mapping
should be reliable for the security mecha-
nisms stated at the logical level. The se-
paration of the DBMS in different functio-
nal levels renders possible a microscopic
access to the data by a malevolent or mas-
queraded user;this would require some
form of encryption of data stored in the
physical device.*

Data relatability

This objective concerns the schema defini-
tion and specification which must faith-
fully model some real world environment.
In order that this representation be re~
liable (basic need for security),we requi-
re a theoretical and rigorous foundation
of the treatment of data. This can be
done through an axiomatization of the
schema to generate the logical structure
in the most automatic fashion possible.
Relatability could be enhanced by the use
of abstract data types in the schema spe-
cification and in the application pro-
grams. Since the schema models the real
world environment,it must embody the se-
curity features as part of the data defi-
nition. The real world environment is dy-
namic; therefore, the security system
must have dynamic characteristics. Since
an end-user need not know the ever-chan
ging characteristics of the:.security sys-
tem for convenience reasons, the system
will have to manage them in a transparent
fashion for users,by considering some
forms of guery modification at the query
language level or at the subschema level,
Another consequence of the ever-changing
characteristics of the real-world environ-
ment is that the DDL used for the securi-
ty definition must encompass some fea-
tures of the DML (Data Manipulation Lan-

guage). _

Data sharability

The purpose of this conceptfis to avoid
physical data redundancy present in early
information systems, which was the

*Example:ADABAS security system

source of consistency problems and high
storage costs. Lack of physical redundan-
cy (which in some cases can be maintained
for performance reasons or for connection
data like in the "physical pairing" of
IMS)does not mean lack of logical redun-
dancy. Generally the schema offers a user
redundant logical structures which are
desirable to present simple logical struc
tures ("virtual source" concept in DBTG
schema,"virtual pairing" in IMS...).The
major consequences of this concept are
the need for control of data sharing and
modification by concurrent processes
("external integrity") and the inadequacy
of user profile (identification/authenti-
cation) to achieve security.

Access flexibility

This feature is related to the powerful
user interface provided in today's gene-
ral-purpose DBMS's (a limited interface
reduces the ability of a user to manipu-
late data base). This powerful user in-
terface is characterized by potential
ad-hoc processing. The first consequence
of ad~hoc processing for security purposes
is the possibility for malevolent users

to indirectly retrieve the data (problems
of Inference and reference). Another cha-
racteristic is the casual—user orientation
attained by providing for high-level non-
procedural languages by which the users
define what they want without any concern
for the access-paths to the data. These
access paths are "intelligently" managed
by the system at the access-path level
below the logical levels (external and
conceptual levels). This characteristic
requires powerful direct controls (context
dependent security,content dependent secu-
rity) which cannot be provided by the
security system of the underlying opera-
ting system(insufficiency of the user pro-
files,passwords,need for privacy and inte-
grity, complex constraints,fine grain of

protection...). Therefore an independent
security system must be designed for the
general-purpose DBMS (we presently have
the same trend to embed access control in
programming-language design). Moreover,
since user privileges are based on the
characteristics of the stored data items,
the solution of having a table of commands
for each group of users is not satisfac-
tory. A survey of the splitting between
0S and DBMS security systems with its
handling inexisting DBMS's is presented
in details in?21,

Data base performance/efficiency

The general trade-off in a DBMS(which is
crucial in a distributed environment) is :
-what is desirable at the user interface?
—what could be efficiently implemented?
This trade-off is more significant in a
DBMS embedding its own security system.
The performances of the whole DBMS must



not be drastically cut downDRy the privagy
and integrity controls. In =’ ,overhead
attached to direct access control has been
estimated;a retrieval with a security veri-
fication which does not depend on the con-
tent of the data is in the order of 22 to
32 per cent less efficient than a retrie-
val without any control while it reachs
187 per cent for a content-dependent secu-
rity control. Consequently the bulk of se-
curity contro%omust be performed at

compile time.

Data base administrator (DBA)

The DBA is responsible for the schema defi-
nition and specification,for the defini-
tion of access paths to data,the defini-
tion of access methods in the DBMS based
on the nccess methods of the operating
system and the physical distribution of
the data on the physical devices. He is
also responsible for defining the security
system, the protection data (semantic cons-
traints...) and the enforcement rules. For
this purpose, the DBA needs powerful tools
to enter and manipulate protection data in
the sfcurity s¥stem (high-level data secu-
rit anguage for defIn?ng and moaiiying

t e)secugiTg-informations (both DDL and
DML).v..).

From the considerations noted above we can
point out a dilemma for the enforcement of
privacy protection in a general DBMS :
the need for powerful controls and data
independence require that access restric-
tions be stated at the logical level,at
the highest level possible. This feature
has the disadvantage of requiring that the
software involved in the logical-physical
mapping be secure. However,such a software
which can be very large and complex,is not
certifiable in the actual state of the art
Therefore the dilemma is that we may have
non-re.-liable powerful security system in
DBMS !

Design principles for a data security

system.

The design principles that apply particu-
larly to protection mechanisms are as
follows :

-Least privilege ; every process should
operate with the least amount of access
rights and power necessary to complete
its tasks.

-Least common mechanism (isolation guide);
in the structuralization of the system,
the amount of common mechanism should
be minimized.

~Complete mediation; every access to every
object must be checked.

-Powerful and selective controls; direct
access (macroscopic or not) and indirect
access (masquerading,problems of inferen-
ce/reference) must be controlled.
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Powerful semantic constraints should be
defined and enforced for privacy and in-
tegrity purposes.

The other characteristics which have been
mentioned in the previous section are
simplicity of implementation,small execu-
tion time overhead,flexibility,and fail-
safe default (mechanism based on permis-
sion rather than exclusion,important for
the inference problem).

Sketich of a data gecurity system

In operating systems,associated with each
type of object (files,devices...) there
is a monitor which controls the access to
these objects . The same con-
cept can be extended to DBMS for the data
security system,

In the following we discuss a data secu-
rity system (Fig.1) for privacy protec-~
tion. It 1is convenient to regard all the
informations specifying the types of
access subjects have to objects as cons-
tituting a protection state of the system
The data security system encompasses two
major modules,the authorization process
and the enforcement process :

- The authorization process which recei-
ved a good deal of(interest in relational
data base systems (much more ignpgr in
the other data models).9+27, e'gg'g? »

The concept of data security languages
which embodies the DDL features with some
power of a DML needs to be introduced to
the authorization process for privacy
protection (and integrity also). The pur-
pose of this language is to enter and
modify the protection data specified as
part of the data definition (rather than
as part of the user definition). A'funda-
mental requirement of a data security
system is to provide a convenient inter-
face for the DBA(s) to permit an easy,
consistent, and efficient way of deflnipg
and maintaining the protection data. This
data security language is a powerful and
flexible means of expressing complex
access restrictions (privacy protection
and security). This process also includes
the following functions : authorization
validation, translation of the data-secu-
rity language expression into internal
representation ; control of the display
of the protection data. Some optimizat;on
can be performed at that level by storing
only some "basic" access rules whose
"derived" rules can be gsduced by an
appropriate algorithm . Here we have
not mentioned the kind of user interface
we have. We could decentralize authority
from the bottleneck of a single DBA at
different levels and allow subjects to
alter the protection state to a certain
extent(case of discretionary systems).




a

-The enforcement process ("checker","con-
troIIer“).

This process is in charge of transacting
with the requester,causing subjects to
have access to objecis only as permitted
by the protection state,crnsulting the
information provided bv tha autlnrigzation

rocess and r
gaga requegts?ndering a decision to the

he enforcement process determines whe-
ther the access request subspace is con-
tained within the subspace characterized
by'the access restrictions. One of the
major issues is to ensure the re.liabi-
1lity of the enforcement process at every
step (crucial in a distributed environment)
Other issues concern the storage and mani-
pulation of the protection data in a per-
formant and reliable fashion.
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Privacy Protection and Integrity Features

Privacy protection features

Privacy protection encompasses two general
aspects,access control and user interface
control. We are going to present them is
turn by pointing out the major characte-
ristics of these features,

Access control

The problem of access control has been
studied in detail in the case of operatirg
systems where jimportant coggepts have
g?en defined : c?pability sconfinement
sencapsulation”,and overall kernel
concept €3, Some of these concepts have
been extended to apply to data base mana-
gement systems, For this reason,we rapid-
ly examine the access control methods de-
fined in operating systems,
Access control in operating systems (0S)
The principles of a protection system
were initially formalized as a model defi-
ned by 50, The three basic elements,sub-
gects (sj),access types (tk), and objects
0i) define a model for protection data
which can be described by means of an
access matrix,with subjects corresponding
to the rows and objects to the columns,
Access types are written in the intersec-
tion of rows and columns.Graham extended
this model by introducing the concept of
domain of protection (for instance,Ring
in Multics). The subject can now be regar-
ded as a pair(Uj,dR), The most important
aspect of the model is the notion that
each process Uj has a unique identifica-
tion number., These models assume that an
access type applies uniformly to an object
and all its components. Two basic imple-
mentations of this access matrix have
been generally used for access control,
one by row,the other by column, The two
corresronding categories are respectively
called "ticket" or "capability"-oriented,
and "access-list"-oriented, In both cases
protection data must be maintained but
the crucial distinction is whether the
rotection data are maintained by users
?capability systems) or in relation with
the objects (access-list system). In ca-
pabilitz systems,each subject must keep a
collection o eys for the objects of in-
terest,keys issued by the owners of these
objects with possible granting/revocation
privileges(discretionary control orienta-
tion). These systems require each subject
to save and protect the set of keys which
he requires and present the correct key
whenever a privilege is requested.

They allow a very rapid implementation of
access control at execution time. In
access-list systems, the "checker" for
each protected object includes or has
access to a table of. authorized subjects
with an indication of the type of access




authorized (ron-iisecretionary control
orientation)., These systens vequire that
the checker search his table whenever ac-
cess is requested and oversee that all
access conditions are met. The subject
only needs to cater to identification/au-
thentication information which will lead
to the initialization of his profile. For
this user~convenience reason,such systems
could be appealing for data base manage-
ment systems (as they are for file sys-
tems).

These access-list systems permit the revo-
cation of privileges without consultation
with the subject who is losing the privi-
lege. They permit an auditor to determine
the range of access without having the ac-
cess himsglf. Generally, they provide ad-
justability and make it easier to unders-
tand the implication of making an authori-
zation. However,because of response-time
requirements,the overhead of access-list
resolution for each transaction may be
prohibitive. This aspect is very important
in generalized DBMS where efficiency is
one of the basic requirements. This is the
reason IMS has a "ticket" orientation vi-
sible to the end-user. This corresponds

to the protection of the data objects by
making use of passwords.

The use of capabilities to check object
at execution time could be combined with
the use of data types to check object
access at compile time,

Access control in data base management
systems versus operating systems. The mo-

dels defined in operating systems are hand-

ly adequate to protect data in a general
DBMS. In both access-1ist and capabi-
lity systems,what is controlled is access
to the container of the data rather than
access to the data itself. Neither system
limits what a program can do with informa-
tions it has derived from data it was au-
thorized to manipulate* (problem of user-
interface control crucial in DBMS). In
operating systems,control mechanisms per-
mit different users different types of
access to the protected objects (Read,
Write,Execute,Merge,Sort,Append,Delete..).
In data bases,all users are essentially
performing read access. Therefore,the ac-
cess control mechanisms could not be basd
on the type of access.
More complex controls are required in a
general-purpose DBMS to ensure :

-{(i) eontainer-dependent security (i.e.
muser U] cannot access the domain SALARY")
-(ii) value-dependent security(i.e."user
Uj can retrieve the domain SALARY if,and
only if,salary value is less than $2000")

~-(iii) context-dependent security(i.e.
"user U% cannot retrieve the Aomain
SALARY together with the domain NAME "or
the DBA doesn't want any user to obtain

*due to functional access to the data...
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the following information,"for the same
job,and the same qualifications,a male
Employee makes more than a female Emplo-
yee"!!!), These controls expressed by pri-
vacy semantic constraints have to be sta-
ted in a logical form and cannot be pro-
vided by a straig orward capability or
access-control mechanism. Except for very
rarely altered domains,content- depen-
dent security must be enforced at execu-
tion time (the same kind of complexity

and checking is required for integrity
purposes). Compile-time-protection enfor-
cement appears to be of much higher utili-
ty in DBMS than in 0S (where a rechecking
overhead is generated at each recompila-
tion). Consequently,highly constrained
user interfaces are possible in DBMS,but
not in OS.

Two basic mechanisms have been defined to
implement access control at the external
level of a general-purpose DBMS (control
of EXTERNAL ACCESS) :

- i) views (subschemayd

- (1i) query modification’©

The former mechanism offers the users the
sensitive data he has the right to mani-
pulate;other data are hidden. Such a view
is built (dynamically or staticly) from
the global schema and the security cons-
traints.

In the latter mechanism,the user request
is considered as a VIRTUAL one. The ac-
tual interaction with the data base takes
place after appending (logical AND) the
concerned security constraints to the
user request:consequentlv such an inter-
action will not violate cesurity,.These
security schemes are compared in55.

Another contrast between the 0S and DBMS
access control mechanism concerns the
grain of protection. If the grain is si-

milar,the data security mechanism provi-
ded by the underlying operating system
can be used for the DBMS protection (as
noted in%2 with Multics). Generally the
grain of protection is finer in DBMS than
in 0S;therefore,we cannot use a capabili-
ty mechanism to protect the access to a
large number of objects,since it would
carry a very high cost for storage and
manipulation of capabilities. Moreover,
in DBMS,different subsets of data may re-
quire different protection status. In a
DBMS, the definition of the data struc-
ture and the different access paths to
the data (indices) have to be protected.
Encryption could be a basis for the
general access-control architecture (only)
when the grain of storage encrypted by an
individual key matches the protection
grain (however,this is inadequate for
complex controls such as value dependent
security). Encryption is appealing in
systems where MICROSCOPIC ACCESS %access
to the interna evel of a general-purpo-
se DBMS) is possible.



Another difference is connected to the
handling of multi-object reguests. In 0S
a complex operation is broken down into a
set of accessswto individual objects and
each access permission is determined inde-
pendently of the other. In a DBMS,a deci-
sion must be made whether the global re-
quest should be permitted in the first
place,

However,there are some similarities bet-
ween DBMS and OS for data security. One
of the most important similarities con-
cerns the kernel architecture which cor-
responds to the desirability to partition
the software into security-relevant and
security-irrelevant portions;it is possi-
ble, through the simplification of protec-
tion features to reduce the size of the
security-relevant portion to a limited
"kernel" which could be certified. Such
an aygrggch enhances the overall reliabi-
1ity19,40,21,45 48,63,64,81

Some proposals to exteml the access
concept to DBMS have been made 12,
They examine the possibility of extending
the use of capabilities by associating
procedures (which could implement value-
dependent security) to them. The size of
the matrix can be reduced by introducing
user classes and data aggregates. In 12

an enforcement scheme is presented for da-
ta-dependent security,based on a security
matrix and four security functions which
can be invoked at translation or execution
time. Value—independent privacy decisions
can be enforced at translation time

(needs to be exercised only once per re-
quest in contrast to value dependent se-
curity which requires evaluation for

every data value). This distinction is
appealing in a batch environment,not in

an on-line application where one request
at a time is processed.

atrix
7%

User interface control

This aspect of privacy protection is con-
cerned with INDIRECT access to the data
and includes two basic problems :

- the problem of reference

- the problem of inference.

The problem of reference concerns the dis-
closure of confidential information that
the user has the right to manipulate but
not the right to retrieve,whereas the
problem of inference concerns the confi-
dential information a user can deduce
from a prior (authorized or not) knowled-
ge of the data base. While the problem

of reference was given some satisfactory
solutions 57,59, that is not yet the case
with the problem of .inference where
currently promising_formal research is
conducted 3,17,18,§5,65,82

However, these problems are still open
fields for investigation. They are pro-
blems about the control over what a user
is able to do with the information
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retrieved from the data base 57,61,67,
Problem of reference. Sometimes in order
for some types of functional access to be
accomplished (i.e.,compute the average
salary,give a raise of 10% to all salaries)
it is necessary for the corresponding.
application programs to give more rights
to the objects that the caller had. This
is called "amplification" in In addi-
tion, problems of reference can include
the hiding of intermediate results of com-
putation. This problem of reference can be
satisfactorily solved by assuring a con-
trol over the internal behavior of user's
program which interacts with the data base.
Examples of shortcomings of direg% access
control mechanisms are given in . A sa-
tisfactory and more efficient solution
based on the concept of abstract data type
and indirect access to the objects via a
"confidence module" 57 whose output chan-
nels are 8trictly controlled,can be envi-
sionned.

Problem of inference . This problem is
connected to the powerful user interface
available in today's general-purpose
DBMS's and to statistical DBMS's17,45,65,82,
A malevolent user could "infer" confiden-
tial data from the outputs of a series of
adequate requests (functional access,
direct access) for which he is fully au-
thorized (i.e.,combine the external know-
ledge he has of his salary or some other
friends and the output of an "appropriate"
functional access to deduce the salaries
of employees he is not entitled to know).
The direct access control solutions like
query modification and tagging are shown
to be inadequate in 2 ,

Proposed solutions are based on the analy-
sis and control of the potential scope of
users instead of the actual scope corres-
ponding to direct access control (analy-
sis of data independence) and on query
history for a given user. In order to do
so,the concept of "confidential proposi-
tions" is introduced in and an exhaus-
tive estimate,checking these propositions
with the allowable requests,is calculated.
If it fails,the request is discarded. The
inadequacies of this sclution are : first,
that it could be too restrictive since
most users are not malavolent a priori and
it does not meet one of the basic objecti-
ves of general-purpose DBMS,availability;
second, that such an exhaustive checking is
8o costly that the introduced overhead
will reduce the performance of the system.
(The impracticability of this scheme in a
distributed environmesnt is obvious). Con-
sequently,this solution although it is
formally satisfying is not practically
appropriate in its raw form., It could be
extended by restricting the checking to a
limited set of "confidential propositions"
and allowable queries to decrease the
control overhead, However,the danger,as
pointed out in 18 in this case,is that

too much,instead of too little,may be




released. Another promising approach has
been proposed. It is based on an informa-
tion flow graph 29 constituting a minimum
security schema which encompasses domains
and manipulation procedures as nodes and
and access paths as vertices. Such a so-
lution is to be considered with the other
axiomatization studies conducted in gene-
ral-gurpose DBMS's(mainly relational

ones

Masquerading("Trojan horse") problem

This is a basic problem in data base secu-
rity where a malevolent user could either
have microscopic access to the raw data
(countermeasure using cryptography),or
downgrades confidential data from a high
sensitive level to a lower level where un-
authorized users can retrieve them (provi-
sions similar to"mproperty" defined in 4
must be taken in non-discretionary securi-
ty systems like those used in a military
environment where hierarchic classes of
users and objects are predefined). This
problem is enhanced in a distributed envi-
ronment since "masqueraded" users in a
switching node can divert the flow of in-
formation received on that node to a male-
volent end-user by manipulating the adres-
sing informations (contained in the packet
headers when packet switching techniques
are used) and issuing proper acknowledge-
ments. The masquerading problem in its ge-
neral form is connected with the confine-
ment problem. The confinement problem pre-
sented in asks whether there exists a
mechanism by which a subject who is autho-
rized access to an object can leak the in-
formation contained in that object to ano-
ther subject not having authorized access.
If it can be shown that no such mechanism
exists in a security system,then that se-
curity system is vulnerable to masque-
rading. It is important to point out that
abstract data types are inadequate for pre-
venting such a leakage of information,sin-
ce the authorized masqueraded user can
have access to the encapsulated confiden-
tial data and manipulate them with the
meaningful operations of the type.

However it has been shown in 40 that the
confinement problem is undecidable for
discretionary-security systems for which
the access matrix is "fully general" (no
strict hierarchies are defined on the ob-
jects (classes) and the subjects (clearan-
ces)). These systems are then vulnerable
to masquerading attacks.

This is not the cige %n6 on-discretionary-
security systems 42 47» ,where the con~
finement problem is claimed to be decida-
ble and masquerading could therefore be
avoived.

Integrity features

The notion of integrity is closely connec-
ted with the notion of concurrency control

53

(external integrity) and the schema (se-
mantic integrity). A schema can be viewed
as a set of assertions about the DB con-
tents which remain invariant during pro-
cessing. These assertions are called se-
mantic rules.

Semantic integrity

Semantic integrity encompasses two aspects:
the data structure de%}nition and the in-
ternal integrity. In the value of pre-
dicate calculus is advocated for defining
and evaluating integrity constraints
which can be as complex as the privacy
constraints. These constraints limit the
states of a data base to those which con-
form with some expressed limitations. We
can consider a value-dependent-security
constraint as an integrity constraint in
the sense that they both describe proper-
ties of and the relationships between
data structures or data values,respective-
ly,before granting access to a dedicated
user or after some data alteration to
check its soundness. The same mechanism
can be Bseg for both purp?ses as in
INGRES 0,72 or SYSTEM-R 1+7, Semantic
constraints are more logically associated
with the data than with any given user
and these will have to be specified as
part of the data definition rather than
as part of the user definition (therefore
the abstract data type concept seems pro-
mising for the schema specifications)

Different levels of constraints can be

defined in a data model. If we consider
the relational model, two tyges of cons-
traints have been proposed 39 for inter-
nal integrity (or privacy protection) :
domain constraints which state properties
that date items must satisfy (value-depen-
dent orientation) and relation constraints
which state properties of relationships
that must hold between different relations
or subparts of relations (non-value depen-
dent,context-dependent orientation).

Different kirds of constraints can be
considered 14123 We can differentiate
them by whether or not they belong to the
schema,by their behavioral properties
(static versus dynamic) or by the enfor-
cement time (immediate-after every modi-
fication,or delayed at the end of a
"transaction"). Static constraints hold
for every state of the data base (unique-
ness, functionality,range of values for a
given field,statical constraint). Dynamic
constraints refer either to transitions
Trom one state to another (corresponding
to the NEW/OLD clause in System-R) or
from non-existence to existence (require-
ment for a WHEN clause introduced in
which indicates at what time the cons-
traint is to be applied). The WHEN clause
may also be desirable to limit the number
of integrity checking for performance
reasons. "Deferred constraints" are




associated with the concept of "transac-
tion" which represent and indivisible unit
of work 7,36, A data base is in a state
of integrity before and after a transac-
tion,but not in a intermediate step. Dela-
yed constraints are only checked at the
end of the transaction.

External integrity

The problem of internal integrity is in-
creased if we consider concurrent access
by more than one user. In addition, the sys-
tem has to ensure that the users do not i~
terfere with each other during update ope-
rations,(problems of "lost update","dirty
read" .,..).To this end the system must pro -
vide external integrity mechanisms based
on a serialization mechanism (locking,se-
rializibility graph,sequencing algorithm)
which ensures the correct execution (with
regard to integrity) of concurrent tran-
sactions.

The concept of TRANSACTION,detailed in3®
and_extended to distributed data bases

in yrepresents an atomic interaction
with the data bases which preserves inter-
nal integrity;a transaction encompassed
atomic actions with regard to the opera-
ting systems: locking ensures that concur-
rent transactions are serialized (their
execution is equivalent to a serial one).

A locking mechanism has been almost exclu.-
sively selected in commercial and proto-
type DBMS's (even in DBTG where the ini-
tial proposal based on a "monjtoring" fea-
ture has been given up in the DBTG-type
DBMS from UNIVAC,DMS 1100 >4)

In a general-purpose DBMS,lockin% can be
- "high-level" (external level)ZZ

- "med-level" gaccess-path 1ev§1358

- "low-level" (internal level)>,24

The major advantages ofi-high-level lock-
ing ,are the natural avoidance of the
phantom-entity problem (locking objects
which may not yet exist from being crea-
ted), the reduction of the locking table
(storage overhead...),the use of predica-
tes....

- Med-level locking,are the ability to
lock every access-path to the data in a
uniform way and the combination of the
advantages of high and low-level locking.
- Low-level locking,are the efficiency in
terms of availability (only the required
entities are locked) and the possibility
to use the 0S locking features.

Locking has as consequence the danger of
deadlock. )
Five necessary conditions for deadlock 2
have been pointed out in the literature<4
concurrency (CN1),exclusive locking (CN2)
incremential locking (CN3),circular wai-
ting (CN4),lack of preemption (CN5).
Solutions to the deadlock:problem are :

- ignorance (!) i
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- detection/roll-back

- avoidance

- prevention (constraints are introduced
in the allocation process to prevent dead.-
lock to occur by avoiding the feasibility
of one necessary condition at least;the
corresponding solutions are pre-ordering
(CN1),preclaiming (CN3),presequencing
(CN4),preemption (CNS)

Everest claims that prevention solutions
are the only solutions feasible for a
general-purpose DBMSZ4,

The two solutions which have been largely
reported in commercial and prototype
DBMS's are :

- detection/roll-back54,SYSTEM-R1+5

- preclaiming (INGRES...)
Many tradeoffs which are not detailed
here are involved in the design of an
external-integrity mechanism (granularity
of locks,degree of concurrency,consisten-
cy,frequency of detection calls....)

An integrity system must also embody
system routines for journaling,dumping,
recovery,back-out,check-point-restart

‘and detection.

Conclusion

In figure 2 we represent data-security
features with their potential or promi-
sing solutions.

We do not have place here to detail and
discuss these solutions.

Generally speaking,it should be pointed
out that the more remote we are from the
rhysical data structures,the more we can
define powerful security mechanisms but
the more complex is the implementation.
and the more unreliable are the solutions,
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