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Abstract— Finding low-weight multiples of a binary
polynomial is a difficult problem arising in the context
of stream ciphers cryptanalysis. The best algorithms to
solve this problem are based on a time memory trade-
off. Staying in this category, we will present a new
approach using discrete logarithm rather than a direct
representation of the involved polynomials. This provides
an alternative to the previously known algorithms which
improves in some case the computational complexity.
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weight), there exists different algorithms to find low-
weight multiples (see [2], [5]). We will complete them by
another approach based on the use of discrete logarithm
over finite fields. This will lead to a new algorithm
for the computation of polynomials multiples that has
better performance for some problems. Remark that the
complexity of the best method is often still very high for
parameters used in real cryptosystem. Notice also that in
[11] discrete logarithms were already used to compute
multiples of weight3 and 4. We have generalized this

Correlation and fast correlation attacks are probat§€@ and improved the complexity analysis.

the most important classes of attacks against strea

mhe paper is organized as follows. Sectiph 1l in-

ciphers based on linear feedback shift registers (LFSREpduUces some notations. The usual approach used to

They were originally proposed by Siegenthaler [13] a
improved by Meier and Staffelbach [10]. Since the

ﬁmpute low-weight multiples is presented in Section

In Section @, we detail our main algorithm and

many different versions have been proposed [1], [8], [/§°MPare its complexity with the algorithm of [2]. Then,

[9], either very general or adapted to specific designs.

we will see in Sectiof ]V how the complexity is modified

The basic idea is to consider that the output of tHihen we only want to find a few multiples and not all.

we will discuss in Sectiop VI some important

stream cipher is a noisy version of a sequence generalfér&a”_y’ X - ; -
by an LFSR with the same initial state. The attadRrac'FlcaI points and give some experimental results in
can be seen as an error-correction problem: recover tpection[Vil.
sequence, and therefore the initial state of the LFSR. 1
To do this most of the attacks take advantage of pariR/. Notations
check equations existing in the sequence we are trying to _ _ o _
recover. Those parity check equations are in fact given byTn€ problem we will be dealing with is the following.
the multiples of the feedback polynomial, and to keep , _ _

the bias as low as possible, low-weight multiples are Problem 1 (Low-weight polynomial multiple):
necessary. As a precomputation step, we thus have t¢"Put: A binary primitive polynomialP € F2[X] of

find those parity check equations before using them §¢9reen, and two integerso andD.
the active part of the attack. Output: All the multiples of P of weight at mostw

Depending on our objectives (finding one or man§"d degree at mos?. _ _
The number of expected such multiples &f is

such multiples) and on the parameters (degree of the D dering that
considering tha

feedback polynomial and of the multiples, expectdifuristically approximated bTw—_ﬁ!zm _
for D large enough, the values of the polynomials of

weightw and degree at mo£? are uniformly distributed.

. PRELIMINARY

1This work is partially funded by CELAR/DGA.



Most of the time, the degrel and the weight are chosen Setw = g1 + g2 + 2 with ¢; < ¢o. Take two tuples
high enough for many solutions to exist as we need many

parity check equations to mount an attack. =0,

Its also worth noticing that we almost never neegnpd

all the multiples. In fact, to mount a successful attack,

one only have to find a fixed number of parity check A = (01,...,0q,) With 0 <d; <--- <dg, < D.
equations. It is thus sufficient to find many — but not
all — multiples, which might be much easier, especiallé/%

V) WIth O <y <+ <, <D

Denoting by Lr and LA the logarithms of1 +
ver@? andl + 3 s A 2 respectively, the following

if the constraint on the degree and the weight a ualities hold ifFs[z]/ (P):

high enough. We therefore introduce a slightly different

e > L et (1 an
Input: A binary primitive polynomialP € Fy[X] of ver 9EA
degreen, and three integers, D and B.
Output: B multiples of P of weight at mostw and gla=Lr [ 14 va — 1+ Z 20
degree at mosD, or as much as possible if there are Ser Sen
not B such multiples.
Now lete € ] — 2771 2"71] such thate is equal to
Ill. THE CLASSICAL APPROACH Ly — La modulo2” — 1. If e > 0, then the polynomial
A. The algorithm
The main idea is to use a time-memory trade-off 1+va + z€ <1+Zx6> (1)
(TMTO). Setw = ¢1 + g2 + 1 with ¢1 < go. Sl SeA

Algorithm 1 (TMTO): _ _ .
« For all the gi-tuplesT = (71,...,7,,) with 0 < IS @multiple of? with degreenax(vy,, oy, +e). If e <0,

M < - <7 < D, compute and store the pairdhen the polynomial

(XM 4 ... 4 XY mod P;I).
o For all go-tuplesA = (61,...,d4,) With 0 < §; < x| 1+ Zgﬂ + (1 + Zaz5> (2)
< 0g, < D, computeX® +- -+ X% mod P. ver sen

Look in the table for an element XORing to(this
can be efficiently done by using an hash table).
If it exists, this gives

1+ZX7+ZX5:O mod P. e>0 and 4, +e<D
vEr seA e<0 and v, —e<D

is a multiple of P with degreemax(v,, — €, dy,). SO, if
one of the two following conditions is satisfied

B. Complexity we get a multiple of” with degree at mosb and weight
The usual time-memory trade-off is = |“+*| and at mostw. We can rewrite both conditions in a single
g2 = [“51], in order to balance the complexity of thenequality

two phases of the algorithm. The most time consuming Yoo — D < e <D —6g,. 3)
part depends on the parity af, as we do not have to . ) .
compute anything to find the collisions d = go. The algorithm is then straightforward.

The memory complexity is the® (D?) (for the first ~ Algorithm 2 (LogTMTO):
phase) while the time complexity i€ (D%). Remark « For all the g;-tuplesT" = (v1,...,7,,) With 0 <
that in [2] the memory usage of the algorithm has been 71 <--- <7, < D, compute

improved in order to use onlg (D“Tﬂ) bits. Lr = Log (1427 + -+ 27)

IV. USING DISCRETE LOGARITHM and store the pair$Lp;P>.

A. The algorithm o For all go-tuplesA = (y,...,d,,) with 0 < §; <
In this section, we will consider the fiell>- defined .-+ < dg, < D compute the logarithm

asF2[z]/ (P). The discrete logarithm (with base element

2) in this field will be denoted byLog. La = Log (1 +a 4t wdqz)



and look in the table for all the elements with a V. FIND MANY BUT NOT ALL
logarithm Lr satisfying [B). For each of them we
obtain a multiple ofP given by (1) or [[) depending
on the sign ofe.

We deal in this section with the problem of finding
a small proportion of all the multiples of weight

Of course, since we can decompose all polynomialsgjJd degree at mosb (Problem[P). If the numbes

weightw in (') way, we obtain each multiple many polynomials we want is small enough, depending
times. O on the parameters, we can do better than the previous

_ algorithms.
B. Complexity A very basic approach is to try random polynomials of

In order to perform the second phase, one coukkightw until we actually find a multiple. In expectation
sort the table with increasing logarithms, but using ame will then find a multiple everg™ polynomials tried.
appropriate data structure like an hash table indexed We can also do the same using discrete logarithms. By
the most significants bits of the logarithm is a lot moreomputing logarithms for polynomialé of weightw —1
efficient. As long asD < 2"/2, the search cost i© (1). and degree less thah, we can obtain easily low-weight

Once again, we choose the parameters of the timaultiples of typeA + 22°9(4) if the logarithm is at most
memory trade-off in order to balance the complexity ab. The expectation here is to find a multiple evety D
the two phases, taking, = |“2| andg, = [%2].  iterations and we have won a factbr.

As for the classical algorithm, the most time consum- However, the best methods to solve this problem
ing part depends on the parity ofas we do not have to gre once again TMTO. The algorithms are just simple
compute any logarithm in the second phaseit= q2.  variations of the previous ones when we put the elements

The memory usage is the@ (D), while the time in the hash table one by one and stop when we have
complexity isO (D% ) logarithm computations. We will found enough multiples.
see in Sectioff VI8 that the logarithm can be computed Applying the birthday paradox, we can thus find with
quite efficiently. Actually for many practical values of the basic algorithm a multiple with a time and memory
we can even compute it i (1). Hence we neglect it complexity of O (v/2") in average. Using discrete loga-

in Table). rithms, we will find a multiple as soon as two logarithms
TABLE | have a distance by approximately. The complexity is
COMPARISON BETWEENTMTO AND LOGTMTO then in O (/25 ) both in time and memory. Remark
that in this case one cannot use the improvement of [2]
w=2p w=2p+1 to gain memory. There is also another approach based

| Algorithm | Time [ Memory | Time [ Memory

T™MTO | DP | DP/?T | pr | DI#/2
LogTMTO | DP~1 | pr~1 D? Dr~1

on Wagner’s generalized birthday paradox (see [14], [5])

that can be usefull whew is large. Its complexity is in

O (2927/(@*+1)) for aa such that((w_%/za) > gn/(a+1),
As a conclusion to this section, when computing
As we can see in Tab[g |, i is even we can improve logarithms inF3. is easy, we can gain a factar D

the time complexity compared to the classical approagh. time and memory to find a multiple. Notice also

Heuristically, the improvement by a factdp can be that in practice when we need many multiples, we can

explained by the fact that we look for values in adesign an algorithm between the one that compute all

interval of size roughlyD instead of exact collisions. the multiples and the one presented here in order to get
Regarding the memory however, as explained in [#e best performance. We will see an illustration of this

the computation behind the classical algorithm can lire Section[VI].

done using onlyO (DP/21) bits. So the discrete log-

arithms approach is always worse for oddand will VI. PRACTICAL CONSIDERATIONS

only be of practical interest when we are looking for al

the multiples of weightt and maybes. After that, the A Bounds on the degree

memory usage just become too important. First of all, it is worth noticing that it is not necessary
However, we will see in the next section that when wi® compute all the multiples up to the degrBeto take

are only looking for a small fraction of all the multiplesall g2-tuples up to the degreb.

of degree up taD, the discrete logarithms method can As a polynomial of weightv has many representations

be quite efficient. as a sum of a polynomial of weight + 1 andgs + 1




respectively, we can choose the one with the smallegit all of them are useful for us, but the computation time
go-tuple. can be divided by a factor of at leat
Proposition 1: Let M =1+ Y, , X* be a multiple
of P of weightw = ¢; + ¢2 + 2 and degree at mogb.
Then there exists an integér < e¢ < D and two

polynomials A and B of respective weighty; and ¢

: D We have implemented our algorithm in C to test its
and of degree respectively at mastand at most—2

w—1  efficiency. The computer used for our experiments is a

?ijj_hg;am =(1+A)+X(1+B) or X*(1+A)+ 3 6GHz Pentiun with 2MB of cache an®GB of RAM.
With the usual trade-off, we can restrict ourselves to
the degreeD /2, dividing the cost of the second phasé. Problem 1

approximately by a facto2/2.

VIlI. EXPERIMENTAL RESULT

We give in Table[T]l the timings to find all the

B. How to compute logarithms multiples of weightw up to degreeD of the polynomial
In practice, it is important to compute efficiently P:39553+39”147+§045+§§4+”§;&+w220+x2359+w§f+9”;§+

discrete logarithms inF5. and hopefully there exists® % ‘¥ f4a ot bam 4ot

well studied algorithms to do that. It is important t¢¢ T2 +2°+r - +z +a 4z +av+at+at e +1

take into account that we are going to compute manyAs explained in the previous section, we used a fully

logarithms and not only one. All the efficient algorithméabulated Pohlig-Hellman.

for computing logarithms (Baby-step Giant-step, Pohlig-

Hellman algorithm [12] and Coppersmith algorithm [3], TABLE Il

[4]) can profit from a bigger precomputation step that PROBLEM L: FIND ALL THE MULTIPLES UP TO DEGREED

can be done once and for all. For instance2’if— 1

is smooth enough, one can tabulate the logarithms in

all the subgroups oF3. to make the Pohlig-Hellman Z 1 53 =
algorithm very efficient. In this case, a subsequent disT{5—py 20 T 22 o) 3 1 16
crete logarithm computation can be done(ir(1). This time || 477 | 2702”7 | 1n52 || 4117 | 147407 | 3h33’

approach can be used for all the up to 78 except

{37,41,49,59,61,62,65,67,69,71,74,77}. In addition

we have listed in Tablg]ll some largerfor which it is We can see that the algorithm is, as expected, very
applicable and the corresponding memory requiremeafficient for weight4 as its complexity is linear in the
Notice that a full tabulation corresponds to a Giant-stefegreeD, both for time and memory (to be compared
of 1 and that by increasing a little this Giant-step, w® a quadratic complexity for the classical approach).
can efficiently deal with more values of . We were also able to compute all the multiples of
weight5 and degree up t8'¢ of a polynomial of degree

53 within a few hours. But for the degréethe algorithm

of [2] is more efficient.

TABLE Il
MEMORY USAGE FOR A FULLY TABULATED POHLIG-HELLMAN
ALGORITHM AND SOME SMOOTH2™" — 1

n 53 96 110 156 210 B. Problem 2
memory || 439MB  510MB  1.7GB 940MB  201MB

With the same polynomial of degree = 53, we
also looked for multiples with an higher weight= 7,
This leads to a very easy and efficient implementati@nd degree at mosb = 2'°. In order to do that, we
as we will see in Sectiof Il. Moreover, for the mosprecomputed all the trinomialsl (¢ 7 + z72) up to
useful cases (that i® € {3,4,5}) we have to compute the degreeK, which corresponds tg; = 2, instead
logarithms of the formLog (1 + xl) This logarithm is of 3 for the optimal trade-off. We then computed many
know as the Zech’s logarithm af and we can exploit discrete logarithm of random polynomials#z% 4%+
some properties of Zech’s logarithm (see [6]) to speed® + x4) in order to find multiples of weight. The
up the computation. Actually, by computing one Zectesults are given in Figurld 1 where we see that a bigger
logarithm we getn other logarithms for free. Of courseprecomputation can greatly improve the performance.
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Fig. 1. Evolution of the number of multiples of weightand degree
lower than2'® found with precomputed logarithms up to degige

VIIl. CONCLUSION

REFERENCES

[1] A. Canteaut and M. Trabbia. Improved fast correlatioracits

(2]

(3]

(4]

(5]

In this paper, we devised an algorithm to find Iow-[s]

weight multiples of a given binary polynomial that

appears to be efficient for two cases that actually occuf!

in practice.

The first case is when we are looking for all the

multiples of weight4 and degree at modP of a given
polynomial of degreen. The complexity is then in
O (D) discrete logarithms computation iR3. where

(8]

the other approach run i@ (D?). So the best algorithm [g]
will depends on the complexity of a discrete logarithm

computation inF3, which can be smaller tha® in

many practical situations. Notice that our algorithm mayg,

also give better performance for multiples of weight

The other case where discrete logarithms can be useful
is when we are only looking for a small fraction of all,

the possible multiples. The complexity to find one of

them is thenO (,/%) logarithm computations.

ACKNOWLEDGMENT

[12]

The authors would like to thank Anne Canteaut and
Jean-Pierre Tillich for their helpful insights on the sub-

ject.

[13]

[14]

1]

using parity-check equations of weight 4 and 5. Advances
in Cryptology - EUROCRYPT'200&0lume 1807 ofLecture
Notes in Computer Sciencpages 573-588. Springer-Verlag,
2000.

P. Chose, A. Joux, and M. Mitton. Fast correlation atsack
an algorithmic point of view. InAdvances in Cryptology -
EUROCRYPT 20Q2/0lume 2332 of_ecture Notes in Computer
Science pages 209-221. Springer-Verlag, 2002.

Don Coppersmith. Evaluating logarithms in GF(2n). STOC
'84: Proceedings of the sixteenth annual ACM symposium on
Theory of computingpages 201-207, New York, NY, USA,
1984. ACM Press.

Don Coppersmith. Fast evaluation of logarithms in fietdfs
characteristic two.l[EEE Transactions on Information Theory
30(4):587-593, 1984.

Matthieu Finiasz and Serge Vaudenay. When stream cipher
analysis meets public-key cryptography. In E. Biham and
A. Youssef, editors,SAC 2006 Lecture Notes in Computer
Science. Springer, 2006.

Klaus Huber. Some comments on zech’s logarithmEEE
Transactions on Information Theqr6(4):946—, 1990.

T. Johansson and F. Jonsson. Fast correlation attaagsdb
on turbo code techniques. IAdvances in Cryptology -
CRYPTO’99 volume 1666 oflLecture Notes in Computer Sci-
ence pages 181-197. Springer-Verlag, 1999.

T. Johansson and F. Jonsson. Improved fast correlatitatk
on stream ciphers via convolutional codes. Advances in
Cryptology - EUROCRYPT'9%0lume 1592 ofLecture Notes
in Computer Sciencepages 347-362. Springer-Verlag, 1999.
T. Johansson and F. Jonsson. Fast correlation attéicksgh
reconstruction of linear polynomials. Akdvances in Cryptology

- CRYPTO’00 volume 1880 ofLecture Notes in Computer
Science pages 300-315. Springer-Verlag, 2000.

W. Meier and O. Staffelbach. Fast correlation attacksteam
ciphers. InAdvances in Cryptology - EUROCRYPT,88lume
330 of Lecture Notes in Computer Sciengeages 301-314.
Springer-Verlag, 1988.

W.T. Penzhorn and G.J. Kuhn. Computation of low-weigh
parity checks for correlation attacks on stream ciphers. In
Cryptography and Coding - 5th IMA Conferena®lume 1025
of Lecture Notes in Computer Sciengages 74-83. Springer-
Verlag, 1995.

S.C. Pohlig and M.E. Hellman. An improved algorithm for
computing logarithms over GF(p) and its cryptographic gign
icance. IEEE Transactions on Information Theorif-24:106—
110, 1978.

Thomas Siegenthaler. Cryptanalysts representatfonoolin-
early filtered ml-sequences. BUROCRYPTpages 103-110,
1985.

David Wagner. A generalized birthday problem. Advances
in cryptology—CRYPTO 20020lume 2442 ofLecture Notes
in Comput. Scj.pages 288-303. Springer, Berlin, 2002.



