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Abstract—In this paper, we conduct extensive simulations to
understand the properties of the overlay generated by BitTaent.
We start by analyzing how the overlay properties impact the
efficiency of BitTorrent. We focus on the average peer set %z
(i.e., average number of neighbors), the time for a peer to @ch
its maximum peer set size, and the diameter of the overlay. In
particular, we show that the later a peer arrives in a torrent,
the longer it takes to reach its maximum peer set size. Then, ev
evaluate the impact of the maximum peer set size, the maximum
number of outgoing connections per peer, and the number of
NATed peers on the overlay properties. We show that BitTorrat
generates a robust overlay, but that this overlay is not a radom
graph. In particular, the connectivity of a peer to its neighbors
depends on its arriving order in the torrent. We also show tha
a large number of NATed peers significantly compromise the
robustness of the overlay to attacks. Finally, we evaluatehe
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protocol {61, {71, 18], [9]. We also have a clear idea on the
peers’ behavior (i.e., arrival and departure processes),oa
the quality of service they experiende][1q], [[14],][12]. Baat
far, little effort has been spent to understand the progei
the distribution overlay generated by BitTorrent. As atlga
showed by Urvoy et aI.|Ij,3], the time to distribute a file in
BitTorrent is directly influenced by the overlay topologwrF
example, it is reasonable to believe that BitTorrent penfor
better on a full mesh overlay than on a chain one. In addition,
as compared to a chain, a full mesh overlay makes BitTorrent
more robust to peers’ departures and overlay partitions.

We conduct in this paper extensive simulations to isolate th
main properties of the overlay generated by BitTorrent. Our

impact of peer exchange on the overlay properties, and we show
that it generates a chain-like overlay with a large diameterwhich .
will adversely impact the efficiency of large torrents.

I. INTRODUCTION

Recently, Peer-to-Peer (P2P) networks have emerged as an
attractive architecture for content sharing over the hderBy
leveraging the available resources at the peers, P2P retwor
have the potential to scale to a large number of peers.
Nowadays, P2P networks support a variety of applications,,
for instance, file sharing (e.g., BitTorrent, Emule), audio
conferencing (e.g., Skype), or video conferencing (e.gd E
System MuIticastI]l]). Among all existing P2P applicatipns
file sharing is still the most popular one. A study in 2004 by th
Digital Music Weblognagazinel]]Z] states that P2P file sharing
is responsible foffl0 — 80% of the overall European Internet
traffic. And among the many P2P file sharing protocols,
BitTorrent @] is the most popular one. Alone, BitTorrent
generates more than half of the P2P trafﬂc [4].

Invented by Bram Cohen, BitTorrerﬁ [5] targets distribgtin
efficiently large files, split into multiple pieces, in casé o
a massive and sudden demand. The popularity of BitTorrent
comes from its efficiency ensured by its peer and piece selec-
tion strategies. The peer selection strategy aims at enfprc
the cooperation between peers while the piece selectiatt str
egy tends to maximize the variety of pieces available among
those peers. The great success of BitTorrent has attraoted t
curiosity of the research community and several papers have
appeared on this subject. Thanks to this research effort, we

now have a better idea on the strengths and weaknesses of the

contributions are summarized as follows.

We first evaluate the impact of the overlay properties on
the BitTorrent efficiency. We show that a large peer set
increases the efficiency of BitTorrent, and that a small
diameter is a necessary, but not sufficient, condition for
this efficiency. We also show that the time for a peer to
reach its maximum peer set size depends on the size of
the torrent it joins. The larger the torrent when a peer
joins it, the longer the time for this peer to reach its
maximum peer set size.

We then study the properties of the overlay generated by
BitTorrent. We show that BitTorrent generates a graph
with with a small diameter. However, this graph is not
random and the average peer set size is significantly lower
than the maximum possible peer set size. We also show
that this overlay is robust to attacks and to churn.

We show that the properties of the overlay are not signif-
icantly impacted by the torrent size, and that a peer set
size of 80 is a sensible choice. However, a larger peer set
size increases the efficiency of the protocol at the expense
of a higher overhead on each peer. We also explain why a
maximum number of outgoing connections set to half the
maximum peer set size is a good choice, and we show that
a large fraction of NATed peers decreases significantly the
robustness of the overlay to attacks.

Finally, we evaluate the impact gfeer exchangen the
overlay properties. Whereas peer exchange allows peers
to reach fast their maximum peer set size, it builds a
chain-like overlay with a large diameter.



The closest work to ours is the one done by Urvoy et allaximum Number of Outgoing Connections: Each peer
[@]. The authors focus on two parameters, the maximum péd®s a limitation on the number of outgoing connections it can
set size and the maximum number of outgoing connectiomstablish. This is a configuration parameter of the protocol
As a result, they show that these two parameters influereieces and BlocksA file transferred using BitTorrent is split
the distribution speed of the content and the propertieb®f tinto pieces, and each piece is split into multiple blocke.dRb
overlay. are the transmission unit in the network, and peers can only

In this paper, we go further and we provide an analysis thsttare complete pieces with others. A typical piece sizeligkq
highlights the relation between the overlay properties #ned to 512 kBytes, and the block size is equal to 16 kBytes.
performance of BitTorrent. We also present an in-depthystu®fficial BitTorrent Client: The official BitTorrent cIienth],
that characterizes the properties of the BitTorrent oyerlaalso known asMainline client, was initially developed by
Finally, we show how the overlay properties change as we vaByam Cohen and is now maintained by the company he
the different system parameters. These parameters indludefounded.
addition to the maximum peer set size and maximum number
of outgoing connections, the torrent size (i.e., number qf
peers), the percentage of NATed peers, and the peer exchange
extension protocol. Prior to distribution, the content is divided into multiple

The rest of this paper is organized as follows. In Sectigtieces, and each piece into multiple blocks.mtainfo file
Elwe give a brief overview of BitTorrent. In SectiIII we is then created by the content provider. This metainfo file,
describe our methodology and we give results in Sectjohs Ao called a torrent file, contains all the information reseey
andN, In Sectiorml we discuss the impact of peer exchang@ download the content and includes the number of pieces,
on the overlay and we conclude the work with Sec VII. SHA-1 hashes for all the pieces that are used to verify the

integrity of the received data, and the IP address and port
Il. OVERVIEW OF BITTORRENT number of the tracker.
To join a torrent, a peeP retrieves the metainfo file out of
and, usually from a well-known website, and contacts the
racker that responds with an initial peer set of randomly

BitTorrent Overview

BitTorrent is a P2P file distribution protocol with a focusD
on scalable and efficient content replication. In partil;ulat

BitTorrent capitalizes on the upload capacity of each pBeréelfected peers, possibly including both seeds and leechers

order to increase the global system capacity as the numbe S . .
: > global sy pactty . [r?us initial peer set is augmented later by peers connecting
peers increases. This section introduces the terminolegy udirectly to this new peer. Such peers are aware of the new

in this paper and gives a short overview of BitTorrent. peer by receiving its IP address from the tracker. If ever the
peer set size of a peer falls below a given threshold, it re-
A. Terminology contacts the tracker to obtain additional peers.
The terminology used in the BitTorrent community is not Once P has received its initial peer set from the tracker,
standardized. For the sake of clarity, we define here thesterihstarts contacting peers in this set and requesting eiffer

used throughout this paper. pieces of the content. BitTorrent uses specific peer ancepiec
Torrent: A torrent is a set of peers cooperating to share tiselection strategies to decide with which peers to recaeoc
same content using the BitTorrent protocol. pieces, and which pieces to ask to those peers. The piece

Tracker: The tracker is a central component that stores tlselection strategy is called the local rarest first algaritand

IP addresses of all peers in the torrent. The tracker is usedtlze peer selection strategy is called the choking algorithe

a rendez-vous point in order to allow new peers to discoveescribe briefly those strategies in the following.

existing ones. The tracker also maintains statistics on thecal rarest first algorithm: Each peer maintains a list of the
torrent. Each peer periodically (typically every 30 mim)te number of copies of each piece that peers in its peer set have.
report, for instance, the amount of bytes it has uploaded ahduses this information to define a rarest pieces set, which
downloaded since it joined the torrent. contains the indices of all the pieces with the least number o
Leecher and SeedA peer can be in one of two states: theopies. This set is updated every time a neighbor in the peer
leecherstate, when it is still downloading pieces of the contenset acquires a new piece, and each time a peer joins or leaves
and theseedstate, when it has all the pieces and is sharirthe peer set. The rarest pieces set is consulted for thetisalec
them with others. of the next piece to download.

Peer Set:Each peer maintains a list of other peers to which @€hoking algorithm: A peer uses the choking algorithm to
has open TCP connections. We call this list the peer set. Thiscide which peers to exchange data with. The choking
is also known as the neighbor set. algorithm is different when the peer is a leecher or a seed. We
Neighbor: A neighbor of peerP is a peer inP’s peer set.  only describe here the choking algorithm for leechers. The
Maximum Peer Set Size:Each peer cannot have a peer setlgorithm gives preference to those peers who upload data
larger than the maximum peer set size. This is a configuratiah high rates. Once paechoke period typically set to ten
parameter of the protocol. seconds, a peer re-calculates the data receiving ratesdilom
Average Peer Set SizeThe average peer set size is the sumpeers in its peer set. It then selects the fastest ones, a fixed
of the peer set size of each peer in the torrent divided by thember of them, and uploads only to those for the duration of
number of peers in that torrent. the period. We say that a peer unchokes the fastest uploaders



via aregular unchokeand chokes all the rest. In addition, itthe maximum peer set size. In this cagg, adds P; to its
unchokes a randomly selected peer viaoatimistic unchoke list of neighborsL’" P; also addsP; to LY

neighbors" neighbors"

The rational is to discover the capacity of new peers, and Kote that, in practice, ped?; would initiate TCP connections
give a chance to peers with no piece to start reciprocating. the peers in itsL’’ In our simulator, establishing a

tracker®

Peers that do not contribute should not be able to attain higbnnection between peefd and P; results in adding?; to

download rates, since such peers will be choked by othefise list of neighbors ofP; Lféiqhbors and also adding?;
Thus, free-riders, i.e., peers that never upload, are Eeal 5 ihe Jist of neighbors of, Lr]zg;ieighbors' This is reasonable

The algorithm does not prevent all free-ridirlg][14]} [8],tbupecause our goal is to reproduce the topology properties of

it performs well in a variety of circumstanceg [7]. Inte&bt he oyerlay and no data exchange is simulated over the links
readers can refer to Sections 2.3.1 and 2.3.2|]n [6] foritween peers.

detailed description of the choking algorithm for leechensl After the connection has been accepted or refusedpy
seeds. P, initiates a new connections to the next peerLifj.

Peer P; keeps on contacting the peers it discovere&lcfl?gm the
I1l. SIMULATION METHODOLOGY tracker until (1) it reaches its maximum number of outgoing
To evaluate the properties of the overlay distribution, weonnections, or (2\L;,.., becomes empty.
have developed a simulator that captures the evolutionef th Assume that; and P; are neighbors. Whe#; leaves the
overlay over time, as peers join and leave. We present h&pgrent, P removesP; from its list of neighborsL,, .-
the methodology used and in particular the use of simulatiohh€ tracker also remove#; from Lygsed OF Lnot—nated
over experiments in Sectidn I1-C. depending on whetheP; was NATed or not. In additionp;
will try to replace the neighbor it lost. For this purpose,
checks whether the number of connections it has initiatéts to
actual neighbors is less than the maximum number of outgoing
BitTorrent has the following parameters to adjust the @yerl connections. If this is the casB, checks whether it still knows
topology: (1) the maximum peer set size, (2) the maximuabout other peers in the torrent, i.e.Jif’, . is not empty.
number of outgoing connections, (3) the minimum number ¢fthis is the case, it contacts them sequentially until eit{i)
neighbors before re-contacting the tracker, and (4) thebaimone of them accepts the initiated connection orl@
of peers returned by the tracker. The default value of thobecomes empty.
four parameters can be different depending on the versionwhenever the peer set size @ falls below a given
of BitTorrent. For example, the maximum peer set size wasreshold (typically20), it recontacts the tracker and asks for
recently changed in the mainline cliefit [5] frai to 200. Our  more peers. We set the minimum interval time between two
study shows how these parameters influence the propertiesegfuests to the tracker 80 simulated seconds.
the overlay and the efficiency of BitTorrent. Finally, each peer contacts the tracker once egénmyinutes
Another parameter that can have an impact on the overkayindicate that it is still present in the network. If no repo
properties is the percentage of NATed peers. We will evaludg received from a peer withiB0 — 45 minutes, the tracker
how this parameter influences the overlay properties. N@te tconsiders that the peer has left and deletes it fiony.q or
a NATed peer refers to a peer behind a NAT or a firewall. L, ;—nated-
Our simulator mimics the real overlay topology construttio
in BitTorrent and therefore, we believe that our conclusion

. . will hold true for real torrents.
Our Simulator, that we made pubhE[lS], was developed

in MATLAB. We have simulated the tracker protocol as it _ _ _

is implemented in the BitTorrent mainline client 4.0.2. et C- Simulations vs. Experiments

following, we give the details of our simulator. First of e There are three reasons that motivated us to perform simula-

tracker keeps two lists of peers,,.;.q for NATed peers and tions and not experiments. First, in BitTorrent, we canrs# u

Lyot—natea for non NATed ones. Assume that the percentagmlutions that rely on a crawler to infer the topology prdigsr

of NATed peers in the torrent iX %. Thus, when a new peeras already done in the context of GnuteEaI [16]. The reasons

P; joins the torrent, it is considered NATed with a probabilitys that BitTorrent does not offer distributed mechanisms fo

of X%. Then, P; contacts the tracker, which in turn returngeers discovery or data lookup. Thus, there is no way to make

the IP addresses of up to(e.g.,50) non NATed existing peers a BitTorrent peer give information about its neighbors.

(if there are any). These IP addresses are selected at random Second, we cannot take advantage of existing traces col-

from the L,,; —nateq list. Then, the tracker addB; to L,...q lected at various trackers. The reason is that a peer never

if P; is NATed or t0 L,,ot—nateqa Otherwise. sends information to the tracker concerning its conndgtivi
When P; receives the list of peers from the tracker, itvith other peers, e.g., its list or number of neighbor.

stores them in a list called!” , . Then,P; starts initiating ~ Third, we can experimentally create our own controlled

connections to those peers sequentially. Wligrinitiates a torrents. However, in order to give significant results, veeah

connection to peeP;, P; removesP; from L[’ , . When torrents of moderate size with more thain0 peers, which is

a peerP; receives a connection request from pégrP; will  not easy to obtain. In addition, as we have much less fletibili

accept this connection only if its peer set size is less thaith real experiments, and as we are only concerned by the

A. Parameters Used in the Simulations

acker

B. Simulation Details



1400 __ Amval Distribution of 1867 peers a peer isl5 minutes. One may wonder whether this is realistic
as BitTorrent is mostly used to download large files. Typycal
the lifetime of a BitTorrent’s peer is of several hours and th
torrent’s lifetime ranges from several hours to several then
However, we are interested only in the construction of the
overlay and not in the data exchange. Thus, we only need
to see how the overlay adapts dynamically to the arrival and
departure of peers, which is ensured by the arrival didinbu

we consider. As a result, considering torrents and peets wit
larger lifetimes will not give any new insights. It will only
increase the run time of the simulations.

12001
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(=2} o] o
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o o o
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Fig. 1. The evolution of our torrent size over time. The ollenamber of
peers that join this torrent from the beginning to the endgsaé to 1867,
and the maximum number of simultaneous peers is ab®bd. The rate at
which peers join the torrent decreases exponentially witiet

E. Metrics

We consider4 different metrics to evaluate the overlay
properties in this paper. Those metrics are discussed below
Average peer set sizeThe peer set size is critical to the
overlay construction (except in Secti-A) which is faefficiency of BitTorrent. Indeed, the peer set size impaloés t
easier to simulate than the data exchange protocol, weetbcigiece and peer selection strategies, which are at the core of
to run simulations instead of experiments. We validate othre BitTorrent efficiency.
simulator on a small torrent ef20 peers in SectioB. The piece selection strategy aims at creating a high diyersi
of pieces among peers. The rational is to guarantee that each
peer can always find a piece it needs at any other peer. This
way, the peer selection strategy can choose any peer in order

We assume that peers’ arrivals follow an exponential distfly maximize the efficiency of the system, without being biase
bution, i.e., the rate at which peers join the torrent desgsa py the piece availability on those peers. However, this giec
exponentially with time. More precisely, we split the simteld selection strategy is based on a version of rarest first with
time into slots. Each slot represents minutes of simulated |gcal knowledge. Whereas with global rarest first each peer
time. The first slot of time refers to the firdD simulated replicates pieces that are globally the rarest, with loaast
minutes. More formally, slot is defined as the simulated timefjyst each peer replicates pieces that are the rarest in és pe
elapsed between the moment (i — 1) - 10 minutes and the set. Therefore, the peer set size is critical to the effigiesfc

momentt = i - 10 minutes. Then, within each slot of time |oca| rarest first. The larger the peer set, the closer Iaaist
the number of new peers that join the torrent is computed f@gst will be to global rarest first.

D. Arrival Distribution of Peers

arrivals at slot i = 1000-exp %70~ f i < 4(1) The peer selection s_trategy aims at encograging high peer
 0ifisa reciprocation by favoring peers who contribute. Recently,
= 0ifi> Legout et al. [[r] showed that peers tend to unchoke more

Each peer stays on-line for a random amount of time uniformffgquently other peers with similar upload speeds, sinoseh
distributed between0 and 20 simulated minutes. Under thisare the peers that can reciprocate with high enough rates.
assumption on the arrival process)00 peers will arrive Thus, the larger the peer set, the higher the probability aha
during the firstL0 minutes of the simulationd97 peers during Peer will find peers with similar upload capacity and the more
the second 0 minutes,247 peers during the third0 minutes, efficient the choking algorithm. We confirm this analysishwit
123 peers during the fourti0 minutes. Note that no peerSimulations in Sectioh IVJA.
will arrive after the first40 minutes of the simulation. As Speed to converge to the maximum peer sets we will
a result, we have more arrivals than departures during tBleow later, a large peer set helps the peer to progress fast in
first two time slots. In contrast, starting from the third éimthe download of the file. Thus, it is important to investigate
slot, the departure rate becomes higher than the arrival rdtow long a peer takes in order to reach its maximum peer set
The torrent size that results from these arrivals and froen tRize.
lifetime distribution described above corresponds to acglp Diameter of the overlay distribution: A short diameter is es-
torrent size evolution[[30][T}1]. The overall number of pee sential to provide a fast distribution of pieces. In Secfi¢i€]
that join this torrent from the beginning to the end is equstte develop a simple analysis to support this claim.
to 1867, and the maximum number of simultaneous peers Robustness of the overlay to attacks and high churn rate:
about1250. P2P networks represent a dynamic environment where peers
Even if this torrent is of moderate size, we will show latecan join and leave the torrent at any time. As a result, it is
that it allows us to gain important insights on the properté importantto know whether the overlay generated by BitTiutrre
the overlay. Moreover, we will explain how we can extrapelatis robust to high churn rate. In addition, P2P overlays may be
our results to larger torrents. Note that, the lifetime of owsubject to attacks that target to partition the overlay.ént®n
torrent is of 70 simulated minutes and the average lifetime cﬂ we explain how we simulate churn rates and attacks.



V. IMPACT OF THEOVERLAY ON BITTORRENT S Joxlot  Replication of Pieces over Time

EFFICIENCY " Average peer Set - 100

In this section, we investigate the impact of the overlay e
structure on the efficiency of BitTorrent. First, we evatiat %
the impact of the peer set size on BitTorrent efficiency. s 6
Second, we analyze the convergence speed of peers toward 8
their maximum peer set size. Finally, we develop a simple § 4r
model that highlights the relation between the diameter and c
the distribution speed of pieces. Note that the robustnéss o 32
the overlay will be studied in Sectidﬂ V through simulations

0O é 1‘0 1"5 2‘0 2"5 ?;0 3"5 4‘0 45

# of rounds

A. Impact of the Average Peer Set Size
. . ; . ig. 2. Impact of the peer set size on the BitTorrent effigjefitiese results
_In this _sectlon, we simulate the _exchange of pieces Eﬁ the average over ten independent rdree larger the peer set size, the
BitTorrent in order to understand the influence of the averagster the replication of pieces.

peer set size on the efficiency of the protocol. Our simulator
runs in rounds where each round corresponds to 10 simulated
seconds, which is the typical duration between two callheft In summary, a larger peer set improves the speed of piece
choking algorithm in BitTorrent. Every 10 seconds, we sdan deplication. However, this is at the expense of an additiona
peers one after the other. For each peer, we apply the chokidgd on each peer that has to maintain a larger number of
algorithm to identify the set of peers it is actively exchiemgg TCP connections and has to handle an additional signaling
data with. Then, we apply the piece selection strategy @erhead per connection. Keep in mind that, in the following
discover which pieces to upload to each peer chosen by #d while evaluating the overlay properties, there will loe n
choking algorithm. The choking algorithm is implemented agata exchange between peers. We now only focus on the
explained in Section 2.3.2 ir[|[6]. We consider that bottkekse €evolution of the overlay as peers join and leave the torrent.
are at the access links of the peers. We do not consider networ
congestion, propagation delays, and network failures. B. Analysis of the Convergence Speed

We generate three overlays each with00 peers and a

. ) . ; ; . A BitTorrent client usually needs time to reach its maximum
diameter of2. They only differ in their peer set size. The f|rs;E y

eer set size. In this section, we show that this is a strakctur
roblem in BitTorrent and that the convergence speed depend
on the torrent size and on the arrival rate of peers. We censid
in our analysis a maximum peer set size80f a maximum
number of outgoing connections &, and50 peers returned

Ib%/ the tracker. We have chosen fixed values for the sake of
clarity, and it is straight forward to extend our analysistber

overlay has a peer set size if, the second one has a peer s
size of 100, and the third one has a peer setl6. We now
explain how to construct an overlay wittD00 peers, with a
diameter of2 and a peer set size 60. The same methodology
is used to construct the two other overlays. We apply th
algorithm for each peer sequentially starting with For each
peer P;, we connect it to other peers ran_domly selecyetd fro rameter sets.
the set of peer§Py, . .., Pigoo }- The following two conditions

hould be violated. First < all d to h When a new peeP; joins the torrent, it receives from the
should never be violated. First, o peeris allowed 10 NaYE .yer the |P addresses of 50 peers chosen at random among

mqre than50 neighbors. S_econd, a peer cannot be its owan, peers in the torrent. The®; connects to at most 40 out of
neighbor. Note th_at there is no guarantee that each node Vl‘ﬂ:lese 50 peers. To complete its peer set and kaveighbors
have exactly50 neighbors. Yet, our results show that very fevyD‘ keeps on cumulating new connections received from the

. 3
peers have less thai neighbors. Then, we select one SOurCSeers that arrive after it. One can easily derive on average

flzlgoran_dom t(iNd'St”bUte at;:”et OT”OOMB, V\_/h_'Chth's ?p“t lnttot tgow long a peer needs to wait until it completes its peer set.
pieces. Vve assume that all peers join the torrent at 1Sy, a55ume that the number of peers in the torrenyys

beginning and stay until the end of the simulation. Each PeLhen P, arrives. We also assume th& has succeeded to

has a download capacﬁy of 1 Mb'tls’ _an(_j th? upload CaaCmftiate 40 outgoing connections and still missé& incoming
is randomly selected, with a uniform distribution, betwaéf onnections in order to reach its maximum peer se8@f
Kbit/s "fmd%o Kbit/s. This homogen_eous downloagl capacity Ojonnections. Therefore, the probability that péereceives a
Peers IS reasonable as the rgphcaﬂon speed of pmc_esaﬂws ew connection from a new pe& joining the torrent isa>.
limited by the upload capacity of peers. Our goal is to stu hus, the number of peers that should arrive after pe]ésﬂ-

the evolution of the total number of pieces received by eaﬁb order for this peer to cumulat® incoming connections is

peer in the torrent. . )
) . n average given by:
Our results confirm previous ones showed by Urvoy et aﬂ. 99 y

[E] and show that BitTorrent replicates pieces faster vaith Nt K
larger peer set. Indeed, Fiﬂ. 2 shows that, as we increase the 1= Z " (2)
peer set size from0 to 100 (respectively from100 to 150), n=Ns+1

the replication speed of pieces improvesii2y; (respectively Fig. showsK as a function ofN; as obtained from Eq[|(2).
by 5%). We see that the time for a peer to reach its maximum peer set
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time of the file increases linearly with the number of cluster the overlay.

Fig. 3. Convergence speed of peers toward their maximum getesize.
The number of peers that should arrive after pégrso that P; receives40
incoming connections depends linearly on the size of theribwhenP; has
joined the torrent.

content. Whereas it is likely that such a condition is vedlifie
size increases linearly with the torrent sizg. For example, most of the time for an overlay with a small diameter, it is
peer Py, should wait the arrival 0173 peers after it in order not clear what happens when the diameter is large.

to receive40 incoming connections, pedP;ggo should wait . .
for 1720 peers and peer peéhooo for 17184 peers. Now, we evaluate how the capacity of service scales on

This linear dependency can be further shown through tH¥® chain-like overlay shown in Fig] 4. The overlay includes
following approximation obtained from E. 3 multiple levels. At each level, we have a cluster that ineld

2™ peers. Each peer is connected to all peers in its cluster. In
K~ (e—1)-N, (3) addition, it maintains one connection to the two clustegt th
ﬁurround its own cluster. The source is connected only to the
peers in the first cluster. For this overlay, at time- 0, the
for a torrent of100 peers and an error #.09% for a torrent source serves th(_a _file to pe!?ﬁ_ in Fhe first cluster. .At t_ime
t = T, after receiving the entire fileP; starts serving it to

of 1000 peers. it Kk in th q ol hiteschedul
In summary, the larger the torrent when a peer joins it, tﬁ@e peer It NOWS In the second ¢ ustgr whieschedules a
ew copy of the file to peeP,, in the first cluster. At time

longer this peer will wait to reach its maximum peer set siz8! .
t = 2.T, P, does not know any other peer in the second

cluster and therefore, it will serve the file to a new peerén it
own cluster. We can easily verify that the intra-clusterazaty
Yang et al. [1ff] shows that the service capacity of P28} service, i.e., the capacity of service inside a clusterecin
protocols scales exponentially with the number of peers fs at least once source of the content, increases expalhenti
the torrent. In this section, we apply their analysis to showith time. However, the inter-cluster capacity of service,,
the impact of the diameter on the capacity of service of PZRe time for each cluster to have at least one source of the
protocols. content, increases linearly with time. In other words, otnee
We consider a torrent withV = 2% peers. We assumefile is served by the sourcs, it needsp.T units of time to
that all peers have the same upload and download capagéf¥ch the clusteP. Thus, for a chain withV,;, se,-s Of Size2™
b. Moreover, we assume that all peers join the system at tiragch, the service time of the file (S etusters +m). T, where
t = 0 and stay until the file is distributed to all peers. The unity_,. ... T units of time are needed to reach thé" cluster
of time is T = 9=, whereC, is the content size. Each peelin the overlay andn.T" units of time are needed to duplicate
downloads the content from a single peer at a time. A peer &@2 file over the2™ peers inside the last cluster. As a result,
start uploading when it receives entirely the content. Tlien 5 chain-like overlay fails to keep peers busy all the time,and
can upload to a single peer at a time. We finally assume th@isequently, the distribution time of the file increasesarly

the file is initially available only at the sourcg with the number of clusters in the system.
At time t = 0, S starts serving the file to pedt,. At time

t =T, P, receives completely the file and starts serving it to In summary, a short diameter is necessary to have a capacity
peerP,. At the same time$S schedules a new copy of the fileof service that scales exponentially with time. Howeveis th

to peerPs. After [.T units of time,2! peers have entirely the condition is not sufficient. For instance, a star overlay sehe
file. As a result, the number of sources, thus the capacity aif peers are connected to the same peer in the center has a
service, scales exponentially with time. However, this nseadiameter of 2. In this topology, the peer at the center of the
that, at any timei - T', the 2¢ sources of the file should find star is a bottleneck, which leads to a poor capacity of servic

2¢ other peers that have not yet received the content. In otffdrerefore, when analyzing the properties of an overlay, the
words, each of th@’ sources must have a direct connectiodiameter should be interpreted along with the shape of the
in the overlay to a different peer that does not have yet tlowerlay before making any conclusion.

The error generated by this approximation is low even foy ve
small torrent sizes. For example, we obtain an erro8.6%

C. Impact of the Diameter of the Distribution Overlay
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Fig. 5. The average peer set size over time for the initiahade, averaged Fig. 6. The peer set size as a function of the peer id at tirsel 0 minutes,
over ten independent runs. At a given timethe average peer set size isaveraged over ten independent runs. The error bars indleateinimum and
the sum of the peer set size at timef each peer in the torrent divided by maximum. Peers are ordered according to their arriving,titme smaller the
the number of peers in that torrent. The error bars indidageminimum and index the earlier the arrival tim&@he later a peer joins the torrent, the smaller
maximum.The average peer set size is lower than the maximum peeizset sits peer set size.

Evolution of the Diameter over Time

V. CHARACTERIZING THE PROPERTIES OFBITTORRENT S 6
OVERLAY 5l

In Sectionm’ we have evaluated the impact of the overlay
properties on BitTorrent efficiency. In this section, we doat Y
extensive simulations in order to study the properties of és .
the overlay generated by BitTorrent. We first describe the g I I
properties of the overlay for a default set of parametersnTh 2 I i
we vary some of them in order to identify their impact on
the overlay properties. For each simulation, we evaluage th il S T m
overlay properties according to the four metrics introdlice o ‘ ‘ ‘ ‘ ‘
SeCtion- ° 10 s?r?lulatesdotime ?nominufgs ®0 e

" : Fig. 7. The diameter of the overlay over time for the initi@esario,
A. Initial Scenario averaged over ten independent runs. The error bars indlvateinimum and

For this initial scenario, we consider a set of parametezd ugnaximum.The average diameter is lower than 4 during the entire sitita.

by default in several BitTorrent clients (e.g., mainlinec.y.

[E]). We set the maximum peer set size&, the maximum

number of outgoing connections t), the number of peers 65. In Fig.[§, one would expect peéton to have a peer set
returned by the tracker t60, and the minimum number of Size of40 and not30. In fact, among the0 peers returned
peers t020. We also consider a torrent with867 peers, as by the tracker at random, onB0 had a peer set size lower
described in Sectiof 11{D, and we assume that no peertian 80. This is also the reason behind the oscillationsig th
NATed. We study the case of NATed peers in Secfior] V-F. figure.

Average peer set sizeAs we can see in Fid] 5, BitTorrent Diameter of the overlay: BitTorrent generates an overlay
generates an average peer set size that is low comparedvith a short diameter. As we can observe in fflg. 7, the average
the maximum peer set size targeted. For example, the averdigmeter of the overlay is betwe@nand4 most of the timé.
peer set size does not exceed 65 while the maximum peerdewever, at the end time of the torrent, the overlay may get
size is set to 80. To explain this low average peer set size pertitioned. If we look closely at the right part of Fig. 7, we
focus on the convergence speed. notice that the minimum value of the diameter goes to zero, a

Convergence speedin Section[IV-B, we have seen that thevalue we use to indicate partitions. Actually, after a maessi
time for a peer to reach its maximum peer set size dependsagparture of peers, we may obtain many small partitions each
the torrent size at the moment of its arrival and on the drrivaf tens of peers. The partitions are due to the minimum number
rate of new peers. In Fig] 6, we depict the distribution of thef neighborss a peer should reach before recontacting the
peer set size after0 simulated minutes over the firdD00 tracker for new peers. Indeed, to minimize the interaction
peers in the torrent. As we can see, the later a peer joins trween peers and the tracker, a peer asks the tracker fer mor
torrent, the smaller its peer set size. More precisely, #grg peers only if its number of neighbors falls beléwTherefore,
that join the torrent earlier reach their maximum peer sat.si as long as the peer set size is larger tdamo recover from
In contrast, the peers that arrive later do not cumulate gimou
incoming connections to saturate their peer set, and thiref ‘I this paper, we compute the diameter of the overlay as thgelst

. .. . .shortest path betweeb000 peers of the overlay selected at random. This
their peer set size Is around the maximum number of OUthW\gthod allows us to obtain very good approximation of themdier and
connections ofl0. As a result, the average peer set size is on$peeds up the run time of the simulator.
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Fig. 8. The connectivity matrix of the BitTorrent’s overlafter 10 minutes, Fig.9. The number of partitions in the overlay as a functibthe percentage

for a single run. We only show the firdat000 peers. A dot at (i,j) means of departed peers, averaged over ten independent runsditioado the mean,

that i and j are neighbors. We have a bottleneck ®£0, which refers to the we also draw the min and max of our resulffie overlay is robust to attacks
number of connections between the figst peers and the rest of the torrent.and churn.

BitTorrent does not generate a random graph.

we identify the30% most connected peers in the overlay and

a decrease in its peer set size, a peer has to wait for né disconnect them from the overlgy. Forcing a peer to leave
incoming connections from newly arriving peers, which dodg8€ans that we remove all connections betwee_n this peer and
not happen toward the end of the torrent. That is why tHBe rest of the torrent. Once these peers are disconnecéed, w
torrent does not merge again. To prevent such a behavior, &ck whether the overlay becomes partitioned, i.e., desu
needs to assign a high value o The value ofs is then a More than one partition. By varying the percentage of peers
trade-off between having a connected overlay at the endeof lq_lqa_t we force to leave, we are able to explore the robustness
torrent, and a high load at the tracker. limits of the BitTorrent overlay. o

In our analysis in Sectiofl IVJC, we show that a short To simulate a churn rate, we proceeq similarly as for the
diameter is a necessary, but not sufficient, condition for s of an attack. The only difference is .that, the peers that
efficient distribution of the file. We draw in Fig] 8 the shapd/€ force to leave are selected randomly instead of the most
of the overlay generated by BitTorrent. We see that BitTmirrecon_neaed Ones. . , _
does not generate a random overlay, and that the overlay hak'9- B shows that BitTorrent's overlay is robust o attacks
a specific geometry. Indeed, Fig. 8 shows a clustering amo'w&d_ churn. 'r?‘?'eed' the overlay stays connected, i.e., isere
peers that arrive first. For example, pé&g is connected only & Single partition, when up t80% of the peers leave due

to the first hundred peers. The reason is that whgnarrives, to an ?ttaCk cr)]r to churn ratg._When more Llﬁr% of thi;
it connects to all the4 peers already existing in the torrentP€€rs leave the torrent, partitions appear. However, trere

Then, Py; waits for new arrivals in order to complete the 5&ne major partition that includes most of the peers and a few

peers it still needs to saturate its peer set. According t(@q others with one peer each.

these missing connections can be fulfilled after the arfal For exanllpli, whe|9|5°2fof the p;ersdllegave th_e torri/lnt due
75 peers on averag®s, . . ., Pioo. Similarly, when peesgo to an attack, the result df run produced! 8 partitions. More

arrives, it establishes up to 40 outgoing connections. Hewe prec_isely, we had partition that ‘”C'“qed?’ pe_ersz partitions
Paoo needs to wait the arrival of a large number of peers at included eacli peers2 other partitions witl2 peers each,

order to complete its 40 incoming connections. This explailfi‘ndl?’ partitions with1 single peer each. S'”_“'a”y' whens%

why, as compared t@»5, the neighbors oy, are selected of the peers Iegvg the torrent due to a h'gh. churn rate, the
from a larger set of peers (i.e., betweBg, and Pso9). Even °Ve”‘”‘.¥ was.spht intol part|t|ons,}_ part|t|<_3n with 43 peers,
though we have this clustering phenomena, the overlay d&e%art't'on with 5 peers, and partitions with1 peer each. .
not include bottlenecks. Actually, the number of connewio . n summary, we have seen that _the average peer set size
between the firs80 peers and the rest of the network is equé significantly lower than the maximum peer set size, and

to 1640. Therefore, the BitTorrent has the potential to allow e peer set size ,O_f a peer depends on its arriving lt|me n
fast expansion of the pieces. the torrent. In addition, BitTorrent generates an overlathw

Robustness to attacks and churn:We investigate the a short diameter, bUt. this overlay is not a random graph.
However, the overlay is robust to attacks and churn.

robustness of the overlay to a massive departure of peers,
which can be due to an attack or a high churn rate. We o . )

now consider how we simulate the attack scenario. Fir&; Validation with Experiments

we consider the overlay topology shown in F@. 8, which To validate our simulation results, we have run real ex-
represents a snapshot of the topology at time 10. Then, periments using the mainline client 4.0.2 and its tracker
we force the most connected peers to leave. For exampiaplementation that we described in details in Secll-
assume that we want to evaluate the robustness of the ovetlayig. ) and Fig) we draw the connectivity matrix
to attacks after the departure &% of the peers. In this case,of the overlay as obtained from experiments and simulations
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(a) Experimental results of the torrent size.
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ten independent runhe diameter increases slowly with the torrent size.

(b) Simulation results

Fig. 1|0-f The COF}”eCﬂViFV lma”ix of tge _Bitgof”em’s OIV%"fﬁft_ef the  torrent sizes5598 and9329 peers. For the largest torrent, the
arrival of 420 peers, for a single run as obtained from real experiments a . .
simulations. A dot at (i,j) means that i and j are neighb&sal experiments aximum number of simultaneous peersﬁ%l

and simulations show similar properties of the overlay. Average peer set sizeThe average peer set size does not
depends on the torrent size. Indeed, Hig. 11 shows that the
average peer set size is roughly the same for the three torren
respectively. The connectivity matrix is computed aftee thsizes. For example, after 10 minutes, when the number of
arrival of 420 peers to the network. As we can see from thesgmultaneous peers 200 for the smallest torrent an6282
two figures, the real experiments and the simulations shdwr the largest torrent, the average peer set size is the same
similar properties of the overlay. As a result, our simulgi@- for the three torrents. The evolution of the peer set size for
duces accurate results, and as compared to real experiritentie three torrents is similar to the once presented in Rig. 6.
offers much more flexibility and allows us to consider largefhe peer set size decreases frebnfor the peers that join the
torrents. Therefore, in the following, we will give resutisly torrent early to around0 for the peers that arrive toward the
for simulations. end.

In the next sections, we will investigate how these results a Convergence speedAccording to sectior] IV, the con-
influenced by (1) the size of the torrent, (2) the maximum pegérgence speed of the peer set decreases when the torent siz
set size, (3) the maximum number of outgoing connectioriacreases as shown in F. 3.
and (4) the percentage of NATed peers. We will also discussDiameter of the overlay: The diameter of the overlay
in Section[Vl how peer exchange impacts those results.  increases slowly with the torrent size. As we can observe in
Fig. @ after 10 minutes, the diameter of the overlaytis
for the smallest torrent and.5 for the largest torrent. The
connectivity matrix presents the same characteristicsnas i

The torrent for the initial scenario is of moderate sizéig. [ for the three torrents.

Indeed, it consists 0f867 peers and of a maximum dR00 Robustness to attacks and churnFig. shows that the
simultaneous peers. To validate how the results of Se@h Vrobustness of the overlay is independent of the torrent &ize
are impacted by larger torrents, we have considered twa otlparticular, the three overlays stay connected for uBix

C. Varying the Number of Peers
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Robustness of the Overlay to Attacks and Churn Average Peer Set Size vs. Maximum Peer Set Size
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Fig. 13.  The robustness of the overlay under churn and attamleraged Fig. 14. The average peer set size as a function of the maxipeen set

over ten different experimenthe overlay shows similar robustness for thesize, averaged over ten independent runs. The error bacaiedhe minimum

different torrent sizes. and maximumThe average peer set size is a linear function of the maximum
peer set size.

of peer departures. Then, the overlay is partitioned with
single large partition and several partitions with a fewrpee
To show the similarity at the robustness level for the défer
torrent sizes, we now analyze the number of partitions t :
we obtain with the attack scyenario after the depF;rturQO% et, the valu_e ofrshould not be much larger thm’?” n

of the most connected peers. Our results show that the torrgr‘n(]ler not to increase the load on the fracker. We trle_d s_bvera
of 1867 peers becomes partitioned irtopartitions with one values ofo betweenOmaz gnd A, but Wf+8bt§'ned similar
partition of 96 peers and three others of one single peer ea(fﬁ.suns' Therefore, we d(.aC|ded to seto 2

Similarly, the torrent 06598 peers becomes partitioned irito Average peer set sizeThe average peer set size increases

partitions with one partition 94 peers and four others of one“?]earlyﬂ\?”iht;he maximum peertse_t S'.ZE' Indre“ed, Flg'EI4
single peer each. Finally, the torrent @329 peers becomes'S: owst a ? average peer se S'Z? 'S :;;n? t%/ equ%\ééto
partitioned into9 partitions with one partition ofl98 peers, or Instance, for a maximum peer set siz » the average

another partition of two peers, and seven other partitions Rgeer set size I85.

one peer each. We found the same tendency for the chLWwe found this linear tre_nd in all our simulations, but
scenario. the slope depends on the instant at which we perform the

In summary, we have investigated the impact of the torrerﬁ}?srl:\;srmzzz speedie extend the analvsis in Secti@/—B
size on the properties of the overlay formed by BitTorreng. V\{) g P y

have found that the results obtained for the initial scensiill myazﬁjgiraﬁbzrﬁrﬁ)tleoir:a)sgll:qrgcgeer Setvf/‘[: icv(:it:
hold for larger torrents. Therefore, and in order to reduge s going 00510

nificantly the run time of these simulations, in the follogjn Eq. @) as follows:

'Iehe reason is that each peét seeks to initiateO,, .
connections, which is only possible if the tracker providgs
{th the addresses of at least,,,.. other peers in the torrent.

we will focus on a torrent with 867 peers. Nt K
A— Omaw = Z —n
n=Ng+1 n
D. Impact of the Maximum Peer Set Size A NtK
The maximum peer set size is usually seto However, 0 = 1+ > - (4)
some clients choose higher values of this parameter, e.g., e n=N,+1

mainline 5.x [{5] has a maximum peer set size se2@®. whereA — O,,... is the number of missing connections, i.e.,
In this section, we evaluate the impact of this parameter ¢ime number of incoming connections the peer is still waiting
the properties of the overlay. for, assuming that the peer has succeeded to initiatg,

We run simulations with a maximum peer set six@arying outgoing connections.OmT” is the probability that a peer
from 20 to 200. For each value ofA, we set the maximum receives a new incoming connection from a new peer given
number of outgoing connection3,,,, to %, the number of the number of peers in the torrent. Recall tha¥, represents
peers returned by the tracker %’%, and the minimum the torrent size at the moment of the arrival of pé¥r and
number of neighboré to 20. Then, we evaluate the overlayK is the average number of peers that should arrive after peer
after 10 simulated minutes, because it is the time at which thig in order for this peer to complete it& — O,,,4, Missing
number of simultaneous peers in the torrent reaches itsruppennections. We assume that no peer leaves the system. When
bound of1200 peers. Omaz = % Eq. ﬂl) is equivalenttd = ij\fﬂ % which is

Note that there is no specific rule to set the value of theq. @). Therefore, whe®,,,q,. = %, the convergence speed
number of peers returned by the trackewhen we change the is independent of the value .
maximum peer set sizA and maximum number of outgoing Diameter of the overlay: The diameter of the overlay
connection®),,, ... Intuitively, o should be larger tha®,,,.,.. decreases slowly with the maximum peer set gizas shown
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Impact of Maximum Peer Set Size on Diameter Matrix Connectivity of the Overlay after attacks, 40% of peers have left
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Fig. 15. The diameter of the overlay as a function of the maxinpeer set Fig. 17.  The connectivity matrix of the overlay after forgin5% of the

size, averaged over ten independent runs. The error bacsiadhe minimum most connected peers to leave the torrent, for a single rudotAt (i,j) means

and maximumThe diameter decreases slowly after a peer set sizZ€@)@f that i and j are neighborslhe first peers are disconnected from the rest of
torrent.

Robustness of the Overlay to Attacks and Churn

30 T
Attack-A=40
zs—iﬁﬁiitiiiiﬁo | neighbors_and will b_ecome disconnected from other peers.
— Chum-ae40 However, if we consider a percentage of departed peers of
i 20]|- ~~Chur-A=80 ] 50% instead of45%, more peers will leave the torrent and
o those12 peers will disappear. This means that the torrent will
g“’ be connected again. In contrast, if we consider a percentage
® 10| of departed peers of0% instead 0f45%, there will be more
peers present in the torrent after the attack, which helps th
5 /] torrent to remain connected.
g ; ; ; s In summary, the maximum peer set size does not have a
0 20 40 60 80 100 major impact on the properties of the overlay, as long as

percent of departed peers X i X
the maximum peer set size is large enough to have a small

Fig. 16.  The robustness of the overlay under churn and attanleraged diameter. In our simulations, we do not see a major diffegenc
over ten_different experimentﬁ'.he robustness of the overlay increases withn the overlay properties between a maximum peer set size
the maximum peer set size. . .
of 80 and 200. However, as the maximum peer set size
increases linearly the average peer set size, it also isesdhe
in Fig. [[3. The diameter i§.5 when A is 20, 5.5 when A speed of replication of the pieces (according to S_eV—
is 40. 4.5 when A is 80. and3 when A is 200. However. in 1 herefore, the main reason to increase the maximum peer set
contrast to the average peer set size, there is no clear tré§ 1S 10 improve the speed of replication. But, there is a

that can be used to predict the diameter as a function of #f@deoff, as a larger maximum peer set size increases thle loa
maximum peer set size. on each client due to the larger number of TCP connections

Robustness to attacks and churnThe robustness of the {0 Mmaintain and due to the signaling overhead per connection

overlay increases with the maximum peer set gizas shown
in Fig @ For example, when we sét to 40, 80, and 200,
the overlay is not partitioned for up to respectivéf%, 80%,
and95% of peers that leave. There is no discernible distinction The maximum number of outgoing connectiof,. is
between leaves due to churn or attacks. critical to the properties of the overlay. Indeed, whep,,.. is
However, if we carefully look at Fig[ 16, we can see thaglose to the maximum peer set si2e the peer set size will
the attack scenario produces partitions when the percermtiag converge fast taA, but new peers will find few peers with
departed peers is 46%. To understand this behavior, we plo@vailable incoming connections, hence a larger diameter.

E. Impact of the Maximum Number of Outgoing Connections

in Fig. [LT the connectivity matrix of the overlay after attang In this section, we evaluate the impact 6., on the
45% of the peers. Fig. 17 shows that there are arolihpeers overlay properties. For the simulations, we getto 80, the
that are disconnected from the rest of the torrent. minimum number of neighbors &0, and we vanQO,,,,, from

From our previous results, we know that the peers that arrivgo 80 with a step of5. For each value oA andO,,,., the
at the beginning of the torrent are the most connected ores amimber of peers returned by the tracker is equa%“—tézr'@.
highly connected among each other (see Eig. 8). In addition,Average peer set sizeFig. shows the evolution of the
these first peers are the most concerned ones by the attaslerage peer set size as a function of the maximum number
Recall that the attack scenario forces the most connectd pef outgoing connections. We see that the average peer set siz
to leave the torrent. Thus, with 45% of departed peers, increases fast witld),,,, whenO,,., is smaller than%, and
only very few of those first peers will remain present in thé increases slowly withO,,,... when O, is larger than%.
torrent after the attack. These few peers will have a very féWe notice that, a smalD,,., leads to a small average peer
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Impact of Maximum Outgomg Connections on Average Peer Set Size
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Fig. 18. The average peer set size as a function of the maximumber
of outgoing connections, averaged over ten independerst iime error bars
indicate the minimum and maximunihe average peer set size increases

; ) . - (a) maximum number of outgoing connections76f
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Fig. 19. The peer set size vs. the peer id, at time 10 minutes, averaged (b) maximum number of outgoing connections Sof

over ten independent simulationEhe peer set size increases slowly when the

number of maximum number of outgoing connections is largan
2 Fig. 20. The connectivity matrix of the BitTorrent overlaftes 10 minutes

for a maximum number of outgoing connections ¥ and 80, for a single
run. A dot at (i,j) means that i and j are neighborghen we increas®,q«

set size. For example, wheb,, ... is equal to5, the average beyond 5 the connectivity matrix becomes more narrow around peéesxn
peer set size is around.

Convergence speedin Fig. we plot the peer set size
of each peer at tim¢ = 10 minutes as a function of the
peer id for three values of the maximum number of outgoirgd: {4), we assumed that a peer succeeds to establish all its
connections. These outdegree distributions of peers tefiec allowed Oy,., outgoing connections and that the number of
convergence speed of peers towards their maximum peer inections it misses & — Oyy,q,.. This is the most optimistic
size. As we can see from Fif.]19, the peer set size of tA@se, and it is not true whef,,.. is larger than3. Indeed,

d,ﬁerem peers improves witl®,,,, when O,,... is smaller in that case, peers that arrive at the beglnnlng of the torren
than & 4, and it increases slowly WitlD,,., when O,,,, is are able to establish a lot of connections among themselves

|arger than__ For examp|e after the arrival of the f|rstand reaCh faSt the|r maXImum peer set S|Ze HOWeVer those
1000 peersph._ . Piooo, peer Psoo has a peer set size ofPeers leave few rooms for incoming connections,(8s..

34 when O,,., is at 20 and a peer set size 6f0 when IS close to the maximum peer set size Therefore, peers
Ommas is at 40. However, when we increase,,,, from 40 that join later the torrent will not be able to establiéh,..

to 60, the peer set size aPsy, increases fron¥0 to 76 only. outgoing connections, which results in a larger number than
This result means that, when we increa3g,, beyond2, A — Onq: Of missing connections. As a consequence, the
the convergence speed of a peer towards its maximum prease in the probability that a peer is selected by new
set increases slowly. We explain this conclusion as follow@'Tiving peers is compensated by the increase in the number
According to Eq. [|4), wherO,,, increasesK decreases, of missing connections.

where K is the number of peers that should arrive after a peerDiameter of the overlay: Taking a maximum number
P;, so thatP; reaches its maximum peer set size. Indeed, whef outgoing connection$),,,,, larger than— increases the
Omaz INCreases, the probability that a peer receives incomidgameter of the overlay. As we can see in F@ 21,605,
connections from new peers increases too. However, toaleraqual to40 (respectively70), the diameter of the overlay is
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Impact of Maximum Outgoing Connections on Diameter Impact of Percent of NATed Peers on Average Peer Set Size
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Fig. 21. The diameter of the overlay as a function of the maximmnumber Fig. 23. The average peer set size vs. the percentage of Npders,

of outgoing connections, averaged over ten independerst fiime error bars averaged ovet0 independent runs. The error bars indicate the minimum and
indicate the minimum and maximurfiaking a maximum number of outgoing maximum. The average peer set decreases linearly with the percentage
connectionsOmq. larger than % increases the diameter of the overlay.  NATed peers.

Robustness of the Overlay to Attacks and Churn

60 Atiack—O,_=20 ‘ ‘ most connected peers to leave the networ®,,a,, of 20 will
5ol| =-Atack-0, =40 | produce a lot of partitions with a very few peers each. Thus,
—Altack-0,,, =60 increasing the number of departing peers removes those “one
g dofl— O Oma™2? single peer partitions”.
£ | _chumo =60 Note that, whenO,,., is set to40 (respectively t060),
g %0 = 1 the attack scenario produces partitions when the percentag
EZO, of departed peers is atc% (respectively50%). The reason
is that, among the most connected peers, the remaining peers
10 are very few to stay connected with the rest of the torrent.
v v i H_/ In summary, setting the maximum number of outgoing
% 20 40 60 80 100 connection®,,,,.. to % is a good tradeoff between the average

percent of departed peers . .
peer set size and the diameter of the overlay.

Fig. 22.  The robustness of the overlay under churn and attanleraged

over ten different experiment¥he robustness of the overlay increases slightl)f: Impact of the Number of NATed Peers
with the maximum peer set size. ) p

In this section, we discuss the impact of the percentage
of NATed peers on the overlay properties. When a peer is
equal to4 (respectively5.5). WhenO,,., is equal toA, i.e., behind a NAT, it cannot receive incoming connections from
80, the overlay is partitioned. If we focus on the connettivi other peers in the torrent. However, it can initiate outgoin
matrix of the overlay, we observe how the overlay getsonnections to non NATed ones. For the simulations, we set
partitioned into two partitions. Indeed, Fi(a) shoWatt the maximum peer set size &), the maximum number of
when O,,,,; is equal to 70, the connectivity matrix becomesutgoing connections t0, the minimum number of neighbors
narrow around peer index 80. This results in the 8speers ¢ to 20, and the number of returned peers by the tracker to
in the torrent being highly connected among themselves with. Then, we vary the percentage of NATed peers fignto
3115 connections, and poorly connected with the rest of th®% with steps of10.
torrent with 170 connections. Whe,,..,, is equal to 80, the  Average peer set sizeBitTorrent mitigates very efficiently
first 80 peers become disconnected from the rest of the torrehe impact of the NATed peers on the overlay. For example,
This might be a major issue if the source of the torrent ise see in Fig[ 43 that as we increase the percentage of NATed
among those 80 peers, which is the regular case. peers fronD to 30%, the average peer set size is reduced from
Robustness to attacks and churn:Fig. @ draws the 65 to 55. Indeed, the average peer set size decreases slowly
robustness of the overlay with a maximum number of outgoingth the percentage of NATed peers. However, the slope of the
connectionsO,,.. set to 20, 40, and 60. We observe that curve becomes much sharper when the percentage of NATed
large values 000,,,, make the overlay slightly more robustpeers exceed&0%.
to attacks and churn. For example, in case of an attack, wherConvergence speedThe convergence speed that we derive
setting Onq. t0 20, the partitions appear after the departurim Eq. @) holds for non NATed peers. When a peer is NATed,
of 60% of the peers. In contrast, when settify, ... to 40 it will establish at mos0,,,,.. outgoing connections, which is
or 60, the partitions appear after the departure’® of the the higher bound for its maximum peer set size.
peers. Diameter of the overlay: NATed peers do not make the
In Fig. , we can also show that, when we $&t,, diameter significantly larger. For example, as shown in Fig.
of 20, the number of partitions decreases at the end of t, when10% (respectively80% of the peers are NATed,
curve. The reason is that, when we foft% or more of the the average value of the diameter is4ai (respectivelys.5).
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_ Diameter vs. Maximum Peer Set ness of the overlay to attacks.

VI. | MPACT OF PEER EXCHANGE ON THE OVERLAY

We have seen that BitTorrent generates overlays with a short
diameter that are robust to churn and attacks. However, the
time for a peer to reach its maximum peer set size depends
on the torrent size and peer arrival rate. One way to reach
faster the maximum peer set size is to increase the number
of requests to the tracker in order to discover more peers and
establish more connections. However, such requests serea

diameter

—%O 0 20 40 60 80 100

percent of nated peers the load on the tracker, whereas the tracker is known to have
' _ scarce resource$ [18], [19].
Fig. 24.  The diameter of the overlay vs. the percentage ofddAfeers, In Mai 2005, Azureus 2-3-0-dE0] introduced a new feature,

averaged ovet0 independent runs. The error bars indicate the minimum and R o
maximum. The diameter increases slowly with the number of NATed peerdlamely peer exchangé€PEX), where neighbors periodically

exchange their list of neighbors. For example, assume that

450 Robustness of the Overlay to Attacks and Chum pee_rsPi and_Pj are neighbors. Then, every minutg, sends
sool o Allack-NATed=0 | | its list of nellghbor_s toP; and vice versa. As a r.esult,. each
—— Attack-NATed=5( peer knows its neighbors and the neighbors of its neighbors.
O G NATea20 The intuition behind PEX is that peers will be able to disqove
@ 3007 - - Churn-NATed=5( fast a lot of peers and consequently achieve a larger peer set
é 250y size.
%1200* Note that the results that we have given in previous sections
* 150¢ are for the case of BitTorrent without PEX, e.g., the official
100 BitTorrent client [§]. In this section, we extend our workdan
500 analyze how PEX impacts the overlay topology of BitTorrent.
PEX is becoming very popular and, in addition to Azureus,
0 20 40 60 80 100

percent of departed peers it is now implemented in several other P2P clients including
KTorrent, libtorrent,uTorrent, or BitComet, but with incom-
Fig. 25. Robustness of the overlay with different percemtad NATed patible implementations. To the best of our knowledge, the

peers.The robustness to churn does not depend on the percentagdTefdN . t of PEX h b di d . |
peers, but the overlay is not robust to attacks when thereNa&&ed peers. Impact o as never been discussed previously.

However, in extreme cases whé@% of the peers are NATed, A. Simulating PEX
the diameter can reach To evaluate the impact of PEX on the overlay topology, we

Note that, NATed peers may cause partitions. For exampé#glded this feature to our simulator exactly as it is impletaen
assume that ped?; is NATed. It may happen that, out of thein Azureus. Concerning the communications between peers
peers returned by the tracker &%, no one has room for moreand the tracker, all what we described in Sectjon JII-B is
connections. As a resulf; will not be able to establish any still valid. That is, the tracker keeps two list&,,.:.q and
outgoing connections. In addition, and because it is NARd, Lynot—natea P€Ers. And, when a pedr; joins the torrent, it
cannot receive connections from other peers. As a resudt, pgets from the tracker up te peers randomly selected from
P; will be isolated alone (disconnected from the rest of thBnot—natea- Then,P; stores those IP addresses inkt§, .,
torrent) until it contacts the tracker again and discoveesam list and initiates sequentially up 1,,,, connections to those
peers. This behavior becomes more common as the percentggrs. MoreoverP; will be added at the tracker to either
of NATed peers increases. Lyated OF Lipot—nated-

Robustness to attacks and churniThe robustness of the We now explain the modifications that we made in our
overlay to high churn rates does not depend on the presesitgulator. Assume that, at timeé = 0, a connection has
of NATed peers. Indeed, Fid. |25 shows that the overldyeen established between two pefysand P;. Just after,P;
stays connected when up 8% of peers leave the torrent.sends its list of neighbors t; and vice versa. Then, every
However, the overlay is not robust to attacks when there Issimulated minute; and P; repeat this exchange process.
a large number of NATed peers. Indeed, FE 25 shows thatAssume now that, after performing PEX with its neighbor
when there aré0% of NATed peers, the overlay starts to beP;, P, discovers peerP,. Then, P; checks whether (1) it
partitioned when25% of the peers leave due to an attackalready has a connection witR, or (2) it already knows
We see that the number of partitions decreases for a latge from the tracker. If none of these two conditions holds
percentage of departing peers, because as there are mahy gme, thenP; adds P, to the list Lfgw of peers it discovered
partitions, increasing the number of departing peers removthrough PEX. Note thatP; may receive the IP address Bf
those patrtitions. from many neighbors. In this cas&; will appear only once

In summary, NATed peers decrease significantly the robum-Lfgz.
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Impact of PEX on Average Peer Set Size Impact of PEX on the Diameter
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Fig. 26. Evolution of the outdegree of peers with time with XPE Fig. 27.  Evolution of the overlay diameter with time with PEXveraged

averaged over ten independent runs. The error bars indibateninimum over ten independent runs. We plot the mean, max, and mirevaREX
and maximumPEX produces an average peer set size that is very close generates overlays with very large diameter.
the maximum peer set size.

Note that, when establishing connections, peers discdvere
from the tracker are given more priority. For example, assum
that peerP; decides to initiate a new connection, which can be
due to the departure of one of its neighbors or after diséoger
new peers. In this case; contacts first the peers it has
discovered from the tracker. If none of those peers acchpts t

connection request?’;, contacts the peers that it discovered

through PEX. Fig. 28.  The topology evolution with PEX with 9 peers. Cortiwets
established with the tracker information are shown withidsdihes, and
connection established with PEX are shown with dashed.lines

B. Analysis of PEX

We implement PEX in our simulator and run simulations
with the following parameters. We set the maximum peer &t Fig. R, the maximum value of the diameter reaches
size t080, the maximum number of outgoing connections twhen the number of peers in the torrentl {¥0.
40, the minimum number of neighbors #), and the number  To explain why PEX produces such a long diameter, we plot
of peers returned by the tracker 50. However, due to the in Fig. @ the evolution of a torrent with 9 peetBy(.. ., Py)
gossiping messages between peers, the PEX feature makeglmatr arrive sequentially, one every 1 unit of time. In this
simulator very slow. In order to save time, we run simulagiorexample, we set the maximum peer set size to 4, the maximum
for a torrent of1000 peers that arrive to the torrent within thenumber of outgoing connections to 2, and the number of peers
first 60 simulated minutes according to E@ 1. The departureturned by the tracker to 2. At time= 0, there is only peer
of peers is scheduled during the next simulaé®dminutes, P;. At timet = 2, P, joins the torrent and connects . At
and it follows a random uniform distribution. For example, itime ¢t = 3, P5 arrives and connects t& and P,. Then, Py
peer A arrives at timet = 30, it will leave the network at a arrives and connects to two existing peers selected at nrando
random time uniformly selected betweer- 60 andt = 120. say P, and P,. At the end of timet = 3, PEX has not yet
Still, this torrent allows us to understand how the overlaly been used. At time = 4, P5 arrives and connects tB; and
constructed with PEX and how it evolves as peers join ard, which in turn tell P, and P, about this new neighbor. At
leave. this time, P, and P, each has a room for one more outgoing
Average peer set sizePEX meets its intended goal andconnection and both connect 1. Thus, at timet = 4, only
permits peers to be at their maximum peer set size mostpsersP; and P, can accept new incoming connections, i.e.,
the time as shown in Fid:|26. Moreover, PEX prevents th, P, and P; have already reached the maximum number of
average peer set size from decreasing in case of a masswenections. At time¢ = 5, peerFs joins the torrent and gets
departure of peers. Indeed, when a peer loses a connecfiom the tracker the addresses®f and Py. However,Ps can
due to the departure of a neighbor, it can replace it by a n@nly initiate a connection td®;, as Ps has already reached
connection to one of its neighbors’ neighbors. As a resii, tits maximum peer set size. Peé arrives at timet = 6,
average peer set size stays at its maximum vali® afs long gets the addresses & and P; and initiates one connection
as there ar&0 peers in the torrent. to P;. Then, Ps joins the torrent at time¢ = 7, obtains the
Convergence speedEach peer reaches its maximum peexddresses of> and P and initiates only one connection to
set size within a few gossiping period (that we set to onk;. At time ¢t = 8, peer Py arrives and gets the addresses
minute in our simulations). of Ps and P;. Given that these two peers have not reached
Diameter of the overlay: The increase in the average peetheir maximum peer set sizé succeeds to connect to both
set size comes at the expense of a larger diameter. As we sethem. Afterward,Ps tells its neighborPs about P, thus a
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Fig. 29. The connectivity matrix of the overlay distributivith PEX after percent of departed peers

59 minutes, for a single run. A dot at (i,j) means that i and j aeg@ghbors.
At ¢t = 59, almost all the1000 peers have joined the network and no peer (a) Impact of attack on the PEX overlay
has left yet.We observe a chain-like overlay.

Robustness of the PEX Overlay to Chrun

——mean
f---min
——max

new connection is initiated fron®s to Py. Then, P, tells P;
aboutP; and a new connection is initiated frof}y to Fk.

As we can see, PEX tries to maximize the number of
outgoing connections at each peer. Peers keep on gossiping
and whenever they discover new peers, they establish new
connections if they still have room for. However, the disad-
vantage is that peers that arrive at the beginning estahlish
lot of connections among each other and leave only a few free
connections for the peers that arrive afterward. In the @tam
that we consider here?, ..., Ps; are highly interconnected
and they leave only two connections for next peers. Sinyilarl 20 20 50 80 100
when peersP, ..., Py arrive, they connect to the overlay at percent of departed peers

peers P; and P, and then interconnect strongly with each
other. (b) Impact of churn on the PEX overlay

©

# of partitions
@ H 9 o o

D
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As a result, PEX leads to a clustering phenomena, where o
each cluster contains approximately a number of peers leg\%nz?/ Caﬁoggséggﬁj ggrtggoﬁgz'”t;;k:in%leyr'2¥tfci?§éa;eig'$‘gigo%
to the maximum peer set size. Each cluster exhibits a highy its neighbors of neighbors.
intra-cluster connectivity and a poor inter-cluster costivity
with the cluster that arrives just before and to the one that
arrives just after. To confirm our analysis, we draw in l@a29 peers start leaving the torrent. At the same time, the lastspe
snapshot of the connectivity matrix of the overlay disttibo  to join the torrent also arrive at= 60 minutes. Those departed
after 60 minutes when the firstt000 peers have arrived peers will allow the arriving ones to connect at differenels
in the torrent. The clustering phenomena appears clearlyah the chain and not only at the tail, which consequently
the figure, which explains the large diameter of the overlageduces the diameter of the overlay.
As we explained in Sectioh IVIC, such a chain-like overlay To better explain this behavior, consider the overlay shown
constraints the distribution time in the system to be a linem Fig. . In this chain-like overlay, all peers are at their
function of the number of clusters. As compared to the oyerlaaximum peer set size except those that are at the tail. Assum
generate by the tracker only, this chain-like overlay beesmnow that peersP;, ..., Pi5, leave the torrent. Assume that,
less efficient when the number of clusters becomes larger thet the same timePoss, .. ., Piooo, join the torrent. In this
the number of pieces. Typical files distributed using Bit€ot case, the departed peers,..., Pi5, will leave rooms for
includes an average @f00 pieces. In this case, this chain-likeincoming connections inside the first cluster, i.e., at thach
overlay will become inefficient when the number of clustersf the chain. Thus, the arriving peeFsss, . . ., Piooo, Will be
is larger than1000, i.e., the number of peers is larger thamble to establish connections to the tail as well as the héad o
800.000 peers. Current torrents are much smaller and théye chain. As a result, the head and tail of the chain become
rarely exceed 100.000 peers and therefore, no one has ahoticennected and the diameter of the overlay drops by half, Stil
yet the negative impact of the PEX on the download time difie diameter remains very high when compared to an overlay
files. generated only by the tracker.

Let us now go back to FigDZ?. If we carefully look at Robustness to attacks and churnSurprisingly, the overlay
this figure, at timet = 60 minutes, the average value of thgroduced with PEX is robust to churn rate and to the attack
diameter drops from& to 11. Actually, at¢t = 60 minutes, that targets the most connect peers. As shown in 30(a)
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and Fig.[30(B), the overlay stays connected with uBags
of the peers leaving the torrent. efficiency of BitTorrent.

As we can see in Fid. 30fa), up 80% of departed peers, In conclusion, we expect this study to shed light on the
the attack scenario produces a maximum number of partitioh$pact of the overlay structure on BitTorrent efficiencydan

of 2. Actually, out of the ten runs that we performed, wéo foster further researches in that direction.
obtained partitions with only run. In particular, we obtained

one major partition and a second one thh omlpger. For B Future Work
example, foB0% of departed rate, we obtainégartition that our fut K will | .
includes167 peers and a second partition with orilypeer. ur- u ure wor < Wi progress along two avenues.

Same conclusions apply on the churn scenario. « Mitigate the impact of NATed peers on the robustness
Even though PEX shows good robustness to the attack that of the overlay. Actually, with its current implementation,
we have been using so far, this chain-like overlay can béyeasi ~ BitTorrent produces an overlay where non-NATed peers
partitioned by using more sophisticated attacks that tange ~ Nave a higher connectivity than NATed ones. As a result,
peer, its neighbors, and its neighbors of neighbors. one can c_:reate partitions by attacking the non—NAng

In summary, even if PEX significantly decreases the time P€ers, which are the most connected ones. One possible
for a peer to reach its maximum peer set size, it creates a solution to this problem is to allow NATed peers to initiate
chain-like overlay that is not robust against partitonsian ~ MOre connections than non-NATed ones. For example,
whose diameter is large. This large diameter will lead to a ON€ can imagine that the tracker reports the number of
long download time of files when the number of simultaneous NATed peers to new peers so that they can weight their
peers is large. We plan to evaluate how much this overlay Maximum number of outgoing connections. Our goal is

impacts the efficiency of the transfer when compared to an O Still have a highly connected graph, but without peers
overlay created only by the tracker. with significantly more connections. The intuition behind

this solution is that the robustness of the overlay would
improve. This solution, and in particular how to weight
the maximum number of outgoing connections, will be
subject to further investigation.

Extend peer exchange in order to still converge fast to the
maximum peer set size while maintaining a low diameter
overlay. Indeed, with the current implementation of peer
exchange, peers converge fast to their maximum peer set
size, but only peers that are at the tail of the overlay
chain have rooms for incoming connections. As a result,
new arriving peers can only connect to the tail of the
overlay chain. We are investigating possible solutions to
this problem whose main goal is to add randomness in

a chain-like overlay that might adversely impact the

VII.
A. Summary of our Contributions

DIscussION

We have conducted a large set of simulations to investigates
the properties of the overlay formed by BitTorrent. Below is
a list of our main contributions.

« First, we have analyzed the relation between the overlay
properties and the performance of BitTorrent. In partic-
ular, we have shown that a large peer set size increases
the efficiency of BitTorrent, and that a small diameter is a
necessary, but not sufficient, condition for this efficiency

« Second, we have shown for the first time that the overlay

generated by BitTorrent is not a random graph, as it
is commonly believed. The connectivity of a peer with
neighbors in the torrent is highly biased by its arriving
order in the torrent. Whereas it is beyond the scope of this
study to evaluate the robustness of the overlay structure
to elaborated attacks, i.e., attacks that do not only focus
on the most connected peers, it is an interesting area for
future research. In particular, it is critical to understan
such issues when a public service is to be built on top of
BitTorrent.

Third, we have evaluated the impact of the maximum
peer set size and of the maximum number of outgoing
connections. Whereas there are several magic numbers in
BitTorrent, we have identified that the maximum peer set
size is a tradeoff between efficiency and peers overhead,
and we have explained why the maximum number of
outgoing connections must be set to half of the maximum
peer set size.

Finally, we have identified two potentially significant
problems in the overlay, which deserve further investi-

the overlay generated with peer exchange.

One solution is to allow peers coming from the tracker

to preempt connections of peers discovered with peer

exchange. For example, assume that péenas reached

its maximum peer set size and amongst its neighbors,

there isP; that it discovered with peer exchange. Assume

now that P, joins the torrent and receives the IP address

of P, from the tracker. IfP, initiates a connection t®;,

P; will accept this connection and drop its connection to
;.

Another solution is to add randomness during the con-

struction of the overlay. For instance, instead of collegti

a list of neighbors of its neighbors, which creates locality

in the graph construction, a pegy can ask neighbors to

randomly selected peers. The rational is to discover and

create connections to peers that are far frémin the

overlay. The choice of the random function to discover

those peers is critical and currently under investigation.
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