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Abstract. Let E be a non-supersingular elliptic curve over a finite field
F,. At CRYPTO 2009, Icart introduced a deterministic function F, —
E(Fy) which can be computed efficiently, and allowed him and Coron to
define well-behaved hash functions with values in E(F,). Some properties
of this function rely on a conjecture which was left as an open problem
in Icart’s paper. We prove this conjecture below as well as analogues for
other hash functions.
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1 Introduction

In cryptography, it has been an open problem for a long time to transform
a random value in F; into a random point on an elliptic curve in a de-
terministic and efficient manner. Such transformations f are called hash
functions since they have been used, say in the context of identity-based
encryption [1,8], by first hashing an identity into a random value in F,
using a standard cryptographic hash function h and then applying such a
transformation to get a point on the curve: H(m) = f(h(m)). They have
also applications in password-based authentication schemes [3]. However,
only probabilistic solutions were known before 2006.

The usual solution before 2006 was to take z € I, and check whether
this value corresponds to a valid abscissa of a point on the elliptic curve.
If not, try another abscissa until one of them works. Consequently, ran-
dom bits are needed to perform this random search and the running time
cannot be bounded and cannot be constant. The main drawback of this
approach is that for password-based authentication schemes, an adver-
sary can perform timing attacks and off-line computations in exhaustive

* This research was carried out while the second author was visiting the Okamoto
Research Laboratory at the NTT Information Sharing Platform (Tokyo, Japan).



search attacks [2]. Some passwords do not need to be tested if the number
of iterations of the probabilistic process is not the correct one. Indeed,
security proofs for password-based authentication schemes rely on the
fact that only on-line attacks are possible and each try allows to remove
a small constant number of passwords, ideally one. Other cryptographic
solutions have been proposed to avoid the random process but they made
the protocol more complex. One of these is to apply the protocol twice,
once with the original curve and in parallel on one of the twisted curves
of the original curve. Now, any value in F; corresponds either to an ab-
scissa of the original curve or of the associated twisted curve since the
two curves represent a distinct union of [;. Finally, it is worth noticing
that the function h(m) -G were G is a generator of the point group of the
curve is not a secure solution since the discrete log of the point is known
and this makes most protocols insecure.

Deterministic functions. To construct such function, Shallue and van
de Woestijne at ANTS 2006 [12] proposed a deterministic algorithm based
on Skalba’s inequality. The running time of this function is O(log?q).
Later, a generalization for hyper-elliptic curve was proposed by Ulas [14].
At CRYPTO 2009, Icart [10] proposed another more efficient technique
in O(log3 q). Finally, Brier et al. [4] propose another technique based
on a variant of the Shallue-Woestijne-Ulas (SWU) function, and explain
how to construct secure hash functions to elliptic curves based on Icart’s
function or SWU.

Ideally, it would be nice if the image of the hash function was the
whole curve, and if the distribution on the points was statistically close
to uniform. In order to prove such results, it is interesting to know how
many points there are in the image. Icart showed a coarse bound for his
function f: ¢/4 < #f(F,) < ¢q. He conjectured that

#1m) - 2| <ava

for some constant A but left this conjecture as an open problem. Similar
statements can be formulated about the size of the image of other hash

functions, such as the characteristic 2 version of Icart’s function, or the
simplified version of SWU proposed by Brier et al..

Related Work. Very recently and independently of our work, Farashahi,
Shparlinski and Voloch have also analyzed Icart’s function in the case of



finite fields of odd characteristic, using Chebotarev theorem in [9] as we
did. However, our paper also covers the case of even characteristic for
Icart function which is interesting in a cryptographic point of view and
the simplified version of SWU which is important in the new paper of
Brier et al. [4].

It is interesting to note that, depending on the particular function
we consider, the number of points in the image varies according to some
Galois group associated with the function.

Organization of the paper. In section 2, we describe Icart’s hash
function and his conjecture. Then, we prove the conjecture for curves of
odd characteristic, of characteristic 2 and finally for the variant of SWU.

2 Preliminaries

2.1 Icart’s function

Let T, be a finite field of characteristic > 3 and E an elliptic curve over
F,. E can be represented as the union of its neutral element O and the
set of points (z,y) in the affine plane over F,; such that:

V=23 +ar+b

for some suitable constants a,b € F, satisfying 4a® 4+ 270 # 0 (non-
singularity).

When ¢ — 1 is not divisible by 3, these curves are supersingular for
a = 0. In all other cases, Icart [10] defines the following function f, ;: F, —
E(F,). He sets f,5(0) = O and for all u # 0, f,(u) = (x,y) with:

6\ 1/3 2

9 U U

p— —_— b— —_— —
x <’U 27> + 3

Yy=uxr+v

where v = (3a — u*)/(6u). This function is shown to be well-defined and
easily computed in deterministic polynomial time. Moreover, if (x,y) is a
point in E(F,), then f,;(u) = (z,y) if and only if u satisfies the quartic
equation

ut — 6zu?® + 6yu —3a =0



2.2 Icart’s conjecture

In [10], Icart conjectures that the image of f,; contains (5/8) - #E(F,) +
O(ql/ 2) points of the curve. In view of the previous equation, and since
the curve itself has #E(F,) = ¢ + O(¢"/?) points in [F,, this conjecture
can be stated as follows.

Congecture 1 (Icart). Let K = Fy(z,y) = F(2)[Y]/(Y? — 23 — ax — b)
be the function field of E, and P the polynomial in K[u] defined by
P(u) = u* — 6zu® + 6yu — 3a. Let further N be the number of points in
E(F,) at which the reduction of P has a root in F,. Then

)
N = 34 +0(¢'?)

The next section is devoted to the proof of this conjecture.

3 Proof of Icart’s conjecture

3.1 Genericity of P

Proposition 1. Let again K = F,(x,y) be the function field of E. The
polynomial P(u) = u* — 6zu? + 6yu — 3a € K[u] is irreducible over K,
and its Galois group is Sy.

Proof. Introduce the resolvent cubic of P, whose roots in an algebraic
closure are (r; 4+ r;)(ry + ;) for all permutations (i, 7, k,1) of (1,2,3,4),
with 71, ..., 74 the roots of P:!

C(u) = u® + 12zu® + (3627 + 12a)u + 36y°
= u® 4 122u? + (3622 + 12a)u + 36(2® + ax + b) € F, ()
According to classical facts about the quartic equation (see Appendix A),

it suffices to prove that P and C are irreducible over K, and that their
common discriminant

A = —432(92% + 18az* + 90b2® — 39a*x? — 5daba + 166> + 81b7)

is not a square in K. Moreover, we can prove these assertions after ex-
tending the field of scalars to F' = [,. Indeed, if they hold over F, they
clearly hold a fortiori over ;. The following three lemmas conclude the
proof.

! Some texts use the resolvent whose roots are the 7;7; + ryr;. This is of course
equivalent, as both sets of roots have the same Galois action.



Lemma 1. The resolvent cubic C(u) is irreducible over F(x,y).

Proof. This amounts to showing that C'(u) has no root in F'(z,y). Note
first that it is actually sufficient to prove it has no root in F(x). Indeed,
if it is irreducible in F'(z) but has a root in F(z,y), the degree of the
algebraic extension F'(x,y)/F(x) must be divisible by deg C(u) = 3. But
this extension is quadratic: hence a condraction.

Let then f/g be aroot of C in F(z), with f and g coprime polynomials.
Multiplying the equation C(f/g) = 0 by g3, we get

fP=g-(—122f* — (3627 + 12a) fg — 36(z> + az + b)g?)

Thus g divides f3, and since it is coprime to f, it must be constant.
Without loss of generality, we thus have g = 1 and

F2 412212 + (3622 + 12a) f + 36(2® + az +b) =0

Let m = deg f. Then the terms in the previous sum are of respective
degrees 3m, 2m+1, m+2, 3. If m > 2, the sum is thus of degree 3m, and
if m <0, it is of degree 3: in neither case can it be 0. The only possibility
is thus m =1 and f = az + 5. We get

(a3 +12a% + 360 + 36)2® + 36(a® + 8a + 12)a+
(3af? + 12ac + 128% + 36a)x + (8> + 1243 + 36b) = 0

in F(z). Suppose 8 # 0. Since the coefficients of 3 and 22 must be zero,
this gives a3 4+ 1202 + 36+ 36 = o + 8« + 12 = 0, which is impossible,
since the polynomials X3 + 12X2 + 36X + 36 and X2 + 8X + 12 are
coprime. Hence 8 = 0, and thus o + 12a2 4 36a + 36 = 12a(a + 3) = 0,
which is similarly seen to be impossible (as a # 0). This completes the
proof.

Lemma 2. The discriminant A is not a square in F(x,y).

Proof. Again, we will show that it is sufficient to prove that A is not
a square in F(z). Indeed, suppose that A is not a square in F(x) but
becomes a square in F'(x,y). Since the extension is quadratic, this gives
F(z,y) = F(z,V/A). In particular, if X is a root of X34 aX +bin F, the
extension F(z,v/A)/F(z) must be ramified at (z — \). In other words, if
we specialize A(x) at © = A, we must get 0. But

(A —3b/a)A(N) = 16 - 432(\ — 3b/a)(3a*\* + 9ab\ — a?)
=16 - 432[3a*(A\* + aX + b) — (4a® + 27b?)A]
= —16-432(4a® + 2TV )N # 0



since the characteristic does not divide 6 and a # 0. Hence a contradiction.

It remains to prove that A is not a square in F'(x), or equivalently
in Flz] (since F[x] is integrally closed). A square root of A in F[z] must
have the form S = /=432 (323 + 72?4 sz +1). The coefficient of z° in S>
must be 0, hence 7 = 0. The coefficient of z% must be 18a, hence s = 3a.
But then the coefficient of 22 is equal to both 9a? and —39a?, which is a
contradiction since 48a? # 0. This completes the proof.

Lemma 3. The polynomial P is irreducible over F(z,y).

Proof. Let o be the non trivial Galois automorphism of the extension
F(z,y)/F(x) (o(y) = —y). If P(u) decomposes as a product of non con-
stant factors in F'(x, y)[u], then its norm Py(u) = P(u)P(u)? is reducible
over F'(z). We will show that this is not the case. Note first that Py(u)
can be written as Qo(u?), where

Qo(v) = v* — 1220% + (3622 — 6a)v® — 36(2> + b)v + 9a?

Now Qo(v) is easily seen to be an irreducible polynomial of F(z)[v]. In-
deed, if it had a root f/g € F(z), the rational function f/g would be
constant, which is clearly impossible. And if it decomposes as a product
of degree 2 factors Qo = (v? + rv + s)(v? + 7'v + &), these factors are
in F[z] (integrally closed domain). Since ss’ = 9a?, both s and s are
constant. Then, since the coefficient of v2, 7' + s + &, is of degree 2, r
and 7’ are both of degree at most 2. But then so is 7s’ + r’s, which is the
coefficient of v in Q, namely —36(x3 + b), hence a contradiction.

Now let w be a root of Py in the separable closure of F(z), and let
L = F(z,w), L' = F(z,w?). L is a subfield of L, and a rupture field of
Qo. In particular [L : F(z)] = [L: L']-[L' : F(z)] = 4[L : L']. Since the
polynomial Py is even, —w is another root of Py. As w & F(z), w — —w
defines a non trivial F(z)-automorphism of L. This automorphism fixes
L', so [L : L'l > 2. This gives [L : F(x)] > 8, and thus Py must have
an irreducible factor of degree > 8. In other words, Py is irreducible over
F(z) as required.

3.2 Applying Chebotarev

Now that Proposition 1 is established, Conjecture 1 readily follows from
effective versions of the Chebotarev Density Theorem for function fields.
One such version is [7, Proposition 6.4.8], from which one can easily de-
duce:



Theorem 1 (Chebotarev). Let K be an extension of Fy(x) of degree
d < oo and L a Galois extension of K of degree m < oo. Assume I,
is algebraically closed in L, and fixz some subset . of Gal(L/K) stable
under conjugation. Let s = #. and N(.%) the number of places v of K

. . . L/K
of degree 1, unramified in L, such that the Artin symbol (T) (defined
up to congugation) is in .. Then

s 2s
N(&) - Eq‘ < E((m+gL)-q1/2+m(29K+1)~q1/4+gL+dm)

where g and g1, are the genera of the function fields K and L.

Proof (of Conjecture 1). In our case, K is the function field of E and
L the splitting field of P(u). In particular, d = 2, m = #S, = 24 and
gk = 1. We consider the subset .¥ C Gal(L/K) = S, consisting of
permutations with at least one fixed point—these are the conjugates of
(1), (12) and (123), and there are s = 1 + 6 + 8 = 15 of them. Hence
s/m=15/24 =5/8.

The places v of K of degree 1 correspond to points of E(IF;) (in the
projective plane), and for a point (zg,yo) € E(F,) not at infinity, saying
that v = (z — xg) has its Artin symbol in . means that the reduction of
P(u) at (z9,yo) is a polynomial over [, which decomposes into a products
of factors at least one of which is of degree 1 (it splits completely if the
symbol is (1), decomposes as two linear factors and a quadratic if it is
(12) and a product of a linear factor and a cubic if it is (123) up to
conjugation).

In other words, N (.¥) is the same as NNV in the statement of Conjecture
1 up to a constant number accounting for ramified places (at most 12 since
A is a polynomial of degree 6 in x) and the point at infinity. We then get

5 5
'N - Sq‘ < 1((24 +gr) ¢+ 72¢ 4 g +48) + 12+ 1
To bound gy, note again that there are at most 12 ramified points, and the
ramification index is at most deg Py = 4 at each of them. The Riemann-
Hurwitz formula thus gives

2 —2gp >24(2 - 2gx) —12-(4—1) ie g <17

and thus
'N - Zq‘ < 2(41(11/2 +72¢"/* + 76)



In particular, N = (5/8)q + O(q'/?). Concretely, for all ¢ > 2!, we have

5
‘N — 8(1‘ < 55¢%/2 (1)

4 Analogue in Characteristic 2

In [10], Icart also introduces a variant of his function for elliptic curves
over finite fields I, of even characteristic, i.e. ¢ = 2". Such an elliptic
curve has the form

v+ oy =2+ az® +0b
with a,b € I, b # 0. Icart’s function for such a curve E is defined when
n is odd as

fa,b3 EI — E(Fq)

u— (z, uz + v?)

where v = a+u+u? and x = (v 4+ 03 +b)!/3 + 0. Tt is shown that u € F,
maps to (z,y) € E(IF,) if and only if P(u) = 0, where P € KJu| is defined
as

P(u) = u* + u* + 2u+ (a® + )

Using this result, we can prove the following analogue of Icart’s conjecture.

Proposition 2. The number of points N in the image of f.p satisfies:

5
N = 34 + O(q1/2)

where the implied constant in the big-O is universal.

The proof is identical to the one in §3.2. The only difference is that the
computation of the Galois group is slightly different in even characteristic.
However, the group is still S4. Let us prove this fact now.

Proposition 3. The polynomial P(u) = u* + u? + zu + (a® + y) € K[u]
is separable and irreducible over K, and its Galois group is Sy.

Proof. Since P’ = z is a unit in K[u], P is certainly separable. Thus, if we
prove that it is irreducible, its Galois group can be determined according
to [5, Theorem 3.4]: to see that it is Sy, it suffices to show that both
its resolvent cubic C and its resolvent quadratic @) are irreducible (see
Appendix A).



First, we have C(u) = u3 + u? + 22. If this polynomial had a root in
F,(z), it would be a polynomial of F,[z] dividing 22 by integral closure,
which is clearly impossible. Therefore, C'(u) is irreducible over F,(x), and
also over K by the same degree argument as in the proof of Lemma 1:
namely, if C(u) had a root in K, [K : F,(z)] = 2 would be divisible by
deg C'(u) = 3, a contradiction.

Additionally, we have Q(u) = u? + z?u + 2?2 + 2. If @ is reducible
over F,(z), we see again that it is split over [F,[z], and its roots s, t satisfy
deg s + degt = 4 and deg(st) = 2, hence s and ¢ are quadratics dividing
22(1 + x)?, i.e. constant multiples of 22, 22 + x or 22 + 1, but no such
quadratic is a root of Q. Thus, @ is irreducible over [, (z). To see that
it remains irreducible over K, it suffices to see that K and the splitting
field F' of @ over [F;(z) are linearly disjoint, and this is certainly the case
since F' is a function field of genus 0 whereas K is of genus 1.

Finally, let us prove that P is irreducible. Let first ¢ be the non-
trivial Galois automorphism of K/F,(z), namely y — y + x, and set
Py = PP? € Fy(x). It suffices to prove that Py is irreducible over F,(x).
We have

Py = (ub4ut)+o(ut+u?) +o? (v Hu) (2P +a?2? Fa? o tat +b) = Qo(u+u)

where Qo(v) = v* + xzv? 4+ 2%v + (2% + a®2? + o’z + a* + b).

If Qo has a root over Fy(x), it is in fact in F,[z], which is not possible
by inspection of the degrees of the four terms in the sum. Similarly, if
Qo can be written as a product of factors of degree 2, we have @y =
(v?2 +7+48)(v2 +7r+5') with r, s and s’ are all in F,[z] (with r appearing
in both factors by inspection of the degree 3 coefficient of Q). We get
deg(ss’) = 3, so the polynomial s+ s’ must be of degree at least 2. Since
r(s 4+ s') = 22, this implies that r is constant. But then the relation
s+ s + 1?2 = x gives a contradiction. Therefore Q) is irreducible over
F,(x).

Then, let w be a root of P in the separable closure of F,(x), and set
L =Fy(z,w), L' = F,(z,w + w?). Like in the proof of Lemma 3, we have
a tower of extensions F,(z) C L' C L, and L' is a rupture field of Qo, so
[L : Fy(z)] = 4[L : L']. Furthermore, since Po(u+ 1) = P(u), w — w + 1
is a non-trivial L’-automorphism of L, which gives [L : F,(z)] > 8 and
hence, P is irreducible over F,(x), which concludes the proof.

We can again give concrete bounds. With the notations of §3.2, we
have d = 2, m = 12, s = 8, gx = 1 and there is exactly one ramified
point corresponding to = 0. The Riemann-Hurwitz formula then gives



gr, < 2, and thus:
3
'N - 4q' < 21¢Y/% 4 54¢"/* + 42
In particular, for ¢ > 2'6 we get

‘N — iq‘ < 25¢%/2 (2)

5 Analogue for the simplified Shallue-Woestijne-Ulas
algorithm

The first deterministic algorithm for hashing to elliptic curves was intro-
duced by Shallue and van de Woestijne in [12]. It was later generalized
and simplified by Ulas in [14]. Brier et al. [4] describe a further simplifi-
cation of the Shallue-Woestijne-Ulas (SWU) algorithm for elliptic curves
over fields F, with ¢ =3 (mod 4), based on the following result.

Theorem 2 ([4], Th. 5). Let F, be a finite field and g(z) := 23 +az +b,
where ab # 0. Consider the following rational functions.

b 1

Xo(u) = —— (1 + P S—)

(1) Xl = X, 20 = (Xt

Then we have Z(u)? = —g(Xa(u)) - g(Xs3(u)).

If ¢ =3 (mod 4), —1 is a quadratic non-residue in [,. Therefore, for
each u, exactly one of g(X2(u)) and g(X3(u)) is a square. This leads to
the following deterministic algorithm mapping elements in I, to points
on the curve E, : y? =% +ax +0.

Simplified SWU algorithm.

Input: F, such that ¢ > 3 and ¢ = 3 (mod 4), parameters a, b such that
ab # 0, and input u € I,.

Output: (z,y) € Ey ().

2

1. a+ —u
b 1
2. XQ — _E (1+ o¢2+a>
3. Xg+—a-Xo
4. by X3 +aX;+b, j=2,3
5. If hy is a square, return (Xo, héq+1)/4); otherwise, return (X3, —hgq+1)/4

)

).



This algorithm is a slightly modified version of the one described
in [4] §5.5. The only difference is the minus sign in (Xg,—hgq+1)/4),
which ensures that, up to three possible exceptions (points with a zero
a-coordinate), the set of points obtained when g(Xa(u)) is a square is
disjoint from the set of points obtained when g(X3(u)) is a square (which
improves the size of the image over the original version). Thus, the image
of this function F, — E, ;(IF;) is the (almost disjoint) union of the sets I

and I3 defined by
I; = {(a;,y) € Eup(F,) | uel, 2=X;(u) and y = (—1)j g(w)}

(where /- denotes the standard square root in F,, obtained by exponen-
tiation by (¢+1)/4). Again disregarding at most three points, I; consists
of half the points on the curve with an z-coordinate of the form Xj(u)
for some u. Therefore, if N is the number of points in the image of the
algorithm and N; denotes the number of points with an z-coordinate of
the form X;(u), we get

N2+ N3
N 2

N +0(1)

and the implied constant is at most 6. We deduce the following result.

Proposition 4. The number of points N in the image of the simplified
SWU algorithm satisfies:

3
N = gq + O(QI/Q)

where the implied constant in the big-O is universal.

Proof. The proof is again similar to the previous ones. What we actually
show is that N; = (3/8)q + O(¢"/?) for j = 2,3, using the Chebotarev
density theorem again. Note that for all v € F, \ {—1,0,1}, we have

1
r=Xo(u) <= u' —u’+ - =0
w

r=X3(u) = u —wul+w=0

where w = 7x + 1. Hence, denoting by K = F,(z,y) the function field
of Eg,y, it suffices to prove that the polynomials Po(u) = u* — u? + 1/w
and P3(u) = u? — wu? + w are irreducible and have Galois group Dg (the
8-element dihedral group, viewed as a transitive subgroup of Sj) over



K. Indeed, Dg has 8 elements, 3 of which have a fixed point: the same
technique as in §3.2 then gives the desired estimates for Ny and V3.

In view of [11, Theorems 2 and 3], a polynomial P(u) = u*—ru?+s €
K[u] is irreducible with Galois group Ds if and only if none of s, § = r2—4s
or s are squares in K. For Py, we have (s, 0, sd) = w—lg(w, ww—4),w—4),
and for P3, (s,0,50) = (w,w(w —4),w?(w—4)). Thus, all we have to prove
is that w, w—4 and w(w—4) are not squares in K. This is obvious in F,(z)
(since these are polynomials of F,[z] which are not square), and extends

to K by a ramification argument as in the proof of Lemma 2.

6 Conclusion

In this paper, we provide a technique to analyze the image of some hash
functions mapping elements of [ to elliptic curves E(F,). It relies on the
Chebotarev density theorem in function fields, and in order to apply it, we
need to prove the irreducibility of some related polynomial and compute
its Galois group.

The same technique should apply similarly to any deterministic, alge-
braic hash function to curves of any genus. Depending on the particular
hash function under consideration, the Galois group varies and the Cheb-
otarev density theorem yields different results accordingly.
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Galois groups of quartics

this appendix, we recall some classical results regarding the compu-

tation of Galois groups of quartic polynomials. The reader is refered to
texts like [6, Theorem 13.1.1] and [11] for details.

Let F be any field of odd characteristic, and P(x) = 2% + ajz3 +

asx? + azx + aq € F[z] an irreducible polynomial of degree 4. Let further
A € F be its discriminant, and

its

C(z) = — 2a92% + (a3 + araz — dag)z + (a% + aay — aazas)
resolvent cubic. Then the Galois group G of P is conjugate to:

Sy if C' is irreducible and A is not a square in F’;

Ay if C is irreducible and A is a square in F

Vi =7Z/27Z x Z/2Z if C is reducible and A is a square in F}
Dg or 7 /A7 otherwise.

If P is a separable polynomial over a field F' of characteristic 2, a

similar result holds [5, Theorem 3.4], except that the condition that A



is a square must be replaced by the reducibility over F' of the resolvent
quadratic @ of P, defined by

Q(x) = 2+ (a%a4 + ajasas + a%)x + (a‘fai + a?ag + a%a%m + a%a% + aé)

Finally, when P is an irreducible biquadratic polynomial (i.e. a;j =
ag = 0) in odd characteristic, its Galois group can be determined by
inspection of its coefficients. It is conjugate to:

— V4 if a4 is a square in F;
— ZJAZ if as(a — 4day) is a square in F;
— Dy if neither a4 nor ay4(a3 — 4ay) are squares in F.



