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Analyse formelle du protocole de vote
électronique Norvégien

Résumé : En Septembre 2011, la Norvége a mis en place le vote élec-
tronique lors de ses élections politiques, avec plus de 25 000 votants qui ont
effectivement utilisé cette option. Le protocole sous-jacent, créé par la com-
pagnie ERGOgroup, met en jeu plusieurs acteurs (une urne mais également un
générateur de regu, un déchiffreur et un auditeur). Pouvoir faire confiance en
I'exactitude et la sécurité des protocoles de votes électroniques est bien entendu
crucial dans ce contexte. En se basant sur des propriétés d’équivalence, des
définitions formelles de la confidentialité, de la résistance a la coercition ou de
la vérifiabilité on été récemment proposées.

Dans ce rapport, nous proposons une analyse formelle du protocole utilisé en
Norvége dans le but de démontrer la propriété de confidentialité en considérant
plusieurs scénarios de corruption. Une partie de cette étude a été menée avec
l'utilisation de 'outil ProVerif, sur un modéle simplifié.

Mots-clés : confidentialité, méthodes formelles, vote électronique
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1 Introduction

Electronic voting protocols promise a convenient, efficient and reliable way for
collecting and tallying the votes, avoiding for example usual human errors when
counting. It is used or have been used for political elections in several countries
like e.g. USA, Estonia, Swiss and recently Norway, at least in trials. However,
the recent history has shown that these systems are highly vulnerable to attacks.
For example, the Diebold machines as well as the electronic machines used in
India have been attacked [12| 20]. Consequently, the use of electronic voting
raises many ethical and political issues. For example, the German Federal Con-
stitutional Court decided on 3 March 2009 that electronic voting used for the
last 10 years was unconstitutional [I].

There is therefore a pressing need for a rigorous analysis of the security of e-
voting protocols. A first step towards the security analysis of e-voting protocols
consists in precisely defining security w.r.t. e-voting. Ryan et al. have proposed
formal definitions for several key properties such as privacy, receipt-freeness,
coercion resistance, or verifiability [11, [I6] in terms of equivalence-based prop-
erties. It is however difficult to formally analyse e-voting protocols for two main
reasons. First there are very few tools that can check equivalence properties:
ProVerif [0} [7] is probably the only one but it does not really work in the context
of e-voting (because it tries to show a stronger notion of equivalence, which is not
fulfilled when checking for ballot secrecy). Moreover, the cryptographic prim-
itives used in e-voting are rather complex and non standard and are typically
not supported by existing tools.

In this paper, we study the protocol used in last September for political
elections in Norway [2]. E-voting was proposed as trials in several municipalities
and more than 25 000 voters did use e-voting to actually cast their vote. The
protocol is publicly available [14] and can be seen as a variant of the Helios
protocol [4] with additional components: a Receipt Generator and an Auditor
which aim at watching the Bulletin Box recording the votes. The resulting
protocol is therefore complex, e.g. using El Gamal encryption in a non standard
way. In [14], Gjosteen describes the protocol and discusses its security. To our
knowledge, there does not exist any security proof, even for the crucial property
of vote privacy.

Our contribution. We conduct a formal analysis of the Norwegian protocol
w.r.t. privacy. Our first contribution is the proposition of a formal model of
the protocol in applied-pi calculus [3]. One particularity of the protocol is to
distribute public keys pk(a1), pk(az), and pk(ag) for the three authorities, such
that the corresponding private keys a;; @z, and ag verify the relation a; +a, =
as, allowing one component (here the Bulletin Box) to re-encrypt messages.
The protocol also makes use of signature, of zero-knowledge proofs, of blinding
functions and coding functions. We have therefore proposed a new equational
theory reflecting the unusual behavior of the primitives.

Our second contribution is a formal security proof of privacy, in the presence
of arbitrarily many dishonest voters. Given the complexity of the equational
theory (with e.g. four associative and commutative symbols), the resulting
processes can clearly not be analyzed with existing tools, even ProVerif. We
therefore proved privacy (expressed as an equivalence property) by hand. The
proof happens to be quite technical. Its first step is rather standard and consists
in guessing a relation such that the two initial processes and all their possible
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4 Cortier & Wiedling

evolutions are in relation. The second step is more involved: it requires to prove
equivalent an infinite number of frames, the frames representing all possible
attacker knowledge. Indeed, unlike most previously analyzed protocols, the
Norwegian protocol emits receipts for the voters, potentially providing extra
information to the attacker. Proving static equivalence is also made difficult
due to our equational theory (e.g. four associative and commutative symbols).

Our third contribution is an analysis of the protocol for further corruption
scenarios, using the ProVerif tool in a simplified model (therefore possibly losing
attacks). In conclusion, we did not find any attack, except when the bulletin
box and the receipt generator or the decryption service alone are corrupted.
These attacks are probably not surprising but they were never made explicit in
the documentation we found.

Related Work. [14] provides a discussion on the security of the Norwegian
protocol but no security proof. We do not know any other study related to
this protocol. Several other e-voting protocols have been studying using formal
methods. The FOO [13], Okamoto [I9] and Lee et al. [17] voting protocols have
been analysed in [I1]. Similarly, Helios has been recently proved secure both
in a formal [I0] and a computational [5] model. However, all these protocols
were significantly simpler to analyse. Indeed, the voters (and thus the dishonest
voters) had very few interactions with the other components, sending only their
ballots. In contrast, in the Norwegian protocol, both the Receipt Generator and
the Bulletin Box send receipts to the voters, that depend in the casted ballot.
Therefore, the knowledge of the attacker increases at each step.

We informally describe the protocol in Section [2] The applied-pi calculus is
briefly defined in Section 3] We then provide a formal modeling of the protocol
in Section [4] and formally state and prove the privacy properties satisfied by
the protocol in Section [5] The results obtained with ProVerif are described in
Section [f] Concluding remarks can be found in Section [7] All the proofs are
provided in Appendix.

2 Norwegian E-Voting Protocol

Norwegian protocol features several players including four players represent-
ing the electronic poll’s infrastructure : a ballot box (B), a receipt generator
(R), a decryption service (D) and an auditor (A). Each voter (V) can log in
using a computer (P) in order to submit his vote. Channels between computers
(voters) and the ballot box are considered as authenticated channel, channels
between infrastructure’s player are untappable channels and channel between
voters and receipt generator is a unidirectional out-of-band channel. (Example
of SMS is given in [I4].) The protocol can be divided in three phases : the

Inria
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Figure 1: Submission of one vote.

setting phase, the submission phase, where voters submit their votes, and the
counting phase, where ballots are counted and auditor verifies the correctness
of the election.

2.1 Setting phase

Before the election, private keys ai, az, and az (such that a; +a, = as) are
distributed over, respectively D, B, and R, while the corresponding public keys
are made publicly available. The receipt generator R is assumed to have a
signing key idg which corresponding verification key is distributed to P. The
voters are also assume to each have a signing key idy which corresponding
verification key is distributed to B. The bulletin board B is provided with a
table V +— sy with a blinding factor sy for each voter V. The receipt generator
R is given a table V — dy with a permutation function dy for each voter V.
Finally, each voter V is assumed to received by post a table where, for each
voting option 0 corresponds a precomputed receipt code dy (F(0)3V).

2.2 Submission phase

The submission phase is depicted in Figure We detail below the expected
behavior of each participant.

Voter (V). Each voter tells his computer what voting option 0 to submit and
allows it to sign the corresponding ballot on his behalf. Then, he has to wait for
an acceptance message coming from the computer and a receipt r sent by the
receipt generator through the out-of-band channel. Using the receipt, he verifies
that the correct vote was submitted, that is, he checks that r = dy (f(0)3V) by
verifying that the receipt code r indeed appears in the line associated to 0.

Computer (P). Voter’s computer encrypts voter’s ballot using the public
key y1 using standard El Gamal encryption. The resulting ballot is (g"; y"f(0))

RR n°® 7781



6 Cortier & Wiedling

where f is some encoding function for voting options. P also proves that the
created ciphertext correspond to the correct vote, by computing a standard
signature proof of knowledge pfk. How pfk is computed exactly can be found
in [I4]. P also signs the ballot with idy and sends it to the ballot box. It then
waits for a confirmation Sir coming from the latter, which is a hash of the initial
encrypted ballot, signed by the receipt generator. After checking this signature,
the computer notifies the voter that his vote has been taken into account.

Bulletin Box (B). Receiving an encrypted and signed ballot b from a com-
puter, the ballot box checks first the correctness of signatures and proofs before
re-encrypting with a, and blinding with Sy the original encrypted ballot, also
generating a proof pfk’, showing that its computation is correct. B then sends
the new modified ballot b’ to the receipt generator. Once the ballot box receives
a message Sir from the receipt generator, it simply checks that the receipt gen-
erator’s signature is valid, and sends it to the computer.

Receipt generator (R). When receiving an encrypted ballot b’ = (b; x; w; p)
from the ballot box, the receipt generator first checks signature and proofs (from
the computer and the ballot box). If the checks are successful, it generates:

e a receipt code r = dy (Wx®3) sent by out-of-band channel directly to the
voter. Intuitively, the receipt generator decrypts the (blinded) ballot,
applying the permutation function dy associated to the voter. This gives
assurance to the voter that the correct vote was submitted to the bulletin
board.

e a signature on a hash of the original encrypted ballot for the ballot box.
Once transmitted by the bulletin board, it allows the computer to inform
the voter that his vote has been accepted.

2.3 Counting phase
Once the ballot box is closed, the counting phase begins (Figure . The bal-

a voter is re-voting, all the submitted ballots are in the memory of the ballot
box and only the last ballot should be sent) and sends them to the decryption
service. The whole content of the ballot box by;:::;by (n > k) is revealed
to the auditor, including previous votes from re-voting voters. The receipt
generator sends to the auditor the list of hashes of ballots it has seen during
the submission phase. The decryption service decrypts the incoming cipher-
putting them dec(X (1y;a1);:::;dec(X (k);a1) where denotes the permutation
obtained by shuffling the votes. It also provides the auditor with a proof pfk
showing that the input ciphertexts and the outcoming decryption indeed match.
Using the ballot box content and the list of hashes from the receipt generator,
the auditor verifies that no ballots have been inserted or lost and computes his
own list of encrypted ballots which should be counted. He compares this list
with the one received from the decryption service and verifies the proof given
by the latter.

Inria



A formal analysis of the Norwegian e-voting protocol 7

Y

A

*1

. o o

Figure 2: Counting phase.

3 Applied Pi Calculus

We use the framework of the applied-pi calculus [3] for formally describing the
Norwegian protocol. To help with readability, the definitions of the applied-pi
calculus are briefly recalled here.

3.1 Terms

As usual, messages are represented by terms build upon an infinite set of names
N (used to name communication channels or atomic data), a set of variables
X and a signature  consisting of a finite set of function symbols which will
be used to represent cryptographic primitives. A function symbol f is assumed
to be given with its arity ar(f). Then the set of terms T( ;X;N) is formally
defined by the grammar

tty =
X XeX
n nenN
f(ta;iitn) fec ;n=ar(f)
We write {M1=, ;:::;Mn =, 1} for the substitution that replaces the variables X;

with the terms Mj. N refers to the result of applying substitution to the free
variables of term N. A term is called ground when it does not contain variables.

In order to represent the properties of the primitives, the signature is
equipped with an equational theory E that is a set of equations which hold on
terms built from the signature. We denote =g the smallest equivalence relation
induced by E, closed under application of function symbols, substitution of
terms for variables and bijective renaming of names. We write M =g N when
the equation M = N is in the theory E.

Example 3.1. A standard signature for representing encryption is = {dec; penc}
where penc represents encryption while dec is decryption. Then the property of
decryption is modeled by the theory Eg,, defined by the equation
dec(penc(x; r; pk(k)); k) = x.
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8 Cortier & Wiedling

P;Q;R:= (plain) processes
0 null process
P|Q parallel composition
P replication
n:P name restriction
if then P else Q conditional
u(x):P message input
u(M):P message output
A:B:C = extended processes
P plain process
A|B parallel composition
n:A name restriction
XA variable restriction
{M=y} active substitution

Figure 3: Syntax for processes

3.2 Processes

Processes and extended processes are defined in Figure [3] The process 0 repre-
sents the null process that does nothing. P | Q denotes the parallel composition
of P with Q while !P denotes the unbounded replication of P (i.e. the un-
bounded parallel composition of P with itself). n:P creates a fresh name n
and the behaves like P. if then P else Q behaves like P if  holds and like
Q otherwise. U(X):P inputs some message in the variable X on channel u and
then behaves like P while U(M):P outputs M on channel u and then behaves
like P. We write t for the (possibly empty) series of pairwise-distinct binders

Up:---: Up. The active substitution {M=x} can replace the variable X for the
term M in every process it comes into contact with and this behaviour can be
controlled by restriction, in particular, the process X ({M=x} | P) corresponds
exactly to let X =M in P. As in [I0], we slightly extend the applied-pi calculus
by letting conditional branches now depend on formulae ; =M =N |M #
N| A .IfM and N are ground, we define [M = N]J to be true if M =g N
and false otherwise. The semantics of [ ] is then extended to formulae in the
standard way.

The scope of names and variables are delimited by binders u(x) and (u).
Sets of bound names, bound variables, free names and free variables are respec-
tively written bn(A), bv(A), f(A) and fv(A). Occasionally, we write fn(M)
(respectively fv(M)) for the set of names (respectively variables) which appear
in term M. An extended process is closed if all its variables are either bound
or defined by an active substitution.

An context C[_] is an extended process with a hole instead of an extended
process. We obtain C[A] as the result of filling C[_]’s hole with the extended
process A. An evaluation context is a context whose hole is not in the scope
of a replication, a conditional, an input or an output. A context C[ ] closes A
when CJ[A] is closed.

A frame is an extended process built up from the null process 0 and active
substitutions composed by parallel composition and restriction. The domain of
a frame 7, denoted dom(”) is the set of variables for which ” contains an active

Inria
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Par-0 A = A0
Par-A A|(B|C) = (A|B)|C
Par-C A|B = BJ|A
Repl P = P|IP
New-0 n0 = 0
New-C u wA =  w UA
New-Par A| uB = uw(A|B)
where U ¢ fv(A) U fn(A)
Alias x{M=} = 0
Subst Max} [A = (M=) [ A{M=y]
Rewrite {M=,} = {N=4}
where M =g N

Figure 4: Structural equivalence.

substitution {M=yx} such that X is not under restriction. Every extended process
A can be mapped to a frame 7 (A) by replacing every plain process in A with 0.

3.3 Operational semantics

The operational semantics of processes in the applied pi calculus is defined by
three relations : structural equivalence (=), internal reduction (—) and labelled
reduction (—). These relations are satisfying the rules in Figure [5[ and are
defined such that :

Structural equivalence is defined in Figure [4] It is closed by -conversion of
both bound names and bound variables, and closed under application of eval-
uation contexts. The internal reductions and labelled reductions are defined
in Figure They are closed under structural equivalence and application of
evaluation contexts. Internal reductions represent evaluation of condition and
internal communication between processes. Labelled reductions represent com-
munications with the environment.

3.4 Equivalences

Privacy properties are often stated as equivalence relations [I1]. Intuitively, if a
protocol preserves ballot secrecy, an attacker should not be able to distinguish
between a scenario where a voter votes 0 from a scenario where the voter votes 1.
Static equivalence formally expresses indistinguishability of sequences of terms.

Definition 1 (Static equivalence). Two closed frames ” and are statically
equivalent, denoted * =5 , if dom(®) = dom( ) and there exists a set of
names A and substitutions ; suchthat > = R: and = n: and for all
terms M; N such that n N (fn(M) U fn(N)) = 0, we have M =g N holds if
and only if M =g N holds. Two closed extended processes A; B are statically
equivalent, written A =4 B, if their frames are statically equivalent; that is,
“(A) ~s 7(B).

Example 3.2. Consider the signature and equational theory E¢nc defined in Ex-
ample Let”; = k:jand ", = ki pwhere ;= {PencGurupk(k)=, - pklo= 1

RR n°® 7781



10 Cortier & Wiedling

(Comm) T(X):P | c(x):Q—=P |Q
(Then) if then P else Q — P if [ ]=true
(Else) if then P else Q — Q otherwise

(In) c(x):P <), P{M=,}
(Out-Atom) cuy:p M p
AL Ay #c

(Open-Atom) oo

uwA —— A

(Scope) A—A U does not occur in
uA —  uwAl
(Par) A— A by( )nfv(B) =bn( )Nf(B) =0
A|lB—A"B
(Struct) A=B BB B'=A
A— A

where is a label of the form c¢(M); T{u); or u:T(u) such that u is either a
channel name or a variable of base type.

Figure 5: Semantics for processes

o = {penczirzipk(k)=, - Pk(O= 1 and s;, sp, k are names. We have that
71 s 72. Indeed, we penc(sy; ri;X2) 1 =g X1 1 but penc(sy;ri;X2) 2 7 X1 2
However, we have that Kk;ri: 1 =5 K;ra: ».

Observational equivalence is the active counterpart of static equivalence,
where the attacker can actively interact with the processes. The definition of
observational equivalence requires to reason about all contexts (i.e. all adver-
saries), which renders the proofs difficult. Since observational equivalence has
been shown to coincide [3] [I8] with labelled bisimilarity, we adopt the later in
this paper.

Definition 2 (Labelled bisimilarity). Labelled bisimilarity (=) is the largest
symmetric relation R on closed extended processes such that ARB implies:

1. A~ B:
2. if A— AL, then B — B" and A'RB! for some BY;

3. if A — A" such that fv( ) € dom(A) and bn( ) N fn(B) = 0, then
B - —— B!and A"RB’ for some B!.

Examples of labelled bisimilar processes will be provided in Section

Inria
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4 Modelling the protocol in applied-pi calculus

We now provide a formal specification of the protocol, using the framework of
the applied-pi calculus, defined in the previous section. The first step consists
in modeling the cryptographic primitives used by the protocol.

4.1 Equational theory

We adopt the following signature to capture the cryptographic primitives used
by the protocol.

sign = {OK; fst; hash; p; pk; s; snd; vk; blind; d; dec; +; x; o; o; pair;
renc; sign; unblind; checkpfk; ; checkpfk,; checksign; penc; pfk, ; pfk, }

with function OK is a constant ; fst, hash, p, pk, s, snd, vk are unary functions ;
blind, d, dec, +, %, o, o, pair, renc, sign, unblind are binary functions ; checkpfky,
checkpfk,, checksign, penc are ternary functions and pfk;, pfk, are quaternary
functions.

The term pk(K) denotes the public key corresponding to the secret key K in
asymmetric encryption. Terms s(I), p(l), and vk(l) are respectively the blinding
factor, the parameter and the verification key associated to a secret id I. The
specific coding function used by the receipt generator for a voter with secret id
I, applied to a message M is represented by d(p(l1); M). It corresponds to the
function d; (M) explained in Section The term blind(M; N) the message
M blinded by N. Unblinded such a blinded term P, using the same blinding
factor N is denoted by unblind(P; N). The term penc(M;N;P) refers to the
encryption of plaintext M using random nonce N and public key P. The term
M o N denotes the homomorphic combination of ciphertexts M and M? and
the corresponding operation on plaintexts is written P ¢ Q and R* S on nonces.
The decryption of ciphertext C using secret key K is denoted dec(C; K). The
term renc(M; K) is the re-encryption of the ciphertext M using a secret key K
and leads to another ciphertext of the same plaintext with the same nonce but
a different public key. The operation between secret keys is denoted by K + L.
The term sign(M; N) refers to the signature of the message M using secret id
N. The term pfk,(M; N;P; Q) represents a proof of knowledge that proves that
Q is a ciphertext on the plaintext P using nonce N. The term pfk,(M; N; P; Q)
denotes another proof of knowledge proving that Q is either a re-encryption or
a masking of a term P using a secret key or nonce N. We introduce tuples using
pairings and, for convenience, pair(Mz; pair(:::;pair(Mn 1; Mp))) is abbreviated
as (Mg;:::;My) and fst(snd' *(M)) is denoted j with i € N.

The properties of the primitives are then modelled by equipping the sig-
nature with an equational theory E that asserts functions +, %, o and ¢ are
commutative and associative, and includes the equations defined in Figure [6}
The three first equations are quite standard. Equation allows to decrypt a
blinded ciphertext in order to get the corresponding blinded plaintext. Equa-
tion models the homomorphic combination of ciphertexts. Equation @
represents the re-encryption of a ciphertext. The operation of unblinding is de-
scribed through Equation . Equations , @ and allows respectively
the verification of signatures and proofs of knowledge for pfk; and pfk, proofs.

RR n° 7781



12 Cortier & Wiedling

fst(pair(x;y)) = x (
snd(pair(x;y)) =y (2
dec(penc(xplain; Xrand; PK(Xsk)); Xsk) = Xplain (
dec(blind(penc(Xpiain; Xrand; PK(Xsk)); Xolind); Xsk) = blind(Xpiain; Xotind) ~ (
penc(xp|; Xrand; Xpub) © penC(Ypl; Yrand; Xpub) =
penc(Xpl © Ypi;Xrand * Yrand; Xpub) (5)
I’enc(pem:(xplain; Xrand; PK(Xsk)); Ysk) =
penc(xplain;xrand; pk(Xsk + Ysk)) (6)

unblind(blind(Xp1ain; Xblind); Xblind) = Xplain (7)
checksign(Xpiain; VK(Xia); Sign(Xpiain; Xia)) = Ok (8)
checkpfk, (Vk(Xiq); ball; pfk; (Xid; Xrand; Xplain; ball)) = Ok
where ball = penc(Xpiain; Xrand; Xpub) 9)
checkpfk, (VK(Xiq); ball; pfk, (Xid; Xok; Xpiain; ball)) = Ok
where ball = I’enC(Xp|ain;ka) or ball = blind(Xp|ain;ka) (10)

Figure 6: Equations for encryption, blinding, signature amd proof of knowledge.

4.2 Norwegian protocol process specification

The description of the processes representing the actors of the protocol makes
use of auxiliary checks that are defined in Figure [7] For simplicity, we did not
model re-voting.

The voting process V represents both the voter and his computer. It is
parametrized by a free variable Xyote representing voter’s vote and free names
Cauth, CRv which denote the channel shared with the voter and, respectively, the
ballot box and the receipt generator. g; is a variable representing the public key
of the election, id is the secret id of the voter and idpg is a variable representing
the verification key of the receipt generator. Note that messages sent over Cauth
and Cry are also sent on the public channel Coyt to the adversary, to simulate
authenticated but not confidential channels.

p(idi;X) = [( 1(¥); 2(X); 3(X)) =X
Achecksign(( 1(x); 2(X)); vk(idi); 3(X)) = Ok
A checkpfk, (vk(idi);  1(X); 2(X)) = OK]
s(idpRr; X; y) = [checksign(X; idpRr; YY) = OK]
v(idpr; id;; X;y; v; z) = [checksign(x; idpr;y) = Ok A d(p(id;); blind(v; s(id;))) = z]
(Vk=1:3; xk= ( 1(X); Yk =427, Xk = ¢ 2(X))
r(idpi; X) =[x xExF) = 10 A (10057 %75 x§; x{) = x
A checksign((x}; x2); idpi; x3) = Ok A checkpfk, (idpi; x}; x2) = Ok
A checkpfk, (idpi; x§; xP) = Ok A checkpfk, (idpi; x¢; /) = OK]

Figure 7: Auxiliary checks performed by the participants to the protocol.

Inria
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V (Cauth; Cout; CRv ; 91; 1d; 1PR; Xvote) = T
let e = penc(Xvote; t;91) in
let p = pfk, (id; t; Xyote; €) in
let si = sign((e; p); id) in
Cout((e; p; si))
Cauth((e; p; si)) : % encrypted ballot sent to B
Crv (X) I Cauth (Y) :
Cout(X)  Cour(y) :
let hv = hash((vk(id); e; p;si)) in % recomputes what should
be sent by R
if ,(idpR; id; h; X; Xyote; ) then Taum (OK) % checks validity

Process B, corresponds to the ballot box, ready to listen to n voters. The

send messages to the receipt generator, the decryption service and the auditor
through secure channels cgr, Cgp and cga. The parameters of the ballot box

are keys : g1, g3 (public) and a, (secret); public ids of voters idpy;:::;idpn (i.e.
verification keys) and corresponding blinding factors Sp;:::;Sn. (Step c(Sy1) is
a technical synchronisation, it does not appear in the real specification.)
Bn(Cer:CBD; U1;82;93; idPR; Ca; idpa;S1;:i; Cn; idpn;sn) =

rrci(x)

if p(idp;i; Xi) then % checks validity of ballot

let ej =renc( 1(Xj);ap) in

let, pfk§ = pfk,(idpi; az; 1(xi);e) in

let bj = blind(e;j; si) in

let pfk® = pfk, (idpi; si; ei; bi) in % computes re-encrypted masked
ballot and corresponding proofs.

Cer((Xi; ei; pFKE; bi; pfkP)):cer(Yi): % message sent to R

let hb; = hash((vk(id;); 1(xi); 2(Xi); 3(Xi))) in

if s(idpgr;hbj;yi) then % checks validity of confirmation

Ti(yi) : ci(syi) ::: % transmit confirmation to the voter

Cn(Yn) : Cn(SYyn) :

Tep( 1(X1)): i :Tep( 1(Xn)): % output encrypted votes to the
Decryption Service

TBA(X1) @ i1 i TBA(Xn) % output the content to the Auditor

Receipt generator’s process is denoted by Rp. It deals with the ballot box
and the auditor through secure channels Cgr and Cra and directly with voters

coding functions parametrized by pry;:::;prn
Rn(CBR; 01 02; a3; idR; CRv, ; IdP1; Pri;:::; CRy,,; idPn; Pra) =
s eer(Xi)

let XK= ( 1(x)); k=1:3in

let XK'= 2(xi); k=427 in

if ((idp;; X;) then % checks ballot box’s computations
let hbri = hash((idpi; x}; x{; x?)) in

let hbpr; = hash((idpi; x}; x¢)) in
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14 Cortier & Wiedling

let rj = d(prj; dec(x§; ag)) in % computes the receipt code for V
let sigj = sign(hbrj;idg) in % computes confirmation for B
Try, (ri) : CBR(SIgi) : :::
Crv,(rn) : CBR(SIgn) : :::
Cra((idpy; hbpry;hbry)) @ ::: : Tra((idpn; hbpry; hbry))

% output content to the Auditor

The decryption service is represented by process Dy. Communicating se-
curely with the ballot box and the auditor through channels cgp and Cpa, it
also outputs results through public channel Coyt. In order to decrypt ballots, it
needs to know the secret key a;. We model two processes, one including a swap
between the two first votes, to model the shuffling which is necessary to ensure
ballot secrecy.

Dn(CeD; CDA; Cout; 1) =

cep(X1) : :i: icep(Xn):
toa(hash((X1;:::;Xn))) : toa(X) : % creating hash of ciphertexts and

waiting for auditor’s approval
let decy = dec(Xk;a1); k=1:nin % decryption of ciphertexts
Cout(decy) @ ::: : Touc(decn) % publication of results

Dn(teD;CDA; Cout; 1) =

cep(X1) : :i: i ceBp(Xn):

toa(hash((x1;:::;%n))) : coalX) :

let dec; = dec(xz;az) in % the swap between the two first
let dec, = dec(xy;a1) in votes is modelled here

let deck = dec(xk;az); k=3::nin

Cout({decy) @ ::: : Touc(decn)

Finally, the auditor process, ADp, communicates with the other infrastruc-
ture players using secure channels Cga, Cra and Cpa. It knows public ids of
voters.

coa(hg) : % input of contents of B, R and D
cea(X1) @ 111 ieea(Xn) 1 Cra(hy) @ it fera(hy)

let hbaj = hash(( 1(xi); 2(Xi); 3(xi))) in

let hbpa; = hash(( 1(Xi); 2(Xi))) in

let ha = hash(( 1(X1);:::; n(Xp))) in

% checks and approval sent to D.

where (X1; hy1;idps;:::;Xn; hnsidpn; hihg) = [C 1(Xi); 2(%i);  3(Xi)) = Xi
AC 1(hi); 2(hi); s(hi)) =hi A 2(hi) = hbpi A 3(hij) =hbj Ahg =h
A checksign(( 1(Xi); 2(xi)); idpi; 3(Xi)) = OK]

The interaction of all the players is simply modelled by considering all the
processes in parallel, with the correct instantiation and restriction of the pa-
rameters. In what follows, the restricted name a;, ap, az model secret keys
used in the protocol and public keys pk(a;), pk(az) and pk(az) are added in
the process frame. The restricted name €1, ¢ and Cry,, Cry, model authentic
channels between honest voters and, respectively, the ballot box and the receipt
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A formal analysis of the Norwegian e-voting protocol 15

generator. The restricted name idy, ids, idg represent secret ids of honest voters
and receipt generator, the corresponding public id’s are added in the process’s
frame.

Then the setting of the authorities is modelled by An[ ] where n is the
number of voters and the hole is the voter place. An[ ] is the analogue of
An[_] with the Decryption service swapping the two first votes (its use will be
clearer in the next section, when defining vote privacy).

R = (ai; ap;idy; idy; idRr; C1;C2; CRv, s CRV,; CBR; CBD; CBA; CRA; CDA)
= {Pk(al):gl; pk(aZ):gz; pk(a3)=93; Vk(idl):id i ;Vk(idn) :idpn; Vk(idR):id
An[_] = ni(etag=a;+ayin [ [Bp{(d)= ;... sdn) = 1}
[Rn {POM=gp ;.o PUd) =5 3D |ADR| )
Anl ] = n:iletag=a;+ayin [ [Bp{d=g ;... s(dn)= 1}

|Rn{p(id1):pr1; .. ;p(idn) :prn}|6n ‘ADn| ])

The frame  represents the initial knowledge of the attacker: it has access
to the public keys of the authorities and the verification keys of the voters.
Moreover, since only the two first voters are assumed to be honest, only their
two secret ids are restricted (in R). The attacker has therefore access to the
secret ids of all the other voters. Parameters of subprocesses are left implicit

5 Formal analysis of ballot secrecy

Our analysis shows that the Norwegian e-voting protocol preserves ballot se-
crecy, even when all but two voters are corrupted, provided that the other
components are honest. We also identified several cases of corruption that are
subject to attacks. Though not surprising, these cases were not previously men-
tioned in the literature.

5.1 Ballot secrecy with corrupted voters

Ballot secrecy has been formalized in terms of equivalence by Delaune, Kremer,
and Ryan in [I1I]. A protocol with voting process V (v;id) and authority pro-
cess A preserves ballot secrecy if an attacker cannot distinguish when votes are
swapped, i.e. it cannot distinguish when a voter a; votes v; and a, votes Vo
from the case where a; votes Vo and a, votes vi. This is formally specified by:

RIA TV 2= =y [ V{=6%2 =y ) = Ri(A |V {M=0® =y [V {2=%2 5y ))

We are able to show that the Norwegian protocol preserves ballot secrecy,
even all but two voters are corrupted.

RR n° 7781
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Theorem 3. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy with the auditing process, even with
n — 2 voters are corrupted, provided that the other components are honest.

AH[V {Cl :Cauth ;Cva =crv } | \% {CZ :Cauth ;CRVZ =crv } ]

~| KI’l [V {Cl_ JoRV2 “crv } ‘V {Cz:Cauth ;CRVZ =crv } ]

“Cauth’

Where = {vl:X\/ote} and = {Vz:XVOte}'

We can also show ballot secrecy, without an auditor. This means that the
auditor does not contribute to ballot secrecy in case the administrative compo-
nents are honest (which was expected). Formally, we define AL [ ] and Ap[ [
to be the analog of An[ ] and An[ ], removing the auditor.

Theorem 4. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy without the auditing process, even
with n — 2 voters are corrupted, provided that the other components are honest.

A‘ﬂ][\/ {Cl =Cauth ;Cva =crv } | v {CZ =Cauth ;CRVZ =crv } ]

z| Nn [V {Cl :Cauth ;CRVl :CRV } ‘V {CZ :Cauth ;CRVZ :CRV } ]

where = {Vlzxvote} and = {vz:Xvote}'

The proof of Theorems [3] and 4] works in two main steps. First we guess
a relation R such that for any two processes P;Q in relation (PRQ) any
move of P can be matched by a move of Q such that the resulting processes
remain in relation. This amounts to characterize all possible successors of
An [V {Cl =Cautn ;Cva Scrv | v {® =Cauth ;CRVZ “crv } ] and An [V {Cl =Cauth ;Cva =crv }

IV {%=¢, 4 :%RV2 =cry } |- We show in particular that whenever the attacker sends

a term N that is accepted by the ballot box for a voter with secret id id, then
N is necessarily an id - valid ballot for the following definition.

if p(id; N) = true, equivalently :
8
< N = (N1;N2;N3)
_ checksign((N1; N2); vk(id); N3) =g Ok
B checkpfk, (vk(id); N1; N2) =g Ok

The second and most involved step of the proof consists in showing that the
sequences of messages observed by the attacker remain in static equivalence.
This requires to prove an infinite number of static equivalences. Let us introduce
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A formal analysis of the Norwegian e-voting protocol 17

some notations.

— spk — ki — k — k(idr) — ball, — ballos —
sup = {P@) =g, J[{P@=g, y| (Pl y MRz J[{P2 ez, }I{P202=p, }|

{{Vk(idi):idp-H i= 1::n}I{{d(p(idi);dec(blind(renc( 1(xi);az);s(idi));ag)):y_}|
{Sign(haSh((Vk(idi);Xi));idR):Zi}| i= 1::n}

= {V1: 1 V2 = > }
L Xvote ! Xvote

= [V2- V1=

R { X\llote’ Xeote}
— sdec X1);a1) — .dec X2);a1) — .dec Xj);a1) — F A

ct —{ € 10a) 1)—resultly ( 102)ia) —resultz, € 10a)a) —resulti|| - 3--”}

.d ; — .d i); - s A
sulty» ec( 10x1):a1) =resultz ec( 10xi)ia) =result; || = 3--”}

ot = {dec( 1(X2);al):re

where ball; and ball, are the terms sent by the two honest voters.

The frame syp represents the messages sent over the (public) network during
the submission phase. | represents the scenario where voter 1 votes v; and
voter 2 votes Vo while | represents the opposite scenario. thetac; and ¢
represent the results published by the decryption service.

All voters with secret id idj with i > 3 are corrupted. Therefore, the at-
tacker can submit any deducible term as a ballot, that is any term that can be
represented by N; with fv(N;) C dom( )\{y;;zj}j i (i.e. arecipe that can only
re-use previously received messages). We are able to show that whenever the
message submitted by the attacker is accepted by the ballot box, then Nj ; is
necessarily an idj-valid ballots for € { ; r}.

A key result of our proof is that the final frames are in static equivalence,
for any behavior of the corrupted users (reflected in the Nj).

Proposition 6. Let N; ; be idj-valid ballots for e{ L, r}tandi €

A:( sub| ct) N L™s A:( sub|7ct) N R-

5.2 Attacks

Our two previous results of ballot secrecy hold provided all the administrative
components (bulletin box, receipt generator, decryption service, and auditor)
behave honestly. However, in order to enforce the level of trust, the voting
system should remain secure even if some administrative components are cor-
rupted. We describe below two cases of corruption where ballot secrecy is no
longer guaranteed.

Dishonest decryption service. The decryption service is a very sensitive
component since it has access to the decryption key a; of the public key used for
the election. Therefore, a corrupted decryption service can very easily decrypt
all encrypted ballots and thus learns the votes as soon as he has access to the
communication between the voters and the bulletin box (these communications
being conducted on the public Internet network). Even if we did not find any
explicit mention of this, we believe that the designers of the protocol implicitly
assume that a corrupted decryption would not be able to control (some of) the
communication over the Internet. However, a corrupted decryption service can
learn the votes even without access to Internet. Indeed, the ballots are sent by
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18 Cortier & Wiedling

the bulletin box in the same order they arrived to the bulletin box. Assume for
example that the decryption service knows that Alice has voted first (or last). It
can then very easily learns her vote when decrypting the first ballot it receives.
More generally, provided the decryption service has access to some information
on the order of the votes, it then gains some knowledge on the votes.

Dishonest bulletin box and receipt generator. Clearly, if the bulletin
box and the receipt generator collude, they can compute a; = azg — a; and
they can then decrypt all incoming encrypted ballots. More interestingly, a
corrupted receipt generator does not need the full cooperation of the bulletin
box for breaking ballot secrecy. Indeed, assume that the receipt generator has
access, for some voter V , to the blinding factor Sy used by the bulletin to blind
the ballot. Recall that the receipt generator retrieves f(0)*V when generating
the receipt codes (by computing wx 23). Therefore, the receipt generator can
compute F(0’)SV for any possible voting option 0. Comparing with the obtained
values with £(0)%v it would easily deduce the chosen option 0. Of course, the
more blinding factors the receipt generator can get, the more voters it can
attack. Therefore, the security of the protocol strongly relies on the security of
the blinding factors which generation and distribution are left unspecified in the
documentation. The bulletin box can also perform a similar attack, provided
it can learn some coding function dy and additionally, provided that it has
access to the SMS sent by the receipt generator, which is probably a too strong
corruption scenario.

6 Further corruption cases using ProVerif

In order to study further corruption cases, we have used ProVerif, the only
tool that can analyse equivalence properties in the context of security protocols.
Of course, we needed to simplify the equational theory since ProVerif does
not handle associative and commutative (AC) symbols and our theory needs
four of them. So we have considered the theory E° defined by the equations
of Figure @, except equation that represents homomorphic combination of
ciphertexts and we have replaced AC symbols + and * by free function symbols
T and g. Using this simplified theory, it is clear that we can miss some attacks,
but testing corruption assumptions is still relevant even if the attacker is a bit
weaker than in our first study.

As ProVerif is designed to prove equivalences between processes that differ
only by terms, we need to use another tool, ProSwapper [15], to model the
shuffle done by the decryption service. More precisely, we actually used their
algorithm to compute directly a shuffle in our ProVerif specification.

The results are displayed in Table [I] and 2] and have been obtained with
a standard (old) 1apt0;ﬂ In these tables, X indicates that ballot secrecy is
satisfied, x shows that there is an attack, and - indicates that ProVerif was not
able to conclude. No indication of times means that we do not proceed to a test
in ProVerif but, as we already knew that there was an attack. In particular, all
the attacks described in Section [5.2) are displayed in the tables.

Our case study with ProVerif indicates that ballot secrecy is still preserved
even when the Receipt Generator is corrupted (as well as several voters), at

12.00 Ghz processor with 2 GB of RAM Memory
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Table 1: Results and computation times for the protocol without auditor.

i
| .hnhhhhh Corr. Voters

Corr. Players hnh hh Hn 0 1 2 5 10

X X X X X

None 04" | 09" | 24" | 16.1" | 20°59"

Ballot Box (B)

>1h
. X X X X X
Receipt Generator (R) 11" | 24" | 57" | 115" | 39°30"
Decryption Service (D) 02,, %
X X
B+ R 0.3"
X

D+B, D+R, D+R+B

Table 2: Results and computation times for the protocol with auditor.

hisa
”"nhhhh Corr. Voters
h
Corr. Players hhn Hn 0 1 2 3 4
X X X X X
None 0.6" | 18" | 41" | 27.7" | 111"

Ballot Box (B)

>1h

) X X X X X
Receipt Generator (R) 11" | 1.9" | 59" | 29.1" | 10°33"

) X X X X X
Auditor (A) 04" | 1.9" | 26" | 58" | 12.1"

X X X X X
R+ A 06" | 1.9" | 55" | 145" | 34.4"

BIR B RIA D X

D + any other combination

least in the simplified theory. Unfortunately, ProVerif was not able to conclude
in the case the Ballot Box is corrupted.

7 Discussion

We have proposed the first formal proof that the e-voting protocol recently used
in Norway indeed satisfies ballot secrecy, even when all but two voters are cor-
rupted and even without the auditor. As expected, ballot secrecy is no longer
guaranteed if both the bulletin box and the receipt generator are corrupted.
Slightly more surprisingly, the protocol is not secure either if the decryption
service is corrupted, as discussed in Section More cases of corruption need
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to be studied, in particular when the bulletin board alone is corrupted, we leave
this as future work. In addition, it remains to study other security properties
such as coercion-resistance or verifiability. Instead of doing additional (long and
technical) proofs, a further step consists in developing a procedure for automat-
ically checking for equivalences. Of course, this is a difficult problem. A first
decision procedure has been proposed in [9] but is limited to subterm convergent
theories. An implementation has recently been proposed [8] but it does not sup-
port such a complex equational theory. An alternative step would be to develop
a sound procedure that over-approximate the relation, losing completeness in
the spirit of ProVerif [6] but tailored to privacy properties.

We would like to emphasize that the security proofs have been conducted in
a symbolic thus abstract model. This provides a first level of certification, ruling
out “logical” attacks. However, a full computational proof should be developed,
identifying in particular the security assumptions.

It is also important to note that the security of the protocol strongly relies
on the way initial secrets are pre-distributed. For example, three private de-
cryption keys aj; ay, az (such that a; +a, = ag) need to be securely distributed
among (respectively) the bulletin board, the receipt generator and the decryp-
tor. Also, a table (id; s(id)) containing the blinding factor for each voter needs
to be securely distributed to bulletin board and a table (id; djg) containing a
permutation for each voter needs to be securely distributed to the receipt gen-
erator. Moreover, anyone with access with both the codes mailed to the voters
and to the SMS emitted by the receipt generator would immediately learn the
values of all the votes. We did not find in the documentation how and by who
all these secret values were distributed. It should certainly be clarified as it
could be a weak point of the system.
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A Proof of Static equivalence

A.1 Definitions and notations

Definition 7. Let Ng3;:::;Np be free terms. We use the following notations,
forneN,ie{l;2}andj e {1;:::;n}:
ej = penc(Xyote; ti; PK(a1)) pfki = pfky (idi; ti; X{ote; €1)
sigi = sign((e;; pfk;); id;) ball; = (eji; pfk;; sigi)
hvi = hash((vk(id;); ei; pfk;; sigi)) Sj = s(id;)
el =renc( 1(Xj);az) pfk} = pfk,(idp;j; az; 1(x5); €})
eﬁ“ = blind(e}; s;) pfkj0 = pfk,(idpj; sj; €f; €f')
bally = (x;;e;pfkj;el; pfk}) hbb; = hash((idpj; X;))
prj = p(idj) rj  =d(prj;dec( &(pj);as))
hbrj = hash((idpj; 1(pj); 2(pi); 3(Pj))) sigit = sign(hbrj; idr)
hbprj = hash((idp;; 1(p;j); 2(Pj))) decj = dec(d;;ai)

= 430} = {25}

L = {50 50 R = {50 S0 )

R = {dec( 1(Xl);al):resultl}|{dec( 1(X2);al):result2}
R = {dec( 1(XZ);al):resultl}|{dec( 1(Xl);al):resultz}

Sl G e e T L e MTTL L

{00045, )| = Liin}|{{*00C 20Dz} § = 3},
{{d(p(idi):deC(blind(rEHC( 1(xi);az);S(idi));as)):y_}|
{sign(hash((vk(idi);xi));idR):Zi}‘ i= 1::n},

Some notation around (Note that [&s = 9):

d — rpk(ai)— k(az) — k(az)— k(idr) — vote. . -pk -
= (P =g, J(PHE)zg, } {PHEg, | {0z gy Y ({PreCd k@)=,
{pfkl(idi;ri;xiV“‘e;ei):pfki}Hsign((ei;pfki);idi):sigi}| i=1;2}

{{Vk(idi):idpi}| i= 1::n}|{{d(p(idi);deC(blind(renC( 1(Xi);az);s(idi));a3)):yi}|

{sign(hash((vk(idi);xi));idR):Zi}| i= 1::n}‘{{dec( 1(xi);a1):resulti}| i= 3::n};

d —pk — k — k _ k(ide)— vote. . ny _
={P (al)_gl}Hp (az)_gz}‘{p (a3)_g3}|{v (C R)_idpR}H{penc(x, ;rispl (al))-ei}\

vote.

{pfkl(idi;ri;xI 'ei):pfki}‘{Sign«ei;pfki);idi):sigi}| i= 1;2}‘

{4z, 1 i = 1:n);

1= g U {d(p(idl);dEC(blind(FGHC( 1(X1);az):5(id1));a3)):yl}

U{Sign(hash((vk(idl):xl));idR)= }
Zy
= ; 1U{d(p(ldi);deC(bllnd(rent:( 1(Xi);32);5(|di));33)):yi}

U {sign(hash((vk(idi);xi));idR):Zi}

res

nU {dec( 1(X3);a1) =

result3}
res — fres {decC 1(i)ad)= e, ) for i = 4un:
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Given Ng;:::; Nk such that N; ; is an idj-valid ballots for € { ; r} and

21

’l; — {ba“Otlle; baIIOtZ:X . Nj:Xj|j c {3,,'(}}
n
N =

N

A.2 Proving static equivalence

Our aim is to prove this proposition :

Proposition 6. Let N; ; be idj-valid ballots for e{ L, rfandi €
{3;:::;n}, we have: B
B:( sub| ct) N L™s A:( sub| ct) N R-

where = {Plh=, ; ballz, o Niz | j e {310}

Sirlce one can see that, with notations defined above, gsup| ¢t = |R and
sub| ¢t = |R, we will prove this proposition which is equivalent :
Proposition 8. Let N; ; be idj-valid ballots for e{ L rlandi €
{3;:::;n}, we have :

R(IR) vy L~s R(IR) y R

Let us introduce useful lemmas in order to do the proof of the proposition

B

Lemma 9. Let = n: and °= n: " be frames such that = ‘U {M "=}
with free M. Then :

L s R <~ 0 L Rs R
Proof. == Let N, P be terms such that (ln(N) Ufn(P))NR =0 and fv(N) U
fv(P) € dom( ). Supposethat N ° | =g P ! | . Wealsohave N | =g
P | and, since | =5 rR,then N r=g P Rr. Asfv(N)Ufv(P) €
dom( ), we finally have N ' g =g P * g.

<= Let N, P be terms such that (ln(N)Um(P))NA =0 and fv(N) Ufv(P) €
dom( ). Suppose that N | =g P . There are two cases :

— Ify e ftv(N)Ufv(P) then we have N © | =g P ° . Since ! | =5
0 R, then N 0 R —E P 0 R and, ﬁnally, N R —E P R-

— Ify € fv(N) U fv(P) then, suppose, w.l.o.g. that y € fv(N), then
3p such that N|, =y and we have N[M]p, = N . Thus, we have
: N L —E N[M]p 0 L= P 0 L= P L- (y € fV(P) other-
wise we substitute all y by M in P as done in N.) Using the fact
that ° | ~s ’ g, we have N[M], * r =g P ’ g and, finally,
N R —E P R-

O
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Lemma 10. Let , = R: ,. Then, we have :
2 ~ 2 .
2 N L ~s 2 N R-

Proof. Note that the adversary can arbitrarily combine ciphertexts from the
frame with ciphertexts in the frame or freshly constructed ciphertexts, thus we
enrich the frame 9V with any such combination of ciphertexts. Formally, for
any 1; 2 € N and free terms K;P; R, we define C ,. ,.k:p:r as follows :

penc(P ofy 15" Rofuy 1y i pk(ay ¥ P +K))

with (a;b) =0ifa=b=0and %a;b) =1 otherwise, a8 = , the null term,
and ai = a;. We define the extended frame ¢ below.

e = M GHC v aomnz

L s | 15 2 € Nand terms K;P; R such that
(fn(K) U fn(P) U fn(R)) NR = 0; fv(K;P;R) C dom( ):})

Note that ¢ is infinite. Using LemmalJ] it is sufficient to show ¢ | =s e Rr-
We introduce the following two claims.

Claim 1. Let M be a term such that fv(M) C dom( ¢) = ¢ and fn(M)NR =
. ¥ M o — U for some € { L; r}, then there exists N such that
U=acN ¢ andM o "— N  "forany "c{ ; Rr}.

Claim 2. Let M, N be two terms such that (fv(M)Ufv(N)) C dom( ¢) =0
and fn(M;N)NR =0. If M ¢ =ac N o forsome € { ; r}, then
M e=ac N ..

The above claims allow the construction of our proof. Let M, N be two terms
such that fn(M;N)N R = @, fv(M;N) C dom( ¢) and M ¢ | =g N o .
Thus (M ¢ L)=ac (N ¢ ). Applying repeatedly Claim 1, we deduce that
there exists M such that (M ¢ )=ac M’ ¢ L andM o r — M! ¢ g.
Similarly, there exists N’ such that (N ¢  )l=ac N ¢ L and N ¢ r —
N’ ¢ r. From M? o | =ac N! o | and Claim 2, we deduce M? ¢ =ac
N? o. Therefore, M* ¢ R =ac N’ ¢ randthusM . R =e N ¢ Rr.

Proof of Claim 1 : This result is proved by inspection of the rewrite rules.
More precisely, assume that M ¢ — U for some € { |; r}. It means
that there exists a rewriting rule | — r € Rg and a position p such that
M ¢ |p =ac | for some . p cannot occur below M since . is in normal
form. If M|, = 1 ® for some  then we conclude that we can rewrite M as
expected. The only interesting case is thus when M|, is not an instance of |
but M ¢ |p is. By inspection of the rules, | — r can only correspond to one
of the five equations , , , @ and . The case of equations or
is ruled out by the fact that a; is not deducible from ¢ . This is the same
for the case of equation since id;j are not deducible from o . If the rule
is corresponding to , then it must be the case that M|, = X oy with X;y
variables of dom( ¢). By construction of o, we have that (Xoy) ¢ — Z ¢
(applying the rule corresponding to Equation ), thus the result. The last
case is when the rule is corresponding to Equation @ This must be the case
that M|, = renc(x; K) with X € dom( ¢) and K a term such that fn(K)Nr =0
and fv(K) C dom( ¢). By construction of ¢, we have that renc(x;K) — vy ¢
and we have the result.

Proof of Claim 2 :  Assume by contradiction that there exist M, N two
terms such that M ¢ =ac N ¢ for some € { [; r} and M ¢ Zac
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N . Consider M, N two minimal terms that satisfy this property. By case
inspection, it must be the case that M and N are both variables. Thus, we have
Xe =acyY e and X ¢ Zac Y e with X;y € dom( ¢) and X # Y. Then, we
have head(x « ) € {blind; penc; pfk;;sign}. But, by construction of ¢, does
not change the randomness used in penc or in pfk; and the secret ids in blind
or sign, thus, randomness or id uniquely determine the variable, which implies
X =Y, contradiction. O

Lemma 11. We have :
e R: O0a +U, fori=1;3and any term U.
e R: OrjxU, fori=1;2and any term U.
e n: Oid;, fori=1;2.
e n: 0p(idy), for i =1;2.

Proof. We define four properties :

1. Let N be a deducible term such that 3 p such that N|, = aj + U for
i € {1;2;3} and any term U. There are two cases :

e U= (ai+ =a)andp = p"“2 such that N|p = F(N%a;i) with
T € {dec;renc}.

e p=p"1q such that N|p =ac pk(ai +U") for some U’ and V ¢’ < g,
head(N [po:1:q0) = +.

2. Let N be a deducible term such that 3 p such that N|, = rj « U for
i € {1;2} and any term U. There are two cases :

e p = p2:q such that N|p =ac penc(Pi;ri x U;K;) and V ¢° < q,
head(N |po:2:q0) = .

e p = p%2:q such that N|p =ac pfk;(P1; ri * U;P2;P3) and V ¢° < g,
head(N |p0;2;q0) = *.

3. Let N be a deducible term such that 3 p such that N |, = id; for i € {1;2}.
There are four cases :

p =p"1 and N|p = vk(id;).

p=p":1 and N|p = p(id;).

p=p"1 and N|p = s(id;).

p =p"1 and N|p = pfk,(idi; P1; P2; P3).
p = p":2 and N|p = sign(N’; id;).

4. Let N be a deducible term such that 3 p such that N|, = p(id;) for
i € {1;2}. Then, p =p"1 and N|p = d(p(idi); M).

We can see that these properties imply the undeducibility of aj + U, rj « U,
idj and p(idj). Let us prove these properties by induction on the number of
steps needed to deduce N.
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Base Case : All terms in the frame verify these properties.

Induction Hypothesis : Let Mq;:::; Mk be terms in normal form, de-
ducible in i — 1 steps verifying the properties. We are going to prove that

reduction occurs in head.

If the applied rule is different from , and @, then the result

the induction hypothesis.

If the rule is applied, then dec(Mz;M;) — blind(Ty; T,) with
T1 and T, subterms of Mj, My and are verifying the property by
induction hypothesis. Then, blind(Ty; T2) verify the properties.

If the rule is applied, then o(M1; M3) — penc(T10T2; R1xR2; P)
with T1, T2, Ry, Rz, P subterms of M1, M,. The result may be
not in normal form if head(T;) = head(T,) = penc and if encryp-
tions use the same key, then the rule is applied again. It can
be applied several time, but the reduction will stop since M; and
M, are terms with fixed length. Then the result will be of the form
penc(:::penc(TPo T Ry *R%; PY) 111 Ry # Ry; P) where all terms are
subterms of M1 and My. Then, each penc, in normal form, will ver-
ify the properties. Thus, the result, in normal form, is verifying the
properties too.

Finally, if the rule (6) is applied, then renc(My; M) — penc(T;R;
pk(P1+P2)) with T, R, P; and P, subterms of M; and M. Thanks to
the induction hypothesis, we can see that the the result is satisfying
the property. Indeed, whatever the case where a; is a subterm of P;
or P, 3 P such that P; + P, =ac aj + P".

O

Note. If, V U, ri*xU and a; + U are not deducible, then using U = such that
ri*U =r; or a; + U = a;, we have that r; and a; are not deducible too.

Lemma 12. Let = Rn: , and N a minimal recipe of (N )| such that N =
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Proof. Let us prove this by induction on the depth of N.

Base Case : N = f(Ng;:::;Nk) with N1, :::, Nk variables or names.

o If £ € {fst;snd}, since @ X € dom( ) such that head(x ) = pair, we
conclude immediately.

e If f = dec and N = dec(N1; Nz), then Ny € {ej;ez} but if there is a
reduction, it means that we have No = a; which is impossible as a; is
not deducible by Lemma

e If f = unblind and N = unblind(N1; N2), then Ny € {y1;Yy2} since yx which
are reducing are removing from the frame. But if there is a reduction, it
means that we have N> = idj which is impossible as idj are not deducible
by Lemma

Induction Hypothesis : We suppose that V term M with a depth > 1

— If g = pair we have a contradiction with the minimality of N.

o If f = dec and N = dec(N1;Nz). The case where N; is a variable is ex-

o}.

— If g € {dec;fst;snd; unblind}, we conclude thanks to the induction
hypothesis.

— If g = penc, there is a contradiction with the minimality of N.

— Finally, the case when g € {renc;o}. We can have a finite (since
depths are finite) sequence of renc(o(renc(o(:::)))) or o(renc(o(:::))).
But if there is a reduction with the dec function, then we must have
N; =g penc(Wy; Wao; pk(W3)) with W3 =g N, . Moreover, Ny
is deducible, then pk(WS3) is also deducible and can not contain a;.
Since there is no variable in the frame referring to such a key, it
must come from one (or two in the case of a sequence finishing by
o) penc(P1; P2; pk(P3)) subterm of Ny, a contradiction with the min-
imality of N.

e If f = unblind and N = unblind(Ny; N2). The case where N is a variable is

— If g € {dec;fst;snd; unblind}, we conclude thanks to the induction
hypothesis.

— If g = blind, there is a contradiction with the minimality of N.

Inria



A formal analysis of the Norwegian e-voting protocol 29

O
Definition 13. Let |:| be a measure of the length of a term M such that :
e |u] =1 for u a constant,
e |[F(uy;iii;un)| = P |ui| for all £ € {+;x%;0;0}.
e |[f(uy;ii;up)| =1+ P |uj| otherwise.
We define another measure L which is defined as L(M) = (#(M); |M|) with

#(M) the number of symbols o under renc or penc symbols.

Lemma 14. Let k > 3, Nk k 1 ,'; L be an idk-valid ballot. We suppose that

K1 kK 1 ) )
K1,gq LM K1g r. Then, we have, for €{ |; r}:

* Nk k1 ,';1 = (M;N;P) x 1 :;1 with free M, N, P.

e N kK 1 :; 1 =E pfkl(idk;Nl;Nz;N;;) kK 1 :; 1 with free Nl, Ng, N3.

Mk ,‘; 1 =g penc(N2;N1;U) « 1 ,'; 1 with free U or U = pk(aj +
U% with free U® and a; € {a;;ay; az}.

Proof. Let k € {3;:::;n}. Let Nk such that Nk k 1 ,'; 1| is a idg-valid

ballot. Let N& minimal in size - according to the measure of length L defined
in Definition [[3]- such that :

0 k1 — k 1
Nk k1 g LTENck1 g L (*)

Using Deﬁnition we have N|0< K 1 r'; 1 L = (Nz1; N2; N3).

e Let suppose that N} is a variable. Since @ X € dom( k 1) such that
XKk 1 :; ! L is a idk-valid ballot, there is a contradiction.

equations , , and can lead to (N1; N2; N3).

— If f € {dec;fst; snd; unblind}, using Lemma we have a contradic-
tion with the fact that head(N{ k 1 :; L)) = pair.

— If f = pair, then N} = (M; N;P), with some free M, N, P. Thus we
have :

0 kK1 _ N K1 _ k1.
Nek1 g LTEMNP)K 1 o7 c=ENkk 1 ¢ L

Since(Nsz(M;N;P))klgl L and klgl L s kl,lzll
r, we have (Nx =g (M;N;P)) « 1 ;1 r. Thus,for €{ ; r},
we have :

Nkkl:;l =E(M;N;P)kl:;l
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Moreover, Deﬁnitiongives us now that N x 1 :; =g pfk, (idk; P1; P2;
P3).

k 1

e N cannot be a variable since there isno X € dom( x 1) such that X x 1 N

L = pfky(idy; P1; P2; P3).

e Thus, N = f(Nl; 115 Np) with £ € {dec; fst; pfky; snd; unblind} since only
equatlons , ., and ([71) can lead to pfky (idk; P1; P2; P3).

— If f € {dec; fst; snd; unblind}, using Lemma [12] we have a contradic-

tion with the fact that head(N k 1 rt: )= pfk;.

— If ¥ = pfky, then N = pfk,(ids; N1; N2; N3), Wlth some free N, Nz,
N3. Since (N =g pfk; (id3;N1;N2iNg)) k1§ * Land k1§00
Ns k1 :; ! g, we have (N =g pfky(ids;N1;N2;N3)) « 1 & b w

N
Thus, for € { ; r}, we have:
N k1 & =epfky(idaiNi;N2iNg) « 1

k 1

Finally, Deﬁnitiongives us that M ¢ 1 "; = penc(Ns k 1 N L

N1k 1 ,';1 L; U) for some term U.

e If M is a variable, then M € {e1;ez}. In that case, we would have
N1k 1 ,'; ' L =En (or rz) with free N3 which would mean that ry
(or rp) is deducible which is in contradiction with Lemma

e Thus, M = f(Nl;:::' p) w1th T ¢ {dec; fst; penc; renc; snd; unblind; o}
since only equations (1)) to and (| . ) to ([71) can lead to penc(P1; P2; P3).

— If f € {dec; fst; snd; unblind}, using Lemma [12] we have a contradic-

tion with the fact that head(M « 1 < * L) = penc.

— If f =renc i.e. M = renc(Mg;My). The case where M; is a vari-
able is excluded thanks to the fact that rj is not deducible. Then
M; = g(M{;::; p) with g € {dec; fst; penc; renc; unblind; o} since
head(M; « 1 ' L) = penc.

x If g € {dec; fst; snd; unblind}, using Lemma we have a contra-
diction with the fact that head(My x 1 :; L) = penc.

x If g = renc and My = renc(M?; MJ), we have a contradiction
with the minimality of M since renc(M{; M3 + M) is a smaller
recipe than renc(renc(MJ; M3); M>).

* If g = o and My = MJoMJ, we also have a contradiction with the
minimality of M since renc(M{; M) o renc(M3; M) is a smaller
recipe according to the Definition [L3] of the measure L.

* If g = penc and M; = penc(M?; MJ; MJ). We have two cases :
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- If M{ is a variable, then M§ € {g1;92;93} and we have M =
renc(penc(M?; MJ$; gi); M2) with free MJ, MJ and M,. In
that case, we have :

M1 & L = renc(penc(M{; M3;gi)iM2) k 1§ 1 L ()

=g penc(M{; M3;pk(ai +M2)) k 1 1 L
Thanks to the fact that 1 :; Vlrs k1 "; ! R and
(1), we also have that :

[N

M 1 &1 = renc(penc(Mi; M3 i); M2) i« 1
=g penc(My; M3; pk(ai + M2)) « 1

[y

Then, we have, for €{ ; r}:

M1 5 =epenc(M{;M3;pk(ai + M2)) « 1 $*

1

Moreover, since M ¢ 1 :; L =g penc(Nz 1 :; NG
k

1 . 0 k 1 — k 1
kK1 g L; U) we have that M] ¢ 1 N L=e N2 k1 N

L and Mg K 1 :; 1 L=e N1 k 1 :; 1 L. Using the fact
that k 1 :;1 L~s Kk 1 ; 1 R, these equalities hold with
r. Finally, we have, for € { ; r}:

M k1 1 =& penc(Nz;Ni;pk@@i +Mz)) k 1§ *

we can conclude easily with a contradiction when h # pk ac-
cording to Lemmal[I2] If h = pk then we have a contradiction
with the minimality of M since penc(MJ; M3; pk(M¥ + M,))
is smaller than renc(penc(M¥; MY; pk(MZ)); M).

— If f = penc i.e. M = penc(Mz;My; M3) with free M1, My, M3, we
immediately conclude that, for €{ ; Rr}:

Mk 1 :;1 =g penc(M1; M2; M3) ¢ 1 ,I;l

Using the fact that M1 k 1 ;1 = N> 1 :;1 and Mo 1 :;1

== N1 x 1 r'; 1 we have, with free M3 and € { L r}:

k 1

M1 g~ =epenc(Nz;Ni;Ms) k 1 ,511

—Iff =oie. M = MjoM,. The case where M1 or M5 is a
variable is excluded thanks to the fact that rj is not deducible.

{dec; fst; penc; renc; unblind; o} since head(M; k 1 ,'il 1) = penc
fori=1;2.

x If 3 i such that h; € {dec;fst; snd; unblind}, we have a contradic-
tion using Lemma
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x If hl,hz = penC we have M; = penc(M!; MJ; K) and M, =

penc(MY; K?) with K and K such that K « 1 ' L =€
Kk 1 :; 1 L Wthh is in contradiction with the minimality of
M since penc(M] o M¥; MJ x MY; K) is a smaller recipe than
penc(M{; M3; K) o penc(M{’; M7; K').

If h; € {renc; o} and h, € {penc;renc;o}. If hy =renc and M; =
renc(M{; MJ), we can apply the same discussion on h; we did on
f when T = renc in a previous case. According to this, the only
possible case is when M! = penc(M¥; M¥; MY). If g3 = o and
M; = MJoM3, we have an iteration of the current subcase. But
these iterations must stop since M is not of an unlimited length
and, thanks to the contradiction of minimality in some cases, the
remaining global case is when M = oL, renc(Pj; Qj) o M? with
M? a null term or penc(M{; M3$; M3) and P; = penc(M{; MJ; M1)
with M{ variable, using the discussion on renc case.

Suppose that M’ = penc(M{; M3; M3), then M§ 1 % o s
deducible. In order for M to be reduced, we must have the same
keys in both M and of_,renc(Pj; Q;). But since M is a vari-
able, M3i € {01;02; 93}, the resulting key of re-encryption is not
deducible, according to Lemma Indeed, the resulting key is
like pk( 1a1 + 23 + 3zaz + U) with some integers  and a
deducible term U (we using the notation that a; +a; = 2a;) and
since there are no variable leading to such a key, we must have
MJ = pk( 121 + 28, + 3zaz+ U) which is not possible. Then,
we must have M? =

Thus, we have M = oL renc(P;; Q;) with P; = penc(M{; MJ; M1)
and M:; variable. Suppose that 3 1 < i;j < n such that M?i, *
Mé, let us take, for example, M3i =g; and Mé = g2. Then, we
should have a; + ¢; = a + gj which implies that g; = a; +zj et
then that ap + U is deducible which is in contradiction with
Moreover, in order to have a reduction, all Qj must be
equal. Then we take, the minimal one, Qi and, we have :

= ofLrenc(penc(M]; MJ; x); Q1) with X € {01;02;0s} and
free Mj, M3, Qs.

Then, we have :

M k1 I,; b= oL renc(penc(Mi; Mi; x); Qi) « 1
=g penc(ofL, M{; «[L; M; pk(aj + Q1)) k 1

Thanks to the fact that 1 :; b~ k1 "; ! R and (t1),

we also have that :

M ko1 K1 R oflarencipenc(Mi MEX) Q) k 1 K
=g penc(of; M{; #{L; MJ; pk(aj + Q1)) «

Then, we have, for €{ L; r}:

%

[ay

Mk 1 1 =epenc(M$; M3 pk(ai +M3)) k 1 *

MOI‘GOVQI", sinceM 1 :;l L —E penc(Nz K 1 I’;l LiN1 k1
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:;1 L;U)wehavethatMEkl:;l L =E N2k1’|;1 L
and Mgk 1 ;l L =e N1 k 1 :;1 L. Using the fact that

k 1 :é,l L s k1 :gl R, these equalities hold with R.

Finally, we have, for €{ ; r}:

k 1

kK 1
M1 g

=& penc(Nz; N1; pk(ai + M3)) k 1

O

Lemma 15. Let ”; and ?, be two frames such that ”1 ~s ”,. Let a a name
such that a € bn(”1) Nbn(”2) and p(a) is not deducible. Let U; = d(p(a); UY)
in normal form for i = 1;2 such that U; does not appear in ”j. Then, we have,
for x € dom(” 1) Udom(”>) :

iU {Ulzx} Rs T2 U {Uzzx}:

Proof. Let ni be a fresh name and : U; — Ny the function which replace any
occurrence of U; by n;. Let us prove that :

Tpu{Ys me (U {Me)):

Let 7 = 7 U {Y%=} and "? = (71U {™=}). Let M and N terms
such that (M = N)~¥. Then, we have, with Y= n: ¥, (M ")[n; — U1] =
(N ®[ny +— Uq] since the equationnal theory is stable by names substitutions.
Now, since Ny € fn(M) U fn(N), we have M( P[n; — U1]) =g N( ¥[n; — U4])
but ¥y — U] = § with {1 = m: . So we have (M = N)~} too.

Now let M and N terms such that (M = N)~}. Then we have :
M Dl =ac (N 1N
Thus,
M DI =ac(N N
Claim1: IfU —V thenU —V .

Proof. (Claim 1) Let U be a term. Since U — V|, there exists a rule | — r,
a substitution and a position p such that U], =1 and V = U[r ],. Then
v p° such that Ulp = Ui, we have that p’ cannot be a suffix of p, since Uy
is in normal form. Let U” = U[X],, then U = U’ [(I ) ]p. Since | does not
contain d, we have that U" [l ], = U" [I( )]. Using the rewriting rule, we
have U° [I( )] — U" [r( )lp. Finally, U° [r( )]p = (U[r o) =V , that is
u —Vv. O

Let us prove that (M $)] =g (M }{)]. If M } is in normal form,
we have that (M { )]=g (M %) . If it is not, then, it exists Wy;:::;Wpq
such that W; = M ¢, W, = (M })] and W; — Wij4q for i = 1:n — 1.
Using Claim 1, we have that Wj — Wj4; for i = 1::n — 1 and then that
(M D Y=ac (M ) . Thus, using the same argument for N , we have :

M1 =eN]
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Since a, which is a restricted name, M and N cannot contain a. Moreover,
p(a) is not deducible, thus we cannot have the case where M = d(X;y) with
x § =p(@). Then, we have :

M($)=eN(})

Since U1 does not appear in 7, we have :

M T=eN?
And we have (M = N)~% which proves the static equivalence above. Then,
using the same development on ”, we have, for i = 1;2 and two fresh names
Ny, N2 :

iU {Ui:x} s :ni(’i U {ni:x}):
Since 71 ~s 72, we have that np(71U{™=«}) ~s N2(72U{"2=4}) and using
what we just proved, we get :

71U {Ulzx} s T2 U {Uzzx}:
O]

Lemma 16. Let ”; and ”, be two frames such that 71 ~5 ”,. Let a a hame
such that a € bn(”1) Nbn(”,) and is not deducible. Let U; = sign(U!;a) in

normal form for i = 1;2 and U; do not appear in ;. Then, we have, for
x € dom(” 1) Udom(”>) :

LU {Ulzx} g T2 U {Uzzx}:

Proof. Let ni be a fresh name and UE — Ny the function which replace any
occurrence of U} by ny. Let us prove that :

11 U {Ulzx} =" :nl(,l U {sign(nl;a)zx}):

Let % = 7u{Y1i=} and " = :ny (7 u {82 D= 1) Let M and N terms
such that (M = N)~%. Then, we have, with ¥ = n: ¥, (M U)[sign(ny;a) —
Uil = (N )[sign(ny; a) — U4] since the equationnal theory is stable by names
substitutions. Now, since n; € fn(M) U fn(N), we have M( ¥[sign(n;;a) —
Ui]) =g N( P[sign(ng;a) — Ug]) but  P[sign(ng;a) — Us] = § with 7§ =

m: . So we have (M = N)~ too.

Now let M and N terms such that (M = N)”Y. Then we have :
M Dl =ac (N ]I
M DI =ac (N DI
Claim 2: IfU — V thenU —V .

Proof. (Claim 2) Let U be a term. Since U — V , Jarule | — r, a substitution

and a position p such that U|, =1 and V = U[r ],. Then, V p’ such that
U|pe = U1, we have that p’ cannot be a suffix of p, since U is in normal form.
Let U' = U[X]p, then U = U’ [I ],. Using the equational theory, the only
interesting case is when | — r is equation checksign(M; vk(id); sign(M; id)) =
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Ok where M = U!{ and id = a. Then, we can easily see that | — r

since | = checksign(ny; a;sign(ni;a)) and r =r . In other cases, we have
I  — r since modification implies by do not interfere. Thus, we have
uln 71— U r( )p- Finally, Ul [r I = (U°[r Ip) =V ,thatisU —
V. O

Let us prove that (M )1 =g (M })J. If M { is in normal form,
we have that (M § )J=g (M %)| . If it is not, then, it exists Wy;:::; W
such that Wy = M g, W, = (M 01)¢ and Wj — Wij4q for i = 1:n — 1.
Using Claim 2, we have that Wj — Wj4+1 for i = 1::n — 1 and then that
(M D N=ac (M %) . Thus, using the same argument for N §, we have :

M1 =eN]

Since a, which is a restricted name, M and N cannot contain a. Then, we have

M(I)=eN(])

Since U1 does not appear in ”j, we have :

MT=eN ?
And we have (M = N)”%, which proves the static equivalence above. Then,
using the same development on ”, we have, for i = 1;2 and two fresh names
ng, N2 :

iU {Ui:X ~s ni(7iu {sign(ni;a):x}):

Since 71 ~s 72, we have that Ny (7 U{SNMD= 1) g Ny (7 u{sINM2:)= 1)
and using what we just proved, we get :

"1 U {Ulzx} Rs T2 U {Uzzx}:
O]

Lemma 17. Let and be frames such that U {*=} ~s U{%=,} for some
terms t and t’. Then :

U{sdu{tsyl~s U{tsdu{t=h

Proof. Let U{ts}uU{s}= % u{'sdu{fs}= 0 uU{=sl="*
and U {to=x} = 0 Let M, N be terms such that (M = N) ¥ Ify e
fv(M)Ufv(N) then since '~ ¢, the fact that (M = N) % is straightforward.
Ify € fv(M)Ufv(N),let :y+— X, wehave: (P ) '=P Pand(P ) '=pP ¥
for all term P. Thus :
M 00 = N 00
M) =g (N)’
Since "~g Yand (M )= (N )) ° we have :
M) "=e(N)°
M O=c N
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Lemma 18. Let 4 and ”, be two frames such that ”; ~5 ”,. Let a a name
such that a € bn(”;) Nbn(”,) and is not deducible. Let U; = dec(U/;a) in
normal form for i = 1;2 and U; do not appear in ”j. Then, we have, for
x € dom(” 1) Udom(”) :

LU {Ulzx} g T2 U {Uzzx}:

Proof. Let ny be a fresh name and : Uy — Ny the function which replace any
occurrence of U by ni. Let us prove that :

LU {Ulzx} s :nl(,l U {nlzx}):

Let 7 = 7 U {Y%=} and ¥ = (71 U {™=}). Let M and N terms
such that (M = N)~%. Then, we have, with ¥ = n: ¥ (M P)[n; — U] =¢
(N 9)[ny — U] since the equationnal theory is stable by names substitutions.
Now, since Ny € fn(M) U fa(N), we have M ( ¥[n; +— U1]) =g N( ¥[n; — U1])
but ¥y — Uil = § with *{ = m: . So we have (M = N)~Y too.

Now let M and N terms such that (M = N)~}. Then we have :
(M Dl =ac (N )N
Thus,
M DL =ac (N DI
Claim3: IfU —V thenU —V .

Proof. (Claim 3) Let U be a term. Since U — V|, there exists a rule | — r,
a substitution and a position p such that Ul =1 and V = U[r J,. Then
V p? such that Ulp = Uj, we have that p’ cannot be a suffix of p, since U;
is in normal form. Let U” = U[X]p, then U = U’ [(I ) ],. Since | does not
contain dec, we have that U’ [l I = U° [I( )]. Using the rewriting rule, we
have U' [I( )] — U° [r( )lp. Finally, U’ [r( )lp = (U[r ],) =V , thatis
u —Vv. O

Let us prove that (M )] =g (M § )|. If M { is in normal form, we have
that (M § )l=g (M )] . If it is not, then, it exists Us;:::;Up such that
Ur=M $ Uy =M 3] and U;j — Ujg for i = 1::n — 1. Using Claim 1, we
have that Uy — Ujsq for i = 1::n—1 and then that (M $) J=ac (M ) .
Thus, using the same argument for N {, we have :

M1 =N}

Since a, which is a restricted name, M and N cannot contain a. Then, we have

M(1)=eN(1)

Since Uy does not appear in ”j, we have :

0 — 00
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And we have (M = N)~% which proves the static equivalence above. Then,
using the same development on ”, we have, for i = 1;2 and two fresh names
Ny, N2 :

73U {Ui:X} g :ni(’i U {ni:X})Z

Since 71 ~s 72, we have that n;(71U{™=}) =s :N2(72U{"2=«}) and using
what we just proved, we get :

"1 U {Ulzx} R T2 U {Uzzx}:
O]

Lemma 19. Let N; ; 1 ' ' be idj-valid ballots for e { ; g} andi =
3:n. Let [*, = n: [*%. We have :

res ~ res — res ~ res .
il N L™ i1 N R™ i N L™ i N RS

Proof. As a first remark : for i = 3::n, since Nj i 1 qu 1 is a idj-valid ballot,
then we know that, using Lemma [14]:

e Ninyny =E (Wi; Xi; Zi) n N With free Wj, Wi, Zj and € { L R}.
e Wi n  =epenc(WiWXU) o ¢ with €{ (; r} free W), WP
and free U; or Uj = pk(aj + U?) with free U! and a; € {a;;az; a3}
Then, we have two cases :
e Ui n ¢ = pk(ai). Then, we have :

result; {* =g dec(penc(W{ [*% ¢ W' [*% ¢ ;pk(a1));as)
—_ WO res
E ii 1N

Then, we have result; [* =g W [*% g where W is free. Let
0 . .
0= res gand = "U{M =pequr,} = [® . Using Lemma@ since

il 8 L™s 1% N R, we conclude.

e U  #e pk(ar). Then, result; [ =g dec(penc(W/; WD;U;) res
' 1 +a;). Then, we have two cases. The first one when 3 j such that
resultj [* =g result; [* . In that case, we use Lemma to
conclude. The second one when the first case do not happen is solved
using directly Lemma [18]since a; is restricted and not deducible.

O
Lemma 20. Let N; ;  be idj-valid ballots for < { | ; r} andi=3:n.

resulty ¢ L =g Vi =g fresult; g r
result, N L TE V2 =E result, N R:

Proof. Obvious. ]
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Now let us return to Proposition [§] and start to prove it.

Proposition 8. Let N; ; be idj-valid ballots for € { [; r} and i €

R(IR) v L~s R(|R) g R

Proof. The proposition will be proved using two consecutive induction.

First, let us show that : for any i > 2, let ; = R: j then j :q L s
i g R
Base Case : Using Lemma we show that » 2N L~s 2 2N R-

Induction step : Assume now that j qu L~s i ’iq r and let us show
that j+1 ;;1 L™s i+l ;;1 R

Using Lemmawith Ur = (Vi i ,iq L= d(p(idi); UD) and Uz = (yi [iq RI
= d(p(idi); U3), we prove that ; U {Y1=y,} L s i U {Y2=y,} R

Then, using this new equivalence and Lemma with Uy = (zi i ,i;lNL)i:
sign(U; idr) and U = (zi i 1 L)L=sign(U3; idr), we have now that i1 11
L™s i+l ,i;l R-
Thus, we deduct :
nNg L~ nNg R
and we can note = 5.
Now let us show that : for any i > 2, [* = n: [* then [ ¢ L =s

res
i N R

Base Case : Using the fact that n = £5°°, the base case is proved by the
first induction.

Induction step : Assume now that [* ¢ L ~s [® ¢ r and let us
show that [$% ¢ L~s |51 n R

Using Lemma [I9] we can prove the induction step adding each result one by
one and, finally, we have :

N L”s g RWith = Ri:
Now using Lemmas [9] and we prove the final static equivalence :

1= R(|R) ¢y L~s 2= R R) N R:

From Proposition [8| we can enunciate a corollary.

Corollary 21. Fori =0:::n, j =3:::n, and Nk x be idg-valid ballots for
€{ L; r}and k=3:::n, we have :

Q

R: s A
R: A

Q

L
L

S -

i
N
N S

i
N R
N R

[
— -
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B Proof of Theorem 4]

Let us remind the Theorem we need to prove.

Theorem 4. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy without the auditing process, even
with n — 2 voters are corrupted, provided that the other components are honest.

A?’] [V {Cl_ JRVL =crv } | \ {CZ_ JoRV2 :CRV} ]

“Cauth “Cauth

Ry Al [V {2000 R Zeny b IV {25000 572 Zery } ]

where = {Vizy e} @Nd = {V2=y, e }-

Let us introduce the relation we will use to prove labeled bisimilarity.

B.1 Partial evolutions of protocol specification

First, we will introduce partial evolutions of the protocol process specification
and remind some notations used. Note that correct modeling of sub-processes
have not been depicted but one can see that describing partial evolutions of
sub-processes can be seen as a modeling description. Then, as an example, By,
the ballot box correspond to B%;n in that case, without auditor. It avoids a
annoying and non-useful applied-pi description, since it is easy to remove all
lines dealing with an auditor’s stuff, as the full description was depicted in the
article.

Definition 22. Notations and partial evolutions for honest voters. (i € {1;2})

Vit = Conr(ball;):Vv;2 e = penc(X{ore; ti; PK(a1))

V2 =ti(balli):v3 pfk; = pfky (idi; ti; X! ote; €1)

V3 = cry, (reci):Vv* sigi = sign((e;i; pfk;); id;)

V;* = ci(con;):vP ball; = (ei; pfk;; sigi)

V> = Toue(con;):V;8 hvi = hash((vk(id;); ei; pfk;; sigi))

V& = cour(reci):V;’
V)" =if (idpr;id;; hvi; con;; xY°%; rec;) then V;8 else 0

V& =t (0k)

Definition 23. Notations and partial evolutions for the ballot box. (i € {1;:::;n})
B, =ci(xj):BE! e =renc( 1(xi);s(idi))
Bia =if p(idpj;xi) then B3 else 0 pfk} = pfk,(idi;a2; 1(xi);€))
B2 =cgr(ball}):BZ, e? = blind(e!;s(id;))

BZ, =cer(4i):B, pfkl = pfk,(id;; s(id;); e?; el’)
B, =if s(idpgr;hbbi;gi) then Bt else 0 ball} = (x;;el; pfk; e¥; pfk)
Bl =ti(qi)BY2 hbb; = hash((vk(idi); xi))
B.3,$ = Ci(syi):BéL+l;n

Bg,% = Cﬂ(syn):Bf;n

B:ln = Cﬁ< 1(Xi)>:Bi4+1;n

Bﬁ;n :Cﬁ< l(Xn)>

Definition 24. Notations et and partial evolutions for the receipt generator.
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R. n = cer(Pi):RE,
=if (idpj; p.) then R, n else 0

ngn = Trv, (Ni):Ri, ri ~ =d(p(idi); dec( 6(pi);asz))
an = TR (SIgN)Rit1n hori = hash((idpi; 1(pi); 2(pi); 3(Pi)))
R?\,n ter(SigR) sigR =ssign(hbr;; idr)

Definition 25. Notations and partial evolutions for the decryption service, we
distinguish two cases : one without a swap (D) and one with swap (D).(i €

{l ..... n})

dec; = dec(d;;az) Bil;n = cBD(dj):Bilﬂ;n
Dr.1y = cep(dn):D;

I:)il;n = CBD(di):Dil+l;n Bi n— 0Ut<dec2>'5§ n

D%;n: CBD(dn)'D% n D; n — 0Ut<decl> Dg n

Di2;n 0Ut<dec > |+1 n 62 t<d > |+1 n

D3.n= Cout(decn) Dy = Cout(decn)

Definition 26. Partial evolutions of global process representing the enrichment
of the frame as the process advances.

R = (a1;az;idy;idz; idr;C1; C2; CRV; ; CRV,; CBR; CBD) _
- {pk(al):gl;pk(az) :gz;pk(ag) :g3;vk(|d1) Sidpyi il vk(idn) Zidpn, ;Vk(ldR) :idpR}
Ao = R [_|
Ar= (mity): _[{"h=p, )
Az = (Ritiixq): _If{ba“l‘ SR Y i
0
Ag = (mitixaspa): {1, H{P g H{P =, | i

A= (Rity;xg;pyirecy): _[fPal=y (Pl Ji{bal= H{Mi=reg, }|
As = (H:tl:XliPil?recl?ql)i _[{pattazy Jj{Pat=, Y=, (M, )
{F97 =g, )

A= (W taiaipai ey uyona): _|{P0ay, J (=, J (=, (e, )|
{SiglR:(hH{ql:Coan

Az = As L [{"™"=y,}]

Ag = A7 [L{*™=,]]

Ag = (Rity;xq;pairecs;qr;cong;ty): _[{{PaMi=y }|i = 1; 2} [{Palh g }|

{02z, H{™ = e F {19 =g, }{ % Zcon, A=y, H{E™ =2, }
Ao = (Mt Xy; Py recy;dr; cong; to;xp): _[{{PaM=y, H{Palli=, Yi= 1,2}
{715, (™ =reey } {9 =0, H{% =con, J{™* =y {0 =2}
Aqr = (R;ty;Xq; Pa; recs;qa; coNy; to; Xo; P2): _|{{ba“i:bi}|{ba”i:xii}|{ba”?=pi}
i = 13 21 [{"=recy {19 =g, }{* Zcon, }{"=y, JH{™™ =2, }|
Atz = (R;ty; Xa; Pa; reca; Ga; €ONg; to; Xa; P2s recy): _[{{PaM=p J{Pahi= }]
0 N - inR
{PMhi=pi {"=rec; HHI = 1 2H{®19 =g, H{ % =con, H{"*%* =y, H{®M =2, }]
A1z = (R;ty;Xq;P1;recs; dr; coNg; t; Xo; P2; recz; dz2): _|{{P8i=p, }{PaMi=, |

L O W [C |
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Asa = (Rit1;Xq; i recy; fu; CONy; ta; Xa; P2; recz; Gz; conz): _|[{{*!=p, }|

{ba“i:xi }|{bal|2
{reer=y, H{*M=2, 1 ]
Ais =Aga [_[{"*%2=y, 1]

Foriec {3;:::;n}:
mi = {(Px; )|k € {3;::0501 —1}}

=p: [{"=rec; }l{Sig?ZQi H{%=con, } Hi =

1,2}

= [Py ) (P, (01 (7=, (59 g, } (% Zcon, (7545

{FoMm=2, 11 = 1,2}

i = {M=x }I{b"""k‘ 9 = HH{ = Yy
—1}}

k E {3 .....
A= ()]l | ]
A; = AL _[{Nieq)
AF = (mip): (N = ]
Al =AY [{"=y] 0 -
AP = (mmie): (MmO L= {59 =0, ]|
AS =

e = (MmN (M T = (=l |

6= {dke{L;:0i—1})
= (g e i 1)

S -

Aj = (H Mn+1; 0i): [_| || n+1| I ]
A(:J{) = |{decl resultl}

AOO = AOO |{d i-result.}

ézlz égr[} _|{{de 2= resultl}

é&) = é&ﬁ _|{{d 1= resultz}

Ai AI 1 _|{ resulti}

B.2 Relation

Now we can define the relation.

Definition 27. Given integer n > 2, V 3 < j < n, let M and Nj terms

such that Nj j 1 1 *

L is an idj-valid ballot, and such that fv(M;) Ufv(N;) C

dom(Ajl) and (fn(M;j) Ufn(N;j ))ﬁbn(Ajl) = (). We consider the smallest relation
R which is closed under structural equivalence and includes the following pairs

of extended processes :

Ao V11|V21|B::LL;n|R%;n|D:1L;n ~

py)

by

As V12|V21|B%;n|R};n|D%;n ~

Az ViP5 [BLG IRl ~

by

A; VEVEBE

py)

|R%;n|D%;n ~

RR n°® 7781

h

—=1
AO hV11|V21|B%;n|R:{;n|D1;n _

—1
Ax hV12|V21|B%;n|R};n|D1;n
A2 VIV [BIG
h

—=1
Az V |V |B |R%;n|D1;n

—1
|R%;n|Dl;n_
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As V2\V5|BE,|RE, D1,
As V7 |V3BE,RYAIDL,
As V{|V3(Bfn|REn|DLn
As ViV [BSn|R:n|D1n
As V{V5 |BIGIRsn| Dl
As VIIVZBEAIRS D,
A7 V7 |V5[BF Rz [Di
Ag VY |V5 |BIZIR;| Dl
As V7 |V; |BYAIRZn(D1n
Asg V3 [B3n|R3:nIDin
Ag V#|B34|R3.,|DIp
Ao V3 B3in|R3:n|Diin
Ao V7 |B3:3|R5:n|Diin
A V23|B§;n|R§;n|D%;n
A V23|B§;n|Rg;n|D%;n
A12 V24|B§;n|Rg;n|D%;n
Az V24|Bg;n|R%;n|D%;n
A1z V3B |R3:n[D1in
A V7' |BZAIR3q Dl
Ass V7 |B3AIR:AIDLn
A3 VS |B32IR5:n|Diin

A3 V2 B3Rz DL

(ie{3::5;n}, Rhi1, =0)

AiL Bll,n|R|l,n‘D%,n
Al Bia{™ = }Ri:n|D1p
A} BiAIREn Dy

A|3 Biz;n|Ri2;n‘D%;n

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

L VR

h i
As hvf|vzlwsin\Rin\6ini
As hvf|vzl\Bin\Rin\5ini
As hvf|v21\Bin\R1‘;n\6ini
As hvﬂv&wsin\R%;n\ﬁi;ni
As hv14|v21\B%;&,\R%;n\6ini
Ag hvf|v21\Bf;ﬁ\R%;n\6ini
A; hvﬂv&wsi;ﬁm%;n\ﬁi;ni
Ag hv17|v21\B%;%\R%;n\6ini
As hv18|v21\Bf;,%\R%;n\6iin
As V3B ,|RE,Drp

h i
Ag rY22|B%;n|R%;n|6in e

. —=1
AthV23‘B%;'rl1‘R%;n‘Dl;n_ R
1
. —=1
A1 V23‘B%fr21‘R%;n‘D1;n_ R
h g
A1 V23‘B§;n‘R%;n‘Dl;n_ R
h i
R

=1
Al hV23‘B§;n‘Rg;n‘Dl;n )
1
—=1
A1z hV24‘B§;n‘R‘21;n‘D1;n . R
1

—1
A13hV24‘B:23;n‘R%;n‘Dl;n_ R
1
. —=1
Al3hV24‘B§;'rl1‘R%;n‘Dl;n_ R
1
. —=1
A V2 BIAIR3nDin R
h i
R

. —=1
Al5h VZG‘BS;'%‘R%;n‘Dl;q
1
. =1
Aéhv27|B§;'r21|R%;n|Dl;n_ R
1
. =1
Aé V28|B§;'r21|R%;n|Dl;n R

h i
—1
Al BLIRLIDL, R
1

. . —1
AilhBil;'r}{M':XiHRil;n‘Dl;n R

1
. —1
A|2 hBi:L;'rﬂR%;n'Dl;n_ R
1
—=1
A|3 Biz;n|Ri2;n‘Dl;n R
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h i

A} BZR.DL, L ~r A?hB%n\R?;n@ini R (31)
Al B2 REIDL, L ~r A:‘hsﬁn\R:‘;n@i;n ® (32)
A? B3 IRL DL, LR A?hB?;n\R%ﬂ;n@ini R (33)
A} BERE DL, L~ A?hBﬁmR%ﬂ;nlﬁini R (34)
A? B¥2RE,1 D, L~r AY BEZRL, D1, R (35)

(ie{l;::;nkhje{3::;n}) ) :
Al B{, DL, L~r Al Bﬁnwﬁiﬁiﬂ R (36)
Aht1 Din LR A?nﬂl 6i;n R (37)
AY D}, L~r A 6g;nI R (38)
A%O 1 Djz;n L ~R K‘}O 1 6jz;nI R (39)
A[0] L ~r ARl0] (40)

(ie{3:::;n}
h i

Al (M= REDY, L~r AP (M dREDL, k (4D)

B.3 Useful lemmas

Let us introduce useful lemmas which will be used to prove that the constructed
relation satisfies the property of Definition

if p(id; N) = true, equivalently :
8
< N = (N3;N2;N3)
_ checksign((N1; N2); vk(id); N3) =g Ok :
- checkpfk; (vk(id); N1; N2) =g Ok

Lemma 28. Let N be a id-valid ballot, thus N = (N1; N2; N3). Let

Nrene = renC(Nl; aZ)a Nolind = b”nd(Nrenc; 5(|d)).
Nhash = hash((vk(id); N1; N2; N3)), N? = (N; Nrenc; Néfk; Nbiind; Ngfk)-
Néfk = psz(ldp, az; Nl; Nrenc)a Ngfk = psz(ldp, S(id); Nrenc; Nblind)1

Rsign = SigN(Nhash; idr)

Then we have p(idp;N) =g ((idp; N?) =g (idpr; Nhash; Rsign) =g true
with idp = vk(id).

Proof. Let N be a id-valid ballot. By definition, we have that (id; N) = true.
According to the definition of N°, we have that N° = (NJ; NJ; NJ; N3; N{) with
N7 = N = (Nz1;N2; N3). Moreover, we know that checkpfk, (idp; N1; N2) =g
checksign((Nz; N2); idp; N3) =g Ok since p(idp;N) = true. In addition, we
have :
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checkpfk, (idp; N3; N3) =g checkpfk, (vk(id); Nrenc; N g )
=g checkpfk,(vk(id); renc(Ny; a); pfk,(idp; az; N1; renc(Ny; a2)))
=E Ok

and

checkpfk, (idp; Nj; Ng) =g checkpfk, (vk(id); Nbiind; N3n.)
=g checkpfk, (vk(id); Npjing; pfk, (Vk(id); s(id); Nrenc; Nbiind))
where Npjind = innd(NrenC; S(Id))
=E Ok:

Then, we have (idp; N’) = true. Finally, we have :

checksign(Nhash; idpr; Rsign) =g checksign(Nnash; idpr; Sign(Nhash; idr))
=E Ok

which prove that s(idpr; Nhash; Rsign) = true. O

Lemma 29. Let N be a term such that, for some Nyang :

N = (Nz; N2; N3)

N1 = penc(v; Nrand; Pk(a1))
N2 = pfky (id; Nrand; Vi N1)
N3 = sign((N1; N2); id):

Let Rrec = dec(Nbpiind; @3), With Npiind, Rsign and Npash the same as in Lemma
[28l Then, N is a id-valid ballot and we have :

v(idpRr; id; Nhash; Rsign; Vi Nrec) = true:

Proof. Let N be this term. Then, N clearly satisfies Definition [ and :

unblind(dec(Npjing; az); s(id)) =g unblind(dec(blind(Nyenc; s(id)); az); s(id))
= unblind(dec(blind(renc(N1; a,); s(id)); az); s(id))
= unblind(dec(blind(renc(penc(v; Nrang; pk(ai)); az2); s(id)); az); s(id))

-—@é unblind(dec(blind(penc(v; Nrang; pk(ai + az)); s(id)); az); s(id))
= unblind(dec(blind(penc(v; Nrand; pk(az)); s(id)); az); s(id))

unblind(blind(v: s(id)); s(id)

(7D
E V.

Moreover :

checksign(Nhash; idpr; Rsign) =g checksign(Nnash; idpr; Sign(Nhash; idr))
=E Ok

which prove that (idpgr;id; Nhash; Rsign; Vi Nrec) = true. O
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B.4 Proof for the relation

Let us prove that R satisfies the three properties of Definition

Internal Reductions : We must show for all extended processes A and
B, where A R B, that if A — A for some A, then B — B? and A’ R B’
for some B’. We observe that if A R B by (1), (10), (11), (14), (23), (24), (27),

(31),

34), (35) or (37) to (40) then there is no extended process A’ such that
(

A — A'. We proceed by case analysis on the remaining cases.

(2)

We have
2n 1l 1 1 h 2n 1l 1 R/ i
A=A1 V{|V5|B1n|R3n[D1,  and B =Ag V7 |Vy|Bry |R10[Dyn

If A— A" then it must be the case that
A = Ay tibally):VE |V ci(x1):BEL R, DL,

and
A’ = A, VP|V; |BLE|RLA DL
It follows from
h i
. —1
B = A; cr(ball):V3|Vy[ci(x1):BEA|RL,[Din

that B — B? where
h i
0 . —1
B =A; V13|V21|B%{%|R%;n|D1;n

Since
A'=A; VP|VFBIA|RLn[DL,, R B

we derive A’ R B? by the closure of R under structural equivalence.

We have
h i
A=Az V13|V21|B%;:r11|R%;n|D%;n and B = A, V13|V21‘B%;%‘R%;n‘Dl;n

If A — A", then it must be the case that
A=A, V2VSif p(idps;xq) then Bi73 else O|R:.,|Di.,

Since X; refers to bally, it follows from Lemma 29 applied to ball; that it
is a idq-valid ballot and from Lemmathat p(idpy; x1){Palh=, } = true
and
A’ = A, VP|V; |BLA|RLAIDLn
It follows from
h i
B =A, VEVAif p(idpy;xs) then B2 else O|RL,[Dy.p

and from Lemma [29| and Lemma applied to ball; , since p(idpy;Xq)
{palli=, 1 = true, that B — B’ where
h i
. : —1
B =A; V13|V21|B%;'r21|Ri;n|D1;n
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Since
AO =A; V13|V21‘B%;:r21‘R%;n‘D%;n R BO;

we derive A' R B! by the closure of R under structural equivalence.

We have
) h . —1 i
A=A VAVABEZRE,DL, and B = A, VIVHBEZRL, DL,

If A — A", then it must be the case that

A=Az V13|V21|m<bal|01>:B%;n|CBR(pl):R%;n|D%;n
and

AO =As V13|V21|B%;n|R%;n|D%;n
It follows from )
1
I =1
B=A; Vls‘V21|CBR<ba”g>:Bf;n‘CBR(pl):Ri;nlDl;n

that B — B! where h i
1

0 —=1
B = A3 V13|V21|B%;n‘R%;n‘Dl;n

Since
A" =Ag VP|V3(Bfn|RENDL, R B

we derive A R B by the closure of R under structural equivalence.

We have
h L
A=A V13|V21‘B%;n‘R%;n‘D%;n and B = Ag V13|V21|B%;n|R%;n|Dl;n

If A— A", then it must be the case that
A=A VEVFBZ, Jif ((idps;p1) then R, else 0|D1.,

and it follows from Len%ma since ball; is verifying Lemma that
((idpy; pr){Pa'=,,; Pah=) 1 = true, thus

A= Az V13|V21|B]2.;n|R§;n|D%;n

It follows from )
1
B =As VVABZ,|if (idps;ps) then RZ., else 0Dy,
an% Lemma 28 and Lemma [29| applied to ball; that ,(idpy; p1){*"1=y,;
balli=) 1 = true thus B — B’ where
h i
0 =1
B =A; V13|V21|Bf;n‘Rin‘Dl;n

Since

AO = A3 V13|V21‘B%;n‘Rin‘D%;n R BO;

we derive A' R B! by the closure of R under structural equivalence.
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(6) We have
312 3 1 h 312 3 i i
A=As Vl |V2 |Bl;n|Rl;n|Dl;n and B = Ag Vl |V2 ‘Bl;n‘Rl;n‘Dl;n

If A — A", then it must be the case that
A=Az cry,(rect): ViV, BE, [crv; (r) R, Din
and
A= Ay V14‘V21|B:Iz.;n|R§.1;n|D:ll.;n
It follows from

h i
—=1
B = Az cry, (rec):V, V5 [Bn[Crv; (r1):REn[Diin

that B — B? where
h i
0 —1
B =A4 V14|V21|B%;n|R411;n|D1;n

. Since
A'=A; V/|V3|Bn|RnDL,, R B

, we derive A" R BY by the closure of R under structural equivalence.

(7) We have
h L
A=Ay V14|V21|Bf;n|Rlll;n|D%;n and B = Ay V14|V21‘Bf;n‘R‘11;n‘Dl;n

If A — A", then it must be the case that
A=Ay V14|V21‘CBR(ql):Bf;n|Cﬁ<5ig?>:R%;n|D%;n

and
AO =As V14‘V21|Bf;n|R%;n|D%;n

It follows from
h i
. =1
B =A; V|V3cer(1):Bn[cBR(SI9T) RS0 [Dy;n

that B — BY where
h i
0 =1
B = A5 V14|V21|Bf;n|R%;n|D1;n

Since
AO =As V14|V21|B:Is.,;n|R%;n|D%;n R BO;

we derive A’ R B! by the closure of R under structural equivalence.

(8) We have
h i
A=As V14|V21|Bf;n|R%;n|D%;n and B = As V14|V21‘Bf;n‘R%;n‘Dl;n
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If A— A", then it must be the case that
A=As VHVSif (idpr;dr) then BEY else 0|R3.,|D1.,

and it follows from Lemma and Lemma applied to ball; that
s(idpRr; 1) {baulle;bau‘; :pl;siglR =} = true and

A" = As V14|V21|Bf;:rl1|R%;n|D%;n

It follows from
h i
B=As VAVAif (idpr;qy) then B3 else O|RL,[Ds.,

and from Lemmaand Lemmal29|applied to ball; that s(idpgr;q1){""1=x,;
balli=) :sio =) 1 =true and B — B where
h i
0 . —=1
B =As V14|V21|Bi'&1‘R%;n‘D1;n

Since
AO =As V14|V21‘B:1;;:}1‘R%;n‘D%;n R BO;

we derive A' R B! by the closure of R under structural equivalence.

We have
h . i
A=As VIVHBILRL, DL,  and B = As V;V2(B3LIR:[Dln

If A— A", then it must be the case that
A=As Cl(COI’]]_)ZVl5|V21|q<q1>iBf;ﬁ|R%;n|D%;n

and
A" = As V7|V BFAIRS, (D1,

It follows from
h i
. —1
B= A5 Cl(Conl):V15|V21‘q<q1>:B%;-r21|R%;n|Dl;n

that B — B? where
h i
0 . —1
B =Ae V15|V21|Bf;'r21\R%;n\D1;n

Since

AO = AG V15|V21‘Bf;:r21‘R%;n‘D%;n R BO;

we derive A" R B? by the closure of R under structural equivalence.

We have
h L
A=Ag V17|V21‘Bf;:r21‘R%;n‘D%;n and B = Ag V17|V21|Bf;:r21|R%;n|Dl;n
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If A — A", then it must be the case that
A =Ag if (idpr;idi; hvg;cong; x{°%; recy) then VE else 0|V;B33|R2. D1,

and it follows from Lemmaapplied toball; that (idpgr;idy;hvy;cong;
xyote; recl){balllle;ball‘i =p1 ;SiglR =g =rec;;™ =con, } = true and

A" = Ag V7|V BFAIRS., D1,
It follows from

h i
B =Ag if y(idpr;ids;hvy;cony;xy°®; recy) then V£ else 0]V |B32|R.,[Dy.p

and the Lemmaapplied toball; that (idpgr;idy;hvy;cong;xy°t;recy)
{ba”lle;ba“g :pl;SigF :ql;rl :recl;ql :conl} = true and B — BO Where

h i
0 . —1
B =As V18|V21|Bffr21|R%;n|D1;n

Since
AO = As V18|V21|Bf;:r21|R%;n|D%;n R BO;

we derive A’ R B! by the closure of R under structural equivalence.

(13) We have
A=Ag VEVABIZRE, DL,  and B = Ag VEVABIZIRE,IDL,
If A — A", then it must be the case that
A= Ag T1(OK)V2[c1(5Y1):Bn REn| DL

and
A= Ag V21|821;n|R%;n|D:%;n

It follows from
h . i
B =As ﬁ<0k>‘V21|Cl(sy1):B%;n|R%;n|Dl;n

that B — B? where
h i
0 =1
B =Ag V21|B%;n|R%;n|Dl;n

Since
A= Ag V21|le;n|R%;n|D:Il.;n R BO;

we derive A’ R B? by the closure of R under structural equivalence.

(15) We have
h L
A= Ag V22|B%;n|R%;n|D%;n L and B = Ag VZZ‘B%;n‘R%;n‘Dl;n R:

RR n°® 7781



50 Cortier & Wiedling
If A— A", then it must be the case that
A = Ag Tr(bally):VE|co(%2):B2A|IR:. DL L
and
A’=Ai V7|B3a|R3nDLn L
It follows from
h i
: —1
B = Ag Tz(bally):V7|ca(X2):BI AR 4Dy R
that B — BY where
h i
0 . —1
B =Aw V7|B3iIRznDLn  w:
Since
A'= A V3 [B2RIRzn[DL, L R B
, we derive A’ R BY by the closure of R under structural equivalence.
(16) We have
. h . —1 i
A=A VP B3AIR5n[DL, L and B =Ag0 V7|B3A[R;nDin R
If A— A" then it must be the case that
_ 3 PO 12 9. 1 1 .
A=A Vyfif p(idpz;X2) then By else 0|R3.,|D1., Lt
Since X refers to bally, it follows from Lemma [29] applied to ball, | that
it is a ida-valid ballot and from Lemmathat p(idp2; Xz){ba"2:X2} L=
true and
AO = AlO V23|B%;:r21|R%;n|D%;n L-
It follows from
h . i
B =Aw V7|if p(idpz;X,) then B33 else 0|R3.,|Dy., R
and from Lemma and Lemma applied to ball, R, since p(idpz;X2)
{pall= 1 g = true, that B — B! where
0 h 3Ip12|pl H i
B = A VZ ‘Bzfn‘Rl;n‘Dl;n R-
Since
A= s VSIBEZRE,IDE, L R B
we derive A" R B? by the closure of R under structural equivalence.
(17) We have

h i
. . —1
A=A V23|B%;-r21|R%;n‘D%;n L and B = Agg V23|B%;'r21|R%;n|D1;n R:
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(18)

(19)

If A — A", then it must be the case that
A=Ay V5[ter(bally):BZnlcer(P2):RE,nIDLn L
and
AO =An st‘Bg;n‘R%;n‘D%;n L-

It follows from
_ h 3 |— 0\.p2 p2 !
B = A V2 |CBR<ba”2>-Bz;n|CBR(p2)-R2;n|Dl;n R

that B — B? where
h i
0 =1
B =An V23|B§;n|R§;n|Dl;n R-

Since
A'=An VPBS, RS, DL, L R B

we derive A’ R B! by the closure of R under structural equivalence.

We have
h i
A=An V23|B§;n|R%;n|D%;n L and B=An V23|B§;n|R§;n|D1;n R:

If A — A", then it must be the case that
A=Ay V2 B3 lif ((idpz;p2) then R, else 0|D1.,, L

and it follows from Lenolma since bhall, | is verifying Lemma that
r(idpz; pZ){ba“Z:xz;ba“z Zp,} = true, thus

AO =Aun V23‘B§;n‘Rg;n‘D%;n L-

It follows from
h i
B =Ay VABZ.fif ((idps;p) then RE, else 0Dy, w

an(g Lemmal28|and Lemmal[29|applied to ball, g that (idps; p2){*3"2=,,;
ball= )} R = true thus B — B’ where

h i
0 —=1
B =Ain V23|B§;n|Rg;n|Dl;n L

Since
A’ =Au VP BZ,|R3,IDL, L R B

we derive A’ R B? by the closure of R under structural equivalence.

We have
h i
A=Apn V23|B§;n|R:2%;n|D%;n L and B =Aq V23|B§;n|Rg;n|D1;n R:
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If A— A", then it must be the case that
_ WAR2 e/ \.p4 1
A= An Crv,(rec2):Vy [Bn[Crv; (1r2):R2.n[Din L
and
AO = A V24|B§;n|R421;n|D%;n L-
It follows from

h i
=1
B =Auw Cry,(rec2):V3|BS[Crv; (r2):R3nDin R

that B — B? where
h i
0 —=1
B =An V24‘B§;n‘R‘21;n‘D1;n R:

Since

AO = A V24|B§;n|R£21;n|D%;n LR BO;

we derive A R B by the closure of R under structural equivalence.

(20) We have

h i
=1
A=A V24|B§;n|R421;n‘D%;n L and B = Agp V24|B§;n|R£21;n|Dl;n R-

If A— A’ then it must be the case that
A=Ap V24|CBR(q2):B§;n|Cﬁ<3ing>:R%;n‘Di;n L

and
A= A1z V24|Bg;n|Ré;n|D%;n L
It follows from
h i
. —1
B=Ap V24‘CBR(q2):B§;n|CBR<S|g§>:R%;n|D1;n R

that B — B? where
h i
0 —1
B =A V24‘B§;n‘R%;n‘D1;n R-

Since
A'= Az VB3, |RS, DL, L R B

we derive A” R B by the closure of R under structural equivalence.

(21) We have

h i
=1
A=A V24|Bg;n|R%;n‘D%;n L and B = Agg V24|Bg;n|R§;n|D1;n R:

If A — A", then it must be the case that

A=A Vlif s(idpr;0z) then B3E else O|RY.,|Di., L
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(22)

and it follows from Lemma and Lemma applied to ball, | that
s(idpr; Gp) {PaM2=,, P02 =, 8102 =} | = true and

AO = Az V24‘Bg;:r11‘R%;n‘D%;n L-
It follows from

h i
B =Ass VAif s(idpr;0z) then BEE else O|R}, D1y

and Lemma[28|and Lemma[29|applied to ball, g that s(idpgr;g2){""2=,;
ball;— 8105 =} R = true and B —» B? where
0 h . —1 i
B = A13 V24|Bgfr11|R%;n|Dl;n R-

Since
A=Az V) BIIRE, DL, L R B

we derive A’ R B? by the closure of R under structural equivalence.

We have
_ h _ . i
A=A V24|Bg;'%|R%;n|D%;n L and B = Ags V24|B§frl1|R%;n|Dl;n R:

If A — A", then it must be the case that
A=A CZ(Con2)1V25|6<q2>:Bg;:r21|R%;n|Di;n L

and
A= Aiy V7 BIAIRGA[DLn L

It follows from
h i
. —1
B = A1z a(con2)V;[62(d2) BSAIRGADyn R

that B — B? where
0 h . —1 i
B =Au V7|B3i|R3,[D1, R

Since
AO =Au VZS‘BS;r%‘R%;n‘D%;n LR BO;

we derive A" R B? by the closure of R under structural equivalence.

We have
h . i
A= Aé V27|Bg;:r21|R%;n|D%;n Land B = A% V27‘Bg;:r21‘Ré;n‘Dl;n R:
If A — A", then it must be the case that

A=A} if (idpr;idy; hvy;cony; x5 recy) then V5 else 0|B3A|R3.,|D1.py
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and it follows from Lemma applied toball, | that (idpr;idz;hvy;cony;
X\Z/Ote; recZ){bauzzxz;ba”OZ :pz;Sing ZQZ;rZ :reCZ;qz :conz} L = true and

AO = A% V28|Bg;:r2’||R%;n|D%;n L
It follows from

h i
B =AL if (idpr;idz; hvz; cong; x5t rec,) then V£ else 0|B32|R},\ D1y

and the Lemma applied toball, g that (idpg;idz; hvy;cong; x¥°t; recy)
{b‘""'ZZXZ;ba"02 :pZ;Sig'; =0, Zrec,1% Zcon, } R = true and B — B’ where
, h _ . i
B = A% V28|Bgf|?1|R%;n|D1;n R:
Since
A’ =A; V7 |B3AIRGn[Dln L R B

we derive A R B! by the closure of R under structural equivalence.

We have
h 1 i
— al 8 3:2 1 1 —al 8 3:2 1 ™ .
A= A3 V2 |Bz;n|R3;n‘D1;n L and B = A3 V2 |BZ;n|R3;n|D1;n R-

If A— A", then it must be the case that
_ Al .nil 1 1
A= A3 t3<Ok>|CZ(Sy2)'BS;n|R3;n|D1;n L
and
AO = Aé B%;n|R%;n|D%;n L
It follows from
_ Al i 1 1
B= A3 tZ<Ok>|(:2(Sy2)'83;n|R3;n|D1;n R
that B — BY where

h i
0 =1
B = Aé B%;n‘R%;n‘Dl;n R:

Since
A= Aé B%;n|R%;n|D%;n LR BO;

we derive A” R B by the closure of R under structural equivalence.

We have
_ h g 1
A= A} Bil;.r%{Mi:Xi}|R%;n|D%;n L and B = A|1 Bil;-r}{Mi:Xi}‘Ril;n|Dl;n R

k 1

N L are idg-

valid ballots for k = 3:::i — 1, and a term M;j such that

L L
fv(M;)U fv(N;j) € dom(A}) and (fa(M;)U fn(N;))Nbn(A}) = 0
3 jiil 3 i1
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If A — A", then it must be the case that
A=Al if p(idpi;xi){Mi=} then P else O|R{.,|D1.,, L

with P = B{i2. We also have
h i
B=A! if p(idpi;xi){M=x} then P else 0R:,D1pn  r:

We proceed by case analysis on the structure of Al:

o fA'’=A? PIRLDE, o, then Mi i 1 |7 L, which is equal to
Xi L in the Al context, must have passed :Jd‘, is a idj-valid ballot.
From Corollary since we deduce that Xi g, in the Al coytext,

is also a valid ballot and then B — B? = A? Bil;ﬁ\Ril;n|6i;n R-

Since A’ = A? Bl2|R{,|Df,, L R B', we derive A’ R B by the

n
closure of R under structural equivalence.

o I A" = A} 0{Mi= }|RE, DL, o, then X 1, in the A} context,
must not have passed ;,d‘, then Xj | is not idj-valid ballot. From
Corollary we dedugp that Xj r is not p valid ballot either and
then B — B’ = Al 0{Mi= }|RL, D7, . Since A" = AL[0
{Mi= . }IRL,IDL,, L R B, we derive A" R B by the closure of R
under structural equivalence.

(29) We have

h i
A= Ai2 Bil;:rﬂRil;n‘D%;n L and B = Ai2 Bil;:rflRil;n|61;n R
for some i € {3;:::;n}, N3;:::; Nj such that Ng k 1 :; L | are idg-valid

ballots for k = 3:::1i, and such that
fv(N;) € dom(A}) and L fn(Nj)) N bn(A}) = 0:
3 i 3 i
If A — A", then it must be the case that
A=A} ter(ball}):Binlcer(Pi):RinDin L

and

AO = A|3 Biz;n‘Riz;n|D%;n L-
It follows from

h i

. —1

B = A} ter(ball}):Bf,[cer(Pi):RinDn R
that B — B? where
h i
0 —=1
B :Ai3 Bi2;n|Ri2;n|D1;n R-
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Since
A’ = A|3 Bi2;n|Ri2;n‘D%;n LR BO;
we derive A” R B? by the closure of R under structural equivalence.
(30) We have
h i
—1
A= A? Bi2;n|Ri2;n|D%;n L and B = A? Bi2;n“:2i2;n|Dl;n R
for some i € {3;:::;n}, N3;:::; Nj such that Nx «k 1 rl; 1| are idg-valid
ballots for k = 3:::1i, and such that
L
fv(Nj) € dom(A}) and fn(Nj)) N bn(A}) = 0:
3 j i 3 i
If A— A", then it must be the case that
A=A} BZ|if (idpi;pi) then R}, else 0|D1,, L
and it follows from Lemma since Nj i 1 :q 1 L is a idj-valid ballot,
that (idps; pi) {PM=y,; b=} L = true, thus
A = Ai3 Bi2;n|Ri3;n‘Di;n L-
It follows from
h i
B =A? BZ,|if (idpi;pi) then R, else 0D1., r
and from Lemma that r(idpi;pi){ba"i=xi;ba"? ;i) R = true since
Ni i 1 4! risaidj-valid ballot. Thus B — B’ where
° _ A3 h 2 p3 Pt i .
B = Ai Bi;n‘Ri;n|Dl;n R-
Since
A’ = A|3 Biz;n|R:ig;n‘D%;n LR BO;
we derive A” R B by the closure of R under structural equivalence.
(32) We have
h i
—1
A= A? Bi2;n|R?;n|D%;n L and B = A? Biz;n‘R?;nlDl;n R
for some i € {3;:::;n}, Na;:::; Nj such that Nk « 1§ L are idk-valid
ballots for k = 3:::1i, and such that

fv(Nj) € dom(A}) and L fn(Nj)) N bn(A}) = 0:
3 i 3 i

If A— A" then it must be the case that

A= Af CBR(qi):BﬁnEBR<SigiR>:Ri1+1;n|D%;n L
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and
AO = Ai5 Birs;n‘Ril+1;n|D%;n L:

It follows from
h i
i —1
B = A? CBR(Qi):Big;n|CBR<S|g$>:R%+1;n|D1;n R

that B — B? where
0 5 h 3 1 =1 i
B =A; Bi;n|Ri+l;n|D1;n R:

Since
A= Ai5 Bi’j‘;n‘Ril+1;n|D%;n LR BO;

we derive A R B! by the closure of R under structural equivalence.

We have
. h i
A= A? Bi;n|Ri1+1;n‘D%;n Land B = A|5 Bﬁn|Ri1+1;n|D1;n R

for some i € {3;:::;n}, N3;:::; Nj such that Ng « 1 ',; 1| are idg-valid
ballots for k = 3:::1, and such that

L L
fv(N;j) € dom(A}) and fn(Nj)) N bn(A}) = 0:
3 i 3 j i
If A — A", then it must be the case that

A=A} if s(idpr;qi) then BIY else O|R},1.,|DL., L

and it follows from Lemma since Nj i 1 :q 1 L is a idj-valid ballot,
that (idpr; qi){PMi=,, ;2 =, ;5107 =} | = true, thus

0 — A5 31lpl 1 .
A=A Bi;n|Ri+1;n|Dl;n L

It follows from
h i
. - . 71
B =A} if s(idpr;0i) then B else O|R{,1.,[D1n R

and from Lemma [28 that s(idpg; gi) {PaMi=,, palli = siol = 4 o = true
since Nj i 1 llw 1 R is a idj-valid ballot. Thus B —s B where

0 5h 31 pl =1 i
B :Ai Bi;'n|Ri+l;n‘Dl;n R:

Since
A= Ais Bi:)’;:r}|Ri1+1;n|D%;n LR BO;

we derive A R B! by the closure of R under structural equivalence.
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(36) We have
h o i
A=A} B} D}, LandB=A! B! D1, r

for some Ng3;:::;Np such that N k 1 ; 1 | are idg-valid ballots for
k = 3:::n, and such that

1 L 1
tv(N;j) € dom(Ay) and fn(N;) N bn(A) = 0:
3§ n 3jn

If A— A", then it must be the case that
A=A} tep( 10)):Biinlcep(di) Dy L

and
A= A?+1 Bi4+1;n|Dil+l;n L-
It follows from
h i
S —1
B=A] teo( 1(Xi)):Binlcen(@)Disin r

that B — B? where
h i
0 —=1
B = A?+1 B;1+1;n|Di+1;n R-

Since
A=Al Bi4+1;n|Di1+1;n L R BY;

we derive A” R B by the closure of R under structural equivalence.

Labelled Reductions : We must show for all extended processes A and
B, where A R B, that if A — A" for some A’, then B — —— B and
A R B for some B!. We observe that if A R B by an other relation than (1),
(10), (11), (14), (23), (24), (27), (31), (34), (35) or (37) to (40) then there is no
extended process A! such that A — A’. We proceed by case analysis on the
remaining cases.

(1) We have
h L
A=A V11|V21‘B%;n‘R%;n|D%;n and B = Ag Vll‘V21|B%;n|R%;n|D1;n

If A — A such that fv( ) € dom(A) and bn( ) Nbn(B) = @, then it
must be the case that

A=A tiTour(bally):VZ VS BL,|RL,| DLy

and
AO =A1 V12|V21|B%;n|R%;n‘D%;n
where = b1:Tour(b1) and by € dom(Ag). It follows from
h i
—1
B=Ao tiTou(bally):VZ|V5|BL,|RE,[Diy
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that B — BY where
h i
—=1
BO =A V12|V21|B%;n|R:{;n|Dl;n

We have
A1 V12|V21|B%;n|R:{;n|D%;n R BO;

and derive A’ R B by the closure of R under structural equivalence.

(10) We have
h i
A=Ae V15|V21|Bf;:r21‘R%;n‘D%;n and B = Ag V15‘V21|B%;:?1|R%;n|D1;n

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = (), then it
must be the case that

A=A m<recl>:V16|V21|Bf;:r21|R%;n|D%;n
and
A’ = A7 VPV |BEE|R:AIDLn

where = y1:Tout(y1) and y; € dom(Ag). It follows from

h i
. —=1
B = AG CH<recl>:\/16|V21|Bf;'r21|R%;n|D1;n

that B — B? where
h i
BO =A7 V16|V21|Bf;:r21|R%;n|Bi;n

We have
A7 V16|V21|Bf;:r21|R%;n|D%;n R BO;

and derive A’ R B? by the closure of R under structural equivalence.

(11) We have
h i
A=Ay V16|V21|Bf;:r21‘R%;n‘D%;n and B = A7 Vle‘V21|B%;:51|R%;n|D1;n

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = (), then it
must be the case that

A= A7 Courlcons):V |VHBEZIRS DL,

and
A" = Ag V{|V3 B3R5, |D1in
where = 2z3:Coue(z1) and z3 € dom(Az). It follows from

h i
. =1
B= A7 Cout<Conl>:V17|V21|Bf;'r21|R%;n|D1;n

RR n°® 7781



60 Cortier & Wiedling
that B — B? where
h i
B' = Ag V17|V21‘Bf;:r21‘R%;n|Bi;n
We have
A8 V17|V21‘Bf;:r21‘R%;n‘D%;n R BO;
and derive A’ R B? by the closure of R under structural equivalence.
(14) We have
h . i
A=Ag V21|821;n|R%;n|D%;n and B = Ag V21|B%;n|R%;n|Dl;n
If A — A such that fv( ) € dom(A) and bn( ) Nbn(B) = (), then it
must be the case that
A=Ag tTour(bally):VZ|B3.,|R3.,| D1,
and
A= Ao V22|B%;n|R%;n|D%;n L
where = byToue(b2) and b, € dom(Ag). It follows from
h . i
B = A8 tz:m<ba“2>:v22|8%;n|R%;n|D1;n
that B — B? where
h i
—1
B’ = Ag VZZ‘B%;n‘R%;n‘Dl;n R:
We have
A9 V22|B%;n|R%;n|D%;n LR BO;
and derive A’ R B? by the closure of R under structural equivalence.
(23) We have

h i
. . —1
A=A V25|B§;-31|R%;n|D%;n L and B =Aq VZS‘BZZBfr%‘R%;n‘Dl;n R

If A — A such that fv( ) € dom(A) and bn( ) Nbn(B) = (), then it
must be the case that

A= Au Cour(recz):V2 B3AIR3nDin L

and
A’=Ass V7 IB3AIRGnDin L
where = yo:Tout(()y2) and y, € dom(A;4). It follows from

h i
. =1
B=Au Cout<recz>:\/26|B§;'r21|R:%;n|D1;n R
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(24)

(27)

RR n°

that B — B? where
h i
. —1
B'=Asis V7BJAIR3Dyn R

We have
Ais V7 B32IR30ID1n L R B

and derive A’ R B by the closure of R under structural equivalence.

We have
. h . . i
A=A V26|B:235r21‘R%;n‘D%;n L and B =Ags V26|B§fr21|R%;n|Dl;n R

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = (), then it
must be the case that

A=A m<con2>:vz7‘B§;:r21‘R%;n‘D%;n L
and
A= A% V27|Bg;:r%||R%;n|D%;n L

where = 2z:Cour(z2) and z; € dom(Ass). It follows from

h i
: —1
B = Ais Cout(conz): V7 |B3AR3nDrn R

that B — B? where
h i
B'=A} V/BIZRL,Dyn  w:

We have
A} V7 |B32IR3nIDL L R B

and derive A’ R B by the closure of R under structural equivalence.

We have
1 pl 1 1 1h 1 1 =t i
A= Ai Bi;n|Ri;n‘D1;n L and B = Ai Bi;ani;n|D1;n R
for some i € {3;:::;n}, Ng;:::;Nj 1 such that Ng ¢ 1 ,'f, T are idg-
valid ballots for k =3:::i — 1 and

1 L 1
tv(N;j) € dom(Aj) and fn(N;) Nbn(A}) = 0:
3 i1 3 i1

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = @, then it
must be the case that

A= AiL Ci(Xi):B%;:rHR%;n|D%;n L
and

AO = 'D‘ll Bil;:r%{Mi:XiHRil;n‘D%;n L
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(31)

(34)

where = ¢j(M;) for some term M; such that fn( ) N bn(A}) = 0. It
follows from h . i
B= A|l ci(Xi):Bil;'rﬂRil;n|Dl;n R

that B — B? where
h i
. ] —1
BO = 'A‘ll Bil;-r%{MI:Xi}|R%;n|D1;n R:
We have
All Bil;.r}{Mi:XiHRil;n‘D%;n L R BO;

and derive A’ R B? by the closure of R under structural equivalence.

‘We have
h i
A= A? Biz;anis;n|D:ll.;n L and B = A? Biz;n‘R?;nlDl;n R

for some i € {3;:::;n}, N3;:::; Nj such that Nx «k 1 K, 1| are idg-valid
ballots for Kk =3:::i and

1 L 1 — g
fv(Nj) C dom(A;) and fn(Nj) Nbn(A}) = 0:
3 i 3 i

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = (), then it
must be the case that

AEA? Bi2;n|CRVi<ri>:R?;n‘D%;n L
and
AO = A? Bi2;n|R?;n|D:Il.;n L

where = YiTry,(Yi) and y; € dom(A?). Tt follows from
h i
—1
B= Ai3 Biz;n‘CRVi <ri>:R?;n|D1;n R

that B — B where
h i
—1
B’ =A! B, |RinDin R

‘We have
A? Bi2;n|R?;n|D%;n LR BO;

and derive A’ R B! by the closure of R under structural equivalence.

We have
3: " 3: .
A= Ai5 Bi;'r:1L|R%+1;n|D%;n Land B = A? Bi;'rHR}+l;n|Dl;n R

for some i € {3;:::;n}, N3;:::; Nj such that N k 1 KI 1| are idg-valid
ballots for k = 3:::i and

L
fv(Nj) € dom(A}) and fn(Nj) Nbn(A}) = 0
3 3 i
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(35)

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = @, then it
must be the case that

AEAi5 7< > 832|R|+1n|D:I1.;n L
and
A’ = A6 832|R|+1 n|D%;n L
where = z;Ti(zi) and z; € dom(A?). It follows from
h i
1
BE'A‘iS < >832|R|+1n‘D1;n R
that B — B? where h )
1
—=1
B’ AG B32|R|+1 n|D1;n R:
We have
A6 83 2|R|+1 n|D:1L;n LR BO;

and derive A’ R B? by the closure of R under structural equivalence.

We have
h . i
A= AG BS 2|R|+1 n‘Di;n L and B = A‘is B |R|+1 n|D1;n R

for some i € {3;:::; n}, Ns;:::; Nj such that Nk 1 K, 1| are idg-valid
ballots for k = 3:::i and
L
fv(N;) € dom(A}) and fn(Nj) Nbn(A}) =0
3 i 3 i
If A — A’ such that fv( ) C dom(A) and bn( )Nbn(B) = @, then there
are two cases :

—If3<i<n.
A6 ci(syi): B|+1 n‘R|+1 nlD%;n L
and

0 1
A = A|+1 |+1 n‘R|+1 nlDl;n L

where = ¢j(W;) for some term Wj such that fn( ) N bn(A®) = 0.
It follows from i
1
—1
B =AY} ci(syi): B|+1 n|R|+1 nDin R
that B — B where i
1
—1
BO = A|+1 |+1 n|R|+l n‘Dl;n R-
We have
A|+1 |+1 n|R|+1 n|D%;n LR BO;

and derive A’ R B? by the closure of R under structural equivalence.
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(37)

(38)

—Ifi = n. A§ cn(syn)Bf,Di, L and A" = A} Bf,Di, L
where = cn(Wp) for gpme term Wy, suchythat fn( ) Nbn(Af) = 0.
It followshfrom B =A% ¢, (Syn):Bf.n|51.n r that B — B where
{ :nlP1;
B'=A! B%,Din & Wehave A} B4, DL, | R B, and de-

rive A’ R B? by the closure of R under structural equivalence.

We have h ;
2
A=Al,, DI, _andB=Al,, DI, r

for some Ng3;:::;Np such that Ng 1 :; L L are idg-valid ballots for
k = 3:::n, and such that

L
fv(Nj) € dom(A}) and fn(Nj) N bn(AL) = 0
3 jn 3 jn

If A — A such that fv( ) € dom(A) and bn( ) Nbn(B) = (), then it
must be the case that

A=A, Cour(deci):D3, L

and
0 Al 2
A=A D3, .
where = result;Coge(result;) and result; € dom(A%,;). It follows

from h 1
B=Al,; Cout(decx):Dy, R

that B — B where h i
I
B'=A; D,, =&

We have
A} D3, L RB

and derive A’ R B! by the closure of R under structural equivalence.

We have h i
A=AY D3, _andB EKT Ss;n R

for some N3;:::;Np such that Ng k 1 I‘él 1 L are idk-valid ballots for
k = 3:::n, and such that

L
fv(Nj) € dom(A}) and fn(Nj) N bn(A}L) = 0
3 jn 3§ n

If A — A such that fv( ) € dom(A) and bn( ) N bn(B) = 0, then it
must be the case that

A =AY Cour(dec):D3, L
and

00— A0 2
A"=AY D3, L
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where = resulty:Coue(resulty) and result; € dom(AY). It follows from
i
B Eﬂolo Out[cout]decl:ﬁin R

that B — B? where oh i
B'=A, D3y R:

We have
A; D3, LRBY
and derive A’ R B by the closure of R under structural equivalence.
We have h i
A=A, D2, _andB=A;; Diy r

for some Ng3;:::;Np such that Ng k 1 :; 1| are idg-valid ballots for
k =3:::n, and such that

1 L 1
tv(N;j) € dom(Ay) and fn(Nj) N bn(AR) = 0:
3 i n 3 jn

If A — A’ such that fv( ) € dom(A) and bn( )Nbn(B) = @, then there

are two cases :

- If3<i<n.

AY | Tour(deci):DZ,,.,, Land A'=AY DI, L

where = result;:Coue(result;) and result; € dom(AY ;). It follows

from - h ., i
B=Aj 1 Cout(deci):Djs1n R

that B — B! where )
h ,

|
Ai D|+1;n R-

B! =

We have
AP Dy LR B

and derive A’ R B? by the closure of R under structural equivalence.

—Ifi=n.
A" [coat(decy)] L and A'=A%[0] |
where = result,Coue(result,) and result, € dom(A%® ;). It fol-
lows from

B =An ;[Cout(decn)] r
that B — B? where
B'=A"[0] g
We have
AR[0] L RBY

and derive A’ R B? by the closure of R under structural equivalence.
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B.5 Proving the Theorem

As R is verifying the three properties of Definition [2] we have to show that
for all extended processes A and B, where ARBOE) that A =5 B. Using Lemma
@ it is sufficient to prove that A%[0] | =~s A,[0] R for any N; such that

Ni i1 ' areidi-valid ballots. As AR[0] . is mapped in R:( |R) g L and
KO,S [0] r is mapped in R:( |[R) g R, we conclude using Proposition

C Proof of Theorem [3

Let us remind the Theorem we need to prove.

Theorem 3. Let n be the number of voters. The Norwegian e-voting protocol
process specification satisfies ballot secrecy with the auditing process, even with
n — 2 voters are corrupted, provided that the other components are honest.

An[V {Cl =Cauth ;Cva =crv | v {Cz =Cauth ;CRVZ =crv } ]
~| Kn [V {Cl =Cauth ;Cva =crv } ‘V {02 =Cauth ;CRVZ =crv } ]
where = {vlzxvote} and = {V2:Xv0te}'

Let us introduce the relation we will use to prove labeled bisimilarity.

C.1 Partial evolutions of protocol specification

First, we will introduce partial evolutions of the protocol process specification
and remind some notations used. One can note that the notations are the same
as those we used in the previous section when proving Theorem since we
redefine them here, there are no possible confusion.

Definition 30. Notations and partial evolutions for honest voters. (i € {1;2})

Vit = Cour(balli):V;2 i = penc(XYore; ti; Pk(a1))

V2 =ti(ball;):Vv;3 pfk; = pfk, (idi; ti; X! otes €1)

V3 = cry, (reci):vi sigi = sign((ei; pfk;); id;)

Vi = ci(con;):VvyP ball; = (ei; pfk;; sigi)

V;® = Cour(con;):V,® hvi = hash((vk(id;); ei; pfk;; sigi))

V& = coue(reci):V;’
V)" =if (idpr;idi; hvi;coni; xY°%; rec;) then V;8 else 0

V# =tj(Ok)

Definition 31. Notations and partial evolutions for the ballot box. (i € {1;:::;n})
B, =ci(xi):Bj} el =renc( 1(xi);s(idi))

BLl =if p(idpi;xi) then BL2 else 0 pfk! = pfk,(idi;a2; 1(xi);€))
B2 =tgr(ball}):BZ, e® = blind(e!; s(id;))

BZ, = csr(di)B, pfk = pfk,(id;; s(id;); e?; el")
By, =if s(idpgr;hbbi; i) then B else 0 ball) = (x;;el; pfk§; e¥; pfk)
Bl =ci(ai):B2 hbb; = hash((vk(idi); i)

B|3r% = Ci(syi):Bil+1;n

BA = cn(syn):Bin
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B;l;n :%< 1(Xi)>:Bi4+1;n
=Tep( 1(Xn >:Bi;n
Bin =CBAXi)Blin
= TeA(

RL, = cer(pi):RZ,

Riz;n =if ((idp;i;pi) then Ri3;n else 0

R = Cry, (ri):RY, ri = d(p(idi); dec( o(pi); az))

Rin = TBR(SIO ) Rit1:n hbri = hash((idpi; 1(pi); 2(pi);  3(pi)))
Rp.n= CBR(SIgR):R:., sigR = sign(hbr;; idr)
R?, = Cra((idpi; hbpri; hbri)):R?, 1.,
R5.»= Cer((idp;; hbpr;; hbr;))

Definition 33. Notations and partial evolutions for the decryption service, we
distinguish two cases : one without a swap (D) and one with swap (D).(i €

6il;n = CBD(dj):6i1+1;n

Dy = tep(dn):D;

DL, = cep(di):Din D: =toathash((dy;:::;dn))):Da
DLn= e (dn):D,, D, =coa(h)Diy

dec; = dec(d;; az)

D2 = tpa(hash((dy;:::;dn))):D3
D =cpa(h):D3,

D2, = Cout(deci):D{, 1.,
D3..,= Cour(decy)

AD! = CDA(hd):AD%;n
AD: = cga(baj):AD{, 1.,
ADg;nz cea(ban):AD3.,
AD?. = cra(haj):AD;, 1.,
ADn;nz CRA(han):/A\Di1

AD3 = tpa(OK)

=3 _ -2
Dl;n = Cout<decz>.D21n

=3 _ =2
Dz;n = Cout<deC]_>.D3’n

-3 . —2
|:)i;n = COUt<deci>:Di+l;n

—3
Dh.n = Cout(decn)

Definition 35. Partial evolutions of global process representing the enrichment

of the frame as the process advances.

R = (ai;a;idy;idz;idR;C1; C2; CRV, ; CRV;; CBR; CBD) _
= {pk(al):gl;pk(az) =92 ;pk(a3) Z4s ;Vk(ldl) Sidpas it ;Vk(ldn) Zidpn ;Vk(ldR) :idpR}
Apg= R L| ]
Ar= (Ritr): _|{Ph=p, )
A= (Ritosxa): _[{PMe=p, ] {PM=y,
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h i
Az = (ﬁ;tl;xl;pl): _|{bﬁl”l:bl}|{ba“1:X1}|{ba“O:p1}| i
Aa= (mitaixa;purecs): _[{PeM=y (P2t H{W M=, {0 =res, }|
As = (Rt xa; pyirecs;aa): {5 =, }{PM s H{mp, H{" =rec,

sigy =
{sioF=y, ) i |
Ae = (Ritr;Xa;pa;rece;qucona): | {0y, J{Pm H{P = J{M =rec, }

{5195 =g, {% =con, }|

A7 = As_|{"=, )]

Ag = A7 [_[{*M=,}]

Ao = (mity;xq;pyirecs;quicony;tp): _[{{"h=y, }[i = 1;2}|{"5, }]
{02, H{" =recy HH{19 =g, H{™ =con, Ty, J{E™ =2, )

Ao = (R;ty;Xq;p1;recs;dr;cong;to;Xp): _ [{{P=y, H{PaM= YiE 152}
{72150, }{" =recy } {519 =0y }{% =Zcon J {2y, HH{M =2, )|

Ay = (RiteiXa; PaiTeC; Gui 00Ny ti Xi p2): _{{M=p, }{PM = (P2 =, )

= 152 [{™ =rec, }1{%% =g, }1{® =cony {1 {22, )
A1z = (R;ty;Xq;Pa; FeCs; G CON; to; Xo; P2; recz): _[{{PMe=p, H|{Pali= }
{PM =, [{"=rec, J T = 12} {5195 =g, }{%=con, {0y, {22, )
Arz = (MtaiXe; Pa; recy; du; CONy; to; Xo; P2 recz; 62): _[{{*"=p, }{" =g}
{8t =g, [{" " =rec, {19 =g, i = 15 2} {% Zcon, } {0y, /{22, }|
Ars = (Rit1;X1;P1; recs; Gu; CON1; to; Xa; P2; reca; Ga; conz): _[{{*8Mh=y, }|
{02 = H{PM =, {7 =rec, H{9H =g, H{% =eon, }Hi = 12}
7=y, H{®M =2, 1] ]
Ars =A1[[{"%2=y,}]

Forie{3;:::;n}:

mi = {(P;a)lk € {3;:::50 — 1}} .
= {0 {2 = P =, [{ " =recs ™9 =g HH{ % =cony H{™** =y,
{eoMm=4, }}i = 1,2}

P = M P e oy 9 g, H (= H{ Wemay, )
ke {3::;i—1}}

A= )]l | ]

A|2 = Al1 _|{Ni:xh} i

Ad = (mmip): N =Y ]

Al = AL =] ;
AP = (mmien) MO = 9 = ]

i
AP = (Rimiar) _{Nim A =y, HLSO =g, {2 ] |

di = {delk € {L;:::;i—1}}
i = {{ 109=g Yk e {10 —1}}
Al = (Mg G): L il neal | ]
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ba; =
i =

A8 =

AY =

1
A =

A=
Ai =

—00

2L
Il

>
Il

C.2

(R; Mna1; Gnaens hgs Bag): | | {Mesh(@zsdnd) = )

(R; Mn1; Gness g Bans1; Hai):

netl | ]

i| htl ‘ {hash((dl;:::;dn)):hdH

(7; Mn+1; Ghat; Ngs BN+ Bana s h):  [{%%=p} net] ne+dl

{hash((dl;:::;

A _|{de01:result1}
A?O 1 _|{deci:resulti}

égo _|{{de02:result1}

é&) _|{{deC1:result2}

A _|{deci:resulti}
Relation

Now we can define the relation.

d"))zhd}‘ n+1| n+1l |

n+1l

Definition 36. Given integer n > 2, Vv 3 < j < n, let M and Nj terms

A
such that Nj j 1

L is an idj-valid ballot, and such that fv(M;) Ufv(N;) C

dom(Ajl) and (fn(M;j) Ufn(N;j ))mbn(Ajl) = (). We consider the smallest relation
R which is closed under structural equivalence and includes the following pairs
of extended processes :

Ao Vll|V21|B%;n|R%;n|D%;n|AD1

AL
A;
A
Az
Az
Ay
As
As

Ag

A7

RR n°

Vi V5 |B1n R, D1, |AD?
V7' IV7|B1i IR D1, |AD?
VPV [BiIRLn D1 n|AD?
V7' IV3 [BEn|R D10 |AD?
V7 IV3 [BEnlRi D1 n|AD?
ViV [BfnIR1n|D1n|AD?
ViV [Bf IR, D10 |AD?
V1 |V7 BT IR, D1, |AD

VPV [BEAIR2 D n|AD?

V16 ‘V21|Bf;:r21|R%;n | D%;n |AD1

7781

h

1
—1
Al hvl2 ‘V21|B%;n|R%;n | Dl;n |AD1

1
. —1
Az hvl3 ‘V21|B:ll;'|:'[1|R%;n | Dl;n |AD1

. =1
Az th V2 [B1A|R:;n[Dy;n|AD*

1
Az hvl3 ‘V21|B:Iz.;n|R%;n | Dl;n |AD1

1
—1
As hvl3 ‘V21|Bf;n|R:1;;n | Dl;n |AD1

=1
Aa th\Vzlle;ani‘;n Dy,n|AD?

1
—=1
As hV14‘V21|B:Ig.;n|R%;n | Dl;n |AD1

. —1
As hV14‘V21|Bffrl1|R%;n | Dl;n |AD1

1
—=1
Ao hvll ‘V21|B:1L;n|R%;n | Dl;n |AD1

1
As VP |V3|BF|RZ (D10 AD

h

. (10)

1
A; VPV BF2|R},, D10 AD

(11)



70

Cortier & Wiedling

As \/17|V21|Bf;:r21|R%;n|D%;n|AD1
Ag VPV (BI2|R;.n|D1., |AD?

A8 V21|B%;n|R%;n|D%;n|ADl
Ag V22|le;n|R%;n|Di;n|AD1

Ao V5'|B3i4|R5|Di;n | AD?

Ao V7B |RS,| Dl |AD*
V5'|B3;n R, D1 |AD?
A1r V5'|B,|R3,| D1y |AD?
A1z V3'|BZ RS, D1 AD
Az V3'|B3,|R3;n| D1 |AD?
Az V5'[B35|R3|D1;n | AD?
Ass V3 |BIAIRS D1 |AD?

A15 V26|B§;:r21|R%;n|D%;n|AD1

A% V27‘B§;:r21‘R%;n|D%;n‘ADl

A3
AiL B},H‘R},nlD%,n ‘ADl
Al Bia{™=x}IRi;n|D1;n|AD*

A} BL7IR, D1 AD?

AI3 Biz,n‘Riz,n|D%,n ‘ADl

- (12)

h i
. —1
~R As \/17|V21|Bf;'r21|R%;n|Dl;n|AD1
h _ . i
~r As V7|V5|BYAIRS, D1, |AD?
h . i
~R A8 hV21|B%;n|R%;n|D1;n|ADl_
i
—1
L~R Ao r\]/22|821;n|R%;n|D1;n|ADl R
i
. —1
L~r A V7 |B3i|R3n|D1yn |ADY R
h . . i
L ~r A V7 |B3A|R:,ID1, |[AD g
h . i
L~r Aur \/23|B§;n|R§;n|D1;n|ADl R
h . i
L ~rR Awul V23|B§;n|Rg;n|Dl;n|ADl R
h . i
L~r A1z V3'|B2,|R3,n[D1n|ADY R
h . i
L ~RrR Az V24|Bg;n|Rig;n|D1;n|ADl R
h _ . i
L VR Al3 \/24|B§;'r11|R%;n|Dl;n|AD1 R
h _ . i
L~r A V7 |B3AIR3n|D1n|AD R
o i
L ~r A V2 |B3A|R3,[D10|ADT R

h

i
. —=1
L ~R A%hV27‘B§;'r21‘R%;n‘Dl;n|ADl_ R

h i
—1
L ~R AilhBil;n|Ril;n‘Dl;n‘ADl R
. ] —1
L VR Ai1 Bil;-r}{M':XiHRil;n‘Dl;n‘ADl
h _ . i
L ~R AiZhBil;'rﬂR%;n|D1;n‘ADl_ R

1
—=1
L VR A|3 Biz;n|Ri2;n‘Dl;n‘ADl R

(13)
(14)

(15)

(16)

(17)

(18)

(19)

(20)

(21)

(22)

(23)

(24)

(25)

1
V28‘Bg;:r21‘R%;n|D%;n‘ADl L ~R A% VZB‘Bg;:EI‘R%;n‘Dl;nlADl R (26)

(27)
1

R
(28)
(29)
(30)
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h i
—1
A? Biz;an?;n|D%;n|AD1 L VR AishBiz;n‘Ris;nlDl;nlADl_ R (31)

1
—=1
A? Bi2;n|R?;n|D%;n|ADl L VR A?hBiz;n‘R?;n|Dl;n|ADl R (32)
1
—=1
Ai5 Bia;n|Ril+1;n|Djl.;n|ADl L ~R A?hBﬁn‘Ril+1;n|D1;n|ADl_ rR (33)
1
. . —1
Ai5 Bi?‘;'r%|Ri1+1;n||:)%;n|'6\|:)1 L VR Ais hBia;.rHRil+1;n|Dl;n|AD1_ R (34)

1
. . —1
A? Bi:));'r%|R%+l;n|D%;n|ADl L VR A? B?;'r?‘R%+l;n|Dl;n|ADl R (35)

Al Bin|R%n[Din|ADY | ~r A?hB§n|Rin|Din|AD1'_ R (36)
A1 BSRS,IDIADY | ~gr Ales Bin|R§:n|DiADil' R (37
A? BE,IRS,IDJIADZ, |~ A?hBﬁnmin@SlADﬁn R (38)
A} RPn[D3IADY, L ~r A le;n|D§|At;ﬁn' R (39)
A%, DIAD] | ~gr A?,+1h6§\AD1‘_ R (40)
A% DIADS \ ~m A3, DJADE = (1)
A D2, | ~g A Sf;nl_ R (42)
A? D3, L~r A 6g;nI R (43)
AL D3y Lk AL, D n (44)
A0 L~r AnlD]l m (45)
(ie{3:::;n}h

h i

Al (M= REDYL, L~k AP (M )REDL, k (46)

C.3 Proof for the relation

The proof is quite the same as the one without auditor since most of equiv-
alences are identical except that we add a auditor part in parallel, or rename
some partial states of processes. There modified cases are equivalences (37)
to (41) which are basically representing the auditor’s behaviour and can only
evolve with internal reduction.

Internal Reductions : We must show for all extended processes A and
B, where A R B, that if A — A for some A’, then B — B” and A’ R B! for
some BY.

(37) We have

h i
—2
A=Al,, B;,|R},|DIAD' | and B=A/,; B},|R},Di|AD' &

RR n°® 7781
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(38)

for some Ng3;:::;Np such that Ng k 1 :; 1 | are idg-valid ballots for
k =3:::n, and such that

1 L 1
fv(Nj) € dom(A;};) and fn(Nj) Nbn(Ay) = 0:
3 n 3 n
If A — A", then it must be the case that
A= AZ1+1 B?;n|Ri;n|CDA<haSh((dl; e dn))>:D§|CDA(hd):AD%;n L
and
A= A? Bf;ani;nng‘ADin L
It foll f
ollows rofr]n B i
B =Alys B3nlREnICoA(hash((dy 1 dn))Dalcoa(na):ADZ, &
that B — B” where h ;
0 =2
B = A? Bf;an?;n|D2|AD%;n R-

Since
A= Ag Bf;n|R?;n|Dg‘AD%;n LR BO;

we derive A R B by the closure of R under structural equivalence.

We have

h ., i
A= A? B?;an?;nng‘ADiz;n L and B = A? B;S;n|R?;n|D2|ADi2;n R
k 1 | are idg-valid ballots for
k =3:::n, and such that

C
fv(N;j) C dom(A}) and fn(Nj) N bn(AL) = 0
3 jn 3 jn

‘We have two cases :

e If1<i<n.
A} TBA(Xi):BPi1n|REnID3lcBA(bR):AD 1y L

and
A= A?+1 B;S+1;n|R§;n|D§|ADi2+1;n L
It follows fromh B
1
I -2
B = A? CBA<Xi>:B?+1;n‘Ri;n‘D2|CBA(bai):ADi2+1;n R

that B — B! where ;
—2
B’ = A%i3+1 B;s+1;n|R§;n|D2|ADi2+1;n R:
We have
Azi3+l BY |R?;n|D§|ADi2+1;n LR BO;

i+1;n

and derive A’ R B? by the closure of R under structural equivalence.
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o Ifi=n.
A?\ m<xn>‘Ri;n‘DaCBA(ban):AD%;n L

and
A'=A} R}, |DZADS, L
It follows from
h . i
B = A5 Tea(Xn)|R3.n|D3ceA(ban):ADS,, R

that B — B where
h i
—2
BO = A? R?;nlDZ‘ADi;n R:
We have
AS REIDZAD, R B

and derive A’ R B? by the closure of R under structural equivalence.

(39) We have
o i
A=A} R},DSAD], L and B=A] R},[D3|AD}, r

for some Ng3;:::;Np such that Ng g 1 :; 1 L are idg-valid ballots for
k =3:::n, and such that

1 L 1
tv(N;j) € dom(Ay) and fn(N;j) N bn(AR) = 0:
3 Jn 3jn

We have two cases :

e If1<i<n.
A} tra((idpi; hbpri; hbri)):R, .| D3lcra(hai):AD .y L

and
AO = A?+1 Ri5+1;n‘D%|ADi3+1§n L
It follows from
h i
) —2
B = A} tra((idpi; hbpri; hbri)):R, 1, [D3[cra(hai):AD 1 R

that B — B! where
0 9 h 2 3 i
B =Ain R?+1;n\D2|ADi+1;n R:

We have
A?+1 Ri5+1;n||:)%|'0‘|:)i3+1;n LR BO;

and derive A’ R B? by the closure of R under structural equivalence.
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o Ifi =n.
A} tra((idpn; hbpry; hbrp))|D3|cra(han):AD] |
and
A"=A%, . D3AD} :
It follows from

h i
B = A% tra((idpn; hbprn; hbra))|Dajcra(han):AD? &

that B — B! where
h i
B'=A%,, D,JAD? g

We have
Ab.i DIJAD? | R BY;

and derive A’ R B? by the closure of R under structural equivalence.

(40) We have

h i
=2
A=A}, DIAD! | and B=AJ,, D3/AD! &

for some Ng3;:::;Np such that Ng k 1 :; 1| are idg-valid ballots for

k =3:::n, and such that

1 L 1
fv(N;j) € dom(Ay) and fm(N;) N bn(A) = 0:
3in 3jn

If A— A" then it must be the case that

the 4 is passed. (The auditor is just creating what the receipt generator
did, since these two ones are not cheating, it must be correct.) Then

A"=A),, D3AD; :
It follows from

and the fact that M; 1 ,‘q 1 & are also idj-valid ballots that B —s B!
where , hi2 i
B =A,; D3JAD;

Since
A'=A2,, D3AD; R B

we derive A' R B! by the closure of R under structural equivalence.
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(41) We have
h_, i
A=A, DiAD; | and B=A),; D,JAD; r

for some Ng3;:::;Np such that Ng k 1 :; L | are idg-valid ballots for
k = 3:::n, and such that

1 L 1
tv(N;j) C dom(Ay) and fn(N;j) N bn(AR) = 0:
3 Jn 3 jn
If A — A", then it must be the case that
A =A% coa(h):Di,[CoA(OK) L
and
A'=A" D},
It follows from
h i
—3
B =A}.; coa(h)Dy.,[coa(Ok):AD:, R
that B — B? where , h 5 i
B =A" Dy, =&
Since
A'=A" D?,, L RB

we derive A’ R B? by the closure of R under structural equivalence.

C.4 Proving the Theorem [3|

As R is verifying the three properties of Definition [2) we have to show that
for all extended processes A and B, where ARB, that A ~g B. Using Lemma

it is sufficient to prove that AR0] | ~s Kon [0] r for any N; such that
Ni i1 "q 1 are idj-valid ballots. As AY%[0] . is mapped in R:( |R) n L and

Kfﬂ [0] R is mapped in R:( |[R) g R, we conclude using Proposition

RR n°® 7781
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